5 Switch Security

Commands listed in the Security menu are for configuring system security parameters such as
the password and logout time. The menu also provides a command for rebooting the switch.
Enter

security
at the prompt to enter the Security menu. Press ? to see the following list of commands:

Command Security Menu

pw Set a new password for a login account

reboot Reboot this system (allowed if the user is “admin”)
timeout Configure Auto Logout Time

layer2auth Enable/Disable layer2 user authentication

seclog Display Secure Access log file entries

secdefine Define Secure Access filter(s)
secapply Apply Secure Access filter(s)

privs Display privs for a login account
useradd Create a new user for a login account
usermod Modify a user’s privileges
userdel Remove a user
asacfg Configure Authenticated Switch Access
userview View the users in the local user database
auth Enter the Authentication menu
Main File Summary VLAN Networking

Interface Security System  Services Help

The pw, reboot, seclog, secdefine, and secapply commands are described in this chapter. For
information on configuring the Auto Logout Time (the timeout command), refer to the uic
command, which is described in Chapter 2, “The User Interface.” The privs, useradd, user-
mod, and userdel commands are also described in this chapter.

For information about the layer2auth and asacfg command as well as the authentication
submenu, see the Switched Network Services User Manuall.

Page 5-1



Changing Passwords

Changing Passwords

The switch provides three types of login accounts by default—Administrator, User and Diag-
nostics. The Administrator login provides full READ/WRITE access to all command families.
The login name for the Administrator account is admin. The login name for the default User
account is user and provides READ ONLY access to the switch’s command families except for
the global family, and NO WRITE privileges. The Diagnostics login has full READ/WRITE access
to all command families plus a command for running switching module tests. The login name
for Diagnostics is diag.

The initial password for all three accounts is switch. If you log in as diag you can change the
passwords for the diag and admin login accounts. If you log in as admin, however, you can
only change the password for the admin login account. To change the password, complete the
following steps. Remember that the User Interface does not echo (display) the password char-
acters.

1. From the prompt, type

pw <account-name>

The <account-name> is the user login name (diag, admin) for which you want to change
the password. The following prompt displays:

Changing password for account:<account-name>
Old password:

2. Enter the old password and press <Enter>. If you enter the old password incorrectly, the
following message displays:

Authentication failure
and the command will terminate. You will then need to start over from Step 1 above.

If you answered the old password correctly, the following prompt displays:

New password:

3. Enter the new password (you are allowed up to 18 characters) and press <Enter>. The
following prompt displays:

Retype new:

4. Re-enter the new password to confirm it and press <Enter>.

4 Note¢

It is recommended that you change the password from
the default for all login accounts.

The passwords are stored encrypted in the mpm.cnf file. If you forget your password, you will
have to delete the mpm.cnf file which will cause the passwords to revert to the default.

4 Caution ¢

Deleting the mpm.cnf file will also remove all of your
configuration data and restore everything back to
factory settings.
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Rebooting the Switch

The reboot command should only be executed during network down time and when no data
is being transmitted across the network. Also, you should ensure that all configuration infor-
mation has been saved first. Note that the reboot command is only available to the admin and
the diag logins.

4 Caution ¢
Rebooting the switch will disconnect a Telnet connec-
tion to the User Interface and will interrupt the
network connections on the switching modules.
To reboot the switch from the command line, enter
reboot
at the prompt and press Enter. The following prompt will display:
Confirm? (n)
Enter Y. The following message displays:

Locking file system...locked
System going down immediately...
switch[489917b0]: System rebooted by admin

The switch will now take at least a minute to start up again. (If you are connected to the User
Interface with a serial connection, the console displays start-up related information.) The login
message displays when the reboot is complete:

Welcome to the Alcatel OmniAccess 512! (Serial # xxxx)
login :
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Secure Switch Access

Secure Switch Access is a filtering program that prevents unauthorized access to the switch by
allowing you to define a list of filters and filter points. For Secure Switch Access, filters are
lists of source traffic that are allowed onto the switch. Filter points operate on IP protocols
that include FTP, Telnet, SNMP, TFTP, HTTP, and a custom IP protocol. Whenever any of these
filter points is enabled, all filters configured for that protocol are applied to incoming traffic
using the filter point protocol.

All access violations are logged. If a filtering point is not enabled, it is accessible to all users.

Configuring the Secure Switch Access Filter Database

Use the secdefine command to view and configure the database of secure access filters. This
database includes information on filter names, source IP addresses, source MAC addresses,
and the physical ports receiving data.

The following is a sample secdefine display:

Secure Access Filter Database

List :
Create (c):
Delete (d):
Modify (m):
Find (f):
Help (h):
Quit (9):

Enter selection:

Select an option by entering the relevant letter at the selection prompt. To exit this menu,
enter q (quit). Descriptions and sample displays for each of the options are as follows:

List

This is a list of all defined filters. A filter determines what traffic is allowed on the switch. The
list includes information on the filter’'s name, IP Address, MAC Address, and physical port
receiving the user’s data. The following is a sample display:

Source IP Source MAC Slot Port
Filter Name Address Address # #
Engineering 198.34.56.10 0:23:da:67:97:e4 4 1
Test ANY ANY 7 3
Accounting 172.14.25.13  0:32:e4:a3:6f.e4 2 1
HR 198.34.56.15  ANY ANY ANY

The value ANY displays if a field is left blank when configuring filter information through the
Create (c) option. The ANY value signifies a “don’t care” condition. When an inbound packet is
checked against a Filter Name to establish authorized access, the ANY fields are not checked.
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Create

This option allows you to create a new filter in the secure access database. The following is a
sample display:

Create Filter

Enter Filter Name:

Enter IP Address ([a.b.c.d] ) :

Enter MAC Address ( [XXYYZZ: AABBCC]) :

Is this MAC in Canonical or Non-Canonical (C or N) [C] :
Enter Slot :

Enter Port :

After you have created a filter, the information is automatically saved in the secure access
database, and the secdefine submenu re-displays. To review your new configuration, simply
select the list (I) option. Descriptions of the fields are as follows:

Enter Filter Name: The name of the new filter. The name is required and must be at least one
character long and no more than 25 characters.

Enter IP Address ( [a.b.c.d]): The allowed TP address. The address must be in the displayed
format ([a.b.c.d]). If you enter a value here, the user may access the switch only from this IP
address. If you leave this field blank, a value of ANY will display in the secure access list,
allowing access to the switch from any IP address.

Enter MAC Address ( ( [XXYYZZ: AABBCC])): The allowed MAC address. The address must be in
the displayed format (( [XXYYZZ: AABBCC]) ). If you enter a value here, a user may access the
switch only from this source MAC address. If you leave this field blank, a value of ANY will

display in the secure access list, allowing this user access to the switch from any MAC address.

Is this MAC in Canonical or Noncanonical (C or N) [C] : The format of the specified MAC address.
Typically, ethernet MAC addresses are in canonical format while token ring and FDDI MAC
addresses are in noncanonical format. The default is canonical (C). This parameter is not
required.

Enter Slot: The module on the switch receiving data from the specified IP or MAC address. If
you leave this field blank, a value of ANY will display in the secure access list, allowing data
from the specified IP or MAC address to be sent through any module on the switch.

Enter Port: The port on the module receiving data from the specified IP or MAC address. If you
enter a value here, you should also specify a slot in the above field. If you leave this field
blank, a value of ANY will display in the secure access list, allowing data from the specified IP
or MAC address to be sent through any port on the module (if one is specified) or on the
switch (if no slot is specified).

Delete

This option allows you to delete a filter from the secure access list. The screen displays simi-
lar to the following:

Delete Filter

Enter Filter Name:

If you enter a filter name here, that filter will be immediately deleted from the secure access
database.
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Modify

This option allows you to modify information about an existing secured access filter. Enter the
name of the filter you wish to modify, as follows:

Modify Filter

Filter Name: Test

The filter’s existing information will display. For example:

Source IP Source MAC Slot Port
Filter Name Address Address # #
Test ANY 10.2.8.13 5 2

Enter IP Address ([a.b.c.d] ) :

Enter MAC Address ( [XXYYZZ: AABBCC]):

Is this MAC in Canonical or Non-Canonical (C or N) [C] :
Enter Slot :

Enter Port :

To change a value, type in the new value at the prompt. If you do not wish to modify a
particular field, press Enter and the existing user information will remain unchanged. To
change a field to ANY privilege, enter a value of 0, an asterisk (*), or ANY at the prompt.
Descriptions of the fields in the above display are provided earlier under the option ZList on
page 5-4.

Find

This option allows you to find information about a specified filter in the secured access data-
base. You must know the filter’s name in order to use this search feature. The following is a
sample display:

Find Filter

Filter Name: Test

To find a filter in the database, enter the name of the filter at the prompt. If the filter you
enter is a valid one, information on that filter will display similar to the following:

Source IP Source MAC Slot Port
Filter Name Address Address # #
Test ANY 10.2.8.13 5 2
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Configuring Secure Access Filter Points
The secapply command allows you to view the list of secure access filter points, to enable/
disable security globally or for a specific IP protocol filter point, and to define a filter list for
each filter point. To use this command, enter:

secapply

A screen similar to the following displays:

Secure Access Filter Points

1) FTP Security : Enabled

11) Filter List : Test, Engineering
2) Telnet Security : Disabled

21) Filter List : Test
3) SNMP Security : Enabled

31) Filter List :
4) TFTP Security : Enabled

41) Filter List : Manufacturing
5) HTTP Security : Disabled

51) Filter List :
6) Custom Security : Enabled

61) Filter List :HR
62) Protocol :
63) Port Service

7) One-touch Global Security :
71) One-touch Filter List

Command { Item=Value/?/Help?Quit/Redraw/Save} (Redraw)

4 Note ¢

If security is enabled for a filter point and there are no
names defined on its list, then the filter point is essen-
tially inaccessible to all users. For example, in the
above sample display, SNMP is not accessible to any
user.

You can enter commands by entering just the first letter of the command. For example, select
Quit by entering g and pressing Enter.The question mark option (?) and the Help option
provide reference and instructional information on using this command. The Quit option exits
this command without saving configuration changes. The Redraw option refreshes the screen.

When you are done entering new values, type save at the prompt and all new settings will be
saved.

The following option is available for all filter points:
Filter List
Applies the filter name(s) defined through the secdefine comand for this filter point.

Filter points are disabled by default. The different filter points are defined as follows:
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1) FTP Security

Indicates whether or not secure access is enabled for File Transfer Protocol (FTP) on the
switch. Enabled means secure access is enabled for FTP services, and only filters on FTP’s filter
list have authorization. Disabled indicates that secure access is not enabled for FTP services,
and all users can access the switch through FTP.

2) Telnet Security

Indicates whether or not secure access is enabled for Telnet service on the switch. Enabled
means secure access is enabled, and only filters on Telnet’s filter list have authorization.
Disabled indicates that secure access is not enabled for Telnet service, and all users can access
the switch through Telnet.

3) SNMP Security

Indicates whether or not security is enabled for Simple Network Management Protocol (SNMP)
on the switch. Enabled means security is enabled for SNMP services, and only filters on SNMP’s
filter list are authorized. Disabled indicates that secure access is not enabled for SNMP services,
and all users can access the switch through SNMP.

4) TFTP Security

Indicates whether or not security is enabled for Trivial File Transfer Protocol on the switch.
Enabled means security is enabled for TFTP services, and only users on TFTP’s filter list are
authorized. Disabled indicates that security is not enabled for TFTP services, and all users can
access the switch through TFTP.

5) HTTP Security

Indicates whether or not security is enabled for HyperText Transfer Protocol (HTTP) on the
switch. Enabled means that security is enabled for HTTP, and only filters on HTTP’s filter list
are authorized. Disabled indicates that security is not enabled for HTTP, and all users can
access the switch through HTTP.

6) Custom Security

Configures whether or not security is enabled for the custom IP protocol specified in line 62.
Enabled means that security is enabled for the custom IP protocol, and only filters on that
protocol’s filter list are authorized. Disabled indicates that security is not enabled for the
custom IP protocol, allowing all users access to the switch through that protocol.

62) Protocol

(Available for Custom Security only.) The IP protocol number to be included as a secured
access protocol (IP protocol field in the IP header). You may define only one custom IP
protocol.

63) Port Service

(Available for Custom Security only.) The Custom IP protocol’s destination port (port field
in the IP header)
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7) One-touch Security

Configures the same Security value for all secure access protocols. Enabled enables security for
all secure access filter points. Disabled disables security for all secure access filter points. Any
value configured for individual security parameters overrides the global setting. If you wish to
set a different value for Telnet Security, for example, enter the line number for Telnet,
followed by an equal sign (=) and the new value.

71) One-touch Filter List

Configures a single filter list for all security filter points.

Enabling/Disabling Security Parameters

To change any of the Security values, enter the line number for the parameter, followed by an
equal sign (=), and then enabled or e for enable or disabled or d for disable at the prompt. For
example, to enable security for Telnet, enter the following:

2=e

Adding Filters

To add a filter, at the command prompt, enter the line number for the parameter, followed by
an equal sign (=), and then the filter’s name at the prompt. For example:

21=Test

4 Note ¢

If the filter does not exist in the secure access data-
base, the system prompts you to create the filter. To
view the list of secure access filters, use the secdefine
command. For more information, see Configuring the
Secure Switch Access Filter Database on page 5-4.

Enter save to save the new filter.

Deleting Filters

To remove an existing filter from a filter list, at the command prompt, enter the line number
for the parameter, followed by an equal sign (=), a negative sign (-), and then the filter's name
as follows:

11=-Engineering

To remove all filters in a list, include an asterisk after the negative sign. For example:

=%

Enter save to save the change.
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Viewing Secure Access Violations Log
The seclog command displays a log of all secure access violations.

4 Note ¢
To log access violations on the switch, use the swloge
command. For more information on the swlogc
command, see Chapter 7, “Switch Logging.”

To view the secure access violations log, enter

seclog

The following is a sample display:

Secure Access Violations Log

Slot/ Elapsed Time

Time Protocol Source IP Attempts  Intf (secs)
12:49:02 FTP 172.23.8.801 1 51 23
03:15:34 Telnet 198.20.2.101 10 2/3 240

Descriptions of the fields are as follows:

Time. The first time the access violation occurred.
Protocol. The TP protocol for which the violation occurred.
Source IP. The source IP address of the unauthorized user.

Attempts. The number of access attempts made by this user within the sample period (5
minutes).

Slot/Intf. The physical port that received the unauthorized user information.

Elapsed Time (secs). The duration (in seconds) from the first unauthorized access to the end of
the sampling period. Secure access violations will take 5 minutes to display in the log file.
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Managing User Login Accounts

Prior to software release 4.4, the switch provided security in the form of privilege control for
individual login accounts by allocating each user accounts READ or WRITE privileges. Soft-
ware release 4.4 contains a partition management feature that enhances the privilege capabil-
ity with an authorization scheme based on the functional capacity assigned to each user.

The purpose of partition management is to provide a mechanism in the switch operating
system for system administrators to control access while maintaining enough flexibility to use
the switch’s full range of services. This is normally done for security reasons. System adminis-
trators can partition access to the switch by restricting a user’s ability to perform certain switch
commands or to use certain command groups.

4 Terminology Notes¢

A user account refers to the user’s ability to log onto
the switch and perform certain functions. From the
user’s perspective, it consists of the login name and a
password.

A privilege refers to the user’s ability or permission from
the system administrator to execute a command.

Partition Management Requirements

Partition management is available only for user login accounts that have 7o permission to use
the Ul command mode. Where a user account has permission to use the Ul mode, partition
management is effectively destroyed for that user account. To maintain partition management
capability for a user account, that account must be restricted to using the CLI mode only.
Refer to <garalOpt italic>Assigning Account Privileges Using the Ul Command Mode on page
5-16 or <garalOpt italic>Assigning Account Privileges Using the CLI Command Mode on page
5-13 for information on restricting use Ul commands.

4 Note¢

Not all UI commands have CLI equivalents. Also, not all
CLI commands support partition management. For
detailed information, refer to the UI to CLI Cross Refer-
ence Tables in Chapter 2 of this manual.
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Default Accounts

Initially each switch is preconfigured with three default logins (admin, user and diag). See
Chapter 8, “The User Interface,” for more information about login accounts. If you are logged
into an account with the WRITE privilege to the USER command you may create or delete
login accounts as described in this section. You may also create new user accounts.

4 Note¢

At least one user account with WRITE privileges to use
the USER family of commands is required on the switch
at all times. If you attempt to remove or modify the
only user account to READ-ONLY privilege, the switch
will reject the modification command.

There are several commands available for modifying the user login accounts on the switch.
To see a list of all user accounts currently available on the switch, use the userview command
in the UI mode.

Adding a User Account Using the UI Command Mode

To add a user account you must be logged into an account with administrative privileges.

1.

2.

3.

At the system prompt enter the useradd command. The following prompt displays:
Enter Username: () :
Enter the desired user name. The following prompt displays:

Force Password change on next login [y/n] ? (y) :

Press <Enter> to force a password change at the next login for this user, or enter n to keep
the configured password. The following prompt displays:

Enter password: () :

Enter the desired password. The following prompt displays:

Enter new password again: () :

Enter the desired password again. In this example, the username “TechPubs1” is entered.
A message similar to the following displays:

User TechPubs1 user privileges (0:0:0) :
The user login account “TechPubs1” is now active on the switch.
At this point the new account has permission to log onto and off of the switch. To add
other privileges refer to <garalOpt italic>Assigning Account Privileges Using the UI
Command Mode on page 5-16 or to <garalOpt italic>Assigning Account Privileges Using
the CLI Command Mode on page 5-13.
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Adding a User Account Using the CLI Command Mode

To add a user account from the CLI mode, you must be logged into an account with adminis-
trative privileges. Enter the following at the command prompt.

user user_name <password user_password>

where user_name is the new user login account name and user._password is the new user
login account password. Both these values are specified by the user. For the user name
“Techpubs1”, the following message is displayed:

User Techpubs1 created.

If you do not specify a password when you create the new account, switch becomes the
default password.

4 Note¢

It is recommended that you change the password from
the default for all login accounts.

Both the user account name and the password are limited to 16 text characters. The new
login account and password will take effect at the user’s next login session.

Assigning Account Privileges Using the CLI Command Mode

A user account’s READ and WRITE privileges can be assigned for all commands or for various
subsets of commands. The command subsets referred to as command families are shown
here:

config, vlan, iprout, ipxrout, bridge, snmp, xswitch, hrefilter, atmser, atmup, cem, csm, pnni, atmacct,
voip, mpoa, mpls and user.

In addition to assigning privileges according to command families, an administrator can
restrict the user account’s ability to execute specific commands. Here is a list of commands
that can be restricted from a user account.

system, status, slot, timeout, prompt, define, prefix, reboot, telnet, ftp, ping, swap, reset, cd, Is, rm, file,
interface, ethernet, gated, and ui.

4 Warning+¢

If partition management is intended for a user account,
that account cannot have permission to use the UI
command or the UI mode.
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User Write Privileges

To assign privileges to a user account, you must be logged into an account with WRITE privi-
leges to the USER family of commands. Enter the following command at the system prompt.

user userld [write list-of-families)

where userld indicates the name assigned to the user account for which you want to assign
READ and WRITE privileges. The /list-of-families parameter indicates the switch command fami-
lies and the specific commands for which the user account will receive READ and WRITE privi-
leges. Command families must be separated by commas.

User Read Privileges

To assign READ-ONLY privileges to a user account, you must be logged into an account with
WRITE privileges to the USER family of commands. Enter the following command at the
system prompt.

user userld [read list-of-families)

where userld indicates the name assigned to the new login account for which you want to
assign READ-ONLY privileges. The /list-of-families parameter indicates the switch command
families and the specific commands for which the user account will receive READ-ONLY privi-
leges. For a list of command families and specific commands, refer to the 5-16 or to <garalOpt
italic>Adding a User Account Using the CLI Command Mode on page 5-13.

Removing Privileges

You can remove READ and WRITE privileges from a user created login account if you are
logged into an account with WRITE privileges to the USER command family. Use the follow-
ing command:

user userld no write list-of-families

You can remove READ-ONLY privileges from a user created login account by using the follow-
ing command:

user userld no read list-of-families
For both these commands, the userid parameter indicates the name assigned to the user
created login account for which you want to remove privileges. The /list-of-families parameter

indicates the switch command families and the specific commands from which you want to
remove READ or WRITE privileges.
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Miscellaneous CLI Privileges Commands

The following is a list of privileges-related CLI commands. For more details on these
commands and other CLI commands, refer to the Text-Based Configuration CLI Reference
Guide.

e To create a new user login account, use the following command:
user user_name [password user-password)

where user_name is the new user login account name and wuser-password is the new user
password. Both these values are defined by the user.

e To set or change the password of the current user account, use the following command:
password password

Where password is the new password for this user account.

e To delete a login account, use the following command:
no user user_name

where user_name is the current login you want to delete.

e To view user privileges for a specific user login account, use the following command:
view user [user_name/

where user_name is the name of the user login account for which you will view privileges.
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Assigning Account Privileges Using the UI Command Mode

When you add a new user login account, the account has permission to log in and to log out.
If you want the new account to have additional privileges you must add them separately. To
add privileges to a user account, you must be logged into an account with administrative
privileges. From the system prompt enter the usermod command. The following prompt
displays:

Enter Username : ():

Enter the login name of the user account you are modifying. The following screen will

display.
- CONFIG :NO
- GROUP :NO
- IPROUT :NO
- IPXROUT :NO
- BRIDGE :NO
- SNMP :NO
- XSWITCH :NO
- HREFILTER :NO
- ATMSER :NO
- ATMUP :NO
-CEM :NO
-CSM :NO
- PNNI :NO
- ATMACCT :NO
-VOoIP :NO
- MPOA :NO
- MPLS :NO
- USER :NO
Subsets of the global family:
- SYSTEM :NO
- STATUS :NO
-SLOT :NO
- TIMEOUT :NO
- PROMPT :NO
- DEFINE :NO
- PREFIX :NO
- REBOOT :NO
- TELNET :NO
-FTP :NO
- PING :NO
- SWAP :NO
- RESET :NO
-CD :NO
-LS :NO
-FM :NO
- FILE :NO

-INTERFACE :NO
- ETHERNET :NO
- GATED :NO
-Ul :
. MODIFY ONE FAMILY RIGHTS

. SET ALL READ RIGHTS

. SET ALL WRITE RIGHTS

. SET NO READ RIGHTS

. SET NO WRITE RIGHTS

. MODIFY ONE GLOBAL SUBSET
. SET NO GLOBAL SUBSET

. SET ALL GLOBAL SUBSET

ONOONHWN=

[1TO 8, (c)ancel or (s)sav] () :
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This screen displays the default privileges for a new user login account. Note that the default
privileges give the new user neither read nor write permission. To grant privileges to the user
account, enter a number from 1 to 5 as indicated in the display. To set WRITE privileges for a
single family of commands, enter 1 and press <Enter>. The display will prompt you for the
family number as shown here:

Give the family number: ():

Enter the number of the command family for which you want to set WRITE privileges. Refer to
the Command Family Table on page 5-18 for the number.

For example, if you wanted to enable WRITE privileges for the Bridge command family, enter
the number 5 as shown here.

Give the family number:():5
The following will display.
Give rights on family BRIDGE

0. NO

1. READ

2. WRITE

3. READ&WRITE

():

Enter the number 2 at the prompt to assign WRITE privileges. The following shows a portion
of the display.

User ‘TechPubs1’ user privileges (0:0X20:0) :

- CONFIG :NO

- GROUP :NO

- IPROUT :NO

- IPXROUT :NO

- BRIDGE : READ & WRITE

- SNMP :NO

- XSWITCH :NO
(Continued)

The privilege listed next to Bridge shows WRITE. This indicates that the user “TechPubs1”
now has WRITE privileges for the Bridge family of commands.
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Command Family Table

Number Command Family
1 Configuration

2 Group

3 IP Routing

4 IPX Routing

5 Bridge

6 SNMP

7 QOS Policy

8 HRE Filter

9 ATM Service

10 WAN

11 CSM

12 PNNI

13 ATM Accounting
14 Voice Over IP
15 MPOA

16 MPLS

17 (unsupported)
18 User

The global family contains commands that apply globally to the switch rather than to individ-
ual applications or services. Privileges for global family commands can be set on an individ-
ual command basis or altogether so the privilege applies to the whole global family. If you
want to set privileges for the global commands, you must enter 6, 7 or 8 when the screen
prompt displays the following:

. MODIFY ONE FAMILY RIGHTS

. SET ALL READ RIGHTS

. SET ALL WRITE RIGHTS

. SET NO READ RIGHTS

. SET NO WRITE RIGHTS

. MODIFY ONE GLOBAL SUBSET
. SET NO GLOBAL SUBSET

. SET ALL GLOBAL SUBSET

ONOONDWN=

[1TO 8, (c)ancel or (s)save] () :

To give the user account the privilege to set all global commands, enter the numeral 8. To
deny the user the privilege to set any of the global commands, enter the numeral 7. To set
individual global commands, enter the number 6. If you are assigning privileges on an indi-
vidual command basis the display will look like this:

[1TOS8, (c)ancel or (s)sav]():6
Give the subset number: ():

Enter the number of the command for which you want to set WRITE privileges. Refer to the
Global Family Table on page 5-19 for the number.
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Global Family Table

Number Global Family

1 System

2 Status

3 Slot

4 Timeout

5 Prompt

6 Define

7 Prefix

8 Reboot

9 Telnet

10 FTP

11 Ping

12 Swap

13 Reset

14 CD

15 LS

16 RM

17 File

18 Interface

19 Ethernet

20 Gated

21 Ul
R ——

For example, if you wanted to assign the user account the privilege to use the define
command, enter the number 6 as shown here.

Give the family number:(): 6
The following will display.

Give rights on subset DEFINE
0. NO
1. YES

():

If you enter 1, all the command families will display and the DEFINE command under the
global family will be shown as follows:

- DEFINE :YES

After you set the user account privileges, the switch displays the current configuration. At this
point you may enter s to save your configuration or ¢ to cancel.

4 Warning+¢

If partition management is implemented on a user
account, that account must have the Ul command
family set to NO privilege. If an account has the privi-
lege to use the Ul command, partition management is
effectively destroyed for that account.
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Modifying a User Account

You can use the usermod command to modify account privileges as shown here. You must be
logged into a user account with administrative privileges.

1. At the system prompt enter the usermod command. A prompt similar to the following
displays:

Enter Username: () :

2. Enter the name assigned to the user account you want to modify. A screen similar to the
following displays where the account name is TechPubsl.

User ‘TechPubs1’ is configured with the following privileges:
READ

1. READ

2. WRITE

3. ADMIN

4. FORCE new password
Select the privilege(s) number to add/remove.
[1,2, 3 (c)ancel or (s)ave] (c) :

4 Note ¢

See Managing User Login Accounts on page 5-11 for
definitions of the privileges.

3. Enter the number for the privilege you want to add or remove. The entry acts as a toggle
to turn the privilege on or off for the user. In the current example, if you enter 2 at the
prompt, a screen similar to the following displays:

User ‘TechPubs1’ is configured with the following privileges:
READ WRITE

4. After modifying the privileges for the user, enter s at the selection prompt to save the
change(s).

Deleting a User

To delete a user from the user database, you must be logged into an account with administra-
tive privileges.

1. At the system prompt, enter the userdel command. The following prompt displays:
Enter Username to remove: () :

2. Enter the username for the user you want to delete. A message similar to the following
displays:

User ‘TechPubs1’ was removed.

4 Note ¢

All users but one may be deleted from the switch,
provided that the one remaining user is configured with
all privileges.
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