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Preface

This preface describes who should read the Catalyst 6500 Series Switch and Cisco 7600 Series Router
Firewall Services Module Command Reference, how it is organized, and its document conventions.

Audience

This publication is for experienced network administrators who are responsible for managing network
security, configuring firewalls, managing default and static routes, and managing TCP and UDP services.

Organization

This publication is organized as follows:

Chapter Title Description
Chapter 1 Using Firewall Services Module |Describes how to use the FWSM commands,
Commands command modes, ports, protocols, and deprecated
commands.
Chapter 2 Firewall Services Module Describes the commands used to configure the
Commands Firewall Services Module.
Appendix A Acronyms and Abbreviations Lists the acronyms and abbreviations used in this
reference.
Appendix B Port and Protocol Values Lists the port and protocol values.
Index Index Index of commands in this publication.

Conventions

This document uses the following conventions:

Convention Description
boldface font Commands, command options, and keywords are in boldface.
italic font Arguments for which you supply values are in italics.

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
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Convention Description
[ ] Elements in square brackets are optional.
{xlylz} Alternative keywords are grouped in braces and separated by vertical bars.

Braces can also be used to group keywords and/or arguments; for example,
{interface interface type}.

[xlylz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

screen font Terminal sessions and information the system displays are in screen font.

boldface screen font |Information you must enter is in boldface screen font.

italic screen font Arguments for which you supply values are in italic screen font.

A The symbol ” represents the key labeled Control—for example, the key
combination ~D in a screen display means hold down the Control key while
you press the D key.

< > Nonprinting characters, such as passwords are in angle brackets.
[ ] Default responses to system prompts are in square brackets.
L# An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

Notes use the following conventions:

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in
the publication.

Cautions use the following conventions:

A

Caution Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Related Documentation

The following publications are available for the Firewall Services Module:

e Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Installation
and Configuration Note

e Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Software
Configuration Guide

e Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module System
Messages Guide

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
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Obtaining Documentation

Use this document with the FWSM documentation available online at the following site:
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/mod_icn/fwsm/fwsm_2_1/index.htm
Cisco provides FWSM technical tips at this URL:
http://www.cisco.com/warp/public/707/index.shtml#FWSM

Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

e Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/index.shtml

e Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco Systems Corporate Headquarters (California, USA) at 408 526-7208 or, elsewhere in
North America, by calling 800 553-NETS (6387).

[ oL-6513-01
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Il Documentation Feedback

Documentation Feedback

You can send comments about technical documentation to bug-doc @cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, Cisco
Technical Support provides 24-hour-a-day, award-winning technical assistance. The Cisco Technical
Support Website on Cisco.com features extensive online support resources. In addition, Cisco Technical
Assistance Center (TAC) engineers provide telephone support. If you do not hold a valid Cisco service
contract, contact your reseller.

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for troubleshooting and
resolving technical issues with Cisco products and technologies. The website is available 24 hours a day,
365 days a year at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support Website requires a Cisco.com user ID and password.
If you have a valid service contract but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool automatically
provides recommended solutions. If your issue is not resolved using the recommended resources, your
service request will be assigned to a Cisco TAC engineer. The TAC Service Request Tool is located at
this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco TAC engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
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Obtaining Additional Publications and Information

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553 2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e Cisco Marketplace provides a variety of Cisco books, reference guides, and logo merchandise. Visit
Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

e The Cisco Product Catalog describes the networking products offered by Cisco Systems, as well as
ordering and customer support services. Access the Cisco Product Catalog at this URL:

http://cisco.com/univercd/cc/td/doc/pcat/

e (isco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

® Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at this
URL:

http://www.cisco.com/packet
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* [0 Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine

e [Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e  World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Using Firewall Services Module Commands

This chapter describes how to use the Firewall Services Module (FWSM) commands and contains the
following sections:

e Using the FWSM Commands, page 1-1
e Command Modes, page 1-2

For the definitions of terms and acronyms that are used in this publication, see Appendix A, “Acronyms
and Abbreviations.”

Using the FWSM Commands

You will use these FWSM commands for basic tasks:

Command Task

copy running-config Copies the running configuration from memory.
This command is equivalent to the write memory
command.

copy startup-config Copies the startup configuration from the flash

memory. This command is equivalent to the write
memory command.

write memory Saving the configuration.

write terminal Viewing the configuration.

logging buffered debugging Accumulating system log (syslog) messages.
show logging Viewing system log (syslog) messages.
clear logging Clearing the message buffer.
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The FWSM command-line interface (CLI) allows you to do these tasks:
e Check the syntax before entering a command.

Enter a command and press the Enter key to view a quick summary, or precede a command with the
help command (for example, you can use help aaa).

e Abbreviate commands.

You can use the config t command to start configuration mode, the write t command to list the
configuration, and the write m command to write to Flash memory. In most commands, you can
abbreviate the show command as sh. This feature is called command completion.

e Make the IP addresses available for access.

After changing or removing the alias, access-list, global, nat, outbound, and static commands,
enter the clear xlate command.

e Review possible port and protocol numbers at the following Internet Assigned Numbers Authority
(IANA) websites:

http://www.iana.org/assignments/port-numbers
http://www.iana.org/assignments/protocol-numbers

e Create your configuration in a text editor and then cut and paste it into the configuration.

You can paste in a line at a time or the whole configuration. Always check your configuration after
pasting large blocks of text to be sure that all of the text was copied.

For information about how to build your FWSM configuration, refer to the Catalyst 6500 Series Switch
and Cisco 7600 Series Router Firewall Services Module Installation and Configuration Note.

Syslog messages are described in the Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall
Services Module System Messages Guide.

For information about how to use PDM 4.0 for the FWSM, refer to the online Help included in the PDM
software (accessed through the PDM application Help button).

FWSM technical documentation is located at this URL:

http://www.cisco.com/univercd/cc/td/doc/product/iaabu/fwsm/

Command Modes

The FWSM contains a command set that is based on Cisco IOS technologies and provides configurable
command privilege modes that are based on the following command modes:

e Unprivileged mode

Unprivileged mode allows you to see the FWSM settings. The unprivileged mode prompt appears
as follows when you first access the FWSM:

FwsM>

e Privileged mode

Privileged mode allows you to change current settings. Any unprivileged mode command will work
in privileged mode. Enter the enable command to start the privileged mode from unprivileged mode
as follows:

FWSM> enable
Password:
fwsm#
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The “#” prompt is displayed.
Enter the exit or quit commands to exit privileged mode and return to unprivileged mode as follows:

fwsm# exit
Logoff
Type help or '?' for a list of available commands.

Enter the disable command to exit privileged mode and return to unprivileged mode as follows:

fwsm# disable
fwsm>

Configuration mode

Configuration mode allows you to change the FWSM configuration. All privileged, unprivileged,
and configuration commands are available in this mode. Enter the configure terminal command to
start the configuration mode as follows:

fwsm# configure terminal
fwsm(config) #

Enter the exit or quit commands to exit configuration mode and return to privileged mode as
follows:

fwsm(config) # quit
fwsm#

Enter the disable command to exit configuration mode and return to unprivileged mode as follows:

fwsm(config)# disable
fwsm>

Subconfiguration modes

When you are in context subconfiguration mode, the prompt changes as follows:

fwsm(config-context) #

When you are in class subconfiguration mode, the prompt changes as follows:

fwsm(config-class)#

When you change to a context, the prompt changes as follows:

fwsm/context_name#

When you are in context configuration mode, the prompt changes as follows:

fwsm/context_name (config) #
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CHAPTER 2

Firewall Services Module Commands

This chapter contains an alphabetical listing of all the commands that are available to configure the
Firewall Services Module (FWSM) on the Catalyst 6500 series switch and Cisco 7600 series router.
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W aaa accounting

aaa accounting

To include or exclude TACACS+ or RADIUS user accounting on a server (designated by the aaa-server
command), use the aaa accounting command. To disable accounting services, use the no form of this
command.

[no] aaa accounting {include | exclude} service interface_name source_ip source_mask
[destination_ip destination_mask] server_tag

Syntax Description

Defaults

Command Modes

include Creates a new rule with the specified service to include.

exclude Creates an exception to a previously stated rule by excluding the specified
service from accounting.

service Accounting service; valid values are any, ftp, http, telnet.

interface_name Interface name from which users require authentication.

source_ip IP address of the local host or network of hosts that you want to be
authenticated or authorized.

source_mask Network mask of source_ip.

destination_ip (Optional) IP address of the destination hosts that you want to access the

source_ip address; 0 indicates that all hosts have access.

destination_mask  (Optional) Network mask of the destination_ip.

server_tag AAA server group tag.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The interface_name must match the VLAN number.

Before you can use this command, you must first designate an AAA server with the aaa-server
command.

To enable accounting for traffic that is specified by an access list, use the aaa accounting match
command.

User accounting services can track the network services that a user accesses. These records are also kept
on the designated AAA server. Accounting information is sent only to the active server in a server group.
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Related Commands

aaa accounting W

When specifying the service, use the any keyword to provide accounting for all TCP services. For UDP
services, use protocol/port. The port refers to the TCP or UDP destination port. A port value of 0 (zero)
indicates all ports. For protocols other than TCP and UDP, the port is not applicable and should not be
used. See Appendix B, “Port and Protocol Values” for port information.

Use the aaa accounting command with the aaa authentication and optionally, the aaa authorization
commands. You must have authentication for traffic that you want to track.

To track connections from any host, enter the local IP address and netmask as 0.0.0.0 0.0.0.0 or 0 0. Use
the same convention for the destination host IP addresses and netmasks; enter 0.0.0.0 0.0.0.0 to indicate
any destination host.

The help aaa command displays the syntax and usage for the aaa authentication, aaa authorization,
aaa accounting, and aaa proxy-limit commands in summary form.

Use interface_name with the source_ip address and the destination_ip address to determine where
access is to come from and from whom.

This example shows how to specify that the authentication server with the IP address 10.1.1.10 resides
on the inside interface and is in the default TACACS+ server group:

fwsm/context (config)# aaa accounting include any inside 0 0 0 O

aaa accounting match
aaa authentication
aaa authorization
auth-prompt
password/passwd
service

ssh

telnet

virtual

[ oL-6513-01
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aaa accounting match

To enable accounting for traffic that is identified by an access list, use the aaa accounting match
command. To disable accounting for traffic that is identified by an access list, use the no form of this
command.

[no] aaa accounting match access_list_name interface_name server_tag

Syntax Description access_list_name  Access list name.

interface_name Interface name from which users require authentication.
server_tag AAA server group tag.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The access_list_name is defined by the access-list extended command.

In an ACL, permit = account and deny = do not account.

The AAA server group tag is defined by the aaa-server command. Before you can use this command,
you must first designate an AAA server with the aaa-server command.

Examples This example shows how to enable accounting on a specific access list:

fwsm/context (config)# aaa accounting match acll termite scram
fwsm/context (config) # show acl

access-1list mode auto-commit

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300
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aaa accounting match

Related Commands aaa authentication
aaa authorization
auth-prompt
password/passwd
service
ssh
telnet
virtual
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aaa authentication

To include or exclude user authentication for traffic through the FWSM, use the aaa authentication
command. To disable user authentication, use the no form of this command.

[no] aaa authentication {include | exclude | https} authen_service interface_name source_ip
source_mask [destination_ip destination_mask] server_tag

Syntax Description

Command Modes

include Specifies that you want to authenticate the traffic.
exclude Exempts the traffic from being authenticated.
https Enables authentication for HTTPS clients only.

Note  This keyword is used without the aaa authentication
secure-http-client command.

authen_service Type of traffic to include or exclude from authentication based on the service
keyword selected. See Appendix B, “Port and Protocol Values” for valid
services.

interface_name Interface name from which users require authentication.

source_ip IP address of the host or network of hosts that you want to be authenticated.

source_mask Network mask of source_ip.

destination_ip (Optional) IP address of the hosts that you want to access the source_ip

address; 0 indicates all hosts.

destination_mask  (Optional) Network mask of destination_ip.

server_tag AAA server group tag identified by the aaa-server command.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

For each IP address, one aaa authentication command is permitted for inbound connections and one
aaa authentication command is permitted for outbound connections. A given IP address initiates
connections in one direction only.

The aaa authentication command enables or disables the following features:

e A host whose IP address is identified by the aaa-server command, starts a connection through FTP,
Telnet, HTTP or HTTPS, and is prompted for a username and password. If the username and
password are verified by the designated TACACS+ or RADIUS authentication server, the FWSM
allows further traffic between the authenticating host and the destination address.
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The prompts differ between the three services that can access the FWSM for authentication as follows:

A Telnet user sees a prompt that is generated by the FWSM. The FWSM permits a user up to four
tries to log in. If the username or password still fails, the FWSM drops the connection. You can
change this prompt with the auth-prompt command.

An FTP user sees a prompt from the FTP program. If a user enters an incorrect password, the
connection is dropped immediately.

If the username or password on the authentication database differs from the username or password
on the remote host that you are accessing with FTP, enter the username and password in these
formats:

authentication_user_name@remote_system_user_name
authentication_password@remote_system_ password

If you daisy-chain the FWSM, Telnet authentication works in the same way as a single module. For
FTP and HTTP authentication, the user has to enter each password and username with an additional
at “@” character and password or username for each daisy-chained system. A user can exceed the
63-character password limit depending on how many units are daisy-chained and the password
length.

Some FTP graphical user interfaces (GUIs) do not display challenge values.

An HTTP user sees a pop-up window that is generated by the browser. If a user enters an incorrect
password, the user is prompted again. When the web server and the authentication server are on
different hosts, you can use the virtual command to get the correct authentication.

The FWSM supports authentication usernames up to 127 characters and passwords up to 16 characters
(some AAA servers accept passwords up to 32 characters). A password or username cannot contain an
“@” character as part of the password or username string.

The valid values for the access authen_service argument are as follows:

telnet —Telnet access
ftp—FTP access
http—HTTP access
any—All services

servicelport—When you specify a port, only the traffic with a matching destination port is included
or excluded for authentication. The tep/0 optional keyword enables authentication for all TCP
traffic, which includes FTP, Telnet, HTTP, and HTTPS.

m FTP, Telnet, and HTTP are equivalent to tep/21, tep/23, and tep/80, https/443.

Note  Only Telnet, FTP, or HTTP traffic triggers interactive user authentication.

If you specify ip, all IP traffic is included or excluded for authentication, depending on whether you
specify include or exclude. When all IP traffic is included for authentication, the following occurs:

Before a user (source IP-based) is authenticated, an FTP, Telnet, HTTP, or HTTPS request triggers
authentication and all other IP requests are denied.

After a user is authenticated through FTP, Telnet, HTTP, HTTPS, or virtual Telnet authentication
(see the virtual command), all traffic is free from authentication until the uauth timeout.

[ oL-6513-01
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Use interface_name, source_ip, and destination_ip to define where access is to come from and from
whom. The address for source_ip is always on the highest security level interface, and destination_ip is
always on the lowest security level interface.

The maximum username prompt for HTTP authentication is 30 characters. The maximum password
length is 15 characters.

The aaa authentication command is not intended to mandate your security policy. The authentication
servers determine whether a user can or cannot access the system. The FWSM interacts with FTP, HTTP
(Web access), HTTPS, and Telnet to display the credential prompts for logging in to the network or
logging in to exit the network.

HTTP Authentication

The aaa authentication command supports HTTP authentication.

A

Caution We do not recommend that you enable AAA authentication for FTP, Telnet, HTTP, or HTTPS and share
the same AAA server for authenticating inbound and outbound connections.

When using HTTP authentication to a site running Microsoft IIS that has “Basic text authentication” or
“NT Challenge” enabled, you may be denied access from the Microsoft IIS server. This situation occurs
because the browser appends the string: “Authorization: Basic=Uuhjksdkfhk=="to the HTTP GET
commands. This string contains the FWSM authentication credentials.

Windows NT Microsoft IIS servers respond to the credentials and assume that a Windows NT user is
trying to access privileged pages on the server. Unless the FWSM username password combination is
exactly the same as a valid Windows NT username and password combination on the Microsoft IIS
server, the HTTP GET command is denied.

To solve this problem, the FWSM provides the virtual http command, which redirects the browser's
initial connection to another IP address, authenticates the user, and then redirects the browser back to
the URL to which the user originally requested.

Once authenticated, a user does not have to reauthenticate even if the FWSM uauth timeout is set low
because the browser caches the “Authorization: Basic=Uuhjksdkfhk==""string in every subsequent
connection to that particular site. This string can only be cleared when the user exits all instances of
Netscape Navigator or Internet Explorer and restarts. Flushing the cache does not clear the
string.commands.

If the user repeatedly browses the Internet, the browser resends the “Authorization:
Basic=Uuhjksdkfhk==""string to transparently reauthenticate the user.

Multimedia applications, such as CU-SeeMe, Intel Internet Phone, MeetingPoint, and MS Netmeeting
silently start the HTTP service.

Note  To avoid interfering with these applications, do not enter blanket outgoing aaa commands for all
challenged ports (such as using the any optional keyword). Be selective with which ports and addresses
that you use to challenge HTTP and when you set the user authentication timeouts to a higher timeout
value. Otherwise, the multimedia programs may fail and crash the PC after establishing outgoing
sessions from the inside sessions.
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TACACS+ and RADIUS Servers

Up to 256 TACACS+ or RADIUS servers are permitted (up to 16 servers in each of the up to 16 server
groups). You can set the number of servers by using the aaa-server command. When a user logs in, the
servers are accessed one at a time starting with the first server that you specify in the configuration, until
a server responds.

The FWSM permits only one authentication type per network. For example, if one network connects
through the FWSM using TACACS+ for authentication, another network connecting through the FWSM
can authenticate with RADIUS. One network cannot authenticate with both the TACACS+ and RADIUS
servers.

For the TACACS+ server, if you do not specify a key to the aaa-server command, no encryption occurs.

The FWSM displays the same timeout message for both the RADIUS and TACACS+ servers. The
message “aaa server host machine not responding” displays when either of the following occurs:

e The AAA server system is down.

e The AAA server system is up, but the service is not running.

Examples This example shows how to authenticate traffic:

fwsm/context (config)# aaa authentication include any 172.31.0.0 255.255.0.0 0.0.0.0
0.0.0.0 tacacs+
This example shows how to prevent authentication on traffic:
fwsm/context (config)# aaa authentication exclude telnet 172.31.38.0 255.255.255.0 0.0.0.0
0.0.0.0 tacacs+
This example demonstrates how to use the interface_name argument. The firewall has an inside network
of 192.168.1.0, an outside network of 209.165.201.0 (subnet mask 255.255.255.224), and a perimeter
network of 162.65.20.28 (subnet mask 255.255.255.224).
This example shows how to enable authentication for connections that originated from the inside
network to the outside network:
fwsm/context (config)# aaa authentication include any 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224 tacacs+
This example shows how to enable authentication for connections that originated from the inside
network to the perimeter network:
fwsm/context (config)# aaa authentication include any 192.168.1.0 255.255.255.0
162.65.20.28 255.255.255.224 tacacs+
This example shows how to enable authentication for connections that originated from the outside
network to the inside network:
fwsm/context (config)# aaa authentication include any 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224 tacacs+
This example shows how to enable authentication for connections that originated from the outside
network to the perimeter network:
fwsm/context (config)# aaa authentication include any 209.165.201.0 255.255.255.224
162.65.20.28 255.255.255.224 tacacs+
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This example shows how to enable authentication for connections that originated from the perimeter
network to the outside network:

fwsm/context (config)# aaa authentication include any 162.65.20.28 255.255.255.224
209.165.201.0 255.255.255.224 tacacs+

This example specifies that IP addresses 10.0.0.1 through 10.0.0.254 can originate outbound connections
and then shows how to enable user authentication so that those addresses must enter user credentials to
exit the firewall. The first aaa authentication command permits authentication on FTP, HTTP, or Telnet
depending on what the authentication server handles. The second aaa authentication command lets host
10.0.0.42 start outbound connections without being authenticated. The default authentication group is
tacacs+.

fwsm/context (config)# mnat (inside) 1 10.0.0.0 255.255.255.0
fwsm/context (config)# aaa authentication include any 0 0 tacacs+
fwsm/context (config)# aaa authentication exclude 10.0.0.42 255.255.255.255 tacacs+ any

This example shows how to permit inbound access to any IP address in the range of 209.165.201.1
through 209.165.201.30 indicated by the 209.165.201.0 network address (subnet mask
255.255.255.224). All services are permitted by the access-list command. The aaa authentication
command permits authentication on FTP, HTTP, or Telnet depending on what the authentication server
handles. The authentication server is at IP address 10.16.1.20 on the inside interface.

fwsm/context (config)# aaa-server AuthIn protocol tacacs+

fwsm/context (config)# aaa-server AuthIn (inside) host 10.16.1.20 thisisakey timeout 20
fwsm/context (config)# static (inside,outside) 209.165.201.0 10.16.1.0 netmask
255.255.255.224

fwsm/context (config)# access-list acl_out permit tcp 10.16.1.0 255.255.255.0
209.165.201.0 255.255.255.224

fwsm/context (config)# access-group acl_out in interface outside

fwsm/context (config)# aaa authentication include any 0 0 AuthIn

This example shows how to enable HTTPS authentication for a client:

fwsm/context (config)# aaa authentication secure-http-client
fwsm/context (config)# aaa authentication include http int3 0000 aaaserver3

Related Commands  aaa authorization
auth-prompt
password/passwd
service
ssh
telnet
virtual
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aaa authentication console

To enable authentication for access to the FWSM CLI, use the aaa authentication console command.
To disable authentication verification, use the no form of this command.

[no] aaa authentication {enable | telnet | ssh | http} console {server_tag [LOCAL] | LOCAL}

Syntax Description enable (Optional) Specifies access verification for the FWSM’s privileged mode.
telnet (Optional) Specifies access verification for the Telnet access to the FWSM
console.
ssh (Optional) Specifies access verification for the SSH access to the FWSM
console.
http (Optional) Specifies access verification for the HTTP (Hypertext Transfer
Protocol) access to the FWSM (through FDM).
server_tag AAA server group tag of the local database.
LOCAL See the “Usage Guidelines” section for information.
Defaults The defaults are as follows:

e The login password is cisco.

N

Note  The cisco password cannot be used when specifying a password for user authentication.

e The enable password is not set.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
2.2(1) This command was modified to support fallback to LOCAL.
Usage Guidelines The AAA server group tag is defined by the aaa-server command.

The LOCAL keyword specifies a second authentication method that can be local only. The LOCAL
keyword is optional when specified as a RADIUS or TACACS+ server only.
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Examples

Related Commands

Any access to the module (SSH, Telnet, enable) requiring a username and password is prompted only
three times.

¢ The enable and ssh keywords allow three tries before stopping with an access-denied message as
follows:

— The enable keyword requests a username and password before accessing privileged mode.

— The ssh keyword requests a username and password before the first command line prompt on
the SSH console connection. The ssh keyword allows a maximum of three authentication
attempts.

e The telnet keyword prompts you continually until you successfully log in. The telnet keyword
forces you to specify a username and password before the first command line prompt of a Telnet
console connection.

Telnet access to the FWSM CLI is available from any internal interface and from the outside interface
with IPSec configured. Telnet access requires previous use of the telnet command.

SSH access to the FWSM console is also available from any interface (IPSec does not have to be
configured on the interface). SSH access requires previous use of the ssh command.

If an aaa authentication ssh console server_tag command is not defined, you can gain access to the CLI
with the username pix and with the FWSM Telnet password (set with the passwd command). If the aaa
command is defined but the SSH authentication requests timeouts, which implies that the AAA servers
may be down or not available, you can gain access to the FWSM using the PIX username and the enable
password (set with the enable password command).

The FWSM supports authentication usernames up to 127 characters and passwords up to 16 characters
(some AAA servers accept passwords up to 32 characters). A password or username may not contain an
“@” character as part of the password or username string.

The command only accepts the second, optional LOCAL keyword when the server_tag refers to an
existing, valid TACACS+ or RADIUS server group defined in a aaa-server command. You can
configure LOCAL as the first and only server_tag.

The no form of the command removes the complete command and does not support removing single
methods.

This example shows how to enable authentication service for the FWSM console:

fwsm/context (config)# aaa authentication enable console 756

aaa authorization
auth-prompt
password/passwd
service

ssh

telnet

virtual
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aaa authentication match

To enable authentication on a specific access list, use the aaa authentication match command. To
disable authentication on a specific access list, use the no form of this command.

[no] aaa authentication match access_list_name interface_name server_tag

Syntax Description

Defaults

Command Modes

access_list name  Access list name.

interface_name Interface name.

server_tag AAA server group tag.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The access_list_name is defined by the access-list deny-flow-max command.

The AAA server group tag is defined by the aaa-server command. Enter TACACS+ or RADIUS to use
the authentication database.

The FWSM supports authentication usernames up to 127 characters and passwords up to 16 characters
(some AAA servers accept passwords up to 32 characters). A password or username may not contain an
“@” character as part of the password or username string.

This example shows how to enable authentication on a specific access list:

fwsm/context (config)# aaa authentication match

aaa authorization
auth-prompt
password/passwd
service

ssh

telnet

virtual
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aaa authentication secure-http-client

Syntax Description

Defaults

Command Modes

To enable encryption of usernames and passwords that are exchanged between an HTTP client and the
FWSM, use the aaa authentication secure-http-client command. To disable encryption for usernames
and passwords, use the no form of this command.

[no] aaa authentication secure-http-client

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Examples

Related Commands

Modification

Support for this command was introduced on the FWSM.

Release
2.3(1)

This example shows how to enable authentication on a specific access list:

fwsm/context (config)# aaa authentication secure-http-client
fwsm/context (config)# show aaa
aaa authentication secure-http-client

aaa authorization
auth-prompt
password/passwd
service

show aaa

ssh

telnet

virtual
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aaa authorization

To include or exclude a service from authorization to the specified host, use the aaa authorization
command. To disable the feature, use the no form of this command.

[no] aaa authorization {include | exclude} service interface_name source_ip source_mask
destination_ip destination_mask tacacs_server_tag

Syntax Description include Creates a new rule with the specified service to include.

exclude Creates an exception to a previously stated rule by excluding the specified
service from authorization to the specified host.

service Services that require authorization; see the “Usage Guidelines” section for more
information.

interface_name Interface name that requires authentication.

source_ip IP address of the host or the network of hosts that you want to be authorized.

source_mask Network mask of the source_ip.

destination_ip IP address of the hosts that you want to access the source_ip address.

destination_mask  Network mask of the destination_ip.

tacacs_server_tag TACACS+ server group tag.

Defaults An IP address of 0 indicates all hosts.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
2.2(1) This command was modified to support a second LOCAL method for AAA
configurations.
Usage Guidelines The exclude keyword replaces the former except optional keyword by allowing the user to specify a port

to exclude to a specific host or hosts.
When specifying the destination IP, use O to indicate all hosts.

For the destination and local mask, always specify a specific mask value. Use 0 if the IP address is 0,
and use 255.255.255.255 for a host. Always specify a specific mask value.

Use interface_name in combination with the source_ip address and the destination_ip address to
determine where access is to come from and from whom. The source_ip address is always on the highest
security level interface and destination_ip is always on the lowest security level.
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You can set the local IP address to 0 to indicate all hosts and to let the authentication server decide which
hosts are authenticated.

Valid values for service are any, ftp, http, telnet, or protocol/port. Services that are not specified are
authorized implicitly. Services that are specified in the aaa authentication command do not affect the
services that require authorization.

For protocol/port, enter the following:
e protocol—Enter the protocol (6 for TCP, 17 for UDP, 1 for ICMP, and so on).

e port—Enter the TCP or UDP destination port or port range. The port can also be the ICMP type;
that is, 8 for ICMP echo or ping. A port value of 0 (zero) means all ports. Port ranges apply only to
the TCP and UDP protocols, not to ICMP. For protocols other than TCP, UDP, and ICMP, the port
is not applicable and should not be used. An example port specification is as follows:

fwsm#/context (config) # aaa authorization include udp/53-1024 inside 0 0 0 O

This example shows how to enable authorization for DNS lookups to the inside interface for all
clients and authorizes access to any other services that have ports in the range of 53 to 1024.

A specific authorization rule does not require the equivalent authentication. Authentication is only
required with either FTP, HTTP, or Telnet to provide an interactive method with the user to enter the
authorization credentials.

Except for its use with command authorization, the aaa authorization command requires previous
configuration with the aaa authentication command; however, use of the aaa authentication command
does not require use of the aaa authorization command.

Currently, the aaa authorization command is supported for use with local and TACACS+ servers but
not with RADIUS servers. Although explicit RADIUS authorization cannot be configured, a dynamic
ACL can be set at the RADIUS server to provide authorization (even if it is not configured in the
FWSM).

}o!

Tip The help aaa command displays the syntax and usage for the aaa authentication, aaa authorization,
aaa accounting, and aaa proxy-limit commands in summary form.

One aaa authorization command is permitted for each IP address. To authorize more than one service
with aaa authorization, use the any keyword for the service type.

If the first authorization attempt fails and a second attempt causes a timeout, use the
service resetinbound command to reset the client that failed the authorization so that it will not
retransmit any connections. This example shows an authorization timeout message in Telnet:

Unable to connect to remote host: Connection timed out
User authorization services control which network services that a user can access. After a user is

authenticated, attempts to access restricted services cause the FWSM to verify the access permissions of
the user with the designated AAA server.

Note  RADIUS authorization is supported for use with the access-list deny-flow-max commands and for use
in configuring a RADIUS server with an acl=access_list_name vendor-specific identifier. For more
information, see the access-list deny-flow-max command and the aaa-server radius-authport
command.

If the AAA console login request times out, you can gain access to the FWSM by entering the fwsm
username and the enable password.
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Examples

Related Commands

aaa authorization

When specifying the services service option, the valid values are telnet, ftp, http, https, tep or 0, tep
or port, udp or port, icmp or port or protocol [/port]. Only the Telnet, FTP, HTTP, and HTTPS traffic
triggers user interactive authentication.

For authentication of console access, Telnet access, SSH access, and enable mode access, specify telnet,
ssh, or enable.

This example shows how to specify the default FWSM protocol configuration:

fwsm/context (config)# aaa-server TACACS+ protocol tacacs+

fwsm/context (config)# aaa-server RADIUS protocol radius

fwsm/context (config)# aaa-server LOCAL protocol local

This example shows how to use the default protocol TACACS+ with the aaa commands. The first
command specifies that the authentication server with the IP address 10.1.1.10 resides on the inside
interface and is in the default TACACS+ server group. The next three commands specify that any users
starting outbound connections to any destination host will be authenticated using TACACS+, that the
users who are successfully authenticated are authorized to use any service, and that all outbound
connection information will be logged in the accounting database. The last command specifies that
access to the FWSM requires authentication from the TACACS+ server.

fwsm/context (config)# aaa-server TACACS+ (inside) host 10.1.1.10 the key timeout 20
fwsm/context (config) aaa authentication include any 0 0 0 0 TACACS+

fwsm/context (config) aaa authorization include any 0 0 0 0
( )
( )

#
#
fwsm/context (config)# aaa accounting include any 0 0 0 0 TACACS+
fwsm/context (config)# aaa authentication TACACS+

This example shows how to enable authorization for DNS lookups from the outside interface:

fwsm/context (config)# aaa authorization include udp/53 0.0.0.0 0.0.0.0

This example shows how to enable authorization of ICMP echo-reply packets arriving at the inside
interface from inside hosts:

fwsm/context (config)# aaa authorization include 1/0 0.0.0.0 0.0.0.0

Users will not be able to ping external hosts if they have not been authenticated using Telnet, HTTP, or
FTP.

This example shows how to enable authorization only for ICMP echoes (pings) that arrive at the inside
interface from an inside host:

fwsm/context (config)# aaa authorization include 1/8 0.0.0.0 0.0.0.0

aaa authorization
auth-prompt
password/passwd
service

ssh

telnet

virtual

[ oL-6513-01
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aaa authorization command

To enable authorization for a local or a TACACS server, use the aaa authorization command command.
To disable authorization for local or a TACACS server, use the no form of this command.

[no] aaa authorization command { LOCAL_server_tag | tacacs_server_tag}

Syntax Description

Defaults

Command Modes

LOCAL_server_tag  Predefined server tag for the AAA local protocol.

tacacs_server_tag

Predefined server tag for the TACACS user authentication server.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Related Commands

Release Modification
1.1(1) Support for this command was introduced on the FWSM.
2.2(1) This command was modified to support a second LOCAL method for AAA

configurations.

You can enter the LOCAL_server_tag argument for the group tag value and use the local FWSM database
AAA services such as local command authorization privilege levels.

This example shows how to enable authorization for a local or a TACACS server:

fwsm/context (config)# aaa authorization Serverl

aaa authorization
auth-prompt
password/passwd
service

ssh

telnet

virtual
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aaa authorization match

To enable the local or TACACS+ user-authorization services for a specific access-list command name,
use the aaa authorization match command. To disable the feature, use the no form of this command.

[no] aaa authorization match access_list_name interface_name server_tag

Syntax Description

Defaults

Command Modes

access_list_name access-list command name.

interface_name Interface name that requires authentication.

server_tag AAA server group tag as defined by the aaa-server command.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

2.2(1) This command was modified to support a second LOCAL method for AAA
configurations.

The AAA server group tag is defined by the aaa-server command. Enter TACACS+ or RADIUS to use
the authentication database.

The access_list_name is defined by the access-list deny-flow-max command.

The FWSM supports authentication usernames up to 127 characters and passwords up to 16 characters
(some AAA servers accept passwords up to 32 characters). A password or username may not contain an
“@” character as part of the password or username string.

This example shows how to enable authorization for a specified access list:

fwsm/context (config)# aaa authorization match my access inside Server2

aaa authorization
auth-prompt
password/passwd
service

[ oL-6513-01
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ssh
telnet
virtual
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aaa proxy-limit

To specify the number of concurrent proxy connections that are allowed per user, use the aaa
proxy-limit command.

[no] aaa proxy-limit {proxy_limit | disable}

Syntax Description

Defaults

Command Modes

proxy_limit Number of concurrent proxy connections allowed per user; valid values are
from 1 to 128.
disable Disables the proxy limit.

The proxy_limit is 16.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The aaa proxy-limit command enables you to manually configure the uauth session limit by setting the

maximum number of concurrent proxy connections that are allowed per user.

An uauth session is a cut-through session that performs authentication or authorization (the connection

is proxied).

If a source address is a proxy server, you should exclude this IP address from authentication or increase

the number of allowable outstanding AAA requests.

This example shows how to set and display the maximum number of outstanding authentication requests

allowed:

fwsm/context (config)# aaa proxy-limit 6
fwsm/context (config)# show aaa proxy-limit
aaa proxy-limit 6

aaa authentication
aaa authorization
aaa-server

show aaa proxy-limit

[ oL-6513-01
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daa-server

To define the AAA server group, use the aaa-server command. To remove the AAA server group, use
the no form of this command.

[no] aaa-server server_tag

[no] aaa-server server_tag max-failed-attempts rries

[no] aaa-server server_tag deadtime deatimeout

aaa-server server_tag [interface_name] host server_ip [key] [timeout seconds]

aaa-server server_tag protocol auth_protocol tacacs+ | radius

Syntax Description  server_tag

Alphanumeric string that is the name of the server group.

max-failed-attempts
tries

Specifies the maximum number of AAA requests to attempt to each AAA
server in an AAA server group; the range is from 1 to 5 counters.

deadtime deatimeout

Specifies the number of minutes to declare the AAA server group as
unresponsive; the range is from 0 to 1440 minutes.

interface_name

(Optional) Interface name on which the server resides.

host server_ip

(Optional) IP address of the TACACS+ or RADIUS server.

key

(Optional) Case-sensitive, alphanumeric keyword up to 127 characters and
is the same value as the key on the TACACS+ server.

timeout seconds

(Optional) Retransmit timer that specifies the time duration before the
FWSM chooses the next AAA server.

protocol auth_protocol

Type of AAA server, either tacacs+ or radius.

Defaults The defaults are as follows:

e The FWSM listens for RADIUS on ports 1645 for authentication and 1646 for accounting. The
default ports are defined in RFC 2058 as 1812 for authentication and 1813 for accounting. The
FWSM RADIUS ports were not changed for backward-compatibility purposes.

e The following are the aaa-server default protocols:

— aaa-server TACACS+ protocol tacacs+

- aaa-server RADIUS protocol radius

— aaa-server LOCAL protocol local

¢ The default timeout value is 10 seconds.

e The interface name interface_name defaults to the outside.

e The max-attempts is 3.

e The deadtime is 10.
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Command Modes

aaa-server .

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

2.2(1) This command was modified to support a second LOCAL method for AAA
configurations.

The aaa-server command allows you to specify AAA server groups. The FWSM lets you define separate
groups of TACACS+ or RADIUS servers for specifying different types of traffic. For example, you can
specify a TACACS+ server for inbound traffic and another for outbound traffic. You can also specify that
all outbound HTTP traffic will be authenticated by a TACACS+ server and that all inbound traffic will
use RADIUS. The aaa-server command is used with the crypto map command to establish an
authentication association so that VPN clients are authenticated when they access the FWSM.

Certain types of AAA services can be directed to different servers. Services can also be set up to fail
over to multiple servers.

Use the server_tag in the aaa command to associate aaa authentication and aaa accounting commands
to an AAA server. Up to 14 server groups are permitted. However, you cannot use the LOCAL keyword
with the aaa-server command because the keyword is predefined by the FWSM.

Other aaa commands reference the server tag group defined by the aaa-server command server_tag
parameter. This global setting takes effect when the TACACS+ or RADIUS service is started.

When a cut-through proxy is configured, TCP sessions (Telnet, FTP, HTTP, or HTTPS) may have their
sequence number randomized even if the norandomseq optional keyword is used in the nat or static
command. This situation occurs when an AAA server proxies the TCP session to authenticate the user
before permitting access.

AAA server groups are defined by a tag name that directs different types of traffic to each authentication
server. If the first authentication server in the list fails, the AAA subsystem fails over to the next server
in the tag group. You can have up to 14 tag groups, and each group can have up to 14 AAA servers for
a total up to 196 AAA servers.

The max-attempts number keyword and argument allow you to configure the number of AAA requests
to an AAA server before declaring that server unresponsive and tries the next server in the group. You
should set the max-attempts number keyword and argument and the timeout values for the fall-back
behavior when authenticating or authorizing commands in a fall-back configuration. For example, if you
want to declare an individual AAA server as unresponsive, you should reduce the max-attempts number
setting to 1 or 2.

You can configure the deadtime minutes keyword and argument without having configured the LOCAL
method on any of the authentication and authorization commands. The deadtime minutes keyword
and argument affect only the operations when you configure two methods for authenticating and
authorizing AAA.
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Note

Note

The second method must be LOCAL.

The deadtime minutes keyword and argument specify the minutes that a particular authentication or
authorization method should be marked as unresponsive and skipped. When a AAA server group is
marked unresponsive, the FWSM immediately performs the authentication or authorization against the
next method specified (which is the local FWSM user database).

Every server in a group must be marked unresponsive before the whole group is declared unresponsive.

When you configure the deadtime to 0, the AAA server group is not considered unresponsive and all
authentication and authorization requests are always attempted against this AAA server group before
using the next method in the method list.

The no form of the deadtime command restores the command to its default value of 10 minutes.

The deadtime period begins as soon as the last server in the AAA server group has been marked as down
(unresponsive). A server is marked as down when the max-attempts value is reached and AAA fails to
receive a response. When the deadtime period expires, the AAA server group is active and all requests
are submitted again to the AAA servers in the AAA server group.

Some AAA servers accept passwords up to 32 characters, but the FWSM allows passwords up to
16 characters only.

When specifying the key, any characters entered past 127 are ignored. The key is used between the client
and server for encrypting data between them. The key must be the same on both the client and server
systems. Spaces are not permitted in the key, but other special characters are permitted in the key.

The timeout default is 10 seconds. The maximum time is 30 seconds. If the timeout value is 10 seconds,
the FWSM retransmits for 10 seconds. If no acknowledgment is received, the FWSM tries three times
more for a total of 40 seconds to retransmit data before the next AAA server is selected.

If accounting is enabled, the accounting information goes only to the active server.

If you are upgrading from a previous version of FWSM and have aaa commands in your configuration,
using the default server groups lets you maintain backward compatibility with the aaa commands in your
configuration.

The previous server type optional keyword at the end of the aaa authentication and aaa accounting
commands has been replaced with the aaa-server server_tag group name.

This example shows how to use the default protocol TACACS+ with the aaa commands:

fwsm/context (config)# aaa-server TACACS+ (inside) host 10.1.1.10 thekey timeout 20
fwsm/context (config)# aaa authentication include any 0 0 0 0 TACACS+

fwsm/context (config)# aaa authorization include any outbound 0 0 0 0 host 10.1.1.10
fwsm/context (config)# aaa accounting include any 0 0 0 0 TACACS+

fwsm/context (config)# aaa authentication TACACS+

The previous example specifies that the authentication server with the IP address 10.1.1.10 resides on
the inside interface and is in the default TACACS+ server group. The next three commands specify that
any users starting outbound connections to any destination host will be authenticated using TACACS+,
that the users who are successfully authenticated are authorized to use any service, and that all outbound
connection information will be logged in the accounting database. The last command specifies that
access to the FWSM requires authentication from the TACACS+ server.
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Related Commands

aaa-server

This example creates the AuthOut and Authln server groups for RADIUS authentication and specifies
that servers 10.0.1.40, 10.0.1.41, and 10.1.1.2 on the inside interface provide authentication. The servers
in the Authln group authenticate inbound connections, and the AuthOut group authenticates outbound

connections.

fwsm/context (config) #
fwsm/context (config) #
fwsm/context (config) #
fwsm/context (config) #
fwsm/context (config) #
fwsm/context (config) #
fwsm/context (config) #

aaa-server
aaa-server
aaa-server
aaa-server
aaa-server

AuthIn protocol radius

AuthIn (inside) host 10.0.1.40 ab timeout 20
AuthIn (inside) host 10.0.1.41 abc timeout 4
AuthOut protocol radius

AuthOut (inside) host 10.1.1.2 abcl23 timeout 15

aaa authentication include any 0 0 0 0 AuthIn
aaa authentication include any 0 0 0 0 AuthOut

This example shows how to list the commands that can be used to establish an Xauth crypto map:

fwsm/context (config)# ip address inside 10.0.0.1 255.255.255.0

ip address outside 168.20.1.5 255.255.255.0

ip local pool dealer 10.1.2.1-10.1.2.254

nat (inside) 0 access-list 80

aaa-server TACACS+ host 10.0.0.2 secretl23

ipsec transform-set pc esp-des esp-md5-hmac
dynamic-map cisco 4 set transform-set pc

map partner-map 20 ipsec-isakmp dynamic cisco

map partner-map client configuration address initiate
map partner-map client authentication TACACS+

map partner-map interface outside

key ciscol234 address 0.0.0.0 netmask 0.0.0.0
configuration address-pool local dealer outside

(
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
fwsm/context (config
(

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
fwsm/context (config)

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

aaa authentication
aaa authorization
aaa-server

show aaa proxy-limit

crypto
crypto
crypto
crypto
crypto
crypto
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp

client
policy
policy
policy
policy
policy

8

8
8
8
8

authentication pre-share
encryption des

hash md5

group 1

lifetime 86400
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aaa-server radius-acctport

To set the port number of the RADIUS server that the FWSM uses for accounting functions, use the
aaa-server radius-acctport command. To return to the default settings, use the no form of this
command.

[no] aaa-server radius-acctport [acct_port]

Syntax Description

Defaults

Command Modes

acct_port (Optional) RADIUS authentication port number; valid values are from 1 to
65535.

acct_port is 1645.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

You can change authorization and accounting port settings on the FWSM with the aaa-server
radius-acctport and aaa-server radius-authport commands. These commands specify the destination
TCP/UDP port number of the remote RADIUS server host to which you wish to assign authentication or
accounting functions.

The default RADIUS accounting port is 1645 and the default RADIUS authorization portis 1646. If your
authentication server uses ports other than 1645 and 1646, then you must configure the FWSM for the
appropriate ports prior to starting the RADIUS service with the aaa-server command. For example,
some RADIUS servers use the port numbers 1812 and 1813 as defined in RFC 2138 and RFC 2139. If
your RADIUS server uses ports 1812 and 1813, you must use the aaa-server radius-authport and
aaa-server radius-acctport commands to reconfigure the FWSM to use ports 1812 and 1813.

These port pairs are assigned to authentication and accounting services on the RADIUS servers:
e 1645 (authentication), 1646 (accounting)—default for the FWSM
e 1812 (authentication), 1813 (accounting)—alternate
You can see these and other commonly used port number assignments online at this URL:
http://www.iana.org/assignments/port-numbers

See the “Specifying Port Values” section in Appendix B for additional information about port number
assignments.
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aaa-server radius-acctport

Examples This example shows how to set the port number of the RADIUS server that the FWSM uses for
accounting functions:

fwsm/context (config)# aaa-server radius-acctport

Related Commands  aaa authorization
auth-prompt
password/passwd
service
ssh
telnet
virtual
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aaa-server radius-authport

To set the port number of the RADIUS server that the FWSM uses for authentication functions, use the
aaa-server radius-authport command. To return to the default settings, use the no form of this
command.

[no] aaa-server radius-authport [auth_port]

Syntax Description

Defaults

Command Modes

acct_port (Optional) RADIUS authentication port number; valid values are from 1 to
65535

auth_port is 1646.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

You can change authorization and accounting port settings on the FWSM with the aaa-server
radius-acctport and aaa-server radius-authport commands. These commands specify the destination
TCP/UDP port number of the remote RADIUS server host to which you wish to assign authentication or
accounting functions.

The default RADIUS accounting port is 1645 and the default RADIUS authorization portis 1646. If your
authentication server uses ports other than 1645 and 1646, then you must configure the FWSM for the
appropriate ports prior to starting the RADIUS service with the aaa-server command. For example,
some RADIUS servers use the port numbers 1812 and 1813 as defined in RFC 2138 and RFC 2139. If
your RADIUS server uses ports 1812 and 1813, you must use the aaa-server radius-authport and
aaa-server radius-acctport commands to reconfigure the FWSM to use ports 1812 and 1813.

The following port pairs are assigned to authentication and accounting services on the RADIUS servers:
e 1645 (authentication), 1646 (accounting)—default for the FWSM
e 1812 (authentication), 1813 (accounting)—alternate
You can see these and other commonly used port number assignments online at this URL:
http://www.iana.org/assignments/port-numbers

See the “Specifying Port Values” section in Appendix B for additional information about port number
assignments.
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aaa-server radius-authport

Examples This example shows how to set the port number of the RADIUS server that the FWSM uses for
authentication functions:

fwsm/context (config) # aaa-server radius-authport

Related Commands  aaa authorization
auth-prompt
password/passwd
service
ssh
telnet
virtual

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
[ oL-6513-01 .m



Chapter2  Firewall Services Module Commands |

. access-group

access-group

To bind the access list to an interface, use the access-group command. To unbind the access list from
the interface, use the no form of this command.

[no] access-group access-list {in | out} interface interface_name [per-user-override]

Syntax Description access-list Access list id.
in Filters the inbound packets at the specified interface.
out Filters the outbound packets at the specified interface.

interface interface_name  Specifies the name of the network interface.

per-user-override (Optional) Allows the per-user ACLs downloaded by the Authenticaion,
Authorization and Accounting (AAA) configuration to override the
existing interface ACLs. Clients must use RADIUS servers for
authorization.

Defaults per-use-override is off..

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
2.3(1) Support for the per-user-override option was implemented.
Usage Guidelines The access-group command binds an access list to an interface. The in keyword applies the access list

to the traffic on the specified interface. The out keyword applies the access list to the outbound traffic.
The no access-group command unbinds the access list from the interface interface_name.

The show access-group command displays the current access list bound to the interfaces.

The clear access-group command removes all the ACLs from the interfaces.

The access-group per-user-override command is implemented for only the inbound ACLs and not for
the outbound ACLs.

Examples This example shows how to use the access-group command:

fwsm/context (config)# static (inside,outside) 209.165.201.3 10.1.1.3
fwsm/context (config)# access-list acl_out permit tcp any host 209.165.201.3 eqg 80
fwsm/context (config)# access-group acl_out in interface outside
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The static command provides a global address of 209.165.201.3 for the web server at 10.1.1.3. The
access-list command lets any host access the global address using port 80. The access-group command
specifies that the access-list command applies to traffic entering the outside interface.

Related Commands  access-list alert-interval
access-list deny-flow-max
access-list extended
access-list remark
clear access-group
clear access-list
object-group
show access-group
show access-list
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access-list alert-interval

To specify the time interval between deny flow maximum messages, use the access-list alert-interval
command. To return to the default settings, use the no form of this command.

[no] access-list alert-interval secs

Syntax Description secs Time interval between deny flow maximum message generation; valid values are
from 1 to 3600 seconds.

Defaults 300 seconds

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The access-list alert-interval command sets the time interval for generating the syslog message 106101.

The syslog message 106101 alerts you that the FWSM has reached a deny flow maximum. When the
deny flow maximum is reached, another 106101 message is generated if at least secs seconds have
occurred since the last 106101 message.

See the access-list deny-flow-max command for information about the deny flow maximum message
generation.

Examples This example shows how to specify the time interval between deny flow maximum messages:

fwsm/context (config)# access-list alert-interval 30

Related Commands  access-list deny-flow-max
access-list extended
clear access-list
show access-list
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access-list commit

Syntax Description

Defaults

Command Modes

To compile and apply access lists when you are in the manual-commit mode, use the access-list commit
command.

access-list commit

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

If a context is in access-list mode, newly added rules are not added to the CLS classifier until a commit
command is issued. Those rules are flagged and added once the commit command is entered.

The commit mode provides user-initiated compilation and affects all the commands that are stored as an
ACL configuration in the network processor that require a compilation before they are applied. The
access-list commit command applies to the following commands:

e aaa authentication (include and exclude versions only)
e aaa authorization (include and exclude versions only)
e aaa accounting (include and exclude versions only)

e aaa access-list commands

e established

e filter commands

e fixup protocol is affected only by the commit command
e http

e icmp

e nat 0 access-list

e policy static or nat commands

e ssh

e telnet
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Examples

Related Commands

If you are in manual-commit mode and you need to change one of the previously listed commands,
change the mode to manual-commit and commit the changes before they take effect.

While you are in manual-commit mode, do not enter a command that binds a configuration for a
previouly listed command that has been added to but not committed to an interface. For example, if an
access-list 'foo' command has been added in manual-commit mode and that change has not been
committed, do not enter the access-group command that binds foo to an interface. Commit foo first
through the access-list commit command and only then enter the access-group command.

In manual-commit mode, deleting an ACE flags it for deletion and also removes it from the running
configuration. When you enter the show running command before you enter the access-list commit
command, the original configuration with the following qualifier text “uncommitted deletion” displays.
Adding an ACE flags it as added but not as committed. When you enter the show running command
before you enter the access-list commit command, the original configuration with the following
qualifier text “uncommitted addition” displays. When the access-list commit command runs, these
qualifiers are removed and the configurations become active.

This example shows how to flag and add the access-list rules:

fwsm/context (config) # access-list commit

access-group
access-list extended
access-list mode
clear access-list
object-group

show access-list

i Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference

0L-6513-01 |



| Chapter2 Firewall Services Module Commands

access-list deny-flow-max

access-list deny-flow-max

To specify the maximum number of concurrent deny flows that can be created, use the access-list
deny-flow-max command. To return to the default settings, use the no form of this command.

[no] access-list deny-flow-max n

Syntax Description n Maximum number of concurrent ACL deny flows that can be created; valid values
are from 1 to 4096.

Defaults The default is 4096.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.

Usage Guidelines Syslog message 106101 is generated when the FWSM has reached the maximum number, n, of ACL
deny flows.

Examples This example shows how to specify the maximum number of concurrent deny flows that can be created:

fwsm/context (config) # access-list deny-flow-max 256

Related Commands  access-list extended
clear access-list
show access-list
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access-list ethertype

To add an EtherType access list to the configuration and to configure policy for IP traffic through the
firewall, use the access-list ethertype command. To remove the access list, use the no form of this
command.

[no] access-list id ethertype {deny | permit} ether-value [unicast | multicast | broadcast]

Syntax Description id Name or number of an access list.
deny Denies access if the conditions are matched. See the “Usage Guidelines”
section for the description.
permit Permits access if the conditions are matched. See the “Usage Guidelines”
section for the description.
ether-value Ethernet value.
unicast (Optional) Specifies unicast notification.
multicast (Optional) Specifies multicast notification.
broadcast (Optional) Specifies broadcast notification.
Defaults The defaults are as follows:

e The FWSM denies all packets on the originating interface unless you specifically permit access.

¢ ACL logging generates syslog message 106023 for denied packets—Deny packets must be present
to log denied packets.

e When the log optional keyword is specified, the default level for syslog message 106100 is 6
(informational).

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to add an EtherType access list:

fwsm/context (config) # access-list my access ethertype permit unicast
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Related Commands

access-group
access-list commit
access-list extended
access-list mode
clear access-group
clear access-list
configure
object-group

pager

show access-group
show access-list

access-list ethertype
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access-list extended

To add an access list to the configuration and to configure policy for IP traffic through the firewall, use
the access-list extended command. To remove the access list, use the no form of this command.

[no] access-list id extended deny | permit protocol | object-group protocol_obj_grp_id host
source_ip | source_mask | object-group network_obj_grp_id [operator port [port] |
object-group service_obj_grp_id] destination_ip destination_mask | object-group
network_obj_grp_id [operator port [port] | object-group service_obj_grp_id]} [log [disable] |
[level] | [default] | [interval secs]]

Syntax Description

id Name or number of an access list.

extended Specifies an extended access list.

deny Denies access if the conditions are matched. See the “Usage Guidelines”
section for the description.

permit Permits access if the conditions are matched. See the “Usage Guidelines”
section for the description.

protocol Name or number of an IP protocol; valid values are icmp, ip, tcp, or udp, or

an integer in the range 1 to 254 representing an IP protocol number. See the
“Usage Guidelines” section for additional information.

object-group

Specifies an object group; see the “Usage Guidelines” section for additional
information.

protocol_obj_grp_id

Existing protocol object group identification.

source_ip

Address of the network or host local to the FWSM; see the “Usage
Guidelines” section for additional information.

source_mask

Netmask bits (mask) to be applied to the source_addr if the source address
is for a network mask.

network_obj_grp_id

Existing network object group identification.

operator Operand that will compare the source IP address to the destination IP
address; see the “Usage Guidelines” section for additional information.
port (Optional) Port that you permit or deny services access; see the “Usage

Guidelines” section for additional information.

service_obj_grp_id

(Optional) Object group.

destination_ip

IP address of the network or host to which the packet is being sent; see the
“Usage Guidelines” section for additional information.

destination_mask

Netmask bits (mask) to be applied to destination_addr if the destination
address is a network mask.

log default

(Optional) Specifies that a syslog message 106100 is generated for the ACE.
See the “Usage Guidelines” section for information.

log disable

(Optional) Disables syslog messaging. See the “Usage Guidelines” section
for information.

log level

(Optional) Specifies the syslog level; valid values are from O to 7. See the
“Usage Guidelines” section for information.

interval secs

(Optional) Specifies the time interval at which to generate an 106100 syslog
message; valid values are from 1 to 600 seconds.
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Defaults

Command Modes

access-list extended

The defaults are as follows:
e The FWSM denies all packets on the originating interface unless you specifically permit access.

¢ ACL logging generates syslog message 106023 for only specified deny packets—Deny packets must
be present to log denied packets.

e When the log optional keyword is specified, the default level for syslog message 106100 is 6
(informational).

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

When used with the access-group command, the deny optional keyword does not allow a packet to
traverse the FWSM. By default, the FWSM denies all packets on the originating interface unless you
specifically permit access.

When you specify the protocol to match any Internet protocol, including TCP and UDP, use the ip
keyword.

Refer to the object-group command for information on how to configure object groups.

The operator compares the source IP address (sip) or destination IP address (dip) ports. Possible
operands include It for less than, gt for greater than, eq for equal, neq for not equal, and range for an
inclusive range. Use the access-list command without an operator and port to indicate all ports by default
as follows:

fwsm/context (config)# access-list acl_out permit tcp any host 209.165.201.1

Use eq and a port to permit or deny access to just that port. For example, use eq ftp to permit or deny
access only to FTP:

fwsm/context (config)# access-list acl_out deny tcp any host 209.165.201.1 eq ftp

Use It and a port to permit or deny access to all ports less than the port that you specify. For example,
use It 2025 to permit or deny access to the well-known ports (1 to 1024):

fwsm/context (config)# access-list acl_dmzl permit tcp any host 192.168.1.1 1t 1025

Use gt and a port to permit or deny access to all ports greater than the port that you specify. For example,
use gt 42 to permit or deny ports 43 to 65535:

fwsm/context (config) # access-list acl_dmzl deny udp any host 192.168.1.2 gt 42

Use neq and a port to permit or deny access to every port except the ports that you specify. For example,
use neq 10 to permit or deny ports 1-9 and 11 to 65535:

fwsm/context (config) # access-list acl_dmzl deny tcp any host 192.168.1.3 neq 10
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Use range and a port range to permit or deny access to only those ports named in the range. For example,
use range 10 1024 to permit or deny access only to ports 10 through 1024. All other ports are unaffected.
The use of port ranges can dramatically increase the number of IPSec tunnels. For example, if a port

range of 5000 to 65535 is specified for a highly dynamic protocol, up to 60,535 tunnels can be created.

Enter port to specify services by the port that handles it, such as smtp for port 25, www for port 80, and
so on. You can specify ports by either a literal name or a number in the range of 0 to 65535. Refer to
valid port numbers at this URL:

http://www.iana.org/assignments/port-numbers

See the “Specifying Port Values” section in Appendix B for a list of valid port literal names in port
ranges. You can also specify numbers.

For the log disable | default | [evel optional keyword, use these guidelines:

e When you specify the log optional keyword, it generates syslog message 106100 for the ACE to
which it is applied. (syslog message 106100 is generated for every matching permit or deny ACE
flow passing through the FWSM.) The first-match flow is cached. Subsequent matches increment
the hit count displayed in the show access-list command for the ACE, and new 106100 messages
are generated at the end of the interval that is defined by interval secs if the hit count for the flow
is not zero.

¢ The default ACL logging behavior (the log keyword is not specified) is that if a packet is denied,
then message 106023 is generated. If a packet is permitted, then no syslog message is generated.

* You can specify an optional syslog level (0—7) for the generated syslog messages (106100). If no
level is specified, the default level is 6 (informational) for a new ACE. If the ACE already exists,
then its existing log level remains unchanged.

e If you do not specify the log disable optional keyword, the access list logging is completely
disabled. No syslog message, including message 106023, is generated.

e The log default optional keyword restores the default access list logging behavior.

Note  Refer to the Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Configuration Guide for additional information about logging.

The interval secs keyword and argument are used as the timeout value for deleting an inactive flow. If
you do not specify the interval secs optional keyword, the default interval is 300 seconds for a new ACE.
If an ACE already exists, any interval that was previously associated with that ACE remains unchanged.

The icmp_type argument is for non-IPSec use only or for permit or deny access to ICMP message types
(see Table 2-1 on page 2-44). You should omit this optional keyword to indicate all ICMP types.

ICMP message types are not supported with IPSec. When the access-list command is used with the
crypto map command, the icmp_type is ignored.

The access-list command allows you to specify if an IP address is permitted or denied access to a port
or protocol. One or more access-list commands with the same access list name are referred to as an
“access list.” Access lists that are associated with IPSec are known as “crypto access lists.”

You can use the object-group command to group access lists.
Use the following guidelines for specifying a source, local, or destination address:
e Use a 32-bit quantity in four-part, dotted-decimal format.

e Use the keyword any as an abbreviation for an address and mask of 0.0.0.0 0.0.0.0. We do not
recommend that you use this keyword with IPSec.

e Use host address as an abbreviation for a mask of 255.255.255.255.
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Use the following guidelines for specifying a network mask:

¢ Do not specify a mask if the address is for a host; if the destination address is for a host, use the host
keyword before the address as follows:

fwsm/context (config) # access-list acl_grp permit tcp any host 192.168.1.1

e Ifthe address is a network address, specify the mask as a 32-bit quantity in four-part, dotted-decimal
format. Place zeros in the bit positions that you want to ignore.

e Remember that you specify a network mask differently than with the Cisco IOS software access-list
command. With the FWSM, enter 255.0.0.0 for a Class A address, 255.255.0.0 for a Class B address,
and 255.255.255.0 for a Class C address. If you are using a subnetted network address, use the
appropriate network mask as follows:

fwsm/context (config) # access-list acl_grp permit tcp any 209.165.201.0 255.255.255.224

The access-list command supports the sunrpc service.

The show access-list command lists the access-list commands in the configuration and the hit count of
the number of times each element has been matched during an access-list command search.
Additionally, it displays the number of access list statements in the access list and indicates whether or
not the list is configured for Turbo ACL. If the list has fewer than 18 ACEs, it is marked as
turbo-configured but is not actually configured for Turbo ACL until there are 19 or more entries.

The show access-list source_addr optional keyword and argument filter the show output so that only
those access-list elements that match the source IP address (or with any as source IP address) are
displayed.

The clear access-list command removes all access-list commands from the configuration or, if specified,
removes the access lists by their id. The clear access-list id counters command clears the hit count for
the specified access list.

The no access-list command removes an access-list command from the configuration. If you remove all
the access-list commands in an access list, the no access-list command also removes the corresponding
access-group command from the configuration.

The aaa, crypto map, and icmp commands use the access-list commands.

access-list logging Commands

This example shows what happens when you enable an access-list log optional keyword:

fwsm/context (config) # access-group outside-acl in interface outside

fwsm/context (config)# access-list outside-acl permit ip host 1.1.1.1 any log 7 interval
600

fwsm/context (config)# access-list outside-acl permit ip host 2.2.2.2 any

fwsm/context (config)# access-list outside-acl deny ip any any log 2

The previous example shows the use of access-list logging in an ICMP context:

1. AnICMP echo request (1.1.1.1 -> 192.168.1.1) arrives on the outside interface.

An ACL called outside-acl is applied for the access check.

The packet is permitted by the first ACE of outside-acl that has the log optional keyword enabled.

The log flow (ICMP, 1.1.1.1, 0, 192.168.1.1, 8) has not been cached, so the following syslog
message is generated and the log flow is cached:

= W N

106100: access-list outside-acl permitted icmp outside/1.1.1.1(0) ->
inside/192.168.1.1(8) hit-cnt 1 (first hit)
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5. Twenty packets arrive on the outside interface within the next 10 minutes (600 seconds). Because
the log flow has been cached, the log flow is located and the hit count of the log flow is incremented
for each packet.

6. At the end of 10 minutes, this syslog message is generated and the hit count of the log flow is reset
to 0:

106100: access-list outside-acl permitted icmp outside/1.1.1.1(0) ->
inside/192.168.1.1(8) hit-cnt 20 (300-second interval)

1. No packets arrive on the outside interface within the next 10 minutes, so the hit count of the log flow
remains 0.

8. At the end of 20 minutes, the cached flow (ICMP, 1.1.1.1, 0, 192.168.1.1, 8) is deleted because of
the O hit count.

To disable a log optional keyword without removing the ACE, enter the access-list id log disable
command.

When removing an ACE with a log optional keyword enabled using the no access-list command, you do
not need to specify all the log options. The ACE is removed if its permit or deny rule is used to uniquely
identify it. However, removing an ACE (with a log optional keyword enabled) does not remove the
associated cached flows. You must remove the entire ACL to remove the cached flows. When a cached
flow is flushed due to the removal of an ACL, a syslog message is generated if the hit count of the flow
is nonzero.

Use the clear access-list command to remove all the cached flows.

access-list id remark command

RADIUS Authorization

You can access the access-list id [line line-num] remark fext command to include comments (remarks)
about entries in any ACL. You can use remarks to make the ACL easier to scan and interpret. Each
remark line is limited to 100 characters.

The ACL remark can go before or after an access-list command, but you should place it in a consistent
position so that it is clear which remark describes which access-list command.

The no access-list id line line-num remark rext and no access-list id line line-num commands both
remove the remark at that line number.

The following are samples of possible access-list remarks:

access-list out-acl remark - ACL for the outside interface
access-list out-acl remark - Allow Joe Smith's group to login
access-list out-acl permit tcp 1.1.1.0 255.255.255.0 server
access-1list out-acl remark - Allow Lee White's group to login
access-list out-acl permit tcp 1.1.3.0 255.255.255.0 server
access-list out-acl remark - Deny known hackers

access-list out-acl deny ip host 192.23.56.1 any

access-list out-acl deny ip host 197.1.1.125 any

The FWSM allows a RADIUS server to send user group attributes to the FWSM in the RADIUS
authentication response message. Additionally, the FWSM allows downloadable access lists from the
RADIUS server. For example, you can configure an access list on a Cisco Secure ACS server and
download it to the FWSM during RADIUS authorization.

After the FWSM authenticates a user, it can use the CiscoSecure acl attribute that is returned by the
authentication server to identify an access list for a given user group. The firewall also provides the same
functionality for TACACS+.
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To restrict users to three servers and deny everything else, the access-list commands are as follows:

fwsm/context (config) # access-list eng permit ip any serverl 255.255.255.255

fwsm/context (config) # access-list eng permit ip any server2 255.255.255.255

fwsm/context (config) # access-list eng permit ip any server3 255.255.255.255
( ) #

fwsm/context (config access-list eng deny ip any any

In this example, the vendor-specific attribute string in the CiscoSecure configuration is set to acl=eng.
This field in the CiscoSecure configuration contains the access-list identification name. The FWSM gets
the acl=id from CiscoSecure and extracts the ACL number from the attribute string, which it places in a user’s
vauth entry. When a user tries to open a connection, the FWSM checks the access list in the user’s uauth entry,
and depending on the permit or deny status of the access list match, permits or denies the connection. When
a connection is denied, the FWSM generates a syslog message. If there is no match, then the implicit rule is
to deny.

Because the source IP of a given user can vary depending on where the user is logging in from, you should
set the source address in the access-list command to any and the destination address to identify which
network services to which the user is permitted or denied access. To specify that only the users logging in
from a given subnet can use the specified services, you should specify the subnet instead of using any.

An access list that is used for RADIUS authorization does not require an access-group command to bind
the statements to an interface.

The aaa authorization command does not have a radius optional keyword.

Configure the access list that is listed in Attribute 11 to specify a per-user access list name. Otherwise,
remove Attribute 11 from the configuration if no access list is intended for user authentication. If the
access list is not configured on the FWSM when the user attempts to login, the login will fail.

For more information, refer to the Cisco FWSM and VPN Configuration Guide.

The clear access-list command automatically unbinds an access list from a crypto map command or
interface. The unbinding of an access list from a crypto map command can lead to a condition that
discards all packets because the crypto map commands referencing the access list are incomplete. To
correct the condition, either define other access-list commands to complete the crypto map commands
or remove the crypto map commands that pertain to the access-list command. Refer to the crypto map
client command for more information.

ACLs that are dynamically updated on the FWSM by an AAA server can only be shown using the show
access-list command. The write command does not save or display these updated lists.

The access-list command operates on a first-match basis.

If you specify an access-list command and bind it to an interface with the access-group command, by
default, all traffic to that interface is denied. You must explicitly permit traffic. Inbound refers to traffic
passing through the interface, not the traffic passing from a lower security level interface to a higher
security level interface.

Always permit access first and then deny access afterward. If the host entries match, use the permit
keyword; otherwise, use the default deny keyword. You only need to specify additional deny keywords
if you need to deny specific hosts and permit everyone else.

You can see the security levels for interfaces with the show nameif command.

The optional ICMP message type (icmp_type) argument is ignored in IPSec applications because the
message type cannot be negotiated with ISAKMP.

[ oL-6513-01
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ICMP Message Types

You can bind only one access list to an interface using the access-group command.

If you specify the permit optional keyword in the access list, the FWSM continues to process the packet.
If you specify the deny optional keyword in the access list, the FWSM discards the packet and generates
this syslog message:

fwsm#-4-106019: IP packet from source addr to destination_addr,
received from interface interface name deny by access-group id

protocol protocol

The access-list command uses the same syntax as the Cisco IOS software access-list command except
that the FWSM uses a subnet mask. (Cisco IOS software uses a wildcard mask.) For example, in the
Cisco I0S software access-list command, a subnet mask of 0.0.0.255 would be specified as
255.255.255.0 in the FWSM access-list command.

We recommend that you do not use the access-list command with the outbound command. Using these
commands together may cause debugging issues. The outbound command operates from one interface
to another and the access-list command when used with the access-group command applies only to a
single interface. If you use these commands together, the FWSM evaluates the access-list command
before checking the outbound command.

Refer to Chapter 3, “Managing Network Access and Use” in the Cisco Firewall and VPN Configuration
Guide for a detailed description about using the access-list command to provide server access and to
restrict outbound user access.

See the aaa-server radius-acctport and aaa-server radius-authport commands to verify or change
port settings.

For non-IPSec use only, if you prefer more selective ICMP access, you can specify a single ICMP
message type as the last optional keyword in this command. Table 2-1 lists the possible ICMP types
values.

Table 2-1 ICMP Type Literals

ICMP Type Literal

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement
10 router-solicitation

11 time-exceeded

12 parameter-problem
13 timestamp-request
14 timestamp-reply

15 information-request
16 information-reply

17 address-mask-request
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Table 2-1 ICMP Type Literals (continued)

ICMP Type Literal

18 address-mask-reply
31 conversion-error
32 mobile-redirect

This example shows that if you specify an ICMP message type for use with IPSec, FWSM ignores it:

fwsm/context (config) # access-list 10 permit icmp any any echo-reply

IPSec is enabled so that a ecrypto map command references the id for this access-list command, and then
the echo-reply ICMP message type is ignored.

Using the access-list Command with IPSec

If you bind an access list to an interface with the access-group command, the access list selects which
traffic can traverse the FWSM. When bound to a ecrypto map command, the access list selects which IP
traffic IPSec protects and which traffic IPSec does not protect. For example, access lists can be created
to protect all IP traffic between Subnet X and Subnet Y or traffic between Host A and Host B.

The access lists are not specific to IPSec. The crypto map command referring to the specific access list
defines whether IPSec processing is applied to the traffic matching a permit in the access list.

Crypto access lists that are associated with the IPSec crypto map command have these primary
functions:

e Select outbound traffic to be protected by IPSec (permit = protect).

e Indicate the data flow to be protected by the new security associations (specified by a single permit
entry) when initiating negotiations for IPSec security associations.

¢ Process traffic to filter out and discard traffic that IPSec protects.

e Determine whether to accept requests for IPSec security associations for the requested data flows
when processing IKE negotiation from the IPSec peer. (Negotiation is only done for the crypto map
commands with the ipsec-isakmp optional keyword.) A peer’s initiated IPSec negotiation will be
accepted only if you specify a data flow that is permitted by a crypto access list that is associated
with an ipsec-isakmp crypto map entry.

You can associate a crypto access list with an interface by defining the corresponding crypto map
command and applying the crypto map set to an interface. You must use different access lists in different
entries of the same crypto map set. The access list’s criteria are applied in the forward direction to traffic
exiting your FWSM and the reverse direction to traffic entering your FWSM.

If you want certain traffic to receive one combination of IPSec protection (for example, authentication
only) and other traffic to receive a different combination of IPSec protection (for example, both
authentication and encryption), you need to create two different crypto access lists to define the two
different types of traffic. These different access lists are then used in different crypto map entries that
specify different IPSec policies.

We recommend that you configure “mirror image” crypto access lists for use by IPSec and that you avoid
using the any keyword.

[ oL-6513-01

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference



Chapter2  Firewall Services Module Commands |

W access-list extended

If you configure multiple entries for a given crypto access list, the first permit keyword entry matched
will be the entry used to determine the scope of the IPSec security association. The IPSec security
association will be set up to protect traffic that meets the criteria of the matched keyword entry only. If
traffic matches a different permit entry of the crypto access list, a new, separate IPSec security
association will be negotiated to protect traffic matching the newly matched access list command.

Some services, such as FTP, require two access-list commands, one for port 10 and another for port 21,
to properly encrypt FTP traffic.

Examples This example shows how to create a numbered access list that specifies a Class C subnet for the source
and a Class C subnet for the destination of IP packets. Because the access-list command is referenced
in the crypto map command, the FWSM encrypts all IP traffic that is exchanged between the source and
destination subnets.

fwsm/context (config)# access-list 101 permit ip 172.21.3.0 255.255.0.0 172.22.2.0
255.255.0.0

fwsm/context (config) # access-group 101 in interface outside

fwsm/context (config)# crypto map mymap 10 match address 101

This example shows how to let only an ICMP message type of echo-reply be permitted into the outside
interface:

fwsm/context (config)# access-list acl_out permit icmp any any echo-reply
fwsm/context (config)# access-group acl_out interface outside

This example shows how ACEs are numbered by the FWSM and how remarks are inserted (remarks are
not assigned a line number):

fwsm/context (config) # show access-list ac
access-list ac; 2 elements

access-list ac line 1 permit ip any any (hitcnt=0)
access-list ac line 2 permit tcp any any (hitcnt=0)

fwsm/context (config)# access-list ac permit tcp object-group remote object-group locals
fwsm/context (config) # show access-list ac

access-list ac; 3 elements

access-list ac line 1 permit ip any any (hitcnt=0)

access-list ac line 2 permit tcp any any (hitcnt=0)

access-list ac line 3 permit tcp object-group remote object-group locals

fwsm/context (config)# access-list ac remark This comment describes the ACE line 3

fwsm/context (config) # show access-list ac

access-1list ac; 3 elements

access-list ac line 1 permit ip any any (hitcnt=0)

access-list ac line 2 permit tcp any any (hitcnt=0)

access-1list ac remark This comment describes the ACE line 3

access-list ac line 3 permit tcp object-group remote object-group locals

fwsm/context (config) # access-list ac permit tcp 171.0.0.0 255.0.0.0 any
fwsm/context (config) # show access-list ac

access-list ac; 4 elements

access-list ac line 1 permit ip any any (hitcnt=0)

access-list ac line 2 permit tcp any any (hitcnt=0)

access-list ac remark This comment describes the ACE line 3

access-list ac line 3 permit tcp object-group remote object-group locals
access-list ac line 4 permit tcp 171.0.0.0 255.0.0.0 any (hitcnt=0)

fwsm/context (config) # no access-list ac permit tcp object-group remote object-group locals
fwsm/context (config) # show access-list ac

access-list ac; 3 elements

access-list ac line 1 permit ip any any (hitcnt=0)
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access-list ac line 2 permit tcp any any (hitcnt=0)
access-1list ac remark This comment describes the ACE line 3

access-list ac line 3 permit tcp 171.0.0.0 255.0.0.0 any

This example shows how to remove an access list comment:

(hitcnt=0)

access-list extended

fwsm/context (config)# access-list ac remark This comment diatribes the ACE line 5
fwsm/context (config)# sh access-list ac
3 elements

access-1list
access-list
access-list
access-1list
access-list
access-list

ac;
ac
ac
ac
ac
ac

line 1
line 2
remark
line 3
remark

fwsm/context (config) #
fwsm/context (config) #
3 elements

access-1list
access-list
access-list
access-1list
access-list

This example shows how to insert an access list entry at a specific line number:

ac;
ac
ac
ac
ac

permit
permit

permit ip any any
permit tcp any any

(hitcnt=0)

(hitcnt=0)

This comment describes the ACE line 3

permit tcp 171.0.0.0 255.0.0.0 any

(hitcnt=0)

This comment describes the ACE line 5

no access-list ac remark This comment describes the ACE line 5

show access-list ac

ip any any line 1
tcp any any line 2

(hitcnt=0)

(hitcnt=0)

remark This comment describes the ACE line 3

permit tcp 171.0.0.0 255.0.0.0 any line 4

fwsm/context (config)# show access-list ac
3 elements
permit ip any any (hitcnt=0)

access-list
access-list
access-1list
access-list
access-1list

ac;
ac
ac
ac
ac

line 1
line 2
remark
line 3

fwsm/context (config) #
fwsm/context (config) #
4 elements

access-1list
access-list
access-list
access-1list
access-list
access-1list

ac;
ac
ac
ac
ac
ac

line 1
line 2
remark
line 3
line 4

permit tcp any any

(hitcnt=0)

(hitcnt=0)

This comment describes the ACE line 3
permit tcp 171.0.0.0 255.0.0.0 any (hitcnt=0)

access-list ac line 3 permit ip 172.0.0.0 255.0.0.0 any

show access-list ac

permit ip any any
permit tcp any any

(hitcnt=0)

(hitcnt=0)

This comment describes the ACE line 3

permit ip 172.0.0.0 255.0.0.0 any

(hitcnt=0)

permit tcp 171.0.0.0 255.0.0.0 any (hitcnt=0)

The show access-list command has the following line of output which shows the total number of cached
ACL log flows (total), the number of cached deny-flows (denied), and the maximum number of allowed

deny-flows:

access-list cached ACL log flows:

Related Commands

access-group

access-list commit
access-list extended

access-list mode

clear access-group
clear access-list

configure

object-group

pager

show access-group
show access-list

total 0O

’

denied 0

(deny-flow-max 4096)
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access-list icmp host

To add an ICMP host access list to the configuration and to configure policy for IP traffic through the
FWSM, use the access-list icmp host command. To remove the access list, use the no form of this
command.

[no] access-list id {deny | permit} host {source_ip | {source_ip source_mask}} [log [disable |
[level] | default] | [interval secs]]

Syntax Description id Name or number of an access list.

deny Denies access if the conditions are matched. See the “Usage Guidelines”
section for the description.

permit Permits access if the conditions are matched. See the “Usage Guidelines”
section for the description.

host Specifies that you are adding a host to the access list.

source_ip IP address of the network or host from which the packet is being sent.

source_mask Netmask bits (mask) to be applied to the source_addr if the source address

is for a network mask.

log disable (Optional) Disables syslog messaging. See the “Usage Guidelines” section
for information.

log default (Optional) Specifies that a syslog message 106100 is generated for ACE. See
the “Usage Guidelines” section for information.

log level (Optional) Specifies the syslog level; valid values are from O to 7. See the
“Usage Guidelines” section for information.

interval secs (Optional) Specifies the time interval at which to generate an 106100 syslog
message; valid values are from 1 to 600 seconds.

Defaults The defaults are as follows:
e The FWSM denies all packets on the originating interface unless you specifically permit access.

¢ ACL logging generates syslog message 106023 for denied packets—Deny packets must be present
to log denied packets.

¢ When the log optional keyword is specified, the default level for syslog message 106100 is 6
(informational).

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
| 2-48 | oL-6513-01 |



| Chapter2

Firewall Services Module Commands

Usage Guidelines

Note

access-listicmp host W

When used with the access-group command, the deny optional keyword does not allow a packet to
traverse the FWSM. By default, the FWSM denies all packets on the originating interface unless you
specifically permit access.

For the log disable | default | level optional keyword, use these guidelines:

e When you specify the log optional keyword, it generates syslog message 106100 for the ACE to
which it is applied. (syslog message 106100 is generated for every matching permit or deny ACE
flow passing through the FWSM.) The first-match flow is cached. Subsequent matches increment
the hit count displayed in the show access-list command for the ACE, and new 106100 messages
are generated at the end of the interval that is defined by interval secs if the hit count for the flow
is not zero.

e The default ACL logging behavior (the log keyword is not specified) is that if a packet is denied,
then message 106023 is generated. If a packet is permitted, then no syslog message is generated.

* You can specify an optional syslog level (0-7) for the generated syslog messages (106100). If no
level is specified, the default level is 6 (informational) for a new ACE. If the ACE already exists,
then its existing log level remains unchanged.

e If you do not specify the log disable optional keyword, the access list logging is completely
disabled. No syslog message, including message 106023, is generated.

e The log default optional keyword restores the default access list logging behavior.

Refer to the Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Configuration Guide for additional information about logging.

The access-list command allows you to specify if an IP address is permitted or denied access to a port
or protocol. One or more access-list commands with the same access list name are referred to as an
“access list.” Access lists that are associated with IPSec are known as “crypto access lists.”

You can use the object-group command to group access lists.
Use the following guidelines for specifying a source, local, or destination address:
e Use a 32-bit quantity in four-part, dotted-decimal format.

e Use the keyword any as an abbreviation for an address and mask of 0.0.0.0 0.0.0.0. We do not
recommend that you use this keyword with IPSec.

e Use host address as an abbreviation for a mask of 255.255.255.255.
Use the following guidelines for specifying a network mask:

¢ Do not specify a mask if the address is for a host; if the destination address is for a host, use the host
keyword before the address as follows:

fwsm/context (config) # access-list acl_grp permit tcp any host 192.168.1.1
e Ifthe address is a network address, specify the mask as a 32-bit quantity in four-part, dotted-decimal
format. Place zeros in the bit positions that you want to ignore.

e Remember that you specify a network mask differently than with the Cisco IOS software access-list
command. With the FWSM, enter 255.0.0.0 for a Class A address, 255.255.0.0 for a Class B address,
and 255.255.255.0 for a Class C address. If you are using a subnetted network address, use the
appropriate network mask as follows:

fwsm/context (config) # access-list acl_grp permit tcp any 209.165.201.0 255.255.255.224

The access-list command supports the sunrpc service.

[ oL-6513-01
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The show access-list command lists the access-list commands in the configuration and the hit count of
the number of times each element has been matched during an access-list command search.
Additionally, it displays the number of access list statements in the access list and indicates whether or
not the list is configured for Turbo ACL. If the list has fewer than 18 ACEs, it is marked as
turbo-configured but is not actually configured for Turbo ACL until there are 19 or more entries.

The show access-list source_addr optional keyword and argument filter the show output so that only
those access-list elements that match the source IP address (or with any as source IP address) are
displayed.

The clear access-list command removes all access-list commands from the configuration or, if specified,
access lists by their id. The clear access-list id counters command clears the hit count for the specified
access list.

The no access-list command removes an access-list command from the configuration. If you remove all
the access-list commands in an access list, the no access-list command also removes the corresponding
access-group command from the configuration.

~

Note  The aaa, crypto map, and icmp commands use the access-list commands.

access-list logging Commands

This example shows what happens when you enable an access-list log optional keyword:

fwsm/context (config) # access-group outside-acl in interface outside

fwsm/context (config)# access-list outside-acl permit ip host 1.1.1.1 any log 7 interval
600

fwsm/context (config)# access-list outside-acl permit ip host 2.2.2.2 any

fwsm/context (config)# access-list outside-acl deny ip any any log 2

The previous example shows the use of access-list logging in an ICMP context:

1. An ICMP echo request (1.1.1.1 -> 192.168.1.1) arrives on the outside interface.

An ACL called outside-acl is applied for the access check.

The packet is permitted by the first ACE of outside-acl that has the log optional keyword enabled.

The log flow (ICMP, 1.1.1.1, 0, 192.168.1.1, 8) has not been cached, so the following syslog
message is generated and the log flow is cached:

& W N

106100: access-list outside-acl permitted icmp outside/1.1.1.1(0) ->
inside/192.168.1.1(8) hit-cnt 1 (first hit)

5. Twenty packets arrive on the outside interface within the next 10 minutes (600 seconds). Because
the log flow has been cached, the log flow is located and the hit count of the log flow is incremented
for each packet.

6. At the end of 10 minutes, this syslog message is generated and the hit count of the log flow is reset
to 0:

106100: access-list outside-acl permitted icmp outside/1.1.1.1(0) ->
inside/192.168.1.1(8) hit-cnt 20 (300-second interval)

7. No packets arrive on the outside interface within the next 10 minutes, so the hit count of the log flow
remains 0.

8. At the end of 20 minutes, the cached flow (ICMP, 1.1.1.1, 0, 192.168.1.1, 8) is deleted because of
the O hit count.
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To disable a log optional keyword without removing the ACE, enter the access-list id log disable
command.

When removing an ACE with a log optional keyword enabled using the no access-list command, you do
not need to specify all the log options. The ACE is removed if its permit or deny rule is used to uniquely
identify it. However, removing an ACE (with a log optional keyword enabled) does not remove the
associated cached flows. You must remove the entire ACL to remove the cached flows. When a cached
flow is flushed due to the removal of an ACL, a syslog message is generated if the hit count of the flow
is nonzero.

Use the clear access-list command to remove all the cached flows.

access-list id remark command

RADIUS Authorization

You can access the access-list id [line line-num] remark fext command to include comments (remarks)
about entries in any ACL. You can use remarks to make the ACL easier to scan and interpret. Each
remark line is limited to 100 characters.

The ACL remark can go before or after an access-list command, but you should place it in a consistent
position so that it is clear which remark describes which access-list command.

The no access-list id line /ine-num remark rext and no access-list id line line-num commands both
remove the remark at that line number.

The following are samples of possible access-list remarks:

access-1list out-acl remark - ACL for the outside interface
access-list out-acl remark - Allow Joe Smith's group to login
access-list out-acl permit tcp 1.1.1.0 255.255.255.0 server
access-list out-acl remark - Allow Lee White's group to login
access-list out-acl permit tcp 1.1.3.0 255.255.255.0 server
access-1list out-acl remark - Deny known hackers

access-list out-acl deny ip host 192.23.56.1 any

access-list out-acl deny ip host 197.1.1.125 any

The FWSM allows a RADIUS server to send user group attributes to the FWSM in the RADIUS
authentication response message. Additionally, the FWSM allows downloadable access lists from the
RADIUS server. For example, you can configure an access list on a Cisco Secure ACS server and
download it to the FWSM during RADIUS authorization.

After the FWSM authenticates a user, it can use the CiscoSecure acl attribute that is returned by the
authentication server to identify an access list for a given user group. The firewall also provides the same
functionality for TACACS+.

To restrict users to three servers and deny everything else, the access-list commands are as follows:

fwsm/context (config) # access-list eng permit ip any serverl 255.255.255.255

fwsm/context (config)# access-list eng permit ip any server2 255.255.255.255

fwsm/context (config)# access-list eng permit ip any server3 255.255.255.255
( ) #

fwsm/context (config access-list eng deny ip any any

In this example, the vendor-specific attribute string in the CiscoSecure configuration is set to acl=eng.
This field in the CiscoSecure configuration contains the access-list identification name. The FWSM gets
the acl=id from CiscoSecure and extracts the ACL number from the attribute string, which it places in a user’s
vauth entry. When a user tries to open a connection, the FWSM checks the access list in the user’s uauth entry,
and depending on the permit or deny status of the access list match, permits or denies the connection. When
a connection is denied, the FWSM generates a syslog message. If there is no match, then the implicit rule is
to deny.
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Usage Notes

Note

Because the source IP of a given user can vary depending on where the user is logging in from, you should
set the source address in the access-list command to any and the destination address to identify which
network services to which the user is permitted or denied access. To specify that only the users logging in
from a given subnet can use the specified services, you should specify the subnet instead of using any.

An access list that is used for RADIUS authorization does not require an access-group command to bind
the statements to an interface.

The aaa authorization command does not have a radius optional keyword.

Configure the access list that is listed in Attribute 11 to specify a per-user access list name. Otherwise,
remove Attribute 11 from the configuration if no access list is intended for user authentication. If the
access list is not configured on the FWSM when the user attempts to login, the login will fail.

For more information, refer to the Cisco FWSM and VPN Configuration Guide.

The clear access-list command automatically unbinds an access list from a crypto map command or
interface. The unbinding of an access list from a crypto map command can lead to a condition that
discards all packets because the crypto map commands referencing the access list are incomplete. To
correct the condition, either define other access-list commands to complete the crypto map commands
or remove the crypto map commands that pertain to the access-list command. Refer to the crypto map
client command for more information.

ACLs that are dynamically updated on the FWSM by an AAA server can only be shown using the show
access-list command. The write command does not save or display these updated lists.

The access-list command operates on a first-match basis.

If you specify an access-list command and bind it to an interface with the access-group command, by
default, all traffic to that interface is denied. You must explicitly permit traffic. Inbound refers to traffic
passing through the interface, not the traffic passing from a lower security level interface to a higher
security level interface.

Always permit access first and then deny access afterward. If the host entries match, use the permit
keyword; otherwise, use the default deny keyword. You only need to specify additional deny keywords
if you need to deny specific hosts and permit everyone else.

You can see the security levels for interfaces with the show nameif command.

The ICMP message type (icmp_type) optional argument is ignored in IPSec applications because the
message type cannot be negotiated with ISAKMP.

You can bind only one access list to an interface using the access-group command.

If you specify the permit optional keyword in the access list, the FWSM continues to process the packet.
If you specify the deny optional keyword in the access list, the FWSM discards the packet and generates
this syslog message:

$fwsm#-4-106019: IP packet from source_addr to destination_addr, protocol protocol
received from interface interface name deny by access-group id

The access-list command uses the same syntax as the Cisco IOS software access-list command except
that the FWSM uses a subnet mask. (Cisco IOS software uses a wildcard mask.) For example, in the
Cisco I0S software access-list command, a subnet mask of 0.0.0.255 would be specified as
255.255.255.0 in the FWSM access-list command.
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We recommend that you do not use the access-list command with the outbound command. Using these
commands together may cause debugging issues. The outbound command operates from one interface
to another and the access-list command when used with the access-group command applies only to a
single interface. If you use these commands together, the FWSM evaluates the access-list command
before checking the outbound command.

Refer to Chapter 3, “Managing Network Access and Use” in the Cisco Firewall and VPN Configuration
Guide for a detailed description about using the access-list command to provide server access and to
restrict outbound user access.

See the aaa-server radius-acctport and aaa-server radius-authport commands to verify or change
port settings.

For non-IPSec use only, if you prefer more selective ICMP access, you can specify a single ICMP
message type as the last optional keyword in this command. Table 2-2 lists the possible ICMP types
values.

Table 2-2  ICMP Type Literals

ICMP Type Literal

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement
10 router-solicitation

11 time-exceeded

12 parameter-problem
13 timestamp-request
14 timestamp-reply

15 information-request
16 information-reply

17 address-mask-request
18 address-mask-reply
31 conversion-error

32 mobile-redirect

This example shows that if you specify an ICMP message type for use with IPSec, FWSM ignores it:

fwsm/context (config) # access-list 10 permit icmp any any echo-reply

IPSec is enabled so that a ecrypto map command references the id for this access-list command, and then
the echo-reply ICMP message type is ignored.

[ oL-6513-01
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Using the access-list Command with IPSec

Examples

If you bind an access list to an interface with the access-group command, the access list selects which
traffic can traverse the FWSM. When bound to a erypto map command, the access list selects which IP
traffic IPSec protects and which traffic IPSec does not protect. For example, access lists can be created
to protect all IP traffic between Subnet X and Subnet Y or traffic between Host A and Host B.

The access lists are not specific to IPSec. The crypto map command referring to the specific access list
defines whether IPSec processing is applied to the traffic matching a permit in the access list.

Crypto access lists that are associated with the IPSec crypto map command have these primary
functions:

¢ Select outbound traffic to be protected by IPSec (permit = protect).

e Indicate the data flow to be protected by the new security associations (specified by a single permit
entry) when initiating negotiations for IPSec security associations.

e Process traffic to filter out and discard traffic that IPSec protects.

e Determine whether to accept requests for IPSec security associations for the requested data flows
when processing IKE negotiation from the IPSec peer. (Negotiation is only done for the crypto map
commands with the ipsec-isakmp optional keyword.) A peer’s initiated IPSec negotiation will be
accepted only if you specify a data flow that is permitted by a crypto access list that is associated
with an ipsec-isakmp crypto map entry.

You can associate a crypto access list with an interface by defining the corresponding crypto map
command and applying the crypto map set to an interface. You must use different access lists in different
entries of the same crypto map set. The access list’s criteria are applied in the forward direction to traffic
exiting your FWSM and the reverse direction to traffic entering your FWSM.

If you want certain traffic to receive one combination of IPSec protection (for example, authentication
only) and other traffic to receive a different combination of IPSec protection (for example, both
authentication and encryption), you need to create two different crypto access lists to define the two
different types of traffic. These different access lists are then used in different crypto map entries that
specify different IPSec policies.

We recommend that you configure “mirror image” crypto access lists for use by IPSec and that you avoid
using the any keyword.

If you configure multiple entries for a given crypto access list, the first permit keyword entry matched
will be the entry used to determine the scope of the IPSec security association. The IPSec security
association will be set up to protect traffic that meets the criteria of the matched keyword entry only.
Later, if traffic matches a different permit entry of the crypto access list, a new, separate IPSec security
association will be negotiated to protect traffic matching the newly matched access list command.

Some services, such as FTP, require two access-list commands, one for port 10 and another for port 21,
to properly encrypt FTP traffic.

This example shows how to create a numbered access list that specifies a Class C subnet for the source
and a Class C subnet for the destination of IP packets. Because the access-list command is referenced
in the crypto map command, the FWSM encrypts all IP traffic that is exchanged between the source and
destination subnets.

fwsm/context (config) # access-list 101 permit ip 172.21.3.0 255.255.0.0 172.22.2.0
255.255.0.0

fwsm/context (config) # access-group 101 in interface outside

fwsm/context (config)# crypto map mymap 10 match address 101
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This example shows how to let only an ICMP message type of echo-reply be permitted into the outside

interface:

fwsm/context (config)# access-list acl_out permit icmp any any echo-reply

fwsm/context (config) # access-group acl_out interface outside

This example shows how ACEs are numbered by the FWSM and how remarks are inserted (remarks are
not assigned a line number):

fwsm/context (config)# show access-list ac

access-list

ac;

2 elements

access-list ac line 1 permit ip any any (hitcnt=0)
access-list ac line 2 permit tcp any any (hitcnt=0)

fwsm/context (config)# access-list ac permit tcp object-group remote object-group locals

fwsm/context (config)# show access-list ac

access-list
access-list
access-1list
access-list

fwsm/context (config) #

fwsm/context (config) #

access-list
access-1list
access-list
access-list
access-list

fwsm/context (config) #
fwsm/context (config) #

access-list
access-list
access-list
access-list
access-list
access-list

fwsm/context (config) #
fwsm/context (config) #

access-list
access-1list
access-list
access-list
access-list

This example shows how to remove an access list comment:

ac;
ac
ac
ac

ac;
ac
ac
ac
ac

ac;
ac
ac
ac
ac
ac

ac;
ac
ac
ac
ac

3 elements

line 1 permit ip any any (hitcnt=0)
line 2 permit tcp any any (hitcnt=0)

line 3 permit tcp object-group remote object-group locals
access-list ac remark This comment describes the ACE line 3

3 elements

show access-list ac

line 1 permit ip any any (hitcnt=0)

line 2 permit tcp any any

(hitcnt=0)

remark This comment describes the ACE line 3

line 3 permit tcp object-group remote object-group locals

4 elements

line 1 permit ip any any (hitcnt=0)
line 2 permit tcp any any (hitcnt=0)
remark This comment describes the ACE line 3

line 3 permit tcp object-group remote object-group locals

access-list ac permit tcp 171.0.0.0 255.0.0.0 any
show access-list ac

line 4 permit tcp 171.0.0.0 255.0.0.0 any (hitcnt=0)

3 elements

line 1 permit ip any any (hitcnt=0)
line 2 permit tcp any any (hitcnt=0)
remark This comment describes the ACE line 3

line 3 permit tcp 171.0.0.0 255.0.0.0 any (hitcnt=0)

fwsm/context (config)# access-list ac remark This comment diatribes the ACE line 5

fwsm/context (config)# sh access-list ac

access-list
access-list
access-1list
access-1list
access-list
access-1list

fwsm/context (config) #
fwsm/context (config) #

access-1list
access-list
access-list
access-1list
access-list

ac;
ac
ac
ac
ac
ac

ac;
ac
ac
ac
ac

3 elements

line 1 permit ip any any

(hitcnt=0)

line 2 permit tcp any any (hitcnt=0)
remark This comment describes the ACE line 3

line 3 permit tcp 171.0.0.0 255.0.0.0 any

(hitcnt=0)

remark This comment describes the ACE line 5

3 elements

permit ip any any line 1
permit tcp any any line 2

(hitcnt=0)
(hitcnt=0)

remark This comment describes the ACE line 3

permit tcp 171.0.0.0 255.0.0.0 any line 4

(hitcnt=0)

no access-list ac remark This comment describes the ACE line 5
show access-list ac
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Related Commands

This example shows how to insert an access list entry at a specific line number:

fwsm/context (config) # show access-list ac
3 elements

access-list
access-1list
access-list
access-list
access-1list

ac;
ac
ac
ac
ac

line 1
line 2
remark
line 3

fwsm/context (config) #
fwsm/context (config) #
4 elements

access-list
access-list
access-1list
access-list
access-list
access-list

ac;
ac
ac
ac
ac
ac

line 1
line 2
remark
line 3
line 4

permit ip any any (hitcnt=0)

permit tcp any any (hitcnt=0)

This comment describes the ACE line 3

permit tcp 171.0.0.0 255.0.0.0 any (hitcnt=0)

access-list ac line 3 permit ip 172.0.0.0 255.0.0.0 any
show access-list ac

permit ip any any (hitcnt=0)

permit tcp any any (hitcnt=0)

This comment describes the ACE line 3

permit ip 172.0.0.0 255.0.0.0 any (hitcnt=0)
permit tcp 171.0.0.0 255.0.0.0 any (hitcnt=0)

The show access-list command has the following line of output which shows the total number of cached
ACL log flows (total), the number of cached deny-flows (denied), and the maximum number of allowed

deny-flows:

access-list cached ACL log flows:

access-group

access-list commit
access-list extended

access-list mode

clear access-group
clear access-list

configure

object-group

pager

show access-group
show access-list

total 0, denied 0 (deny-flow-max 4096)
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access-list mode

To switch the compilation mode for the FWSM between manual- and auto-commit, use the access-list
mode command.

access-list mode {auto-commit | manual-commit}

Syntax Description auto-commit Triggers ACL compilation immediately and automatically.

manual-commit Specifies ACL compilation manually which takes effect only after the
access-list commit command is entered.

Defaults auto-commit.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Usage Guidelines ACL commit allows you to change the ACL compilation behavior to synchronous compilation. The

compilation mode is not saved as part of either the running or the saved configuration.

Both compilation methods behave the same way when downloading the new set of ACL rules. New ACL
rules do not take effect (and the previous set of ACL rules still apply) until the new rules are completely
downloaded and committed into the network processors. Traffic is not affected when a new set of rules
is downloaded.

The manual-commit feature is designed for use by management applications.

Examples This example shows how to modify an existing access list using the manual-commit mode without
disrupting traffic:

fwsm(config)# access-list mode manual-commit
fwsm(config)# no access-list old-acl
fwsm(config)# access-list old-acl ... : New ACEl
fwsm(config)# access-list old-acl ... : New ACE2
fwsm(config) # ... .

fwsm(config)# access-list old-acl ... : New ACEn
fwsm(config)# access-list commit

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
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This example shows how to delete the old access list and add a new one with a different name:

fwsm(config)# access-list mode manual-commit
fwsm(config)# no access-list old-acl
fwsm(config)# access-list new-acl ...
fwsm(config)# access-list new-acl ...

(

(

( New ACE1l
(

fwsm(config)# .

(

(

(

New ACE2

o e

fwsm(config)# access-list new-acl ... : New ACEn
fwsm(config)# access-list commit
fwsm(config)# access-group new-acl in interface old-interface

The previous example shows that there is a slight traffic disruption on the old interface, which is equal
to the time taken for the commit to complete and the access-group command to be applied in the last
two command lines.

This example shows how to configure the access list as shown in the previous example without a traffic
disruption:

fwsm(config)# access-list mode manual-commit
fwsm(config)# access-list new-acl ... New ACE1l
fwsm(config)# access-list new-acl ... New ACE2
fwsm(config) # ...
fwsm(config)# access-list new-acl ... : New ACEn

(

(

(

(

“ e

fwsm(config)# access-list commit

fwsm(config)# access-group new-acl in interface old-interface
fwsm(config)# no access-list old-acl

fwsm(config)# access-list commit

The previous example shows that there is no disruption in traffic on the old interface. The only side effect
of this sequence of commands is that the total number of ACEs configured on the FWSM will be
NUM-ACE(old-acl) + NUM-ACE(new-acl) for a brief time.

This example shows how to use the manual-commit mode:

fwsm(config)# show access-list mode

ERROR: access-1list <mode> does not exists

fwsm (config) #

fwsm(config)# show access-list

access-list mode auto-commit

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

fwsm(config) #

fwsm(config)# access-list 1 permit ip any any

fwsm(config)# Access Rules Download Complete: Memory Utilization: < 1%

fwsm(config) #

fwsm(config)# show access-list

access-list mode auto-commit

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-list 1; 1 elements

access-list 1 extended permit ip any any (hitcnt=0)

fwsm(config) #

fwsm(config)# access-list commit

ERROR: access-list mode set to auto-commit; command ignored

fwsm(config) #

fwsm(config)# Access Rules Download Complete: Memory Utilization: < 1%

fwsm(config) #

fwsm(config)# show access-list

access-1list mode auto-commit

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

fwsm(config) #
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fwsm(config)# access-list mode manual-commit

fwsm(config) #

fwsm(config)# show access-list

access-1list mode manual-commit

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

fwsm(config) #

fwsm(config)# access-list 1 permit ip any any

fwsm(config) #

fwsm(config)# show access-list

access-1list mode manual-commit

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 1; 1 elements

access-list 1 extended permit ip any any (hitcnt=0) (uncommitted addition)
fwsm(config) #

fwsm(config)# access-group 1 in interface inside

ERROR: access-list not committed, ignoring command

fwsm(config)# access-list commit

Access Rules Download Complete: Memory Utilization: < 1%

fwsm(config) #

fwsm(config) # access-group 1 in interface inside

fwsm(config)# show access-list

access-list mode manual-commit

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-list 1; 1 elements

access-list 1 extended permit ip any any (hitcnt=0)

fwsm(config) #

fwsm(config)# no access-list 1 permit ip any any

fwsm(config) #

fwsm(config)# show access-list

access-list mode manual-commit

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-list 1; 1 elements

access-list 1 extended permit ip any any (hitcnt=0) (uncommitted deletion)
fwsm(config) #

fwsm(config)# access-list commit

Access Rules Download Complete: Memory Utilization: < 1%

fwsm(config)# #

fwsm(config)# show access-list

access-1list mode manual-commit

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

fwsm(config) #

Related Commands  access-list commit
access-list extended
clear access-list
show access-list
show access-list mode
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access-list object-group

To add an access list to the configuration and to configure policy for IP traffic through the firewall, use
the access-list object-group command. To remove the access list, use the no form of this command.

[no] access-list id {deny | permit} object-group {network_obj grp_id destination_ip
destination_mask} [log [disable | [level] | default] | [interval secs]]

[no] access-list id {deny | permit} {object-group {network_obj_grp_id [icmp_type
licmp_type_obj_grp_id]]} [log [disable | [level] | default] | [interval secs]]

Syntax Description

Defaults

Command Modes

id Name or number of an access list.

deny Denies access if the conditions are matched. See the “Usage Guidelines”
section for the description.

permit Permits access if the conditions are matched. See the “Usage Guidelines”

section for the description.

network_obj_grp_id

Existing network object group identification.

destination_ip

IP address of the network or host to which the packet is being sent. See the
“Usage Guidelines” section for additional information.

destination_mask

Netmask bits (mask) to be applied to destination_ip if the destination
address is a network mask.

log disable | default |
level

(Optional) Specifies that a syslog message 106100 is generated for the ACE.
See the log command for information.

interval secs

Specifies the time interval at which to generate an 106100 syslog message;
valid values are from 1 to 600 seconds.

icmp_type

(Optional) ICMP type.

icmp_type_obj_grp_id

(Optional) Object group ICMP type ID.

The defaults are as follows:

e The FWSM denies all packets on the originating interface unless you specifically permit access.

¢ ACL logging generates syslog message 106023 for denied packets—Deny packets must be present

to log denied packets.

e When the log optional keyword is specified, the default level for syslog message 106100 is 6

(informational).

Security Context Mode: single context mode and multiple context mode

Access Location: context command line

Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode
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Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The clear access-list command automatically unbinds an access list from a crypto map command or
interface. The unbinding of an access list from a crypto map command can lead to a condition that
discards all packets because the crypto map commands referencing the access list are incomplete. To
correct the condition, either define other access-list commands to complete the crypto map commands
or remove the erypto map commands that pertain to the access-list command. Refer to the crypto map
client command for more information.

ACLs that are dynamically updated on the FWSM by an AAA server can only be shown using the show
access-list command. The write command does not save or display these updated lists.

The access-list command operates on a first-match basis.

If you specify an access-list command and bind it to an interface with the access-group command, by
default, all traffic to that interface is denied. You must explicitly permit traffic. Inbound refers to traffic
passing through the interface, not the traffic passing from a lower security level interface to a higher
security level interface.

Always permit access first and then deny access afterward. If the host entries match, use the permit
keyword; otherwise, use the default deny keyword. You only need to specify additional deny keywords
if you need to deny specific hosts and permit everyone else.

You can see the security levels for interfaces with the show nameif command.

The optional ICMP message type (icmp_type) argument is ignored in IPSec applications because the
message type cannot be negotiated with ISAKMP.

You can bind only one access list to an interface using the access-group command.

If you specify the permit optional keyword in the access list, the FWSM continues to process the packet.
If you specify the deny optional keyword in the access list, the FWSM discards the packet and generates
this syslog message:

$fwsm#-4-106019: IP packet from source_addr to destination_addr, protocol protocol
received from interface interface name deny by access-group id

The access-list command uses the same syntax as the Cisco IOS software access-list command except
that the FWSM uses a subnet mask. (Cisco IOS software uses a wildcard mask.) For example, in the
Cisco I0S software access-list command, a subnet mask of 0.0.0.255 would be specified as
255.255.255.0 in the FWSM access-list command.

We recommend that you do not use the access-list command with the outbound command. Using these
commands together may cause debugging issues. The outbound command operates from one interface
to another and the access-list command when used with the access-group command applies only to a
single interface. If you use these commands together, the FWSM evaluates the access-list command
before checking the outbound command.

Refer to Chapter 3, “Managing Network Access and Use” in the Cisco Firewall and VPN Configuration
Guide for a detailed description about using the access-list command to provide server access and to
restrict outbound user access.

See the aaa-server radius-acctport and aaa-server radius-authport commands to verify or change
port settings.
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ICMP Message Types

Examples

Related Commands

For non-IPSec use only, if you prefer more selective ICMP access, you can specify a single ICMP
message type as the last optional keyword in this command. Table 2-3 lists the possible ICMP types

values.

Table 2-3 ICMP Type Literals

ICMP Type Literal

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement
10 router-solicitation

11 time-exceeded

12 parameter-problem
13 timestamp-request
14 timestamp-reply

15 information-request
16 information-reply

17 address-mask-request
18 address-mask-reply
31 conversion-error

32 mobile-redirect

This example shows how to set up an access list object group:

fwsm/contexta (config)# access-list VPN_SPLIT extended permit object-group ip host
209.165.200.225 host 10.1.1.1

This example shows how to display access list object group information:

FWSM (config) # show access-list
access-list mode auto-commit

access-list cached ACL log flows:

alert-interval 300

access-group

access-list commit
access-list extended

access-list mode

clear access-group

clear access-list

total O,

(deny-flow-max 4096)
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configure
object-group
pager

show access-group
show access-list
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access-list remark

To specify the text of the remark to add before or after an access-list extended command, use the
access-list remark command. To delete the remark, use the no form of this command.

[no] access-list id remark rext

Syntax Description id Name of an access list.
remark text Specifies the text of the remark to add before or after an access-list extended
command.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Usage Guidelines The remark text can be up to 100 characters in length, including spaces and punctuation.

On an ACL that includes a remark only, you cannot use the access-group command.

Examples This example shows how to specify the text of the remark to add before or after an access-list command:

fwsm/context (config) # access-list 77 remark checklist

Related Commands  access-list extended
clear access-list
show access-list
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access-list standard

To add an access list to the configuration and to configure the policy for IP traffic through the firewall,
use the access-list standard command. To remove the access list, use the no form of this command.

[no] access-list id standard {deny | permit} {any | ip_mask}

Syntax Description

Defaults

Command Modes

id Name or number of an access list.

deny Denies access if the conditions are matched. See the “Usage Guidelines”
section for the description.

permit Permits access if the conditions are matched. See the “Usage Guidelines”
section for the description.

any Specifies access to anyone.

ip_mask Specific IP netmask.

The defaults are as follows:
e The FWSM denies all packets on the originating interface unless you specifically permit access.

e ACL logging generates syslog message 106023 for denied packets—Deny packets must be present
to log denied packets.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

When used with the access-group command, the deny optional keyword does not allow a packet to
traverse the FWSM. By default, the FWSM denies all packets on the originating interface unless you
specifically permit access.

When you specify the protocol to match any Internet protocol, including TCP and UDP, use the ip
keyword.

Refer to the object-group command for information on how to configure object groups.

You can use the object-group command to group access lists.
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Use the following guidelines for specifying a source, local, or destination address:
e Use a 32-bit quantity in four-part, dotted-decimal format.

e Use the keyword any as an abbreviation for an address and mask of 0.0.0.0 0.0.0.0. We do not
recommend that you use this keyword with IPSec.

e Use host address as an abbreviation for a mask of 255.255.255.255.

Examples This example shows how to deny IP traffic through the firewall:

fwsm/context (config) # access-list 77 standard deny

This example shows how to permit IP traffic through the firewall if conditions are matched:

fwsm/context (config)# access-list 77 standard permit

Related Commands  object-group
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activation-key

To change the activation key on the FWSM and check the activation key running on the FWSM against
the activation key that is stored in the Flash partition of the FWSM, use the activation-key command.

activation-key activation-key-four-tuple

Syntax Description activation-key-four-tuple Activation key; see the “Usage Guidelines” section for formatting
guidelines.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Usage Guidelines Enter the activation-key-four-tuple as a four-element hexadecimal string with one space between each

element as follows:

0xe02888da Ox4ba7bed6 Oxflcl23ae 0xffd8624e

The leading Ox specifier is optional; all values are assumed to be hexadecimal.

The key is not stored in the configuration file. The key is tied to the serial number.

Examples This example shows how to change the activation key on the FWSM:

fwsm(config)# activation-key 0xe02888da 0x4ba7bed6 0xflcl23ae 0xffd8624e

Related Commands  clear activation-key
show activation-key
show version
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admin-context

To set the administrator context, use the admin-context command.

admin-context admin-context-name

Syntax Description admin-context-name Context name.
Defaults This command has no default settings.
Command Modes Security Context Mode: Multiple

Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(D) Support for this command was introduced on the FWSM.
Usage Guidelines The system requires one admin context to function properly. The admin context must reside on the disk.

Until you create the admin context, no other contexts can be created. You can change the admin context
to any other context using the admin-context command. However, the admin context must already exist
and its configuration must reside on the disk before you make this change.

Examples This example shows how to set the admin context on the FWSM:

fwsm(config)# admin-context testl

Related Commands  context
show admin-context
show context
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alias

To translate one address into another, use the alias command. To disable a previously set alias command,
use the no form of this command.

[no] alias {interface_name} dnat_ip destination_ip [netmask]

Syntax Description interface_name Internal network interface name that the destination_ip overwrites.

dnat_ip IP address on the internal network that provides an alternate IP address for the
external address that is the same as an address on the internal network.

destination_ip 1P address on the external network that has the same address as a host on the internal

network.
netmask (Optional) Network mask that is applied to both IP addresses.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines When entering the netmask, enter 255.255.255.255 for host masks.

Use the alias command to prevent conflicts when you have IP addresses on a network that are the same
as those on the Internet or another intranet. You can also use this command to do address translation on
a destination address. For example, if a host sends a packet to 209.165.201.1, you can use the alias
command to redirect traffic to another address, such as 209.165.201.30.

Note  To ensure that DNS fixup works properly, disable proxy-arp. If you are using the alias command for
DNS fixup, you can disable proxy-arp with the sysopt noproxyarp internal_interface command after
the alias command has been executed.

After changing or removing an alias command, use the clear xlate command.
You must have an A (address) record in the DNS zone file for the “dnat” address in the alias command.
The alias command has two uses that can be summarized in the following ways:

e If the FWSM gets a packet that is destined for the dnat_IP_address, you can configure the alias
command to send it to the destination_ip_address.
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e If the FWSM gets a DNS packet that is returned to the FWSM destined for
destination_network_address, you can configure the alias command to alter the DNS packet to
change the destination network address to dnat_network_address.
The alias command automatically interacts with the DNS servers on your network to ensure that domain
name access to the aliased IP address is handled transparently.
You can specify a net alias by using network addresses for the destination_ip and dnat_ip IP addresses.
For example, the alias 192.168.201.0 209.165.201.0 255.255.255.224 command creates aliases for each
IP address between 209.165.201.1 and 209.165.201.30.
To access an alias dnat_ip address with static and access-list commands, specify the dnat_ip address in
the access-list command as the address from which traffic is permitted as follows:
fwsm/context (config)# alias (inside) 192.168.201.1 209.165.201.1 255.255.255.255
fwsm/context (config)# static (inside,outside) 209.165.201.1 192.168.201.1 netmask
255.255.255.255
fwsm/context (config) # access-list acl_out permit tcp host 192.168.201.1 host 209.165.201.1
eq ftp-data
fwsm/context (config)# access-group acl_out in interface outside
An alias is specified with the inside address 192.168.201.1 mapping to the destination address
209.165.201.1.
When the inside network client 209.165.201.2 connects to example.com, the DNS response from an
external DNS server to the internal client’s query would be altered by the FWSM to be 192.168.201.29.
If the FWSM uses 209.165.200.225 through 209.165.200.254 as the global pool IP addresses, the packet
goes to the FWSM with SRC=209.165.201.2 and DST=192.168.201.29. The FWSM translates the
address to SRC=209.165.200.254 and DST=209.165.201.29 on the outside.
Examples This example shows that the inside network contains the IP address 209.165.201.29, which on the

Internet belongs to example.com. When inside clients try to access example.com, the packets do not go
to the FWSM because the client assumes that the 209.165.201.29 is on the local inside network.

To correct this, use the alias command as follows:

fwsm/context (config)# alias (inside) 192.168.201.0 209.165.201.0 255.255.255.224

fwsm/context (config)# show alias
alias 192.168.201.0 209.165.201.0 255.255.255.224

This example shows a web server that is on the inside at 10.1.1.11 and the static command that was
created at 209.165.201.11. The source host is on the outside with address 209.165.201.7. A DNS server
on the outside has a record for www.example.com as follows:

dns-server# www.example.com. IN A 209.165.201.11

You must include the period at the end of the www.example.com. domain name.

This example shows how to use the alias command:

fwsm/context (config)# alias 10.1.1.11 209.165.201.11 255.255.255.255

The FWSM changes the name server replies to 10.1.1.11 for inside clients to directly connect to the web
server.

To provide access, you also need the following commands:

fwsm/context (config)# static (inside,outside) 209.165.201.11 10.1.1.11

fwsm/context (config)# access-list acl_grp permit tcp host 209.165.201.7 host
209.165.201.11 eq telnet
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fwsm/context (config)# access-list acl_grp permit tcp host 209.165.201.11 eq telnet host
209.165.201.7

This example shows how to test the DNS entry for the host with the UNIX nslookup command:

fwsm(config)# nslookup -type=any www.example.com

Related Commands  access-list extended
static
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allocate-acl-partition (context submode)

To map the current context to a partition, use the allocate-acl-partition command. To remove the
context-to-partition mapping, use the no form of this command.

[no] allocate-acl-partition partition-number

Syntax Description  partition-number Partition number.
Defaults This command has no default settings.
Command Modes Security Context Mode: Multiple

Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.3(1) Support for this command was introduced on the FWSM.
Usage Guidelines When you run the allocate-acl-partition Y command, the current context is mapped to partition Y.

Using the no allocate-acl-partition command removes the mapping. If the context is the last context
associated with the partition, the partition is moved from exclusive to non-exclusive . If the context is
not the last context associated with the partition it is migrated to a non-exclusive partition.

Entering the show allocate-acl-partition X displays details about partition X. The details include the
mode (non-exclusive/exclusive), and a list of associated contexts are displayed.

Examples These examples show how to allocate contexts and ACL partitions.

This example shows how ACL partition #0 is shared by contexts “bandn” and “borders” while the
remaining contexts share ACL paritition number 1:

FWSM/system# resource acl-partition 2
FWSM/system# context bandn
FWSM/system# allocate-acl-partition 0
FWSM/system# context borders
FWSM/system# allocate-acl-partition 0
FWSM/system# context mompopa
FWSM/system# context mompopb
FWSM/system# context mompopc
FWSM/system# context mompopd

This example shows how ACL partition O is given to context “bandn” exclusively. ACL partition 1 is
given to context “borders” exclusively. The remaining customers are distributed among partitions 2 and
3 in a round-robin fashion.
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Related Commands

FWSM/system#
FWSM/system#
FWSM/system#
FWSM/system#
FWSM/system#
FWSM/system#
FWSM/system#
FWSM/system#
FWSM/system#

resource acl-partition

resource acl-partition 4

context

allocate-acl-partition 0

context

allocate-acl-partition 1

context
context
context
context

resource-manager
show resource acl-partition
show resource allocation

show resource types
show resource usage

bandn

borders

mompopa
mompopb
mompopc
mompopd

allocate-acl-partition (context submode)
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allocate-interface (context submode)

To assign VLAN interfaces to the context, after you enter the context submode, use the
allocate-interface command. To remove the VLAN interfaces from the context, use the no form of this
command.

[no] allocate-interface vlannumber [-vlannumber] [mapped_name [-mapped_name]]

Syntax Description

Command Modes

vlannumber Specifies the VLAN number.

-vlannumber (Optional) Specifies a VLAN number range.

mapped_name (Optional) Alphanumeric alias for the VLAN interface that can be used within
-mapped_name the context instead of the VLAN number.

Security Context Mode: Multiple
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

Enter the allocate-interface command before you enter the config-url (context submode) command.
The FWSM must assign VLAN interfaces to the context before it loads the context configuration; the
context configuration might include commands that refer to interfaces (for example, the nameif, nat,
global...commands). If you enter the config-url (context submode) command first, the FWSM loads
the context configuration immediately. If the context contains any commands that refer to interfaces,

those commands fail.

If you do not specify a mapped name, the VLAN number is used within the context.

For security purposes, you might not want the context administrator to know which VLANSs are being
used by the context. For example, instead of using the VLAN number in the nameif command, you must
use the context mapped name.

If you enter the no form of allocate-interface command, all interface configuration in a context is
removed.

If you specify a range of VLAN IDs, you can specify a matching range of context aliases. Follow these
guidelines:

e The mapped_name must consist of an alphabetic portion followed by a numeric portion as follows:
int0
e The alphabetic portion of the mapped_name must match for both ends of the range as follows:

vlan2-vlanl0
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e The numeric portion of the mapped_name must include the same amount of numbers as the
vlanx-vlany entry. For example, both ranges include 100 interfaces:

fwsm/context (config)# allocate-interface vlanl00-vlanl99 intl-int100

¢ Do not include a space between the vlan keyword and the number.
If you enter vlan100-vlan199 int1-int15, or vlan100-vlan199 happy1l-sad5, the command fails.

An additional context subconfiguration mode command is the config-url (context submode) command.

Examples This example shows how to assign VLAN interfaces to the context:

fwsm(config)# context testl

Creating context ‘testl’... Done. (3)

fwsm/context (config)# allocate-interface vlan5
fwsm/context (config)# allocate-interface vlan6-vlanl0

Related Commands  admin-context
changeto
class
clear context
config-url (context submode)
show context
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To configure a regular OSPF area, use the area command. The area command is a subcommand of the
router ospf command. To remove configured areas, use the no form of this command.

[no] area area_id {authentication [message-digest]} | {default-cost cost} | {filter-list prefix
{prefix_list_name in | out}} | {range ip_address netmask [advertise | not-advertise] }

[no] area area_id nssa [no-redistribution] [default-information-originate [metric-type 11 2]
[metric metric_value]] [no-summary]

area area_id stub [no-summary]

[no] area area_id {virtual-link router_id} [authentication [message-digest | null]]
[hello-interval seconds] [retransmit-interval seconds] [transmit-delay seconds]
[dead-interval seconds] [authentication-key password] [message-digest-key id md5

password]
Syntax Description  area_id Regular OSPF area.

authentication Specifies the authentication type.

message-digest (Optional) Specifies the message digest authentication that is used.

default-cost cost Specifies the cost for the default summary route that is used for a stub or NSSA
from 0 to 65535. The default value for cost is 1.

filter-list prefix Specifies the name of a prefix list.

prefix_list_name

in Applies the configured prefix list to prefixes advertised inbound to the specified
area.

out Applies the configured prefix list to prefixes advertised outbound from the
specified area.

range ip_address Specifies the router ID in IP address format.

netmask IP address mask or IP subnet mask used for a summary route.

advertise (Optional) Sets the address range status to advertise and generates type 3

summary link-state advertisements (LSAs).

not-advertise (Optional) Sets the address range status to DoNotAdvertise. The type 3
summary LSA is suppressed, and the component networks remain hidden from
other networks.

nssa Specifies the not-so-stubby area.

no-redistribution (Optional) Imports route only into the normal areas and not into the NSSA area.

default-information (Optional) Generates a type 7 default in the NSSA area.
-originate

metric-type 112 (Optional) Specifies the metric type as type 1 or type 2.

metric metric_value (Optional) Specifies the OSPF default metric value from 0 to 16777214.

no-summary (Optional) Prevents an area border router (ABR) from sending summary LSAs
into the stub area.

stub Specifies that this OSPF area carries a default route and intra- and inter-area
routes but does not carry external routes.
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Defaults

Command Modes

area .
virtual-link Configures the router ID for an OSPF process.
router-id
null (Optional) Specifies that no authentication is used. Overrides password or
message digest authentication if configured for the OSPF area.
hello-interval (Optional) Specifies the interval between hello packets sent on the interface;

seconds valid values are from 1 to 65535 seconds.

retransmit-interval (Optional) Specifies the time between LSA retransmissions for adjacent routers

seconds belonging to the interface; valid values are from 1 to 65535 seconds.

transmit-delay (Optional) Specifies the delay time between when OSPF receives a topology

seconds change and when it starts a shortest path first (SPF) calculation in seconds from
0 to 65535. The default is 5 seconds.

dead-interval (Optional) Specifies the interval before declaring a neighboring routing device

seconds is down if no hello packets are received; valid values are from 1 to

65535 seconds.

authentication-key (Optional) Specifies an OSPF authentication password for use by neighboring

password routing devices.

message-digest-key (Optional) Enables the Message Digest 5 (MD5) authentication and specifies
key_id the numerical authentication key ID number; valid values are from 1 to 255.
mdS password (Optional) Specifies an alphanumeric password up to 16 bytes.

The defaults are as follows:

OSPF routing is disabled on the FWSM.

The cost is 1.

The authentication type for an area is 0, which means that there is no authentication.

OSPF routing through the FWSM is compatible with RFC 1583.

The area area_id range ip_address netmask [advertise | not-advertise] command is advertise.
The dead-interval is four times the interval set by the ospf hello-interval command.

The hello-interval seconds is 10 seconds.

The retransmit-interval seconds is 5 seconds.

The transmit-delay seconds is 1 second.

No area is defined for the area area_id nssa [[no-redistribution]
[default-information-originate][no-summary]] command.

Security Context Mode: single context mode

Access Location: system command line

Command Mode: configuration mode

Firewall Mode: Routed

Command History

Release Modification

1.1(1) Support for this command was introduced on the FWSM.
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Usage Guidelines The OSPF protocol is used instead of the Routing Information Protocol (RIP). Do not attempt to
configure the FWSM for both OSPF and RIP simultaneously.

The router ospf command is the global configuration command for OSPF routing processes running on
the FWSM. This is the main command for all of the OSPF configuration commands.

Once you enter the router ospf command, the command prompt appears as (config-router)#, indicating
that you are in the submode.

When you configure the area_id, the guidelines are as follows:
e For all contexts, you can specify an area_id as either a decimal value or as an IP address.

e The ID is the area that is to be associated with the OSPF address range. If you associate areas with
IP subnets, you can specify a subnet address as the area_id.

e  When used in the context of authentication, area_id is the identifier of the area on which
authentication is to be enabled.

e When used in a cost context, area_id is the identifier for the stub or NSSA.

¢ When used in the context of a prefix list, area_id is the identifier of the area on which filtering is
configured.

e When used in a stub area or not-so-stubby area (NSSA) context, area_id is the identifier for the stub
or NSSA area.

e When used in the context of an area range, area_id is the identifier of the area at whose boundary it
is to summarize routes.

The area area_id subcommand creates a regular OSPF area. The no area area_id command removes the
OSPF area, whether it is regular, stubby, or not so stubby.

fwsm(config)# area area_id authentication message-digest

The default authentication type for an area is 0, which indicates no authentication. To enable
authentication for an OSPF area, use the area area_id authentication message-digest subcommand. To
remove an authentication configuration from an area, use the no area area_id authentication
message-digest subcommand.

fwsm(config)# area area_id default-cost cost

To specify a cost for the default summary route sent into a stub or not-so-stubby area (NSSA), use the
area area_id default-cost cost subcommand. To remove the assigned default route cost, use the no area
area_id default-cost subcommand. The default value for cost is 1.

fwsm(config)# area area_id filter-list prefix prefix list_name in

To filter prefixes advertised in type 3 LSAs between OSPF areas of an ABR, use the area area_id
filter-list prefix prefix_list_name [in | out] subcommand. To change or cancel the filter, use the no area
area_id filter-list prefix prefix_list_name [in | out] subcommand.

Routes that originate from other routing protocols (or different OSPF processes) and that are injected
into OSPF through redistribution are called external routes. There are two forms of external metrics:
type 1 and type 2. These routes are represented by o e2 (for type 2) or o E1 (for type 1) in the IP routing
table, and they are examined by the FWSM after it finishes building its internal routing table. After the
routes are examined, they are flooded unaltered throughout the autonomous systems. (Autonomous
systems are a collection of networks that are subdivided by areas under a common administration sharing
a common routing strategy.)
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OSPF type 1 metrics result in routes that add the internal OSPF metric to the external route metric; they
are also expressed in the same terms as an OSPF link-state metric. The internal OSPF metric is the total
cost of reaching the external destination including whatever internal OSPF network costs are incurred to
get there. These costs are calculated by the device wanting to reach the external route. Because the cost
is calculated this way, the OSPF type 1 metric is preferred.

OSPF type 2 metrics do not add the internal OSPF metric to the cost of external routes and are the default
type used by OSPF. The use of OSPF type 2 metrics assumes that you are routing between autonomous
systems. The cost is considered greater than any internal metrics, which eliminates the need to add
internal OSPF metrics.

The default-information-originate optional keyword takes effect on an NSSA ABR or an NSSA
autonomous system boundary router (ASBR) only.

To configure an NSSA area, use the area area_id nssa [no-redistribution]
[default-information-originate [metric-type 1 | 2] [metric metric_value]] [no-summary]
subcommand. To remove the entire NSSA configuration, use the no area area_id nssa subcommand. To
remove a single NSSA configuration optional keyword, specify the optional keyword in the no
subcommand. For example, to remove the no-redistribution optional keyword, use the no area area_id
nssa no-redistribution command. By default, no NSSA is defined.

fwsm(config)# area area_id range address netmask advertise | not-advertise

To consolidate and summarize routes at an area boundary, use the area area_id range address netmask
[advertise | not-advertise] subcommand. To disable this function, use the no area area_id range
ip_address netmask subcommand. The no area area_id range ip_address netmask not-advertise
subcommand removes only the not-advertise optional keyword.

fwsm(config)# area area_id stub no-summary
To define an area as a stub area, use the area area_id stub [no-summary] subcommand. To remove the
stub area function, use the no area area_id stub [no-summary] subcommand. When area area_id stub

no-summary is configured, you must use the no area area_id stub no-summary subcommand to
remove the no summary optional keyword. The default is for no stub areas to be defined.

You cannot configure virtual links across a stub area, and they cannot contain an ASBR.

To define an OSPF virtual link, use the area area_id virtual-link router-id subcommand with the
optional parameters. To remove a virtual link, use the no area area_id virtual-link router_id
subcommand.

This example shows how to use the area commands:

fwsm/context (config) # area authentication

router ospf
show area
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arp

To add a static ARP entry and set the ARP persistence timer, use the arp command. To disable ARP
inspection or remove the ARP cache timeout from the configuration, use the no form of this command.

[no] arp interface_name ip_addr mac_addr [alias]

[no] arp timeout seconds

Syntax Description

Defaults

Command Modes

interface_name Interface name whose ARP table will be changed or viewed.

ip_addr IP address for an ARP table entry.
mac_addr Hardware MAC address for the ARP table entry.
alias (Optional) Configures a static proxy ARP mapping (proxied IP-to-physical address

binding) for the addresses specified.

timeout seconds Specifies the duration to wait before the ARP table rebuilds itself and automatically
updates new host information.

The defaults are as follows:
e Proxy ARP is enabled on all interfaces.

e The ARP persistence timer is 14400 seconds (4 hours).

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The ARP maps an IP address to a MAC address (for example, 00e0.1e4e.3d8b) and is defined in

RFC 826. Proxy ARP is a variation of the ARP protocol in which an intermediate device (for example,
the FWSM) sends an ARP response on behalf of an end node to the requesting host. ARP mapping occurs
automatically as the FWSM processes traffic; however, you can configure the ARP cache timeout value,
static ARP table entries, or proxy ARP. The maximum ARP cache timeout value is 3567587 seconds.

Because ARP is a low-level TCP/IP protocol that resolves a node’s MAC (physical) address from its IP
address (through an ARP request asking the node with a particular IP address to send back its physical
address), the presence of entries in the ARP cache indicates that the FWSM has network connectivity.
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The arp timeout command specifies the duration to wait before the ARP table rebuilds itself,
automatically updating host information. This feature is also known as the ARP persistence timer. The
no arp timeout command resets the ARP persistence timer to its default value.

The arp interface_name ip mac command adds a static (persistent) entry to the FWSM ARP cache. For
example, you could use the arp interface_name ip mac command to set up a static IP-to-MAC address
mapping for hosts on your network. Use the no arp interface_name ip mac command to remove the static
ARP mapping.

The static arp entries and the arp alias entries are not cleared when the ARP persistence timer times out
and are automatically stored in the configuration when you use the write command to store the
configuration.

The arp interface_name ip mac alias command configures proxy ARP for the IP and MAC addresses
specified. Enable proxy ARP you allow the host to another host at that IP address. The FWSM is an
intermediary between the two hosts so by sending the packet to the FWSM, the FWSM will pass the
packet to the designated host. The FWSM returns the MAC address of the FWSM in the proxied
response. Use the no arp interface_name ip mac alias command to remove the static proxy ARP
mapping.

The interface_name argument is specified by the nameif command.

These examples show how to configure ARP:

fwsm/context (config)# arp inside 192.168.0.42 00e0.lede.2a7c
fwsm/context (config)# arp outside 192.168.0.43 00e0.led4e.3d8b alias
fwsm/context (config)# arp timeout 60

fwsm/context (config)# show arp stat
Number of ARP entries:

PIX 270

NP1 269

NP2 269

NP_IPPS_ADD_ARP_ENTRY_NP_count = 538
NP_IPPS_UPDATE_ARP_ENTRY_NP_count =4
NP_IPPS_DELETE_ARP_ENTRY_NP_count =0

NP_IPPS_ADD_ARP_ENTRY_NP_resend_count =
NP_IPPS_UPDATE_ARP_ENTRY_NP_resend_count =
NP_IPPS_DELETE_ARP_ENTRY_NP_resend_count =
NP_IPPS_ADD_ARP_ENTRY_NP_failed_count =
NP_IPPS_UPDATE_ARP_ENTRY_NP_failed_count =
NP_IPPS_DELETE_ARP_ENTRY_NP_failed_count =
arp_miss_counter = 310
arp_miss_invalid_vcid =0

Dropped blocks in ARP: 0

Maximum Queued blocks: 1

Queued blocks: 0

Interface collision ARPs Received: 0

ARP-defense Gratuitous ARPS sent: 0

Total ARP retries: 0

Unresolved hosts: 0

Maximum Unresolved hosts: 11

O O O O O O

clear arp
show arp
sysopt
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arp-inspection

To enable or disable Address Resolution Protocol (ARP) inspection on an interface, use the
arp-inspection command. To remove ARP inspection, use the no form of this command.

[no] arp-inspection if_name enable [flood | no-flood]

Syntax Description

Defaults

Command Modes

if_name Interface name whose ARP table will be changed or viewed.
enable Enables ARP inspection on the interface.

flood (Optional) ARP forwarding is on for the interface.

no-flood (Optional) Specifies that ARP forwarding is off for the interface.

ARP inspection is disabled on all interfaces.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: Transparent

Command History

Usage Guidelines

Examples

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

To add static ARP entries in the FWSM this command is used to add bindings between IP addresses and
MAC addresses for ARP inspection.

ARP inspection is enabled per interface and is configurable to flood or no flood depending on whether
there is a miss or a hit in the static ARP table, when ARP inspection is enabled on the interface. This
command also allows you to turn ARP forwarding on or off for an interface.

If ARP inspection is enabled on an interface, all ARP packets (reply or gratuitous arp) from this interface
are inspected before forwarding. The ARP inspection check in for the static ARP table is as follows:

e If an entry is found and the entry matches, the packet is forwarded.

e If an entry is found but there is an entry mismatch, the packet is dropped and a syslog message is
generated.

e If an entry does not exist and the flood option is enabled, the packet is forward to the correct
interface.

e If an entry does not exist and the no_flood option is enabled, the packet is dropped and a syslog
message is generated.

This example shows how to configure an ARP inspection:
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fwsm/context (config) # arp-inspection

Related Commands  clear arp
show arp
sysopt
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auth-prompt

To change the AAA challenge text for HTTP, FTP, and Telnet access, use the auth-prompt command.
To disable the challenge text, use the no form of this command.

[no] auth-prompt [prompt | accept | reject] prompt text

Syntax Description

Defaults

Command Modes

prompt (Optional) Specifies the AAA challenge prompt string.

accept (Optional) Displays the prompt string if a user authentication through Telnet is
accepted.

reject (Optional) Displays the prompt string if a user authentication through Telnet is
rejected.

prompt text  String up to 235 alphanumeric characters or 31 words, limited by whichever maximum
is first reached.

The defaults are as follows:
¢ Microsoft Internet Explorer displays only up to 37 characters in an authentication prompt.
e Netscape Navigator displays up to 120 characters.

e Telnet and FTP display up to 235 characters in an authentication prompt.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The AAA challenge text displays when a user logs in. If you do not use the AAA challenge text
command, the following is displayed above the username and password prompts:

e FTP users see “FTP authentication”
e HTTP users see “HTTP Authentication”
e The challenge text does not appear for Telnet access

If the user authentication occurs from Telnet, you can use the accept and reject optional keywords to
display different authentication prompts if the authentication attempt is accepted or rejected by the
authentication server.

You should not use special characters when you change the challenge text; however, spaces and
punctuation characters are permitted. Entering a question mark or pressing the Enter key ends the string.
(The question mark appears in the string.)
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Examples This example shows how to set the authentication prompt and how users see the prompt:

fwsm/context (config)# auth-prompt XYZ Company Firewall Access

After this string is added to the configuration, users see the following:

Example.com Company Firewall Access
User Name:
Password:

Note  The prompt keyword can be included or omitted.

This example shows how to set the authentication prompt using the prompt keyword:

fwsm/context (config)# auth-prompt prompt Hello There!

This example shows how to set the authentication prompt without the prompt keyword:

fwsm/context (config)# auth-prompt Hello There!

Related Commands  aaa authentication
auth-prompt
clear auth-prompt
show auth-prompt
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To configure the session, login, or message-of-the-day banner, use the banner command. To remove all
the lines for the banner optional keyword specified, use the no form of this command.

[no] banner {exec | login | motd zext}

Syntax Description

Defaults

Command Modes

exec Configures the system to display a banner before displaying the enable
prompt.

login Configures the system to display a banner before the password login prompt
when accessing the FWSM using Telnet.

motd Configures the system to display a message-of-the-day banner.

text Line of message text to be displayed in the FWSM CLI.

The default is no login, session, or message-of-the-day banner.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

~

Note

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

The banner command configures a banner to display for the optional keyword specified. The text string
consists of all characters following the first white space (space) until the end of the line (carriage return
or line feed [LF]). Spaces in the text are preserved. However, you cannot enter tabs through the CLI.

Subsequent text entries are added to the end of an existing banner unless the banner is cleared first.

The tokens $(domain) and $(hostname) are replaced with the host name and domain name of the FWSM.
When you enter a $(system) token in a context configuration, the context uses the banner configured in
the system configuration.

Multiple lines in a banner are handled by entering a new banner command for each line that you wish to
add. Each line is then appended to the end of the existing banner. If the text is empty, a carriage return
(CR) is added to the banner. There is no limit on the length of a banner other than RAM and Flash limits.

When accessing the FWSM through Telnet or SSH, the session closes if not enough system memory is
available to process the banner messages or if a TCP write error occurs.

To replace a banner, use the no banner command before adding the new lines.
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Use the no banner {exec | login | motd} command to remove all the lines for the banner optional
keyword specified.

The no banner command does not selectively delete text strings, so any fext that you enter at the end of
the no banner command is ignored.

This example shows how to configure the motd, exec, and login banners:

# banner motd Think on These Things

# banner exec Enter your password carefully
# banner login Enter your password to log in
# show banner

fwsm(config
fwsm(config
fwsm(config
(

fwsm(config

exec:
Enter your password carefully

login:
Enter your password to log in

motd:
Think on These Things

This example shows how to add a second line to a banner:

fwsm(config)# banner motd and Enjoy Today
fwsm(config)# show banner motd

Think on These Things

and Enjoy Today

clear banner
enable

login
password/passwd
show banner

ssh

telnet

[ oL-6513-01
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ca authenticate

To allow the FWSM to authenticate its certification authority (CA) by obtaining the CA’s self-signed
certificate, which contains the CA’s public key, use the ca authenticate command.

ca authenticate ca_nickname [fingerprint]

Syntax Description ca_nickname Name of the certification authority (CA).

fingerprint (Optional) Key consisting of alphanumeric characters that the FWSM uses
to authenticate the CA’s certificate.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines You can enter any string for ca_nickname. If you previously declared the CA and want to update its

characteristics, specify the name you previously created. The CA might require a particular name, such
as its domain name.

The FWSM supports only one CA at a time.
The FWSM supports the CA servers from VeriSign, Entrust, Baltimore Technologies, and Microsoft.

The certificate lifetime and the certificate revocation list (CRL) are checked in coordinated universal
time (UTC). The FWSM clock is synchronized with the switch. This clock setting determines the
certificate lifetime and revocation.

The FWSM authenticates the entity certificate (the device certificate). The FWSM assumes that the
certificate is issued by the same trusted point or root (the CA server). As a result, the trusted point or
root should have the same root certificate (issuer certificate). The FWSM assumes that the entity
exchanges the entity certificate only and cannot process a certificate chain that includes both the entity
and root certificates.

To authenticate a peer’s certificate(s), the FWSM must obtain the CA certificate containing the CA
public key. Because the CA certificate is a self-signed certificate, you should authenticate the key
manually by contacting the CA administrator. You can authenticate the public key in that certificate by
including the key’s fingerprint within the ca authenticate command. The FWSM will discard the
received CA certificate and generate an error message if the fingerprint that you specified is different
from the received one. You can also compare the two fingerprints without entering the key within the
command.

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
[ oL-6513-01 2-88




| Chapter2  Commands for the Firewall Service Module

Note

Examples

Related Commands

ca authenticate W

If you are using RA mode (within the ca configure command), when you issue the ca authenticate
command, the RA signing and encryption certificates and the CA certificate are returned from the CA.

The ca authenticate command is not saved to the FWSM configuration. However, the public keys that
are embedded in the received CA (and RA) certificates are saved in the configuration as part of the RSA
public key record (called the “RSA public key chain”). To save the public keys permanently to the Flash
partition, use the ca save all command. To see the CA’s certificate, use the show ca certificate command.

If the CA does not respond by a timeout period after this command is entered, the terminal control is
returned so that it is not tied up. In this situation, you must reenter the command.

This example shows that a request for the CA’s certificate was sent to the CA. The fingerprint was not
included in the command. The CA sends its certificate and the FWSM prompts for verification of the
CA’s certificate by checking the CA certificate’s fingerprint. If both fingerprints match, then the
certificate is considered valid.

fwsm/context_name (config)# ca authenticate myca
Certificate has the following attributes:
Fingerprint: 0123 4567 89AB CDEF 0123

This example shows the error message. The fingerprint is included in the command. The two fingerprints
do not match, and therefore the certificate is not valid.

fwsm/context_name (config)# ca authenticate myca 0123456789ABCDEF0123
Certificate has the following attributes:

Fingerprint: 0123 4567 89AB CDEF 5432

%Error in verifying the received fingerprint. Type help or ‘?’ for a list of
available commands.

show ca

[ oL-6513-01
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To specify the communication parameters between the FWSM and the CA, use the ca configure
command. To return to the default settings, use the no form of this command.

[no] ca configure ca_nickname {ca | ra} retry_period retry_count [crloptional]

Syntax Description ca_nickname Name of the certification authority (CA).
ca Contacts the CA.
ra Contacts the registration authority (RA).
retry_period Number of minutes that the FWSM waits before resending a certificate request

to the CA when it does not receive a response from the CA to its previous
request; valid values are from 1 to 60 minutes.

retry_count How many times that the FWSM will resend a certificate request when it does
not receive a certificate from the CA from the previous request; valid values
are from 1 to 100.

crloptional (Optional) Allows other peers’ certificates to be accepted by the FWSM even
if the appropriate certificate revocation list (CRL) is not accessible to the
FWSM.
Defaults The defaults are as follows:

e The retry_period is 1 minute.

e The retry_count is 0 (there is no limit to the number of times that the FWSM should contact the CA
to obtain a pending certificate).

e The default is without the crloptional optional keyword.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines You can enter any string for ca_nickname. If you previously declared the CA and want to update its

characteristics, specify the name that you previously created. The CA might require a particular name,
such as its domain name.

The FWSM supports only one CA at a time.
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Examples This example shows that myca is the name of the CA and that the CA is contacted rather than the RA. It
also indicates that the FWSM will wait 5 minutes before sending another certificate request, if it does
not receive a response, and will resend a total of 15 times before dropping its request. If the CRL is not
accessible, crloptional tells the FWSM to accept other peer’s certificates.

fwsm/context_name (config)# ca configure myca ca 5 15 crloptional

Related Commands  ca authenticate
show ca
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ca crl request

To allow the FWSM to obtain an updated CRL from the CA at any time, use the ca crl request command.
To delete the CRL from the FWSM, use the no form of this command.

[no] ca crl request ca_nickname

Syntax Description

Defaults

Command Modes

ca_nickname Name of the certification authority (CA).

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

You can enter any string for ca_nickname. If you previously declared the CA and want to update its
characteristics, specify the name you previously created. The CA might require a particular name, such
as its domain name.

The FWSM supports only one CA at a time.

A CRL lists all the network devices certificates that have been revoked. The FWSM will not accept
revoked certificates; any peer with a revoked certificate cannot exchange IPSec traffic with the FWSM.

The first time that the FWSM receives a certificate from a peer, it downloads a CRL from the CA. The
FWSM then checks the CRL to make sure that the peer’s certificate has not been revoked. If the
certificate appears on the CRL, it will not accept the certificate and will not authenticate the peer.

A CRL can be reused with subsequent certificates until the CRL expires. When the CRL expires, the
FWSM automatically updates it by downloading a new CRL and replaces the expired CRL with the new
CRL.

If the FWSM has a CRL that has not yet expired, but you suspect that the CRL’s contents are out of date,
use the ca crl request command to request that the latest CRL is downloaded to replace the old CRL.

The ca crl request command is not saved with the FWSM configuration between reloads.

The show ca crl command allows you to know whether there is a CRL in RAM, and where and when
the CRL is downloaded.
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Examples This example shows how the FWSM obtains an updated CRL from the CA with the name myca:

fwsm/context_name (config)# ca crl request myca

Related Commands  ca authenticate
show ca
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To send an enrollment request to the CA requesting a certificate for all of the FWSM’s key pairs, use the
ca enroll command. To cancel the current enrollment request, use the no form of this command.

[no] ca enroll ca_nickname challenge_password [serial] [ipaddress]

Syntax Description

Defaults

Command Modes

ca_nickname Name of the certification authority (CA).

challenge_password Required password that gives the CA administrator some authentication
when a user calls to ask for a certificate to be revoked; the password can be
up to 80 characters.

serial (Optional) Returns the FWSM’s serial number in the certificate.
ipaddress (Optional) Returns the FWSM’s IP address in the certificate.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

You can enter any string for ca_nickname. (If you previously declared the CA and want to update its
characteristics, specify the name that you previously created.) The CA might require a particular name,
such as its domain name.

The FWSM supports only one CA at a time.

You can use the ca enroll command to send an enrollment request to the CA requesting a certificate for
all of the FWSM’s key pairs. This action is also known as “enrolling” with the CA.

The FWSM needs a signed certificate from the CA for each of its RSA key pairs. If you previously
generated general-purpose keys, entering the ca enroll command obtains one certificate corresponding
to the one general-purpose RSA key pair. If you previously generated special usage keys, entering this
command obtains two certificates corresponding to each of the special-usage RSA key pairs.

If you already have a certificate for the keys, you will not be able to complete this command; instead,
you are prompted to remove the existing certificate first.

The ca enroll command is not saved with the FWSM configuration between reloads. To verify if the
enrollment process succeeded and to display the FWSM’s certificate, use the show ca certificate
command.
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The required challenge password is necessary in the event that you need to revoke the FWSM’s
certificate(s). When you ask the CA administrator to revoke the certificate, you must supply this
challenge password as a protection against fraudulent or mistaken revocation requests.

Do not forget the password; this password is not stored in memory anywhere.

If you lose the password, the CA administrator may still be able to revoke the FWSM's certificate but
will require further manual authentication of the FWSM administrator identity.

The FWSM’s serial number is optional. If you provide the serial optional keyword, the serial number is
included in the obtained certificate. The serial number is not used by IPSec or Internet Key Exchange
(IKE) but may be used by the CA to either authenticate certificates or to later associate a certificate with
a particular device. Ask the CA administrator if serial numbers should be included in the certificate. If
you are in doubt, specify the serial optional keyword.

The FWSM’s IP address is optional. If you enter the ipaddress optional keyword, the IP address is
included in the obtained certificate. Normally, you do not include the ipaddress optional keyword
because the IP address binds the certificate to a specific entity. If you move the FWSM, you need to issue
a new certificate.

When configuring ISAKMP for certificate-based authentication, you should match the ISAKMP identity
type with the certificate type. Enter the ca enroll command to obtain a certificate with the identity based
on the host name. Enter the isakmp identity command to obtain a certificate based on the address
instead of the host name. You can reconcile this disparity of identity types by using the isakmp identity
address command. See the isakmp command for information about the isakmp identity address
command.

This example shows how the FWSM sends an enrollment request to the CA myca.example.com:

fwsm/context_name (config)# ca enroll myca.example.com 1234567890 serial

ca authenticate
show ca

[ oL-6513-01
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ca generate rsa

To generate the RSA key pairs for your FWSM, use the ca generate rsa command.

ca generate rsa {key | specialkey} key_modulus_size

Syntax Description key Generates an RSA key for the FWSM.

specialkey Generates two special-purpose RSA key pairs instead of one
general-purpose key.

key_modulus_size  Modulus used to generate the RSA key in a size measured in bits; valid
values are 512, 768, 1024, and 2048 bits.

Note  Before using this command, make sure that your Firewall Services Module host name and domain name
have been configured (using the hostname and domain-name commands). If a domain name is not
configured, the FWSM uses a default domain of ciscopix.com.

Defaults The defaults are as follows:
¢ The RSA key modulus default (during PDM setup) is 768.

¢ The default domain is ciscofwsm.com.

Command Modes Configuration mode.
Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines RSA keys are generated in pairs—one public RSA key and one private RSA key

If your FWSM already has RSA keys when you use this command, you are warned and prompted to
replace the existing keys with new keys.

~

Note  The larger the key modulus size that you specify, the longer it takes to generate an RSA. We recommend
a default value of 768.

PDM uses the Secure Socket Layer (SSL) communications protocol to communicate with the firewall.

SSL uses the private key generated with the ca generate rsa command. For a certificate, SSL uses the
key obtained from a certification authority (CA). If that does not exist, it uses the FWSM self-signed
certificate that was created when the RSA key pair was generated.

The ca generate rsa command is not saved in the FWSM configuration. However, the keys generated by
this command are saved in a persistent data file in the Flash partition, which you can save with the ca
save all command and view with the show ca my rsa key command.
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This example shows how one general-purpose RSA key pair is generated. The selected size of the key

modulus is 1024.

fwsm(config) ca generate rsa
Key name:firewall.cisco.com
Usage:General Purpose Key

Key Data:
30819£30 0d06092a
9f5e0b52 aea931df
1047481a 17beball
bb2ddc46 2841b63b
e29ledea 67efbfbc

show ca

864886£f7
04db2872
851835f6
£92cb3£f9
90348b75

key 1024

04010101
5c4clafd
18af8e22
8de7cb01
320d47£d3

05000381
9bd0920b
45304453
d7ead057
c573037a

84003081
5e30de82
12584b9c
Tbbd4bdc
ddb2dde8

89028181 00c8ed4c
63d834ac f2eldblf
2f48fad5 3lelbeba
a64a9cf0 efaacd4?2
00df782c 39020301 0001

[ oL-6513-01
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To declare the CA that the FWSM uses, use the ca identity command. To remove the ca identity
command from the configuration and delete all the certificates that are issued by the specified CA and
CRLs, use the no form of this command.

[no] ca identity ca_nickname [ca_ipaddress | hostname [:ca_script_location] [ldap_ip address |

hostname]]
Syntax Description ca_nickname Name of the certification authority (CA).
ca_ipaddress (Optional) CA’s IP address.
hostname (Optional) Host name.
sca_script_location (Optional) Location and script on the CA server.
ldap_ipaddress (Optional) IP address of the Lightweight Directory Access Protocol (LDAP)
server.
Defaults The defaults are as follows:

e :ca_script_location—The location and script on the CA server is /cgi-bin/pkiclient.exe.

® ldap_ipaddress—Querying of a certificate or a CRL is done through Cisco’s PKI protocol.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines If the CA supports LDAP, the query functions may also use LDAP.
The FWSM supports one CA at one time.

If the CA administrator has not put the CGI script in this location, you need to provide the location and
the name of the script in the ca identity command.

The FWSM uses a subset of the HTTP protocol to contact the CA and must identify a particular cgi-bin
script to handle CA requests. The default location and script on the CA server is /cgi-bin/pkiclient.exe.
If the CA administrator has not put the CGI script in the previously listed location, you need to include
the location and the name of the script within the ca identity command.

By default, querying a certificate or a CRL is done through the Cisco’s PKI protocol. If the CA supports
the Lightweight Directory Access Protocol (LDAP), the query functions may use LDAP. You must
include the IP address of the LDAP server within the ca identity command.
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Examples This example shows that the CA myca.example.com is declared as the FWSM’s supported CA. The CA’s
IP address of 205.139.94.231 is provided.

fwsm/context_name (config)# ca identity myca.example.com 205.139.94.231

Related Commands  show ca
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ca save all

To save the FWSM’s RSA key pairs, the CA, RA, and FWSM’s certificates, and the CA’s CRLs in the
persistent data file in the Flash partition between reloads, use the ca save all command. To remove the
saved data from the FWSM’s Flash partition, use the no form of this command.

[no] ca save all

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The ca save command is not saved with the FWSM configuration between reloads.

To see the current status of the requested certificates and relevant information of the received certificates,
use the show ca certificate command. Because the certificates contain no sensitive data, any user can
issue this show command.

Examples This command shows how to save the FWSM RSA key pairs:

fwsm/context_name (config)# ca save all

Related Commands  show ca
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ca subject-name

To create the device certificate with the subject distinguished name (DN), use the ca subject-name
command. To remove the subject names, use the no form of this command.

[no] ca subject-name ca_nickname X.500_string

Syntax Description ca_nickname Name of the certification authority (CA).
X.500_string Character string indicating the DN sent.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines Specify the X.500_string using the RFC 1779 format.

The ca subject-name ca_nickname X.500_string command is a certificate enrollment enhancement that
supports X.500 directory names.

When the ca subject-name ca_nickname X.500_string command is configured, the FWSM enrolls the
device certificate with the subject DN that is specified in the X.500_string using the RFC 1779 format.
The supported DN attributes are listed in Table 2-4.

Table 2-4 Supported DN Attributes

Attribute Description

ou Organizational Unit Name

o Organization Name

st State or Province Name

c Country Name

ea E-mail address (a non-RFC 1779 format attribute)

For more information on RFC 1779, refer to http://www.ietf.org/rfc/rfc1779.txt.
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W casubject-name

Note

Examples

Related Commands

FWSM software version 2.2(1) supports X.509 (certificate support) on the VPN client. The Cisco I0S
software, the VPN 3000 concentrator, and the FWSM look for the correct VPN group (mode
configuration group) according to the “ou” attribute. (The “ou” attribute is part of the subject DN of the
device certificate when the Easy VPN client negotiates the RSA signature.)

If you use the X.500_string to communicate between a Cisco VPN 3000 head end and the FWSM, you
must not configure the VPN 3000 head end to use DNS names for the backup servers. Instead, you must
specify the backup servers by their IP addresses.

This example shows how to create the device certificate with the subject DN (where my_department is
the VPN group):

fwsm/context_name (config)# ca subject-name myca ou=my department, o=my org, st=CA, c=US

show ca

i Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference

0L-6513-01 |



| Chapter2  Commands for the Firewall Service Module

caverifycertdn 1l

ca verifycertdn

To verify the certificate’s Distinguished Name (DN) and act as a subject name filter that is based on the
X.500_string, use the ca verifycertdn command. To disable subject name filtering, use the no form of
this command.

[no] ca verifycertdn X.500_string

Syntax Description

Defaults

Command Modes

X.500_string Character string that indicates the DN sent.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

If you enter the ca verifycertdn command and the subject name of the peer certificate matches the
X.500_string, then it is filtered out and ISAKMP negotiation fails.

This example shows how to verify the certificate’s DN:

fwsm/context_name (config)# ca verifycertdn woeruweoru

show ca

[ oL-6513-01
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ca zeroize rsa

To delete all the RSA keys that were previously generated by the FWSM, use the ca zeroize rsa
command.

ca zeroize rsa [keypair_name]

Syntax Description keypair_name (Optional) Name of the key pair.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines The ca zeroize rsa command deletes all the RSA keys that were previously generated by the FWSM. If
you use this command, you must also perform two additional tasks as follows:

1. Use the no ca identity command to manually remove the FWSM’s certificates from the
configuration. This step deletes all the certificates that were issued by the CA.

2. Ask the CA administrator to revoke the FWSM’s certificates at the CA. Supply the challenge
password that you created when you originally obtained the FWSM’s certificates using the crypto
ca enroll command.

To save the RSA key pair, enter the ca save all command. To delete a specific RSA key pair, specify the
name of the RSA key that you want to delete using the optional keyword keypair_name within the ca
zeroize rsa command.

Note  You may have more than one pair of RSA keys due to the Secure Shell (SSH). See the ssh command for
more information.

Examples This example shows how to delete the RSA keys:

fwsm/context_name (config)# ca zeroize rsa keys

Related Commands  show ca
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capture

To enable packet capture capabilities for packet sniffing and network fault isolation, use the capture
command. To disable packet capture capabilities, use the no form of this command.

capture capture_name [access-list access_list_name] [buffer buf size] [ethernet-type type]
[interface interface_name] [packet-length bytes] [circular-buffer]

no capture capture-name [access-list access_list_name] [circular-buffer] [ interface
interface_name]

Syntax Description capture_name Name of the packet capture.

access-list (Optional) Selects packets based on IP or higher fields for a specific access list
access_list name identification.

buffer buf size  (Optional) Defines the buffer size used to store the packet in bytes.

ethernet-type (Optional) Selects an EtherType to exclude from capture.

type

interface (Optional) Name of the interface on which to use packet capture.
interface_name

packet-length (Optional) Sets the maximum number of bytes of each packet to store in the

bytes capture buffer.
circular-buffer  (Optional) Overwrites the buffer, starting from the beginning, when the buffer
is full.
Defaults The defaults are as follows:

e The buffer size is 512 KB.

e All theEtherTypes are accepted.
e All the IP packets are matched.
e The packet-length is 68 bytes.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
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Usage Guidelines

Note

Examples

i Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference

Capturing packets is useful when troubleshooting connectivity problems or monitoring suspicious
activity. The FWSM can track packet information for traffic that passes through the general-purpose
processor, including management traffic and inspection engines. The FWSM cannot capture traffic that
goes through the network processors (such as most through traffic). We recommend contacting technical
support if you want to use the packet capture feature.

When selecting an EtherType to exclude from capture, an exception occurs with the 802.1Q or VLAN
type. The 802.1Q tag is automatically skipped and the inner EtherType is used for matching. By default,
all the EtherTypes are accepted.

Once the byte buffer is full, packet capture stops.

To enable packet capturing, attach the capture to an interface with the interface optional argument.
Multiple interface statements attach the capture to multiple interfaces.

If you copy the buffer contents to a TFTP server in ASCII format, then you will see only the headers,
not the details and hexadecimal dump of the packets. To see the details and hexadecimal dump, you need
to transfer the buffer in PCAP format and then read it with TCPDUMP or Ethereal.

The ethernet-type and access-list optional keywords select the packets to store in the buffer. A packet
must pass both the Ethernet and access list filters before the packet is stored in the capture buffer.

The capture capture_name circular-buffer command allows you to enable the capture buffer to
overwrite itself, starting from the beginning, when the capture buffer is full.

Enter the no capture command with either the access-list or interface optional keyword unless you want
to clear the capture itself. Entering no capture without optional keywords deletes the capture. If the
access-list optional keyword is specified, the access list is removed from the capture and the capture is
preserved. If the interface optional keyword is specified, the capture is detached from the specified
interface and the capture is preserved.

The capture command is not saved to the configuration, and the capture command is not copied to the
standby module during failover.

Use the copy capture: capture_name tftp://server/path [pcap] command to copy capture information
to a remote TFTP server.

Use the https://fwsm-ip-address/capture/capture_name[/pcap] command to see the packet capture
information with a web browser.

If you specify the pcap optional keyword, then a libpcap-format file is downloaded to the web browser
and can be saved using the web browser. (A libcap file can be viewed with TCPDUMP or Ethereal.)

To enable packet capture, enter the following:

fwsm(config)# capture captest interface inside interface outside

On a web browser, the capture contents for a capture named “mycapture” can be viewed at the following
location:

https://171.69.38.95/capture/mycapture/pcap

To download a libpcap file (used in web browsers such as Internet Explorer or Netscape Navigator) to a
local machine, enter the following:

https://171.69.38.95/capture/http/pcap
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This example shows that the traffic is captured from an outside host at 171.71.69.234 to an inside HTTP
server:

fwsm/context_name (config)# access-list http permit tcp host 10.120.56.15 eq http host
171.71.69.234

fwsm/context_name (config)# access-list http permit tcp host 171.71.69.234 host

10.120.56.15 eq http
fwsm/context_name (config)# capture http access-list http packet-length 74 interface inside

This example shows how to capture ARP packets:

fwsm/context_name (config)# capture arp ethernet-type arp interface outside

Related Commands  clear capture
copy capture
show capture
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To change the current working directory to the one specified, use the ed command.

cd disk: path

Syntax Description

Defaults

Command Modes

disk: path Changes the current working directory.

If you do not specify a directory, the directory is changed to the root of the disk.

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Examples

Related Commands

Release Modification

2.2(D) Support for this command was introduced on the FWSM.

This example shows how to change to the config directory:

fwsm# (config)# c¢d disk:/config/

copy disk
copy flash
copy tftp
dir
format
mkdir
more
pwd
rename
rmdir
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To change the execution space in which commands are applied, use the changeto command.

changeto {system | context name}

Syntax Description

Defaults

Command Modes

system Changes the command execution space to system.
context Changes the command execution space to context.
name Execution space name.

This command has no default settings.

Security Context Mode: multiple context mode
Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

The name of the context is inserted in the command line prompt. The prompt changes only when you are
working within a context. The prompt does not change when you change from single context mode to
multiple context mode.

This example shows how to change to a context named “test]”:

fwsm(config)# changeto context testl
fwsm#/my_context (config) #

This example shows how to change from the context named “test]1” back to the system context:

fwsm# /my_context (config)# changeto system
fwsm# (config) #

context

[ oL-6513-01
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class

To create a class to which you can assign contexts and then enter the class submode, use the class
command. Use the no form of this command to remove a class.

[no] class name

Syntax Description name Class name string of up to 20 characters.
Defaults The default class is a special class to which all the unassigned contexts belong.
Command Modes Security Context Mode: multiple context mode

Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(D) Support for this command was introduced on the FWSM.
Usage Guidelines The class parameters determine the resource limitations for each class member.The class name is limited

to 20 characters. The default class cannot be removed. Enter default for the name to change the limits
for the default class. To remove a class, use the no form of this command. After you enter the class
command, the FWSM enters the class subconfiguration mode. In this submode, you can enter the
limit-resource (class submode) command.

By default, all the security contexts have access to most of the FWSM resources. However, if you find
that one or more contexts use too many resources, and they cause other contexts to be denied
connections, then you can configure resource management to limit the use of resources per context.

See the limit-resource (class submode) command for a list of resources. See also the show resource
types command.

Note  The FWSM does not limit the bandwidth per context. The switch/router containing the FWSM can limit
the bandwidth per VLAN. Refer to the Catalyst 6500 series switch or Cisco 7600 series router
documentation for more information.

Default Class

All the contexts belong to the default class if they are not assigned to another class; you do not have to
actively assign a context to default.

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
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class W

If a context belongs to another class, the other class settings always override the default class settings.
However, if the other class has any settings that are not defined, then the member context uses the default
class for those limits. For example, you create a class with a 2 percent limit for all the concurrent
connections, but no other limits. All other limits are inherited from default. Conversely, if you create a
class with a 2 percent limit for all the resources, the class uses no settings from default.

By default, the default class provides unlimited access to most resources for all the contexts. The
following resources are limited by per context:

e Telnet—5
e SSH—5
e JPsec—5

¢ Bridge-table entries—65,535

All other contexts provide unlimited access.

To use the settings of a resource class, assign the context to the class. All contexts belong to the default
class if they are not assigned to another class; you do not have to actively assign a context to the default.
You can only assign a context to one resource class. The exception is that the limits that are undefined
in the member class are inherited from the default class. A context could be a member of the default plus
another class.

To assign a context to a class, enter the member (context submode) command.

This example shows how to create a class named “empire”:

fwsm(config)# class empire

fwsm# (config-class)# limit-resource all 50%
fwsm# (config-class) # limit-resource empire 50%
(config-class)# exit

fwsm(config)# show class

Class Name Members ID Flags
default All 1 0001
empire 0 2 0000

This example shows how to change the default class parameters:

fwsm(config)# class default

fwsm# (config-class)# limit-resource all 10%
fwsm# (config-class)# limit-resource default 50%
fwsm# (config-class) # exit

config-url (context submode)
limit-resource (class submode)
show class

show context

show resource allocation

show resource types
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clear

To remove configuration files and commands from the configuration or reset command values, use a
form of the clear command.

clear command

Syntax Description

Defaults

Command Modes

command Item to remove or reset.

The default setting depends on which clear command is used.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

You can use the no form of a command to change the configuration.

The clear commands can be used in modes with different security levels. The clear commands that can
be used in less secure modes can also be used in more secure modes. However, if a clear command
appears in a more secure mode, that command is not available in a less secure mode.
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clear aaa

To enable, disable, or view TACACS+, RADIUS, or local user authentication, authorization, and
accounting, use the clear aaa command.

clear aaa authentication | authorization | accounting

Syntax Description authentication Specifies AAA authentication.
authorization Specifies AAA authorization.
accounting Specifies AAA accounting.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove a defined server group:

fwsm/context_name (config)# clear aaa authentication

Related Commands  aaa-server
clear aaa accounting
clear aaa authentication
clear aaa authorization
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clear aaa accounting

To clear the local, TACACS+, or RADIUS user account, use the clear aaa accounting command.

clear aaa accounting {include | exclude} service interface_name source_ip source_mask
[destination_ip destination_mask] server_tag

include Creates a new rule with the specified service to include.
exclude Creates an exception to a previously stated rule by excluding the specified
service from accounting.
service Accounting service; valid values are any, ftp, http, telnet, or prorocol/port.
interface_name Interface name from which users require authentication.
source_ip IP address of the source host or network of the hosts that you want to be
authenticated or authorized.
source_mask Network mask of the source IP.
destination_ip (Optional) IP address of the hosts that you want to access the source IP address;
0 indicates all hosts.
destination_mask (Optional) Network mask of the destination IP.
server_tag AAA server group tag.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines When specifying the service, use any to provide accounting for all the TCP services. To provide

accounting for UDP services, use the protocol/port argument. For protocol/port, the TCP protocol
appears as 6, the UDP protocol appears as 17, and so on, and the port is the TCP or UDP destination
port. A port value of 0 (zero) indicates all the ports. For protocols other than TCP and UDP, the port is
not applicable and should not be used. Enter LOCAL to use the local FWSM user authentication
database.

Examples This example shows how to clear the user account:

fwsm/context_name (config)# clear aaa accounting

Related Commands aaa accounting
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clear aaa authentication

To clear the local, TACACS+, or RADIUS user authentication, use the clear aaa authentication
command.

clear aaa authentication {include | exclude} authen_service interface_name source_ip
source_mask [destination_ip destination_mask] server_tag

Syntax Description include Creates a new rule with the specified service to include.

exclude Creates an exception to a previously stated rule by excluding the specified
service from accounting.

authen_service Type of traffic to include or exclude from authentication based on the service
optional keyword selected. See the “Usage Guidelines” section for valid
values.

interface_name Interface name from which users require authentication.

source_ip IP address of the local host or network of the hosts that you want to be
authenticated or authorized.

source_mask Network mask of the local IP.

destination_ip (Optional) IP address of the hosts that you want to access the local IP address;

0 indicates all hosts.

destination_mask  (Optional) Network mask of the destination IP.

server_tag AAA server group tag.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines Enter LOCAL to use the local FWSM user authentication database.

Examples This example shows how to clear AAA authentication:

fwsm/context_name (config)# clear aaa authentication

Related Commands aaa accounting
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clear aaa authorization

To clear the local or TACACS+ user authentication, use the clear aaa authorization command.

clear aaa authorization {include | exclude} authen_service interface_name source_ip
source_mask [destination_ip destination_mask) server_tag

Syntax Description include Creates a new rule with the specified service to include.

exclude Creates an exception to a previously stated rule by excluding the specified
service from accounting.

authen_service Type of traffic to include or exclude from authentication based on the service
optional keyword selected. See the “Usage Guidelines” section for valid
values.

interface_name Interface name from which users require authentication.

source_ip IP address of the local host or network of the hosts that you want to be
authenticated or authorized.

source_mask Network mask of the local IP.

destination_ip (Optional) IP address of the hosts that you want to access the local IP address;

0 indicates all hosts.

destination_mask  (Optional) Network mask of the destination IP.

server_tag AAA server group tag.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The aaa authorization command is supported for use with local and TACACS+ servers but not with

RADIUS servers. Enter LOCAL to use the local FWSM user authentication database.

Examples This example shows how to clear AAA authorization:

fwsm/context_name (config)# clear aaa authorization
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Related Commands  aaa accounting
clear aaa authentication
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clear aaa-server

To remove a defined server group, use the clear aaa-server command.

clear aaa-server [rag]

Syntax Description tag (Optional) AAA server group tag; enter LOCAL to use the local FWSM user

authentication database.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove a defined server group:

fwsm/context_name (config)# clear aaa-server LOCAL

Related Commands aaa-server
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clear access-group

To remove access groups from all the interfaces, use the clear access-group command.

clear access-group

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove all the access groups:

fwsm/context_name (config)# clear access-group

Related Commands  access-group
show access-group
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clear access-list

To remove an access list or clear an access-list counter, use the clear access-list command.

clear access-list [id [counters]]

Syntax Description id (Optional) Name or number of an access list.
counters (Optional) Clears access-list counters.

Defaults All the access lists are cleared.

Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines When you enter the clear access-list command, all the access-list commands, including the access-list

deny-flow-max command, are cleared if you do not specify an id. Also removed are commands that refer
to an ACL, for example, the access-group command.

Examples This example shows how to clear a specific access-list counter:

fwsm/context_name (config)# clear access-list 77 23 counters

This example shows how to clear all the access-list counters:

fwsm/context_name (config)# clear access-list inbound counters

Related Commands  access-list extended
show access-list
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clear activation-key

To clear the FWSM activation key and revert the FWSM to the default feature set, use the clear
activation-key command.

clear activation-key

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

2.2(1) Support for this command was introduced on the FWSM.
Usage Guidelines In multiple security context mode, the default feature set allows two contexts.
Examples This example shows how to clear an activation key:

fwsm(config)# clear activation-key

Related Commands  activation-key
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clear alias

To remove all the alias commands from the configuration, use the clear alias command.

clear alias

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove all the alias commands from the configuration:

fwsm/context_name (config)# clear alias

Related Commands  alias
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clear arp

To clear all the entries in the ARP cache table except for those you configure directly with the arp
interface_name ip mac command, use the clear arp command.

clear arp [timeout | statistics]

Syntax Description timeout (Optional) Clears the ARP timeout.
statistics (Optional) Clears the ARP statistics entries.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to clear the ARP cache table entries:

fwsm/context_name (config)# clear arp

Related Commands  arp
show arp

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
[ oL-6513-01 .m



Chapter2  Commands for the Firewall Service Module |

M clear arp-inspection

clear arp-inspection

Syntax Description

Defaults

Command Modes

To clear the ARP inspection configuration, use the clear arp-inspection command.

clear arp-inspection

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: Transparent

Command History

Examples

Related Commands

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

This example shows how to clear the ARP inspection configuration:

fwsm/context_name (config)# clear arp-inspection

arp
arp-inspection
show arp
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clear auth-prompt

To clear the AAA challenge text for HTTP, FTP, and Telnet access, use the clear auth-prompt
command.

clear auth-prompt

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to clear the AAA challenge text in the authorization prompt:

fwsm/context_name (config)# clear auth-prompt

Related Commands  auth-prompt
show auth-prompt
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clear banner

Syntax Description

Defaults

Command Modes

To remove all the banners, use the clear banner command.

clear banner

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Examples

Usage Guidelines

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

This example shows how to clear banners:

fwsm/context_name (config)# clear banner

banner
show banner
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clear blocks

To remove all block information, use the clear blocks command.

clear blocks queue history

Syntax Description queue Specifies the block queue.
history Specifies the blocks history.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Examples This example shows how to clear banners:

fwsm/context_name (config)# clear blocks

Usage Guidelines show blocks
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clear ca

To remove the Certificate Authority (CA) configuration, use the clear ca command.

clear ca

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to clear the ca configuration:

fwsm/context_name (config)# clear ca

Usage Guidelines ca configure
show ca
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clear capture

To clear the capture buffer, use the clear capture capture_name command.

clear capture capture_name

Syntax Description capture_name Name of the packet capture.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Usage Guidelines The shortened form of the clear capture (for example, cl cap or clear cap) is not supported to prevent

accidental destruction of all the packet captures.

Examples This example shows how to clear the capture buffer for the capture buffer “orlando”:

fwsm/context_name (config)# clear capture orlando

Related Commands capture
show capture
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clear class

To remove all the classes and restore the default class to its default settings, use the clear class command.

clear class

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: multiple context mode
Access Location: system command line
Command Mode: config mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove all the classes:

fwsm(config)# clear class

Related Commands  class
show class
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clear configure

To clear aspects of the running configuration, use the clear configure command.

clear configure {primary | secondary | all}

Syntax Description

Defaults

Command Modes

primary (Optional) Sets particular commands to their default values, removes interface
names from all the commands in the configuration, and returns the commands to
their default settings.

secondary (Optional) Removes particular commands from the configuration and returns the
commands to their default settings.

all (Optional) Combines the entire running configuration and returns to the default
settings.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The clear configure all command resets a configuration to its default values. Use this command to create
a template configuration or when you want to clear all the values.

Using the clear config all command in context mode clears the entire running configuration for a
context, but it does not clear that context’s configuration URL or delete the context. In addition, the
parameters that are entered in the system configuration are not deleted.

If you enter the clear configure command in system mode, the system configuration and all context
configurations are cleared.

The clear configure primary command resets the default values for the interface, ip, mtu, nameif, and
route commands to their default values, removes interface names from all the commands in the
configuration, and returns to the default settings.

The clear configure secondary command allows you to remove the aaa-server, alias, access-list,
apply, global, outbound, static, telnet, and url-server commands from the configuration, and return to
the default settings, but does not remove the tftp-server commands.

Use the write erase command to clear the startup configuration in the Flash partition.
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Examples This example shows how to clear the configuration in RAM:

fwsm/context_name (config)# clear configure all

Related Commands  configure
show configure
write
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clear conn

To remove the connections from the system, use the clear conn command.

clear conn

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: multiple context mode
Access Location: context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the connections from the system:

fwsm/context_name# clear conn

Related Commands
show conn
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clear console-output

To remove the currently captured console output, use the clear console-output command.

clear console-output

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the currently configured console output:

fwsm/context_name# clear console-output

Related Commands  show console-output
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clear context

Syntax Description

Defaults

Command Modes

To stop all contexts (including the admin context) from running and remove the context entries from the
system configuration, use the clear context command.

clear context

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Related Commands

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

The clear context command clears all contexts, their configuration, and any context subcommands
(member and config-url) for all contexts. The clear context command does not remove the RM class
definitions.

This example show how to stop all the running contexts and remove the context entries from the system
configuration:

fwsm(config)# clear context

context
show context
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clear counters

To clear the protocol stack counters, use the clear counters command.

clear counters [context context-name | top N | all | summary] [protocol protocol_name
[:counter_name] | detail]

Syntax Description context (Optional) Specifies a context.
context-name (Optional) Context name.
top N (Optional) Displays the counter details for the specified location.
all (Optional) Displays the filter details.
summary (Optional) Displays a counter summary.
protocol (Optional) Displays the counters for the specified protocol.

protocol_name (Optional) Protocol by name.

icounter_name (Optional) Counter by name.

detail (Optional) Displays the counters in detail.
Defaults clear counters summary detail
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Examples This example shows how to clear the protocol stack counters:

fwsm(config)# clear counters

Related Commands  show counters
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clear crashdump

Syntax Description

Defaults

Command Modes

To delete the crash information file from the Flash partition of the FWSM, use the clear crashdump
command.

clear crashdump

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Examples

Related Commands

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

This example shows how to delete the crash information file:

fwsm(config)# clear crashdump

crashdump force
show crashdump
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clear crypto dynamic-map

To remove the crypto dynamic-map commands from the configuration, use the clear crypto
dynamic-map command.

clear [crypto] dynamic-map [dynamic-map-name] [dynamic-seq-num]

Syntax Description crypto (Optional) Specifies crypto for the dynamic map.
dynamic-map-name  (Optional) Name of the dynamic crypto map set.
dynamic-seq-num (Optional) Sequence number that corresponds to the dynamic crypto map
entry.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines The crypto keyword is optional.

Examples This example shows how to remove the crypto dynamic-map commands from the configuration:

fwsm/context_name (config)# clear crypto dynamic-map alarms 323

Related Commands  crypto dynamic-map
show crypto engine
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clear crypto interface counters

To clear the crypto interface counters, use the clear crypto interface counters command.

clear crypto interface counters

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear crypto interface counters command clears only the packet, payload byte, queue length, and

moving average counters. It does not affect any actual packets that are queued.

Examples This example shows how to clear the crypto interface counters:

fwsm#/context_name (config)# clear crypto interface counters

Related Commands  crypto map interface
show crypto interface
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clear crypto ipsec sa

To delete IPSec security associations, use the clear crypto ipsec sa command.

clear [crypto] ipsec sa [counters | entry {destination-address protocol spi} | map map-name |

peer]
Syntax Description crypto (Optional) Specifies the crypto configuration.
counters (Optional) Clears the traffic counters that are maintained for each security
association.
entry (Optional) Deletes the IPSec security association with the specified address,

protocol, and SPI.

destination-address ~ (Optional) IP address of the peer or the remote peer.

protocol (Optional) Security associations by protocol; valid values are ah or esp.

spi (Optional) Security Parameter Index (SPI) number that is used to identify a
security association; valid values are from 256 to 4294967295 (a hexadecimal
value of FFFF FFFF).

map map-name (Optional) Deletes any IPSec security associations for the named crypto map
set.
peer (Optional) Deletes any IPSec security associations for the specified peer.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines If the security associations were established through the Internet Key Exchange (IKE), they are deleted.
Future IPSec traffic requires new security associations. When IKE is used, the IPSec security
associations are established only when needed.

If the security associations are manually established, the security associations are deleted.

If you enter the clear [crypto] ipsec sa command with no arguments, all the I[PSec security associations
are deleted.

If the security associations are manually established, the security associations are deleted and
reinstalled. (When IKE is not used, the IPSec security associations are created as soon as the
configuration is completed.)
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Note

Examples

Related Commands

clear crypto ipsecsa M

If any of the previous commands cause a particular security association to be deleted, all the “sibling”
security associations that were established during the same Internet Key Exchange (IKE) negotiation are
deleted as well.

The counters optional keyword clears the traffic counters that are maintained for each security
association; it does not clear the security association.

If you make configuration changes that affect security associations, these changes will not apply to
existing security associations but to negotiations for subsequent security associations. You can use the
clear [crypto] ipsec sa command to restart all the security associations so that they use the most current
configuration settings. In the case of manually established security associations, if you make changes
that affect security associations, you must use the clear [crypto] ipsec sa command before the changes
take effect.

If you make significant changes to an IPSec configuration, such as access list or peers, the clear [crypto]
ipsec sa command does not activate the new configuration. In such a case, you should rebind the crypto
map to the interface with the crypto map interface command.

If the FWSM is processing active IPSec traffic, we recommend that you clear only the portion of the
security association database that is affected by the changes to avoid causing active IPSec traffic to
temporarily fail.

The clear [crypto] ipsec sa command clears only the IPSec security associations. To clear the IKE
security associations, use the clear [crypto] isakmp sa command.

This example shows how to clear (and reinitialize, if appropriate) all the IPSec security associations at
the FWSM:

fwsm/context_name (config)# clear crypto ipsec sa
This example shows how to clear (and reinitialize, if appropriate) the inbound and outbound IPSec
security associations that are established for address 10.0.0.1 using the AH protocol with the SPI of 256:

fwsm/context_name (config)# clear crypto ipsec sa entry 10.0.0.1 AH 256

crypto ipsec security-association lifetime
crypto map interface
show crypto map
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clear crypto isakamp sa

To remove the isakamp policy commands for IKE SAs from the configuration, use the clear crypto
isakamp sa command.

clear crypto isakamp sa

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the isakamp policy commands from the configuration:

fwsm/context_name (config)# clear isakamp sa

Related Commands  isakmp
isakmp policy
show isakmp
show isakmp policy
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clear dhcpd

To clear all of the DHCP server commands, binding, and statistics information, use the clear dhcp
command.

clear dhcpd [binding | statistics]

Syntax Description binding (Optional) Clears all the client address bindings.

statistics (Optional) Clears statistical information, such as the address pool, number of
bindings, malformed messages, sent messages, and received messages.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear dhcpd command clears all of the dhepd commands, binding, and statistics information. The

clear dhcp statistics command clears the show dhcp statistics counters.

Examples This example shows how to clear the dhcpd commands:

fwsm/context_name (config)# clear dhcpd statistics

Related Commands  dhcpd
dhcprelay
show dhcpd
show dhcprelay
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clear dhcprelay

To clear the DHCP-relay configuration commands, use the clear dhcprelay command.

clear dhcprelay [statistics]

Syntax Description statistics (Optional) Clears the DHCP relay statistical counters.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: Routed

Command History Release Modification
2.2(D) Support for this command was introduced on the FWSM.
Usage Guidelines The clear dheprelay command clears all DHCP relay configurations. The clear dhcprelay statistics

command clears the show dhcprelay statistics counters.

Examples This example shows how to clear all DHCP relay configurations:

fwsm/context_name (config)# clear dhcprelay statistics

Related Commands  dhcpd
dhcprelay
show dhcpd
show dhcprelay
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clear dispatch stats

To clear dispatch layer statistics, use the clear dispatch stats command.

clear dispatch stats [funcid | all]

Syntax Description

Defaults

Command Modes

funcid (Optional) Specifies the dispatch layer statistics function ID.

all (Optional) Specifies all dispatch layer statistics.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Examples

Related Commands

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

This example shows how to remove all of the dispatch layer statistics:

fwsm(config)# clear dispatch stats all

show dispatch stats
show dispatch table
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clear dynamic-map

To delete a dynamic crypto map entry, use the clear dynamic-map command.

clear [crypto] dynamic-map [dynamic-map-name] [dynamic-seq-num]

Syntax Description crypto (Optional) Specifies the crypto configuration
dynamic-map-name  (Optional) Map name.
dynamic-seq-num (Optional) Map sequence number.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove a dynamic map entry:

fwsm/context_name (config)# clear dynamic-map

Related Commands  crypto dynamic-map
dynamic-map
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clear established

To remove all established commands, use the clear established command.

clear established

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines To remove an established connection created by the established command, enter the clear xlate
command.

Examples This example shows how to remove established commands:

fwsm/context_name (config)# clear established

Related Commands  established
show established
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clear failover

To remove all failover configurations, use the clear failover command.

clear failover

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the failover configuration:

fwsm(config)# clear failover

Related Commands failover
failover interface ip
failover interface-policy
failover lan interface
failover lan unit
failover link
failover polltime
failover replication http
failover reset
show failover
write standby
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clear filter

To remove all filter commands from the configuration, use the clear filter command

clear filter

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove all filter commands:

fwsm/context_name (config)# clear filter

Related Commands filter ftp
filter https
filter url
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clear firewall

Syntax Description

Defaults

Command Modes

To set the firewall mode to the default setting, use the clear firewall command

clear firewall

This command has no arguments or keywords.

The default firewall mode is routed.

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Examples

Related Commands

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

This example shows how to set the firewall mode to routed:

fwsm/context_name (config)# clear firewall

firewall
show firewall
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clear fixup

To reset the fixup configuration, use the clear fixup command.

clear fixup

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear fixup command does not remove the default fixup protocol commands.
Examples This example shows how to reset the fixup configuration:

fwsm/context_name (config)# clear fixup

Related Commands  fixup protocol
show fixup
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clear flashfs

To clear the file system part of the Flash partition in the FWSM, use the clear flashfs command.

clear flashfs

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines The clear flashfs command clears the file system part of the Flash partition in the FWSM.

The clear flashfs command does not affect the configuration that is stored in the Flash partition.

Examples This example shows how to clear the file system part of the Flash partition on the FWSM:

fwsm# clear flashfs

Related Commands  clear flashfs
no flashfs
show flashfs
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clear floodguard

To disable flood guard, use the clear floodguard command.

clear floodguard

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to disable flood guard:

fwsm/context_name (config)# clear floodguard

Related Commands  floodguard
show floodguard
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clear fragment

To reset the fragment databases and defaults, use the clear fragment command.

clear fragment

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear fragment command resets the fragment databases. Specifically, all fragments awaiting

reassembly are discarded. In addition, the size is reset to 200, the chain limit is reset to 24, and the
timeout is reset to 5 seconds.

All fragments currently waiting for reassembly are discarded and the size, chain, and timeout optional
keywords are reset to their default values.

The sysopt security fragguard and fragguard commands have been replaced by the fragment
command.

Examples This example shows how to reset the fragment database and defaults:

fwsm/context_name (config)# clear fragment

Related Commands  fragment
show fragment
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clear ftp

To set the FTP mode to the default setting, use the clear ftp command.

clear ftp

Syntax Description  This command has no arguments or keywords.

Defaults The default FTP mode is passive.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Examples Tis example shows how to set the FTP mode to passive:

fwsm(config)# clear ftp

Related Commands  ftp mode
show ftp
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clear gc

To remove the garbage collection process statistics, use the clear ge command.

clear gc

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the garbage collection process statistics:

fwsm# clear gc

Related Commands  show gc
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clear global

Syntax Description

Defaults

Command Modes

To remove the global commands from the configuration, use the clear global command.

clear global

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: Transparent

Command History

Examples

Related Commands

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

This example shows how to remove the global commands from the configuration:

fwsm/context_name (config)# clear global

global
show global
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clear hostname

To clear the host name in the FWSM command line prompt, use the clear hostname command.

clear hostname

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to change a host name:

fwsm(config)# clear hostname
fwsm(config) #

Related Commands  hostname
show hostname
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clear http

To remove all HTTP hosts and disable the server, use the clear http command.

clear http

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove all HTTP hosts and disable the HTTP servers:

fwsm/context_name (config)# clear http

Related Commands  http
show http
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clear icmp

To remove the access for ICMP traffic that terminates at an interface, use the clear icmp command.

clear icmp

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear icmp command clears the ICMP entries.
Examples This command shows how to remove the access for ICMP traffic:

fwsm/context_name (config)# clear icmp

Related Commands icmp
show http
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clear interface stats

To clear the interface statistics, use the clear interface stats command.

clear interface [interface] stats

Syntax Description interface-id (Optional) Interface identification name or number.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear interface command clears all the interface statistics. This command does not shut down all

the system interfaces. The clear interface command also clears the packet drop count of Unicast RPF
for all interfaces.

Examples This command shows how to clear the statistics for the inside interface:

fwsm/context_name (config)# clear interface inside stats

Related Commands  interface
show interface
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clear ip address

To clear all the IP addresses, use the clear ip address command.

clear ip address

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines After changing an ip address command, use the clear xlate command.

Examples This example shows how to clear all the interface IP addresses and stop all traffic through the FWSM
module:

fwsm/context_name (config)# clear ip address

Related Commands clear ip verify reverse-path
ip address
ip prefix-list
ip verify reverse-path
show ip address
show ip verify
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clear ip ospf

To clear information about the IP OSPF, use the clear ospf command.

clear ip ospf [pid] {process | counters | neighbor [neighbor-intf] [neighbr-id]}

Syntax Description  pid (Optional) Internally used identification parameter for an OSPF routing process;
valid values are from 1 to 65535.
process Clears the OSPF routing process ID.
counters Clears the OSPF counters.
neighbor Clears the OSPF neighbor.
neighbor-intf (Optional) Clears the OSPF interface router designation.
neighbr-id (Optional) Clears the OSPF neighbor router ID.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode

Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: Routed

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines This command does not remove any part of the configuration. To remove the OSPF configuration, use

the no form of the router ospf or routing interface command.

Examples This example shows how to clear the OSPF IP parameters:

fwsm/context_name (config)# clear ip ospf

Related Commands  routing interface
show ip ospf
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clear ip verify reverse-path

To remove the ip verify reverse-path commands from the configuration, use the clear ip verify
reverse-path command.

clear ip verify reverse-path [interface int_name] [statistics]

Syntax Description interface int_name Removes the ip verify reverse-path command configuration from the

configuration.
statistics (Optional) Removes the statistical information.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear ip verify command allows you to remove the ip verify commands from the configuration.

Unicast reverse path forwarding (RPF) is a unidirectional input function that screens inbound packets
arriving on an interface. The outbound packets are not screened.

Examples This example shows how to remove the ip verify reverse-path commands from the configuration:

fwsm/context_name (config)# clear ip verify reverse-path

Related Commands  clear ip address
ip address
ip prefix-list
ip verify reverse-path
show ip address
show ip verify
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clear local-host

To clear the information that is displayed for the local hosts, use the clear local-host command.

)

Note  Clearing the network state of a local host stops all connections and xlates that are associated with the
local hosts.

clear local-host [ip_address]

Syntax Description ip_address (Optional) Local host IP address.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines Use the ip_address option to limit the display to a single host.

On the FWSM, the cleared hosts are released from the license limit. You can see the number of hosts
that are counted toward the license limit by entering the show local-host command.

Examples This example shows how the clear local-host command clears the information about the local hosts:

fwsm/context_name (config)# clear local-host 10.1.1.15
fwsm/context_name (config)# show local-host 10.1.1.15

After the information is cleared, nothing more displays until the hosts reestablish their connections.

Related Commands  show local-host
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clear logging rate-limit

To reset the disallowed messages to the original set, use the clear logging rate-limit command.

clear logging rate-limit

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to reset the disallowed messages:

fwsm/context_name (config)# clear logging rate-limit

After the information is cleared, nothing more displays until the hosts reestablish their connections.

Related Commands  show logging rate-limit
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clear mac-address-table

To remove the interface name entries from the bridge table, use the clear mac-address-table command.

clear mac-address-table interface_name

Syntax Description

Defaults

Command Modes

interface_name Specifies the interface name.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: Transparent

Command History

Examples

Related Commands

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

This example shows how to remove the interface name entries from the bridge table:

fwsm/context_name (config)# clear mac-address-table my context

mac-address-table aging-time
mac-address-table static
show mac-address-table
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clear mac-learn

To stop MAC learning, use the clear mac-learn command.

clear mac-learn

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: Transparent

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Examples This example shows how to stop MAC learning:

fwsm(config)# clear mac-learn

Related Commands  show mac-learn
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Syntax Description

Defaults

Command Modes

clearmgcp W

To remove the Media Gateway Command Protocol (MGCP) configuration and reset the command queue
limit to the default of 200, use the clear mgep command.

clear mgcp

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Examples

Related Commands

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

This example shows how to remove the MGCP configuration and reset the command queue:

fwsm/context_name (config)# clear mgcp

mgcp
show mgcp
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clear monitor-interface

To remove the interface-monitor configuration for failover, use the clear monitor-interface command.

clear monitor-interface

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the interface monitor configuration:

fwsm/context_name (config)# clear monitor-interface

Related Commands  failover
monitor-interface
show monitor-interface
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clear mp-passwd

To remove the maintenance partition password and reset to the default password, use the clear
mp-passwd command.

clear mp-passwd

Syntax Description  This command has no arguments or keywords.

Defaults The default password is “cisco.”

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the maintenance partition password:

fwsm(config)# clear mp-passwd

Related Commands  upgrade-mp
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clear nat

To remove the NAT configuration, use the clear nat command.

clear nat

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
2.2(1) This command was modified to support UDP maximum connections for local
hosts.

Usage Guidelines
Y

Note  In transparent firewall mode, only NAT id O is valid.

Examples This example shows how to remove the NAT configuration:

fwsm/context_name (config)# clear nat

Related Commands  clear nat
nat
show nat
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clear name

To clear the list of names from the FWSM configuration, use the clear name command.

clear name

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to clear the name list from the FWSM:

fwsm/context_name (config)# clear name

Related Commands  clear names
name
names
show name
show names
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clear names

To disable the use of the name commands, use the clear names command.
clear names

This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to disable the use of the names:

fwsm/context_name (config)# clear names

Related Commands  clear name
name
names
show name
show names
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clear object-group

To remove all the object group commands from the configuration, use the clear object-group
command.

clear object-group [{protocol | service | icmp-type | network}] [obj_grp_id]

Syntax Description protocol (Optional) Clears a protocol group.

service (Optional) Clears a service group.

icmp-type (Optional) Clears an ICMP group.

network (Optional) Clears a network group.

obj_grp_id (Optional) Name of a previously defined object group.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove all the object-group commands from the configuration:

fwsm/context_name (config)# clear object-group

Related Commands  object-group
show object-group
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clear pager

To restore the pager command default settings, use the clear pager command.

clear pager

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: unprivileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to restore the pager command default settings:

fwsm> clear pager

Related Commands  pager
show pager
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clear password

To reset the password to “cisco,” use the clear password command.

clear {password | passwd }

Syntax Description password Specifies that you are clearing the password.
passwd Specifies that you are clearing the password

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: config mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to reset the password to “cisco”:

fwsm(config)# clear password

Related Commands  password/passwd
show password/passwd
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clear pdm

To remove all the FWSM Device Manager locations, disable logging, and clear the PDM buffer, use the
clear pdm command.

clear pdm [location | group | logging]

Syntax Description location (Optional) Specifies the PDM location.

group (Optional) Specifies the PDM group.

logging (Optional) Specifies the logging messages and level.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode

Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear pdm, pdm group, pdm history, pdm location, and pdm logging commands may appear in

the configuration, but they are designed to work as internal PDM-to-FWSM commands accessible only
to the PDM buffer.

Examples This example shows how to remove all the FWSM Device Manager locations, disable logging, and clear
the PDM buffer:

fwsm(config)# clear pdm

Related Commands pdm
show pdm
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clear privilege

To remove the configuration or display privilege levels for the commands, use the clear privilege
command.

clear privilege

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the configuration or display privilege levels for the commands:

fwsm(config)# clear privilege

Related Commands  privilege
show privilege
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clear resource usage

To set the peak counter to the value of the current counter and clear the denied counter, use the clear
resource usage command.

clear resource usage [context context_name | top n | all | summary | system] [resource {[rate]
resource_name | all} | detail]

Syntax Description context (Optional) Specifies the context.
context_name (Optional) Name of the context.
top n (Optional) Specifies a number of resources.
all (Optional) Specifies all resources.
summary (Optional) Specifies a summary of resources.
system (Optional) Specifies the system resources.
resource (Optional) Specifies a specific resource.
rate (Optional) Specifies a resource rate.
resource_name (Optional) Resource name.
all (Optional) Specifies all resources.
detail (Optional) Specifies the details.

Defaults All configurable resources.

Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear resource usage command operates on the resources specified in the command. If no resource

type is specified, the command uses the default for all resources. If the resource type detail is specified,
all resource types are cleared.

Examples This example show how to remove the list of system resources that were used:

fwsm(config)# clear resource usage
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clear resource usage .

Related Commands  show resource allocation
show resource types
show resource usage
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clear rip

To remove the Routing Information Protocol (RIP) settings, use the clear rip command.

clear rip

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode
Command Mode: configuration mode

Firewall Mode: Routed

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the RIP settings:

fwsm(config)# clear rip

Related Commands  rip
show rip
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clear route

To remove the route commands from the configuration that does not contain the connect keyword, use
the clear route command.

clear route [interface_name ip_address [netmask gateway_ip]]

Syntax Description interface_name (Optional) Internal or external network interface name.
ip_address (Optional) Internal or external network IP address.
netmask (Optional) Specifies a network mask to apply to the ip_address.
gateway_ip (Optional) Specifies the IP address of the gateway router (the next hop address for

this route).

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines Use 0.0.0.0 to specify a default route. You can abbreviate the 0.0.0.0 IP address as 0 and the
0.0.0.0 netmask as 0.

Examples This example shows how to remove the route commands from the configuration that does not contain
the connect keyword:

fwsm(config)# clear route

Related Commands  route
show route
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clear route-map

To remove the conditions for redistributing the routes from one routing protocol into another routing
protocol, use the clear route-map command.

clear route-map map_tag [permit | deny] [seq_num]

Syntax Description map_tag Text for the route map tag. Defines a meaningful name for the route map up to
58 characters in length.
permit (Optional) Specifies that if the match criteria are met for this route map, the route is
redistributed as controlled by the set actions.
deny (Optional) Specifies that if the match criteria are met for the route map, the route is
not redistributed.
seq_num (Optional) Route map sequence number; valid values are from O to 65535.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode

Access Location: context command line
Command Mode: privileged mode

Firewall Mode: transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines If the match criteria are not met, and the permit keyword is specified, the next route map with the same

map_tag is tested. If a route passes none of the match criteria for the set of route maps sharing the same
name, it is not redistributed by that set.

Examples This example shows how to remove the conditions of redistributing routes from one routing protocol
into another routing protocol:

fwsm(config)# clear route-map 77 permit

Related Commands  route
route-map
show route
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clear routing

To reset the interface-specific routing configuration to its defaults and remove the interface-specific
routing configuration, use the clear routing command.

clear routing

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode
Access Location: context command line
Command Mode: privileged mode

Firewall Mode: transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines This command does not remove any OSPF data structures that have been defined.
Examples This example shows how to reset the interface-specific routing configuration to its default settings and

remove the interface-specific routing configuration:

fwsm(config)# clear routing

Related Commands  route
route-map
show route
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clear rpc-server

To clear the remote processor call (RPC) services from the FWSM, use the clear rpc-server command.

clear rpc-server [active]

Syntax Description active (Optional) Identifies the RPC services that are currently active on the FWSM.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode

Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(D) Support for this command was introduced on the FWSM.
Usage Guidelines The rpe-server command displays the configured router ospf subcommands.

N

Note  If the highest-level IP address on the FWSM is a private address, this address is sent in hello packets and
database definitions (DBDs). To prevent this action, set the router-id ip_address to a global address.

Examples This example shows how to clear the RPC services from the FWSM:

fwsm(config)# clear rpc-server active

Related Commands  rpc-server
show rpc-server
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clear same-security-traffic

Syntax Description

Defaults

Command Modes

To disable the same-security interface communication, use the clear same-security-traffic command.

clear same-security-traffic

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Examples

Related Commands

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

This example shows how to disable the same-security interface communication:

fwsm(config) # clear same-security-traffic

same-security-traffic
show routing
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clear service

To remove the service commands from the configuration, use the clear service command.

clear service

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the service commands from the configuration:

fwsm/context_name (config)# clear service

Related Commands  service
show service
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clear shun

To disable all the shuns that are currently enabled and clear the shun statistics, use the clear shun
command.

clear shun [statistics]

Syntax Description statistics (Optional) Interface counters only.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line

Command Mode: privileged mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to disable all the shuns that are currently enabled and clear the shun statistics:

fwsm/context_name (config)# clear shun

Related Commands  show shun
shun
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clear snmp-server

To disable the Simple Network Management Protocol (SNMP) server, use the clear snmp-server
command.

clear snmp-server

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to disable the SNMP server:

fwsm/context_name (config)# clear snmp-server

Related Commands  show snmp-server
snmp-server
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clear ssh

To remove all the ssh commands from the configuration, use the clear ssh command.

clear ssh

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove all the ssh commands from the configuration:

fwsm/context_name (config)# clear ssh

Related Commands  show ssh
ssh
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clear static

To remove all the static commands from the configuration, use the clear static command.

clear static

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
2.2(1) This command was modified to support UDP maximum connections for local
hosts.
Examples This example shows how to remove all the static commands from the configuration:

fwsm/context_name (config)# clear static

Related Commands  show ssh
static
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clear sysopt

To remove all the sysopt commands from the configuration, use the clear sysopt command.

clear sysopt

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove all the sysopt commands from the configuration:

fwsm/context_name (config)# clear sysopt

Related Commands  show sysopt
sysopt
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clear tacacs-server

To remove all the tacacs-server commands from the configuration, use the clear tacacs-server
command.

clear tacacs-server

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove all the tacacs-server commands from the configuration:

fwsm/context_name (config)# clear tacacs-server

Related Commands aaa-server
telnet
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clear telnet

To remove the Telnet connection and the idle timeout from the configuration, use the clear telnet
command.

clear telnet [ip_address [netmask] [interface_namel]]

Syntax Description

Defaults

Command Modes

ip_address (Optional) IP address of a host or network that can access the FWSM Telnet
console.
netmask (Optional) Bit mask of ip_address.

interface_name  (Optional) Unsecure interface name.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

To limit access to a single IP address, use 255 in each octet; for example, 255.255.255.255. If you do
not specify netmask, it defaults to 255.255.255.255 regardless of the class of source_ip. Do not use the
subnetwork mask of the internal network. The netmask is only a bit mask for the IP address in
ip_address.

If IPSec is operating, you can specify an unsecure interface name, typically, the outside interface. At a
minimum, you must configure the erypto map command to specify an interface name with the telnet
command.

If you do not specify an interface name, the address is assumed to be on an internal interface. The FWSM
automatically verifies the IP address against the IP addresses that are specified by the ip address
commands to ensure that the address that you specify is on an internal interface. If an interface name is
specified, the FWSM checks only the host against the interface that you specify.

Up to 16 hosts or networks are allowed access to the FWSM console with Telnet; 5 hosts or networks
are allowed access to the console at the same time. Use the no telnet or clear telnet commands to
remove Telnet access from a previously set IP address. Use the telnet timeout command to set the
maximum time that a console Telnet session can be idle before being logged off by the FWSM. The clear
telnet command does not affect the telnet timeout command duration. You cannot use the no telnet
command with the telnet timeout command.
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Examples This example shows how to remove the Telnet connection and the idle timeout from the FWSM
configuration:

fwsm/context_name (config)# clear telnet

Related Commands  show telnet
telnet
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clear terminal

Syntax Description

Defaults

Command Modes

To remove the console terminal line parameter settings, use the clear terminal command.

clear terminal

This command has no arguments or keywords.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Examples

Related Commands

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

This example shows how to remove the console terminal line parameter settings from the FWSM
configuration:

fwsm/context_name (config)# clear terminal

show telnet
terminal
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clear tftp-server

To remove the Trivial File Transfer Protocol (TFTP) server address and directory from the
configuration, use the clear tftp-server command.

clear tftp-server [[interface_name] ip_address path)

Syntax Description interface_name  (Optional) Interface name on which the TFTP server resides.

ip_address (Optional) IP address or network of the TFTP server.
path (Optional) Path and filename of the configuration file.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines If not specified, an internal interface is assumed. If you specify the outside interface, a warning message

informs you that the outside interface is unsecure. The contents of the path are passed directly to the
server without interpretation or checking. The format for the path differs by the type of operating system
on the server. The configuration file must exist on the TFTP server. Many TFTP servers require the
configuration file to be world-writable to write to it and world-readable to read from it.

Examples This example shows how to remove the TFTP server address and directory from the configuration:

fwsm/context_name (config)# clear tftp-server

Related Commands  show tftp-server
tftp-server
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clear timeout

To remove the maximum idle time durations from the configuration, use the clear timeout command.

clear timeout

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the maximum idle time durations from the configuration:

fwsm/context_name (config)# clear timeout

Related Commands  show timeout
timeout
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clear uauth

To delete all the authorization caches for a user, use the clear uauth command.

clear uauth [username]

Syntax Description

Defaults

Command Modes

username (Optional) Username to enter, to clear, or view user authentication information.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The clear uauth command deletes one user or all the users’ AAA authorization and authentication
caches, which forces the user or users to reauthenticate the next time that they create a connection.

This command is used with the timeout command.

Each user host IP address has an authorization cache attached to it. If you attempt to access a service
that has been cached from the correct host, the FWSM considers it preauthorized and immediately
proxies the connection. Once you are authorized to access a website, the authorization server is not
contacted for each image as it is loaded (assuming the images come from the same IP address). This
process significantly increases performance and reduces the load on the authorization server.

The cache allows up to 16 address and service pairs for each user host.

The output from the show uauth command displays the username that is provided to the authorization
server for authentication and authorization purposes, the IP address to which the username is bound, and
whether the user is authenticated only or has cached services.

When you enable Xauth, an entry is added to the uauth table (as shown by the show uauth command)
for the IP address that is assigned to the client. However, when using Xauth with the Easy VPN Remote
feature in Network Extension Mode, the IPSec tunnel is created from network to network, so that the
users behind the firewall cannot be associated with a single IP address. For this reason, a uauth entry
cannot be created upon completion of Xauth. If AAA authorization or accounting services are required,
you can enable the AAA authentication proxy to authenticate users behind the firewall. For more
information on AAA authentication proxies, see to the aaa commands.
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Use the timeout uauth command to specify how long the cache should be kept after the user connections
become idle. Use the clear uauth command to delete all the authorization caches for all the users, which
will cause them to have to reauthenticate the next time that they create a connection.

Examples This example shows how to cause the user “Pat” to reauthenticate:

fwsm(config)# clear uauth pat

Related Commands aaa authorization
show uauth
timeout
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clear url-block

To clear the pending URL block buffer and long URL support usage counters, use the clear url-block
command.

clear url-block

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The “Current number of packets held (global)” counter is not cleared.
Examples This example shows how to clear the pending URL block buffer and long URL support usage counters:

fwsm/context_name (config)# clear url-block

Related Commands  show url-block
url-block
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clear url-cache

To disable URL caching, use the clear url-cache command.

clear url-cache

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to disable URL caching:

fwsm/context_name (config)# clear url-cache

Related Commands  show url-cache stat
url-cache
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clear url-server

To remove the URL filter server from the configuration, use the clear url-server command.

clear url-server

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the URL filter server from the configuration:

fwsm(config)# clear url-server

Related Commands  show url-server
url-server
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clear username

To remove usernames from the user authentication local database, use the clear username command.

clear username

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove usernames from the user authentication local database:

fwsm(config)# clear username

Related Commands  show username
username
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clear virtual

To remove the authentication virtual server from the configuration, use the clear virtual command.

clear virtual

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to remove the authentication virtual server from the configuration:

fwsm/context_name (config)# clear virtual

Related Commands  show virtual
virtual
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clear vpngroup

To clear the Easy VPN Remote configuration and security policy that is stored in the Flash partition, use
the clear vpngroup command.

clear vpngroup

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Examples This example shows how to clear the Easy VPN Remote configuration and security policy that is stored

in the Flash partition:

fwsm/context_name (config)# clear vpngroup

Related Commands  show vpngroup
vpngroup
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clear xlate

To clear the current translation and connection slot information, use the clear xlate command.

clear xlate [global | local ip![-ip2] [netmask mask]] {gport | Iport portl [-port2]]
[interface ifi[,ifn]] [state static [,portmap] [,norandomseq] [,identity]] [debug] [count]

Syntax Description

Defaults

Command Modes

global | local ip! -ip2 (Optional) Clears the active translations by global IP address or local
netmask mask IP address using the network mask to qualify the IP addresses.
interface if1 ,if2 ,ifn (Optional) Clears the active translations by interface.

gport | lport port -port2 (Optional) Clears the active translations by local and global port

specifications. See the “Specifying Port Values” section in Appendix B,
“Port and Protocol Values,” for a list of valid port literal names.

interface (Optional) Displays the active translations by interface.
ifl ,if2 (Optional) Specifies the interface.
state static (Optional) Clears the active translations by state; valid values are static

translation (static), dump (cleanup), PAT global (portmap), nat or
static translation with the norandomseq setting (norandomseq), or
the use of the nat 0, or identity feature (identity).

,portmap (Optional) Specifies the port map.
norandomseq (Optional) Specifies no random sequence.
Jidentity (Optional) Specifies the identity.

debug (Optional) Specifies debugging.

count (Optional) Specifies the count.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The clear xlate command clears the contents of the translation slots. (“xlate” refers to the translation
slot.) Always use the clear xlate command because translation slots can persist after adding, changing,
or removing the aaa-server, access-list, alias, global, nat, route, or static commands in the
configuration.
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Examples This example shows how to clear the current translation and connection slot information:

fwsm/context_name (config)# clear xlate global

Related Commands show conn
show uauth
show xlate
timeout
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compatible rfc1583

To restore the method that is used to calculate the summary route costs per RFC 1583, use the
compatible rfc1583 subcommand. To disable RFC 1583 compatibility, use the no form of this
command.

[no] compatible rfc1583

Syntax Description  This command has no arguments or keywords.

Defaults The defaults are as follows:
¢ OSPF routing is disabled on the FWSM.
e OSPF routing through the FWSM is compatible with RFC 1583.

Command Modes Security Context Mode: single context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines The Open Shortest Path First (OSPF) protocol is used instead of the Routing Information Protocol (RIP).
Do not attempt to configure the FWSM for both OSPF and RIP simultaneously.

The compatible rfc1583 command is a subcommand of the router ospf command. The router ospf
command is the global configuration command for OSPF routing processes running on the FWSM. The
compatible rfc1583 command is the main command for all of the OSPF configuration commands.

The show ip ospf command displays the configured router ospf subcommands.

The compatible rfc1583 subcommand is displayed in the configuration only if it is disabled by the no
compatible rfc1583 subcommand. It displays as “no compatible rfc1583.”

Examples This example shows how to restore the method that is used to calculate the summary route costs per
RFC 1583:

fwsm#/context_name (config)# compatible rfcl583

Related Commands  router ospf
show ip ospf
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To configure from the terminal, Flash partition, or the network, use the configure command. To remove
configurations, use the clear configure command.

configure [terminal | memory]

configure net [[#fip_ip]:[filename]]

Syntax Description

Defaults

Command Modes

terminal (Optional) Configures from the terminal connection.

memory (Optional) Configures memory.

net Loads the configuration from a TFTP server and the specified path.

tftp_ip (Optional) IP address or name of the server from which to merge in a new
configuration.

filename (Optional) Filename that you specify to qualify the location of the

configuration file on the TFTP server named in server_ip.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

You can configure from the terminal, Flash partition, or the network. The new configuration merges with
the active configuration.

You must be in privileged mode to use the configuration commands, except for the configure terminal
(config t) command which allows you to start configuration mode from the privileged mode. You can
exit configuration mode with the quit command. Use the write memory command to store the changes
in the Flash partition, or use the write floppy command to store the configuration on disk.

Each command from the Flash partition (with configure memory) and TFTP transfer (with configure
net) is read and evaluated as follows:

e Ifthe command in the Flash partition or on the disk is identical to an existing command in the current
configuration, it is ignored.

e If the command in the Flash partition or on the disk is an additional instance of an existing
command, then both commands appear in the current configuration.
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e [If the command redefines an existing command, the command on the disk or Flash partition
overwrites the command in the current configuration in RAM. For example, if you have the
hostname ram command in the current configuration and the hostname floppy command on the
disk, the command in the configuration becomes hostname floppy and the command line prompt
changes to match the new host name when that command is read from disk.

If you set a filename with the tftp-server command, do not specify it in the configure command; instead
use a colon (:) without a filename.
The guidelines for the configure net command are as follows:

¢ The configure net command allows you to merge the current running configuration with a TFTP
configuration stored at the IP address that you specify and from the file that you name. If you specify
both the IP address and pathname in the tftp-server command, you can specify server_ip :filename
as a colon (:). For example, you can specify configure net :.

e Use the write net command to store the configuration in the file.

e Ifyou have an existing FWSM configuration on a TFTP server and store a shorter configuration with
the same filename on the TFTP server, some TFTP servers will leave some of the original
configuration after the first “:end” mark. This situation does not affect the FWSM because the
configure net command stops reading when it reaches the first “:end” mark. This situation does not
occur if you are using Cisco TFTP Server version 1.1 for Windows NT.
>
Note Many TFTP servers require the configuration file to be world-readable to be accessible.

The configure memory command allows you to merge the configuration in the Flash partition into the
current configuration in RAM.
Examples This example shows how to configure the FWSM using a configuration retrieved with TFTP:

fwsm/context_name (config)# configure net 10.1.1.1:/tftp/config/fwsmconfig

The FWSM configuration file is stored on the TFTP server at 10.1.1.1 in the tftp/config folder.

This example shows how to configure the FWSM from the configuration that is stored in the Flash
partition:

fwsm/context_name (config)# configure memory

Access privileged mode with the enable command and configuration mode with the configure terminal
command. View the current configuration with the write terminal command and save the configuration
to the Flash partition using the write memory command.

fwsm> enable

password:

fwsm# configure terminal

fwsm(config)# write terminal
Saved

[.. current configuration ..]

:  End

fwsm(config)# write memory
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configure W

When you enter the configure factory-default command on a platform other than the FWSM, the
FWSM displays a “not supported” error message. On the FWSM, this message is displayed:

fwsm(config)# configure factory default
'config factory-default' is not supported on FWSM

Related Commands  show configure
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[ | config-url (context submode)

config-url (context submode)

To set the URL from which the FWSM downloads the context file, use the config-url command. To
return to the default setting, use the no form of this command.

[no] config-url ur!

Syntax Description

Defaults

Command Modes

url URL from which the FWSM downloads the context file (text format).

The default number is 0, which means the console will not time out.

Security Context Mode: multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

2.2(D) Support for this command was introduced on the FWSM.

Enter the allocate-interface (context submode) command(s) before you enter the config-url command.
The FWSM must assign VLAN interfaces to the context before it loads the context configuration; the
context configuration might include commands that refer to interfaces (nameif, nat, global...). If you
enter the config-url command first, the FWSM loads the context configuration immediately. If the
context contains any commands that refer to interfaces, those commands fail.

When you add a context URL, the FWSM immediately loads the context so that it is running. The URL
syntax is as follows:

disk://[<path>/]1<filename>

ftp://<server>/[<path>/]<filename>

tftp://<server>/[<path>/]<filename>

http://<server>/[<path>/]<filename>

https://<server>/[<path>/]<filename>

You can download the context from a TFTP or FTP server, HTTP or HTTPS server, or from the local
disk (called disk). The disk is a 64-MB partition of the Flash partition that uses a navigatible file system
(and the associated commands). The disk partition is used only for context storage. The startup
configuration (which in multiple security context mode is the system configuration) and software image
reside in the Flash partition (called Flash), which uses the FWSM Flash file system.

The URL must be accessible from the admin context. The admin context file must be stored on the disk.
Although the filename does not require a file extension, you should use .cfg.

If the FWSM cannot retrieve the context configuration file because the server is unavailable, or the file
does not exist, the FWSM creates a blank context that is ready for you to configure with the
command-line interface (CLI).
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Examples

Related Commands

config-url (context submode) | |

To change a context’s URL, you can enter the config-url command again with a new URL. However,
the new configuration does not overwrite the existing one; instead, the FWSM merges the two
configurations. A merge adds any new commands from the new configuration to the running
configuration. If the configurations are the same, no changes occur. If the running configuration is blank
(for example, if the server was unavailable and the configuration was never downloaded), then the new
configuration is used.

This example shows how to set the console timeout to 15 minutes:

fwsm(config)# context cisco

fwsm/context_name (config)# allocate-interface vlanl00 int0
fwsm/context_name (config)# allocate-interface vlanl0l intl
fwsm/context_name (config) # member gold

fwsm/context_name (config)# config-url tftp://10.1.1.1/contexts/cisco.cfg
fwsm/context_name (config)# exit

fwsm(config) #

Other context submode commands

allocate-interface (context submode)
config-url (context submode)
member (context submode)

Other related commands

class
context
limit-resource (class submode)

[ oL-6513-01
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context

To create a context and enter the context submode, use the context command. To remove the contexts
from the running configuration and remove the context entry from the system configuration use the clear
context command. To delete a single context, use the no form of this command.

[no] context name

Syntax Description

Defaults

Command Modes

name Name of the context of up to 31 characters.

This command has no default settings.

Security Context Mode: multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Release Modification

2.2(D) Support for this command was introduced on the FWSM.

The FWSM supports 100 contexts.

You cannot enter any context commands until you have created the first context with the admin-context
command. You cannot remove the current admin context with the context command. See the
admin-context command for more information. The name is limited to 16 characters. This name does
not have to match the filename that is specified in the URL.

When you enter the context submode, the following commands are available:
¢ allocate-interface—Indicates the interfaces that are assigned to the context.
e member—Indicates class membership for a context.
¢ config-url—Indicates the URL for a context configuration.

¢ description—Provides a description of the context.

This example shows how to create a context:

fwsm(config)# context admincontext
fwsm(config_context)# allocate-interface vlanl00 int0
fwsm(config_context)# allocate-interface vlanl0l intl
fwsm(config_ context)# member gold

fwsm(config context)# config-url disk:/admin.cfg
fwsm(config_ context)# exit
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Related Commands admin-context
allocate-interface (context submode)
changeto
class
clear context
config-url (context submode)
description (submode)
member (context submode)
show context
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copy capture

To copy a capture file to a TFTP server, use the copy capture command.

copy capture: [[context-name/] capture_name tftp://server/pathname [pcap]]

Syntax Description context-name/ (Optional) Context name.
capture_name Unique name that identifies the capture.
tftp://server Specifies the TFTP server.
pathname Pathname that indicates the last component of the path to the file on the server.
pcap (Optional) Specifies the defaults of the preconfigured TFTP server.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(D) Support for this command was introduced on the FWSM.

Usage Guidelines The FWSM must know how to reach the location (specified by the tftp_pathname argument) through its
routing table information. This information is determined by the ip address command, the route
command, or the RIP, depending upon the configuration. The tftp_pathname can include any directory
names in addition to the last component of the path to the file on the server.

The pathname can include any directory names in addition to the last component of the path to the file
on the server. The pathname cannot contain spaces. If a directory name has spaces, set the directory in
the TFTP server instead of in the copy tftp flash command.

Note  You cannot retrieve images prior to version 2.2 using this feature.
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Related Commands

copy capture

This example shows the prompts that are provided when you enter the copy capture command without

specifying the full path:

fwsm/context_name (config)# copy capture:abc tftp
Address or name of remote host [171.68.11.129]17

Source file name [username/cdisk]?

copying capture to tftp://171.68.11.129/username/cdisk:
[ves|nolagain]? y

rrrrrrrrrrrnd

You can specify the full path as follows:

fwsm/context_name (config)# copy capture:abc tftp:171.68.11.129/tftpboot/abc.cap pcap

If the TFTP server is already configured, the location or filename can be unspecified as follows:

fwsm/context_name (config)# tftp-server outside 171.68.11.129 tftp/cdisk
fwsm/context_name (config)# copy capture:abc tftp:/tftp/abc.cap

This example shows how to use the defaults of the preconfigured TFTP server in the copy capture
command:

fwsm/context_name (config)# copy capture:abc tftp:pcap

cd

clear flashfs

copy disk

copy flash

copy http(s)

copy running-config/copy startup-config
copy tftp

dir

format

mkdir

more

pwd

rename

rmdir

show disk

show file

show flashfs

show http

show running-config
show startup-config
show tftp-server

[ oL-6513-01
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copy disk

To copy a file from the disk partition to a TFTP server, another location on the disk partition, to the Flash
partition, or to the startup or running configuration, use the copy disk command.

copy [/moconfirm] disk:[path] tftp[:[[//server][/pathname]]]

copy [/noconfirm] disk:[path] disk:[path]

copy [/noconfirm] disk:[path] [flash:[image | pdm]

copy [/noconfirm] disk:[path] [startup-config | running-config]

copy [/moconfirm] disk:[path] ftp:/[user[:password] @] server [pathname] [;type=xx]

Syntax Description

Defaults

Command Modes

/noconfirm (Optional) Specifies not to prompt for confirmation.

path (Optional) Path to the file location.

tftp Specifies the TFTP server.

server (Optional) IP address or name of the server that is set with the name
command.

pathname (Optional) Directory path and filename to which to copy.

disk: Specifies the disk partition that you are copying.

flash (Optional) Specifies that the copy target is the Flash partition.

image (Optional) Specifies that the image is copied.

pdm (Optional) Specifies that a PDM file is copied to the default Flash partition.

startup-config

(Optional) Specifies that a file is copied to the startup configuration.

running-config

(Optional) Specifies that a file is copied to the running configuration.

ftp Specifies FTP transactions.

user (Optional) Username for the FTP transfer.

tpassword (Optional) Password for logging into the FTP server.

@ (Optional) Separates the login information from the server address.
stype=xx (Optional) Specifies the type of transfer. xx is ap, ah, ip (default), or in.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line

Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode
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copydisk W

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

When you copy the image to Flash on the FWSM, the image is not available until you reboot. The
downloaded PDM image files are available to the FWSM immediately without a reboot. If you copy a
file to the startup partition, you must either reboot or use the copy start run command. If you specify
TFTP without the : (colon), you get a prompt.

This example shows how to copy a file from the disk to a TFTP server:

fwsm/context_name (config)# copy disk:my context/my_ context.cfg
tftp://10.7.0.80/my_context/my_context.cfg

This example shows how to copy a file from one location on the disk to another location on the disk. The
name of the destination file can be either the name of the source file or a different name.

fwsm/context_name (config)# copy disk:my context.cfg disk:my context/my context.cfg

This example shows how to copy an image or a PDM file from the disk to the Flash partition:

fwsm/context_name (config)# copy disk:cdisk flash:image
fwsm/context_name (config)# copy disk:pdm flash:pdm

This example shows how to copy a file from the disk to the startup configuration or a running
configuration:

fwsm/context_name (config)# copy disk:my context/my context.cfg startup-config
fwsm/context_name (config)# copy disk:my context/my context.cfg running-config

cd

clear flashfs

copy capture

copy flash

copy http(s)

copy running-config/copy startup-config
copy tftp

copy tftp

dir

format

mkdir

more

pwd

rename

rmdir

show disk

show file

show flashfs

show running-config
show startup-config
show tftp-server

[ oL-6513-01
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copy flash

To copy a file from the Flash partition to a TFTP server, to the disk partition, or to the startup or running
configuration, use the copy flash command.

copy flash[:[image | pdm]] tftp[:[[//server][/pathname]]]

copy [/noconfirm] flash:[image | pdm] disk:[path]

Syntax Description  image (Optional) Specifies that the image is copied.
pdm (Optional) Specifies that a PDM file is copied.
tftp Specifies the TFTP server.
server (Optional) IP address or name that you set with the name command.
pathname (Optional) Directory path and filename.
/moconfirm (Optional) Specifies not to prompt for confirmation.
disk: Specifies that the copy target is the disk partition.
path (Optional) Path to the file location.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.

Usage Guidelines If you specify TFTP without the : (colon), you get a prompt.

Examples This example show how to copy an image or a PDM file from the Flash partition to a TFTP server:
fwsm/context_name (config)# copy flash:image tftp://10.7.0.80/image
fwsm/context_name (config)# copy flash:pdm tftp://10.7.0.80/FWSM/pdm
This example shows how to copy an image or PDM file from the Flash partition to a disk:

fwsm/context_name (config)# copy flash:image disk:cdisk
fwsm/context_name (config)# copy flash:pdm disk:pdm
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Related Commands

cd

clear flashfs

copy capture

copy http(s)

copy running-config/copy startup-config
copy tftp

dir

format

mkdir

more

pwd

rename

rmdir

show disk

show file

show flashfs

show running-config
show startup-config
show tftp-server

copyflash W

[ oL-6513-01
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copy ftp

To copy a file from the Flash partition to a TFTP server, to the disk partition, or to the startup or running
configuration, use the copy flash command.

copy ftp://[user[:password] @] location/pathname [;type=<xx>] [startup-config running-config]

copy [/noconfirm] ftp://[user[:password] @] location/pathname [;type=<xx>] [startup-config
running-config]

Syntax Description

Defaults

Command Modes

user (Optional) Username for logging into the HTTP server.

password@ (Optional) Password for logging into the HTTP server.
location/pathname IP address or name that you set with the name command.

stype=xx (Optional) Specifies the type of transfer. xx is ap, ah, ip (default), or in.
/noconfirm (Optional) Specifies not to prompt for confirmation.

startup-config (Optional) Specifies the startup configuration.

running-config (Optional) Specifies the running configuration.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

2.2(D) Support for this command was introduced on the FWSM.

If you specify FTP without the : (colon), you get a prompt.

This example shows how to copy a file from the disk to the startup configuration or a running
configuration:

fwsm/context_name (config)# copy ftp:my context/my context.cfg startup-config
fwsm/context_name (config)# copy ftp:my context/my context.cfg running-config

cd
clear flashfs
copy capture
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copy http(s)

copy running-config/copy startup-config
copy tftp

dir

format

mkdir

more

pwd

rename

rmdir

show disk

show file

show flashfs

show running-config
show startup-config
show tftp-server
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copy http(s)
To copy files from an HTTPS server, use the copy http[s] command.
copy http[s]://[user:password @] server [:port]/pathname flash:[image | pdm]
copy [/noconfirm] http[s]://[user:password@]location [:port]/pathname disk:[pathname]

copy http[s]://[user:password @ ]server[:port]/pathname {startup-config | running-config}

Syntax Description user (Optional) Username for logging into the HTTPS server.
password@ (Optional) Password for logging into the HTTPS server.
server Server name.
location (Optional) IP address or name that you set with the name command.
port (Optional) Port to contact on the HTTP server.
pathname (Optional) Name of the resource that contains the FWSM software image or
PDM file to copy.
flash Specifies the location for the download in the Flash partition.
image (Optional) Downloads the selected FWSM image to the Flash partition.
pdm (Optional) Downloads the selected PDM image file to the Flash partition.
/moconfirm (Optional) Specifies not to prompt for confirmation.
disk Specifies the location for the download is to disk.
startup-config (Optional) Specifies the startup configuration.
running-config (Optional) Specifies the running configuration.
Defaults The default port is 80 for HTTP and 443 for HTTPS.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) This command was introduced
2.2(1) Support for this command was modified to add the disk, startup and running

configuration on the FWSM.

Usage Guidelines If you specify TFTP without the : (colon), you get a prompt.
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Note

Related Commands

copy http(s)

This example shows how to copy the FWSM software image from a public HTTP server into the Flash

partition of the FWSM:

fwsm/context_name (config)# copy http://171.68.11.129/auto/cdisk flash:image

This example show how to copy the PDM software image through HTTPS (HTTP over SSL), where the

SSL authentication is provided by the username “alice” and the password “xyz”:

fwsm/context_name (config)# copy https://alice:xyz@171.68.11.129/auto/pdm.bin flash:pdm

This example shows how to copy the FWSM software image from an HTTPS server running on a
nonstandard port, where the file is copied into the software image space in the Flash partition by default:

fwsm/context_name (config)# copy https://alice:zyx@171.68.11.129:8080/auto/cdisk flash

When entering the “?” character in a URL, press Ctrl-v first.

cd

clear flashfs

copy capture

copy disk

copy flash

copy ftp

copy running-config/copy startup-config
copy tftp

dir

format

mkdir

more

pwd

rename

rmdir

show disk

show file

show flashfs

show running-config
show startup-config
show tftp-server

[ oL-6513-01
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copy running-config/copy startup-config

To copy the running or startup configuration TFTP or FTP server to the disk partition, use the copy
running-config or copy startup-config command.

copy running-config startup-config

copy startup-config running-config

copy [startup-config | running-config] tftp[:[[//location][/pathname]]]
copy [/moconfirm] [startup-config | running-config] disk:[path]

copy [startup-config | running-config] ftp://[user[:password] @]location/pathname|;type= xx]

Syntax Description running-config (Optional) Specifies that a file is copied to the running configuration.
startup-config (Optional) Specifies that a file is copied to the startup configuration.
tftp Specifies that the copy is through TFTP.
llocation (Optional) IP address of the server.

Ipathname (Optional) Directory where the files are copied.

/moconfirm (Optional) Specifies not to prompt for confirmation.

disk: Specifies the copy target is the disk partition.

path (Optional) Path to the file location.

ftp Specifies that the copy is through FTP.

user (Optional) User.

password (Optional) User password.

stype=xx (Optional) Specifies the type of transfer. xx is ap, ah, ip (default), or in.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.

Usage Guidelines If you specify TFTP without the : (colon), you get a prompt.
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Related Commands

copy running-config/copy startup-config

This example shows how to copy the running configuration to the startup configuration file:

fwsm(config)# copy running-config startup-config

This example shows how to copy a running configuration file to a TFTP server:

fwsm(config)# copy running-config tftp://10.7.0.80/FWSM/my context/my context.cfg

This example shows how to copy the startup or running configuration to a disk:

fwsm(config)# copy startup-config disk:my context/my context.cfg
fwsm(config)# copy running-config disk:my context/my context.cfg

This example shows how to copy the startup configuration to the running configuration:

fwsm(config)# copy startup-config running-config

This example shows how to copy the startup or running configuration to a TFTP server:

fwsm(config)# copy startup-config tftp://10.7.0.80/fwsm#/my context/my context.cfg
fwsm(config)# copy running-config tftp://10.7.0.80/fwsm#/my context/my context.cfg

cd

clear flashfs
copy capture
copy disk

copy flash

copy ftp

copy http(s)
copy tftp

dir

format

mkdir

more

pwd

rename

rmdir

show disk

show file

show flashfs
show running-config
show startup-config
show tftp-server
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copy tftp

To download the Flash partition software images through TFTP without using monitor mode, use the
copy tftp command.

copy tftp:[//location][/pathname] flash:[image][pdm]
copy[/moconfirm] tftp[:[//location][/pathname]] disk:[path]

copy tftp:[//server][/pathname] {startup-config | running-config }

Syntax Description location (Optional) IP address or name that you set with the name command.
pathname (Optional) Directory path and filename.
flash Specifies the Flash partition.
image (Optional) Downloads the selected FWSM image to the Flash partition.
pdm (Optional) Downloads the selected PDM image files to the Flash partition.
/moconfirm (Optional) Specifies not to prompt for confirmation.
disk: Specifies that the copy target is the disk partition.
path (Optional) Path to the file location.
startup-config (Optional) Specifies that a file is copied to the startup configuration.
running-config (Optional) Specifies that a file is copied to the running configuration.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) This command was introduced on the FWSM.
2.2(1) Support was added for disk, startup and tunning configuration options.

Usage Guidelines The copy tftp flash command allows you to download a PDM software image through TFTP. If you
specify TFTP without the : (colon), you get a prompt.

If the command is used without the tftp keyword or pathname optional arguments, you are prompted for
the server address and filename.

The pathname can include any directory names and the last component of the path to the file on the
server. The pathname cannot contain spaces.
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copytitp W

If you configure the TFTP server to point to a directory on the system from which you are downloading
the image, you need to use only the IP address of the system and the image filename.

This example shows how to make the FWSM prompt you for the filename and server before you start
the TFTP download:

fwsm(config)# copy tftp flash:

Address or name of remote host [127.0.0.1]? 10.1.1.5
Source file name [cdisk]? fwsm.bin

copying tftp://10.1.1.5/fwsm.bin to Flash

[yes|no|again]? yes
rrrrrrrrrrrrrrrrrrrrrrd

Received 1695744 bytes.
Erasing current image.
Writing 1597496 bytes of image.

| A A A A A A

Image installed.
fwsm(config)# copy tftp://10.0.0.1/fwsm512.bin flash:

This example show how to map an IP address to the TFTP host name with the name command and use
the tftp-host keyword for the location argument:

fwsm(config)# name 10.1.1.6 tftp-host
fwsm(config)# copy tftp://tftp-host/fwsm512.bin flash:
fwsm(config)# copy tftp://tftp-host/tftpboot/fwsm512.bin flash:

This example shows how to copy a file from a TFTP server to a disk. If the file does not fit in the
available space, then an error message is printed.

fwsm(config)# copy tftp://10.7.0.80/FWSM/my context.cfg disk:my context/my_ context.cfg

cd

clear flashfs

copy capture

copy disk

copy flash

copy ftp

copy http(s)

copy running-config/copy startup-config
dir

format

mkdir

more

pwd

rename

rmdir

show disk

show file

show flashfs

show running-config
show startup-config
show tftp-server
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crashdump force

To force a crash of the FWSM, use the crashdump command.

crashdump force [page-fault | watchdog]

Syntax Description

Defaults

Command Modes

page-fault (Optional) Forces a crash of the FWSM with a page fault.

watchdog (Optional) Forces a crash of the FWSM as a result of watchdogging.

The crash information file is saved to the Flash partition.

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

A

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Caution

Be careful entering the crashdump force command because it crashes the FWSM and forces it to reload.

The crashdump force page-fault command crashes the FWSM as a result of a page fault, and the
crashdump force watchdog command crashes the FWSM as a result of watchdogging. In the crash
output, there is nothing that differentiates a real crash from a crash resulting from the crashdump force
page-fault or crashdump force watchdog command (because these are real crashes). The FWSM
reloads after the crash dump is complete.

When you enter the crashdump force page-fault command, a warning prompt similar to the following
is displayed:
fwsm(config)# crashdump force page-fault

WARNING: This command will force the FWSM to crash and reboot.
Do you wish to proceed? [confirm]:

If you enter a carriage return by pressing the Return or enter key, “Y,” or “y,” the FWSM crashes and
reloads; all three of these actions are interpreted as confirmation. Any other character is interpreted as a
no, and the FWSM returns to the command-line configuration mode prompt.
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Related Commands  clear crashdump
failover
show crashdump
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crypto dynamic-map

To create a dynamic crypto map entry and enter the crypto dynamic map subcommand mode, use the
crypto dynamic-map command. Use the no form of this command to delete a dynamic crypto map set
or entry.

[no] crypto dynamic-map map seq

Syntax Description

Defaults

Command Modes

map Name of the dynamic crypto map set.

seq Sequence number that corresponds to the dynamic crypto map entry.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

)

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

For more detailed help, refer directly to the CLI subcommand in the mode where they are available; for
example: ca ? or help ca.

The crypto dynamic-map subcommands are described with the crypto map client command. If the
peer initiates the negotiation and the local configuration specifies perfect forward secrecy (PFS), the
peer must perform a PFS exchange or the negotiation fails. If the local configuration does not specify a
group, a default of groupl is assumed, and an offer of either groupl or group?2 is accepted. If the local
configuration specifies group2, that group must be part of the peer’s offer or the negotiation fails. If the
local configuration does not specify PFS, it accepts any offer of PFS from the peer.

The crypto dynamic-map subcommands are as follows:
e match address access_list_name—See the crypto map set peer command.
e set peer ip-address—See the crypto map set peer command.
e set pfs [groupl | group2]—See the crypto map set pfs command.

e set security-association lifetime seconds seconds | kilobytes kilobytes—See the crypto map set
security-association lifetime command.

¢ set transform-set proposal [proposal ...]l—See the crypto map set transform-set command.
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A

Note The crypto map set transform-set command is required for dynamic crypto map entries.

The crypto dynamic-map command allows you to create a dynamic crypto map entry. The no crypto
dynamic-map command deletes a dynamic crypto map set or entry. The clear crypto dynamic-map
removes all of the crypto dynamic map commands. Specifying the name of a given crypto dynamic map
removes the associated crypto dynamic map commands. You can also specify the dynamic crypto
map’s sequence number to remove all of the associated crypto dynamic map commands. The show
crypto engine command allows you to see a dynamic crypto map set.

Dynamic crypto maps are policy templates that are used when processing negotiation requests for new
security associations from a remote IPSec peer, even if you do not know all of the crypto map parameters
that are required to communicate with the peer (such as the peer’s IP address). For example, if you do
not know about all the remote IPSec peers in the network, a dynamic crypto map lets you accept requests
for new security associations from previously unknown peers. (However, these requests are not
processed until the Internet Key Exchange (IKE) authentication has completed successfully.)

When the FWSM receives a negotiation request through IKE from another peer, the FWSM examines
the request to see if it matches a crypto map entry. If the negotiation does not match any explicit crypto
map entry, the request is rejected unless the crypto map set includes a reference to a dynamic crypto map.

The dynamic crypto map accepts “wildcard” parameters for any parameters that are not explicitly stated
in the dynamic crypto map entry. This situation lets you set up IPSec security associations with a
previously unknown peer. (The peer still must specify matching values for the “wildcard” IPSec security
association negotiation parameters.)

If the FWSM accepts the peer’s request, it installs the new IPSec security associations at the same time
that it installs a temporary crypto map entry. This entry is filled in with the results of the negotiation.
The FWSM performs normal processing, using this temporary crypto map entry as a normal entry, even
when it requests new security associations if the current ones are expiring (based upon the policy
specified in the temporary crypto map entry). Once the flow expires (that is, all of the corresponding
security associations expire), the temporary crypto map entry is removed.

The crypto dynamic-map commands are used for determining whether or not traffic should be
protected. The only keyword that is required in a crypto dynamic-map command is the set
transform-set keyword. All other keywords are optional.

Examples This example shows how to configure an IPSec crypto map set:
fwsm/context_name (config)# crypto map mymap 10 ipsec-isakmp
fwsm/context_name (config)# crypto map mymap 10 match address 101
fwsm/context_name (config)# crypto map mymap 10 set transform-set my_ t_setl
fwsm/context_name (config)# crypto map mymap 10 set peer 10.0.0.1 10.0.0.2
fwsm/context_name (config)# crypto map mymap 20 ipsec-isakmp
fwsm/context_name (config)# crypto map mymap 20 match address 102
fwsm/context_name (config)# crypto map mymap 20 set transform-set my t_setl my t_set2
fwsm/context_name (config)# crypto map mymap 20 set peer 10.0.0.3
fwsm/context_name (config)# crypto dynamic-map mydynamicmap 10 match address 103
fwsm/context_name (config)# crypto dynamic-map mydynamicmap 10 set transform-set my_ t_setl
my t_set2 my t_set3
fwsm/context_name (config)# crypto map mymap 30 ipsec-isakmp dynamic mydynamicmap
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Related Commands

In the previous example, the crypto map entry mymap 30 references the dynamic crypto map set
mydynamicmap, which can be used to process inbound security association negotiation requests that
do not match mymap entries 10 or 20. In this case, if the peer specifies a transform set that matches one
of the transform sets specified in mydynamicmap for a flow “permitted” by the access list 103, IPSec
accepts the request and sets up security associations with the remote peer without previously knowing
about the peer. If accepted, the resulting security associations (and temporary crypto map entry) are
established according to the settings that are specified by the remote peer.

The access list that is associated with mydynamicmap 10 is also used as a filter. Inbound packets that
match a permit entry in this list are dropped for not being IPSec protected. (The same is true for access
lists that are associated with static crypto maps entries.) Outbound packets that match a permit entry
without an existing corresponding IPSec security association are also dropped.

clear crypto dynamic-map
show crypto map
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crypto ipsec security-association lifetime

To set global lifetime values used when negotiating IPSec security associations, use the crypto ipsec
security-association lifetime command. To return to the default values, use the no form of this
command.

[no] crypto ipsec security-association lifetime {seconds seconds | Kilobytes kilobytes}

Syntax Description seconds seconds Specifies the number of seconds that a security association lives before it
expires.

kilobytes kilobytes Specifies the volume of traffic (in kilobytes) that passes between IPSec peers
using a given security association before that security association expires.

Defaults The defaults are as follows:
e seconds seconds is 28,800 seconds (8 hours).

¢ kilobytes kilobytes is 4,608,000 KB (10 Mbps for one hour).

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines For more detailed help, refer directly to the CLI subcommand in the mode where they are available; for

example, ca ? or help ca.

IPSec security associations use shared secret keys. These keys and their security associations time out
together.

Assuming that the particular crypto map entry does not have lifetime values configured, when the
FWSM requests new security associations during security association negotiation, it specifies its global
lifetime value in the request to the peer. It uses this value as the lifetime of the new security associations.
When the FWSM receives a negotiation request from the peer, it uses the smaller of the lifetime values
proposed by the peer or the locally configured lifetime value as the lifetime of the new security
associations.

There are two lifetimes: a “timed” lifetime and a “traffic-volume” lifetime. The security association
expires after either of these lifetimes is reached.
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Examples

Related Commands

If you change a global lifetime, the change is applied only when the crypto map entry does not have a
lifetime value specified. The change is not applied to existing security associations but is used in
subsequent negotiations to establish new security associations. If you want the new settings to take effect
sooner, you can clear all or part of the security association database by using the clear crypto ipsec sa
command.

To change the global timed lifetime, use the crypto ipsec security-association lifetime seconds
command. The timed lifetime causes the security association to time out after the specified number of
seconds have passed.

To change the global traffic-volume lifetime, use the crypto ipsec security-association lifetime
kilobytes command. The traffic-volume lifetime causes the security association to time out after the
specified amount of traffic (in kilobytes) has been protected by the security associations' key.

Shorter lifetimes can make it harder to mount a successful key recovery attack, because the attacker has
less data encrypted under the same key. Shorter lifetimes require more CPU processing time for
establishing new security associations. The lifetime values are ignored for manually established security
associations (security associations installed using an ipsec-manual crypto map command entry).

The security association (and corresponding keys) expires according to whichever occurs sooner, either
after the number of seconds has passed (specified by the seconds keyword) or after the amount of traffic
in kilobytes has passed (specified by the kilobytes keyword).

A new security association is negotiated before the lifetime threshold of the existing security association
is reached to ensure that a new security association is ready for use when the old one expires. The new
security association is negotiated either 30 seconds before the seconds lifetime expires or when the
volume of traffic through the tunnel reaches 256 KB less than the kilobytes lifetime (whichever occurs
first).

If no traffic passes through the tunnel during the entire life of the security association, a new security
association is not negotiated when the lifetime expires. Instead, a new security association is negotiated
only when IPSec sees another packet that should be protected.

This example shortens the IPSec SA lifetimes. The time-out lifetime is shortened to 2700 seconds
(45 minutes), and the traffic-volume lifetime is shortened to 2,304,000 KB (10 Mbps for 30 minutes).

fwsm/context_name (config)# crypto ipsec security-association lifetime seconds 2700
fwsm/context_name (config)# crypto ipsec security-association lifetime kilobytes 2304000

clear crypto ipsec sa
show crypto ipsec
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crypto ipsec transform-set

To create and configure a transform set, use the crypto ipsec transform-set command. To delete a
transform set or return to the default transport mode, use the no form of this command.

[no] crypto ipsec transform-set transform-set-name {{transforml [transform?2 [transform3]]} |
mode transport }

crypto ipsec transform-set transform-set-name [ah-mdS-hmac | ah-sha-hmac] [esp-des |
esp-des-192 | esp-des-256 | esp-des | esp-3des | esp-null] [esp-md5-hmac | esp-sha-hmac]

Syntax Description transform-set-name ~ Name of the transform set to create or modify.

transforml Up to three transforms to create or modify.

transform?2

transform3

mode transport Specifies that the FWSM negotiate with a Windows 2000 Layer 2 TP/IPSec
client.

ah-mdS-hmac (Optional) Specifies that the IPSec messages that are protected by this

transform are encrypted using MDS5.

ah-sha-hmac (Optional) Specifies that the IPSec messages that are protected by this
transform are encrypted using SHA.

esp-des (Optional) Specifies that the IPSec messages that are protected by this
transform are encrypted using des and 3des with a 128-bit key.

esp-des-192 (Optional) Specifies that the IPSec messages that are protected by this
transform are encrypted using des and 3des with a 192-bit key.

esp-des-256 (Optional) Specifies that the IPSec messages that are protected by this
transform are encrypted using des and 3des with a 256-bit key.

esp-null (Optional) Specifies that the IPSec messages that are protected by this
transform are encrypted using des and 3des with a null key.

esp-mdS-hmac (Optional) Specifies that the IPSec messages that are protected by this
transform are encrypted using des and 3des with a md5 key.

esp-sha-hmac (Optional) Specifies that the IPSec messages that are protected by this
transform are encrypted using des and 3des with an sha key.

Defaults Tunnel mode

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode
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Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines Transforms define the IPSec security protocol(s) and algorithm(s). Each transform represents an IPSec

security protocol (Encapsulating Security Payload (ESP), authenticating header (AH), or both) and the
algorithm that you want to use.

The Windows 2000 Layer 2 Tunneling Protocol (L2TP)/IPSec client uses IPSec transport mode, so
transport mode must be selected on the transform set. For FWSM version 1.1 and later releases, L2TP
is the only protocol that can use the IPSec transport mode. All other types of packets using IPSec
transport mode are discarded by the FWSM.

Note A transport mode transform can only be used on a dynamic crypto map, and the FWSM CLI displays
an error if you attempt to tie a transport-mode transform to a static crypto map.

Tunnel mode is automatically enabled for a transform set, so you do not have to explicitly configure the
mode when tunnel mode is desired.

A transform set specifies one or two IPSec security protocols (either ESP or AH or both) and specifies
which algorithms to use with the selected security protocol. During the IPSec security association
negotiation, the peers agree to use a particular transform set when protecting a particular data flow.

IPSec messages can be protected by a transform set using des and 3des with a 128-bit key, 192-bit key,
or 256-bit key.

This example uses the des and 3des 192-bit key transform:

fwsm(config)# crypto ipsec transform-set standard esp-des-192 esp-md5-hmac

Note  Des and 3des support is available on the FWSMs that are licensed for VPN-3DES only.

You can configure multiple transform sets, and then specify one or more of these transform sets in a
crypto map entry. The transform set that is defined in the crypto map entry is used in the IPSec security
association negotiation to protect the data flows specified by that crypto map entry’s access list. During
the negotiation, the peers search for a transform set that is the same at both peers. When a transform set
is found, it is selected and is applied to the protected traffic as part of both peer’s IPSec security
associations.

When security associations are established manually, you must use a single transform set. The transform
set is not negotiated.

Before a transform set can be included in a crypto map entry, you must defined it by entering the crypto
ipsec transform-set command.

To define a transform set, you specify one to three “transforms”—each transform represents an IPSec
security protocol (ESP or AH) and the algorithm that you want to use. When the particular transform set
is used during negotiations for IPSec security associations, the entire transform set (the combination of
protocols, algorithms, and other settings) must match a transform set at the remote peer.

In a transform set, you can specify the AH protocol or the ESP protocol. If you specify an ESP protocol
in a transform set, you can specify just an ESP encryption transform or both an ESP encryption transform
and an ESP authentication transform.

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
| 2-240 | oL-6513-01 |



| Chapter2  Commands for the Firewall Service Module

Examples
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crypto ipsec transform-set

Examples of acceptable transform combinations are as follows:
¢ ah-mdS-hmac
e esp-des
e esp-des and esp-md5-hmac
e ah-sha-hmac and esp-des and esp-sha-hmac

If you specify one or more transforms in the crypto ipsec transform-set command for an existing
transform set, the specified transforms replace the existing transforms for that transform set.

If you change a transform set definition, the change is applied only to crypto map entries that reference
the transform set. The change is not applied to existing security associations but is used in subsequent
negotiations to establish new security associations. If you want the new settings to take effect sooner,
you can clear all or part of the security association database by using the clear crypto ipsec sa command.

This example defines one transform set (named “standard”), which is used with an IPSec peer that
supports the ESP protocol. Both an ESP encryption transform and an ESP authentication transform are
specified in this example.

fwsm(config)# crypto ipsec transform-set standard esp-des esp-md5-hmac

show crypto ipsec

[ oL-6513-01
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crypto map client

To create or modify a crypto map entry, use the crypto map client command. To return to the default
settings, use the no form of this command.

crypto map map-name client [token] authentication aaa-server-name
crypto map map-name client authentication aaa-server-name [LOCAL]
crypto map map-name client configuration address {initiate | respond }

no crypto map map-name client

Syntax Description map-name Name of the crypto map set.

token (Optional) Indicates a token-based server for user authentication.

authentication (Optional) Indicates that the key string is to be used with the ESP
authentication transform.

aaa-server-name Name of the AAA server that will authenticate the user during Internet Key
Exchange (IKE) authentication; valid values are TACACS+, RADIUS, or
LOCAL.

LOCAL (Optional) Specifies a predefined server tag for the AAA local protocol.

configuration Configures the IKE mode configuration.

address

initiate Indicates that the FWSM will attempt to set IP addresses for each peer.

respond Indicates that the FWSM will accept requests for IP addresses from any

requesting peer.

Defaults The default settings are as follows:
e Xauth feature is not enabled.

¢ IKE mode configuration is not enabled.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.
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Note

Note

crypto map client W

The crypto map client authentication command allows you to enable the Extended Authentication
(Xauth) feature. This feature lets you prompt for a TACACS+, RADIUS, or LOCAL username and
password during IKE authentication. You must first set up the AAA server configuration to use this
feature, and be sure to specify the same AAA server name within the crypto map client authentication
command as was specified in the aaa-server command. This command is required only when the crypto
map entry’s transform set includes an Encapsulation Security Payload (ESP) authentication transform.

You can enter the LOCAL optional keyword for the group tag value and use the local FWSM database
AAA services such as local command authorization privilege levels. LOCAL is the only second
authentication method. The authorization command only accepts the LOCAL option when the
server_tag refers to an existing and valid AAA TACACS+ or RADIUS server group defined in an
aaa-server configuration command.

This command tells the FWSM during Phase 1 of IKE to use the Xauth (RADIUS, TACACS+, or
LOCAL) challenge to authenticate IKE. If the Xauth fails, the IPSec security association is not
established, and the IKE security association is deleted. Use the no crypto map client authentication
command to restore the default value. The Xauth feature is not enabled by default.

When Xauth is enabled, an entry is added to the uauth table (as shown by the show nauth command) for
the IP address that is assigned to the client. However, when using Xauth with the Easy VPN Remote
feature in network extension mode, the IPSec tunnel is created from network to network, so that the users
behind the FWSM cannot be associated with a single IP address. A uauth entry cannot be created upon
completion of Xauth. If AAA authorization or accounting services are required, you can enable the AAA
authentication proxy to authenticate users behind the FWSM. For more information on AAA
authentication proxies, see the aaa commands.

You cannot enable Xauth or IKE mode configuration on an interface when terminating a Layer 2
Tunneling Protocol (L2TP)/IPSec tunnel using the Microsoft L2TP/IPSec client v1.0 (which is available
on Windows NT, Windows XP, Windows 98, and Windows ME OS). Instead, you can do either of the
following:

e Use a Windows 2000 L2TP/IPSec client.

e Use the isakmp key keystring address ip-address netmask mask no-xauth no-config-mode
command to exempt the L2TP client from Xauth and IKE mode configuration. However, if you
exempt the L2TP client from Xauth or IKE mode configuration, all the L2TP clients must be
grouped with the same ISAKMP preshared key or certificate and have the same fully qualified
domain name.

The crypto map client token authentication command allows you to enable the FWSM to interoperate
with a Cisco VPN 3000 Client that is set up to use a token-based server for user authentication. The
token keyword tells the FWSM that the AAA server uses a token-card system and to prompt the user for
the username and password during IKE authentication. Enter the no crypto map client token
authentication command to restore the default value.

The remote user must run Cisco VPN Client version 3.x, Cisco VPN 3000 Client version 2.5/2.6 or
higher, or Cisco Secure VPN Client version 1.1 or higher.

The AAA server optional keywords that are available are TACACS+, RADIUS, or LOCAL.
If you specify LOCAL and the local user credential database is empty, this message displays:

Warning:local database is empty! Use \Qusername' command to define local users.

[ oL-6513-01
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If the local database becomes empty when LOCAL is still present in the command, this message
displays:

Warning:Local user database is empty and there are still commands using LOCAL for
authentication.

The crypto map client configuration address command allows you to configure IKE mode
configuration on the FWSM. IKE mode configuration allows the FWSM to download an IP address to
the remote peer (client) as part of an IKE negotiation. When you enter the crypto map client
configuration address command, you define the crypto map(s) that should attempt to configure the
peer.

The initiate keyword indicates that the FWSM will attempt to set IP addresses for each peer. The
respond keyword indicates that the FWSM will accept requests for IP addresses from any requesting
peer.

Note  If you use IKE mode configuration on the FWSM, the routers handling the IPSec traffic must also
support IKE mode configuration. Cisco IOS Release 12.0(6)T and later releases support IKE mode
configuration.

Examples This example shows how to set up the IPSec rules for VPN encryption IPSec. The ip, nat, and
aaa-server commands establish the context for the IPSec-related commands.

fwsm/context_name (config ip address inside 10.0.0.1 255.255.255.0

ip address outside 168.20.1.5 255.255.255.0

dealer 10.1.2.1-10.1.2.254

nat (inside) 0 access-list 80

aaa-server TACACS+ protocol tacacs+

aaa-server TACACS+ (inside) host 10.0.0.2 secretl23
crypto ipsec transform-set pc esp-des esp-md5-hmac
crypto dynamic-map cisco 4 set transform-set pc
fwsm/context_name (config crypto map partner-map 20 ipsec-isakmp dynamic cisco

) #

fwsm/context_name (config) #
) #
) #
) #
) #
) #
) #
) #

fwsm/context_name (config)# crypto map partner-map client configuration address initiate
) #
) #
) #
) #
) #
) #
) #
) #
) #

fwsm/context_name (config
fwsm/context_name (config
fwsm/context_name (config
fwsm/context_name (config
fwsm/context_name (config
fwsm/context_name (config

fwsm/context_name (config crypto map partner-map client authentication TACACS+

crypto map partner-map interface outside

isakmp key ciscol234 address 0.0.0.0 netmask 0.0.0.0

isakmp client configuration address-pool local dealer outside
isakmp policy 8 authentication pre-share

isakmp policy
isakmp policy
isakmp policy
isakmp policy

fwsm/context_name (config
fwsm/context_name (config
fwsm/context_name (config
fwsm/context_name (config
fwsm/context_name (config encryption des
hash md5

group 1

lifetime 86400

8
fwsm/context_name (config 8
fwsm/context_name (config 8
fwsm/context_name (config 8

This example shows how to configure IKE mode configuration on the FWSM:

fwsm/context_name (config)# crypto map mymap client configuration address initiate
fwsm/context_name (config)# crypto map mymap client configuration address respond
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Related Commands  crypto map interface
crypto map ipsec
crypto map set peer
crypto map set pfs
crypto map set security-association lifetime
crypto map set session-key
crypto map set transform-set
crypto map set peer
show crypto map
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crypto map interface

To apply a previously defined crypto map set to an interface, use the crypto map interface command.
To remove the crypto map set from the interface, use the no form of this command.

[no] crypto map map-name interface interface-name

Syntax Description

Defaults

Command Modes

map-name Name of the crypto map set.
interface Specifies the identifying interface to be used by the FWSM to identify itself
interface-name to peers.

The default settings are as follows:
e Xauth feature is not enabled.

e Internet Key Exchange (IKE) mode configuration is not enabled.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

A

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The crypto map interface command allows you to assign a crypto map set to any active FWSM
interface. The FWSM supports IPSec termination on any and all active interfaces. You must assign a
crypto map set to an interface before that interface can provide IPSec services.

Only one crypto map set can be assigned to an interface. If multiple crypto map entries have the same
map-name but a different seq-num, they are considered to be part of the same set and will all be applied
to the interface. The crypto map entry with the lowest seq-num is considered the highest priority and is
evaluated first. A single crypto map set can contain a combination of ipsec-isakmp and ipsec-manual
crypto map entries.

Caution

Using the crypto map interface command reinitializes the security association database and causes any
currently established security associations to be deleted.

If you enable IKE, and you are using a certification authority (CA) to obtain certificates, you must enable
IKE with the interface address that is specified in the CA certificates.
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Examples This example assigns the crypto map set “mymap” to the outside interface. When traffic passes through
the outside interface, the traffic is evaluated against all the crypto map entries in the “mymap” set. When
outbound traffic matches an access list in one of the “mymap” crypto map entries, a security association
(if IPSec) is established if no security association or connection already exists.

fwsm/context_name (config)# crypto map mymap interface outside

Related Commands  crypto map client
crypto map ipsec
crypto map set peer
crypto map set pfs
crypto map set security-association lifetime
crypto map set session-key
crypto map set transform-set
crypto map set peer
show crypto map
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crypto map ipsec

To create or modify a crypto map entry, use the crypto map ipsec command. To delete a crypto map
entry or set, use the no form of this command.

[no] crypto map map-name seq-num {ipsec-isakmp | ipsec-manual }
[dynamic dynamic-map-name]

Syntax Description map-name Name of the crypto map set.
seq-num Number used to rank multiple crypto map entries within a crypto map set.
ipsec-isakmp Specifies an ipsec-isakmp crypto map entry.
ipsec-manual Specifies an ipsec-manual crypto map entry.
dynamic (Optional) Specifies that a given crypto map entry is to reference a
dynamic-map-name specified dynamic crypto map.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines After you define crypto map entries, you can use the crypto map interface command to assign the

crypto map set to interfaces.

Crypto maps can filter or classify traffic to be protected and define the policy to be applied to that traffic.
The first use affects the flow of traffic on an interface; the second affects the negotiation performed
through the IKE on behalf of that traffic.

IPSec crypto maps link together definitions of the following:
e What traffic should be protected

e [PSec peer(s) to which the protected traffic can be forwarded—these are the peers with which a
security association can be established

e Which transform sets are acceptable for use with the protected traffic

e How keys and security associations should be used/managed (or what the keys are if IKE is not used)
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A crypto map set is a collection of crypto map entries each with a different seq-num but the same
map-name. For a given interface, you could have certain traffic forwarded to one peer with specified
security applied to that traffic, and other traffic forwarded to the same or a different peer with different
IPSec security applied. To accomplish this situation, you would create two crypto map entries, each with
the same map-name, but each with a different seq-num.

The number that you assign to the seg-num argument should not be arbitrary. This number is used to
rank multiple crypto map entries within a crypto map set. Within a crypto map set, a crypto map entry
with a lower seq-num is evaluated before a map entry with a higher seq-num; that is, the map entry with
the lower number has a higher priority.

Use the crypto dynamic-map command to create dynamic crypto map entries. After you create a
dynamic crypto map set, use the crypto map ipsec-isakmp dynamic command to add the dynamic
crypto map set to a static crypto map.

Give the lowest priority map entries to the crypto map entries that reference the dynamic map set. This
action allows the inbound security association negotiation requests to try to match the static maps first.
If the request does not match any of the static maps, set the entries to be evaluated against the dynamic
map set.

To make a crypto map entry that references a dynamic crypto map to be set to the lowest priority map
entry, give the map entry the highest seg-num of all the map entries in a crypto map set.

This example shows the minimum required crypto map configuration when IKE is used to establish the
security associations:

crypto map mymap 10 ipsec-isakmp

fwsm/context_name (config) #
# crypto map mymap 10 match address 101
#
#

)
fwsm/context_name (config)
fwsm/context_name (config) crypto map mymap set transform-set my_ t_setl
fwsm/context_name (config)# crypto map mymap set peer 10.0.0.1

This example shows the minimum required crypto map configuration when the security associations are
manually established:

fwsm/context_name (config)# crypto transform-set someset ah-md5-hmac esp-des
fwsm/context_name (config)# crypto map mymap 10 ipsec-manual

fwsm/context_name (config)# crypto map mymap 10 match address 102

fwsm/context_name (config)# crypto map mymap 10 set transform-set someset
fwsm/context_name (config)# crypto map mymap 10 set peer 10.0.0.5

fwsm/context_name (config)# crypto map mymap 10 set session-key inbound ah 256
98765432109876549876543210987654

fwsm/context_name (config)# crypto map mymap 10 set session-key outbound ah 256
fedcbafedcbafedcfedcbafedcbafedc

fwsm/context_name (config)# crypto map mymap 10 set session-key inbound esp 256 cipher
0123456789012345

fwsm/context_name (config)# crypto map mymap 10 set session-key outbound esp 256 cipher
abcdefabcdefabecd

This example configures an IPSec crypto map set that includes a reference to a dynamic crypto map set.

Crypto map “mymap 10” allows security associations to be established between the FWSM and either
(or both) of two remote IPSec peers for traffic matching access list 101. Crypto map “mymap 20” allows
either of two transform sets to be negotiated with the peer for traffic matching access list 102.

Crypto map entry “mymap 30” references the dynamic crypto map set “mydynamicmap,” that can be
used to process inbound security association negotiation requests that do not match “mymap” entries 10
or 20. If the peer specifies a transform set that matches one of the transform sets that are specified in
“mydynamicmap” for a flow “permitted” by the access list 103, IPSec accepts the request and sets up
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security associations with the peer without previously knowing about the peer. If accepted, the resulting
security associations (and temporary crypto map entry) are established according to the settings

specified by the peer.

The access list that is associated with “mydynamicmap 10” is also used as a filter. Inbound packets that
match a permit statement in this list are dropped for not being IPSec protected. (The same is true for
access lists that are associated with static crypto maps entries.) Outbound packets that match a permit
entry without an existing corresponding IPSec security association are also dropped.

This example shows the configuration using “mydynamicmap’:

fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto
fwsm/context_name (config)# crypto

my t_set2 my t_set3
fwsm/context_name (config)# crypto

Related Commands  crypto map client
crypto map interface
crypto map set peer
crypto map set pfs

map
map
map
map
map
map
map
map
map

mymap
mymap
mymap
mymap
mymap
mymap
mymap
mymap
mymap

10
10
10
10
10
20
10
10
10

ipsec-isakmp

match address 101

set transform-set my t_setl

set peer 10.0.0.1

set peer 10.0.0.2

ipsec-isakmp

match address 102

set transform-set my t_setl my t_set2
set peer 10.0.0.3

dynamic-map mydynamicmap 10
dynamic-map mydynamicmap 10 match address 103
dynamic-map mydynamicmap 10 set transform-set my t_setl

map mymap 30 ipsec-isakmp dynamic mydynamicmap

crypto map set security-association lifetime

crypto map set session-key
crypto map set transform-set
crypto map set peer

show crypto map
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crypto map set peer

To specify an IPSec peer in a crypto map entry, use the crypto map set peer command. To remove an
IPSec peer from a crypto map entry, use the no form of this command.

[no] crypto map map-name seq-num set peer {hostname | ip-address}

Syntax Description

Defaults

Command Modes

map-name Name of the crypto map set.

seq-num Number used to rank multiple crypto map entries within a crypto map set.
hostname Name of the host.

ip-address IP address of the host.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

This command is required for all the static crypto maps. If you are defining a dynamic crypto map (with
the crypto dynamic-map command), this command is not required and in most cases is not used because
the peer is unknown.

For ipsec-isakmp crypto map entries, you can specify multiple peers by repeating this command. The
peer that packets are actually sent to is determined by the last peer that sent either traffic or a negotiation
request for a given data flow to the FWSM. If the attempt fails with the first peer, Internet Key Exchange
(IKE) tries the next peer on the crypto map list.

For ipsec-manual crypto entries, you can specify only one peer per crypto map. If you want to change
the peer, you must delete the old peer and then specify the new peer.

Examples This example shows a crypto map configuration when IKE is used to establish the security associations.
In this example, a security association could be set up to either the peer at 10.0.0.1 or the peer at 10.0.0.2.
fwsm/context_name (config)# crypto map mymap 10 ipsec-isakmp
fwsm/context_name (config)# crypto map mymap 10 match address 101
fwsm/context_name (config)# crypto map mymap 10 set transform-set my_ t_setl
fwsm/context_name (config)# crypto map mymap 10 set peer 10.0.0.1 10.0.0.2
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Related Commands  crypto map client
crypto map interface
crypto map ipsec
crypto map set pfs
crypto map set security-association lifetime
crypto map set session-key
crypto map set transform-set
crypto map set peer
show crypto map
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crypto map set pfs

To set the IPSec to ask for perfect forward secrecy (PFS) when requesting new security associations or
to require PFS when receiving requests for new security associations, use the crypto map set pfs
command. To specify that IPSec should not request PFS, use the no form of this command.

[no] crypto map map-name seq-num set pfs [groupl | group2]

Syntax Description

Defaults

Command Modes

map-name Name of the crypto map set.

seq-num Number used to rank multiple crypto map entries within a crypto map set.
set pfs Specifies PFS.

groupl (Optional) Specifies a Diffie-Hellman prime modulus group.

group2 (Optional) Specifies a Diffie-Hellman prime modulus group.

The defaults are as follows:
e PFES is not requested.

e groupl.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

This command is available only for ipsec-isakmp crypto map entries and dynamic crypto map entries.

With PFS, every time that a new security association is negotiated, a new Diffie-Hellman exchange
occurs, which requires additional processing time. PFS adds another level of security. If one key is ever
deciphered by an attacker, only the data that is sent with that key is compromised.

During negotiation, this command causes IPSec to request PFS when requesting new security
associations for the crypto map entry. The default (groupl) is sent if the set pfs command does not
specify a group.

If the peer initiates the negotiation and the local configuration specifies PFS, the peer must perform a
PFS exchange or the negotiation fails. If the local configuration does not specify a group, a default of
groupl is assumed, and an offer of either groupl or group?2 is accepted. If the local configuration
specifies group?2, that group must be part of the peer’s offer or the negotiation fails. If the local
configuration does not specify PFS, it accepts any offer of PFS from the peer.

The 1024-bit Diffie-Hellman prime modulus group, group2, provides more security than group! but
requires more processing time than groupl.

[ oL-6513-01
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Note

Examples

Related Commands

Internet Key Exchange (IKE) negotiations with a remote peer may hang when a FWSM has numerous
tunnels that originate from the FWSM and terminate on a single remote peer. This problem occurs when
PFS is not enabled, and the local peer requests many simultaneous rekey requests. If this problem occurs,
the IKE security association will not recover until it has timed out or until you manually clear it with the
clear [crypto] isakmp sa command. The FWSM units that are configured with many tunnels to many
peers or many clients sharing the same tunnel are not affected by this problem. If the configuration is
affected, enable PFS with the crypto map mapname seqnum set pfs command.

This example specifies that PFS should be used whenever a new security association is negotiated for
the crypto map “mymap 10”:

fwsm/context_name (config)# crypto map mymap 10 ipsec-isakmp
fwsm/context_name (config)# crypto map mymap 10 set pfs group2

crypto map client

crypto map interface

crypto map ipsec

crypto map set peer

crypto map set security-association lifetime
crypto map set session-key

crypto map set transform-set

crypto map set peer

show crypto map
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crypto map set security-association lifetime

To override (for a particular crypto map entry) the global lifetime value that is used when negotiating
IPSec security associations, use the crypto map set security-association lifetime command. To reset a
crypto map entry's lifetime value to the global value, use the no form of this command.

[no] crypto map map-name seq-num set security-association lifetime {seconds seconds |
kilobytes kilobytes}

Syntax Description map-name Name of the crypto map set.
seq-num Number used to rank multiple crypto map entries within a crypto map set.
seconds seconds Sets the keys and security association to time out after the specified number

of seconds have passed.

kilobytes kilobytes  Sets the keys and security association to time out after the specified amount
of traffic (in kilobytes) has been protected by the security association’s key.

Defaults The defaults are as follows:
e seconds seconds is 28,800 seconds (8 hours).

e Kkilobytes kilobytes is 4,608,000 KB (10 MBPS for one hour).

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The crypto map’s security associations are negotiated according to the global lifetimes.

This command is available only for ipsec-isakmp crypto map entries and dynamic crypto map entries.

IPSec security associations use shared secret keys. These keys and their security associations time out
together.

Assuming that the particular crypto map entry has lifetime values configured, when the FWSM requests
new security associations during security association negotiation, it specifies its crypto map lifetime
value in the request to the peer; it uses this value as the lifetime of the new security associations. When
the FWSM receives a negotiation request from the peer, it uses the smaller of the lifetime values
proposed by the peer or the locally configured lifetime value as the lifetime of the new security
associations.

There are two lifetimes: a “timed” lifetime and a “traffic-volume” lifetime. The session keys/security
association expires after either of these lifetimes is reached.
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Examples

Related Commands

If you change a lifetime, the change is not applied to existing security associations but is used in
subsequent negotiations to establish security associations for data flows that are supported by this crypto
map entry. If you want the new settings to take effect sooner, you can clear all or part of the security
association database by using the clear crypto ipsec sa command.

Shorter lifetimes can make it harder to mount a successful key recovery attack, because the attacker has
less data encrypted under the same key. Shorter lifetimes require more CPU processing time.

The lifetime values are ignored for manually established security associations (security associations
installed through an ipsec-manual crypto map entry).

This example shortens the timed lifetime for a particular crypto map entry because there is a higher risk
that the keys could be compromised for security associations belonging to the crypto map entry. The
traffic-volume lifetime is not changed because there is not a high volume of traffic anticipated for these
security associations. The timed lifetime is shortened to 2700 seconds (45 minutes).

fwsm/context_name (config)# crypto map mymap 10 ipsec-isakmp
fwsm/context_name (config)# crypto security-association lifetime seconds 2700

crypto map client

crypto map interface

crypto map ipsec

crypto map set peer

crypto map set pfs

crypto map set session-key
crypto map set transform-set
crypto map set peer

show crypto map
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crypto map set session-key

To manually specify the IPSec session keys within a crypto map entry, use the crypto map set
session-key command. To remove IPSec session keys from a crypto map entry, use the no form of this
command.

[no] crypto map map-name seq-num set session-key {inbound | outbound} ah spi hex-key-string

crypto map map-name seq-num set session-key {inbound | outbound} esp spi cipher
hex-key-string [authenticator hex-key-string]

Syntax Description

Defaults

Command Modes

map-name Name of the crypto map set.

seq-num Number used to rank multiple crypto map entries within a crypto map set.
inbound Specifies inbound traffic.

outbound Specifies outbound traffic.

ah Specifies the Authorization Header (AH) protocol.

spi Security Parameter Index (SPI) number.

hex-key-string Hexadecimal key string that is associated with the SPI number.

esp Specifies the Encapsulation Security Payload (ESP) encryption protocol.
cipher Specifies cipher encoding.

authenticator (Optional) Specifies ESP authentication.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

This command is available only for ipsec-manual crypto map entries.

If the crypto map’s transform set includes an AH protocol, you must define IPSec keys for AH for both
inbound and outbound traffic. If the crypto map’s transform set includes an ESP encryption protocol,
you must define IPSec keys for ESP encryption for both inbound and outbound traffic. If the crypto
map’s transform set includes an ESP authentication protocol, you must define IPSec keys for ESP
authentication for inbound and outbound traffic.
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Examples
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When you define multiple IPSec session keys within a single crypto map, you can assign the same
Security Parameter Index (SPI) number to all the keys. The SPI is used to identify the security
association that is used with the crypto map. However, not all the peers have the same flexibility in SPI
assignment.

You may have to coordinate the SPI assignment with the peer’s network administrator, making sure that
the same SPI is not used more than once for the same destination address/protocol combination.

Security associations that are established using this command do not expire—unlike security
associations established using the IKE.

The FWSM’s session keys must match its peer’s session keys.

If you change a session key, the security association using the key is deleted and reinitialized.

This example shows a crypto map entry for manually established security associations. The transform
set “t_set” includes only an AH protocol.

fwsm/context_name (config)# crypto ipsec transform-set t_set ah-sha-hmac
fwsm/context_name (config)# crypto map mymap 20 ipsec-manual

fwsm/context_name (config)# crypto map mymap 20 match address 102
fwsm/context_name (config)# crypto map mymap 20 set transform-set t_set
fwsm/context_name (config)# crypto map mymap 20 set peer 10.0.0.21
fwsm/context_name (config)# crypto map mymap 20 set session-key inbound ah 300
1111111211113113111111111111111111111111111

fwsm/context_name (config)# crypto map mymap 20 set session-key outbound ah 300
2222222222222222222222222222222222222222

This example shows a crypto map entry for manually established security associations. The transform
set “someset” includes both an AH and an ESP protocol, so session keys are configured for both AH and
ESP for both inbound and outbound traffic. The transform set includes both encryption and
authentication ESP transforms. Session keys are created for both using the cipher and authenticator
keywords.

fwsm/context_name (config)# crypto ipsec transform-set someset ah-sha-hmac esp-des
esp-sha-hmac
fwsm/context_name (config)# crypto map mymap 10 ipsec-manual
fwsm/context_name (config)# crypto map mymap 10 match address 101
fwsm/context_name (config)# crypto map mymap 10 set transform-set someset
fwsm/context_name (config)# crypto map mymap 10 set peer 10.0.0.1
fwsm/context_name (config)# crypto map mymap 10 set session-key inbound ah 300
9876543210987654321098765432109876543210
fwsm/context_name (config)# crypto map mymap 10 set session-key outbound ah 300
fedcbafedcbafedcbafedcbafedcbafedcbafedc
fwsm/context_name (config)# crypto map mymap 10 set session-key inbound esp 300 cipher
0123456789012345

authenticator 0000111122223333444455556666777788889999
fwsm/context_name (config)# crypto map mymap 10 set session-key outbound esp 300 cipher
abcdefabcdefabcecd

authenticator 9999888877776666555544443333222211110000
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Related Commands  crypto map client
crypto map interface
crypto map ipsec
crypto map set peer
crypto map set pfs
crypto map set security-association lifetime
crypto map set transform-set
crypto map set peer
show crypto map
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crypto map set transform-set

To specify a list of transform sets in priority order, use the crypto map set transform-set command. To
remove all the transform sets from a crypto map entry, use the no form of this command.

[no] crypto map set transform-set proposal [proposal ...]

Syntax Description

Defaults

Command Modes

proposal Proposal tag.

proposal... (Optional) Proposal tag.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

This command is required for all the static and dynamic crypto map entries.

For an ipsec-isakmp crypto map entry, you can list up to six transform sets with this command. List
the higher priority transform sets first.

If the local FWSM initiates the negotiation, the transform sets are presented to the peer in the order that
is specified in the crypto map command. If the peer initiates the negotiation, the local FWSM accepts
the first transform set that matches one of the transform sets specified in the crypto map entry.

The first matching transform set that is found at both peers is used for the security association. If no
match is found, IPSec does not establish a security association and the traffic is dropped.

For an ipsec-manual crypto map command, you can specify only one transform set. If the transform
set does not match the transform set at the remote peer’s crypto map, the two peers will fail to correctly
communicate because the peers are using different rules to process the traffic.

To change the list of transform sets, respecify the new list of transform sets to replace the old list. This
change is applied only to crypto map commands that reference this transform set. The change is not
applied to existing security associations but is used in subsequent negotiations to establish new security
associations. To make the new settings take effect sooner, you can clear all or part of the security
association database by using the clear crypto ipsec sa command.

Any transform sets that are included in the crypto map command must previously have been defined
using the crypto ipsec transform-set command.
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Examples This example shows how to display the transform sets:

fwsm/context_name (config)# crypto map transform-set

Related Commands  crypto map client
crypto map interface
crypto map ipsec
crypto map set peer
crypto map set pfs
crypto map set security-association lifetime
crypto map set session-key
crypto map set peer
show crypto map
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crypto match address

To specify the match address of packets to encrypt, use the erypto match address command. To remove
the access list from a crypto map entry, use the no form of this command.

[no] crypto match address access_list_name

Syntax Description

Defaults

Command Modes

access_list_ name Name of the access list.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

This command is required for all the static crypto map entries. If you are defining a dynamic crypto map
entry (with the crypto dynamic-map command), this command is not required but is strongly
recommended.

Use the access-list extended command to define this access list.

The access list that is specified with this command is used by IPSec to determine which traffic should
be protected by IPSec crypto and which traffic does not need protection. Traffic that is permitted by the
access list is protected. Traffic that is denied by the access list is not protected.

The crypto access list is not used to determine whether to permit or deny traffic through the interface.
An access list that is applied directly to the interface with the access-group command makes that
determination.

The crypto access list that is specified by this command is used when evaluating both inbound and
outbound traffic. Outbound traffic is evaluated against the crypto access lists that are specified by the
interface’s crypto map entries to determine if it should be protected by crypto, and if so, which crypto
policy applies. For IPSec crypto maps, new security associations are established using the data flow
identity that is specified in the permit entry. For dynamic crypto map entries, if no security association
exists, the packet is dropped. Inbound traffic is evaluated against the crypto access lists that are specified
by the entries of the interface’s crypto map set to determine if it should be protected by crypto and, if
so, which crypto policy applies. (For IPSec, unprotected traffic is discarded because it should have been
protected by IPSec.)
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The access list is used to identify the flow for which the IPSec security associations are established. For
outbound traffic, the permit entry is used as the data flow identity. For inbound traffic, the data flow
identity that is specified by the peer must be “permitted” by the crypto access list.

Examples This example shows how to specify the match address of packets to encrypt:

fwsm/context_name (config)# crypto match address 101

Related Commands  crypto map client
crypto map interface
crypto map ipsec
crypto map set peer
crypto map set pfs
crypto map set security-association lifetime
crypto map set session-key
crypto map set transform-set
show crypto map
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Syntax Description

To debug packets or ICMP tracings to the interface to provide information for troubleshooting, use the
debug command. To disable debugging, use the no form of this command.

[no] debug command

[no] debug packet interface_name [src s_ip [netmask m]] [dst d_ip [netmask m]] [[proto icmp]
| [proto tcp [sport s_p ] [dport d_p]] [proto udp [sport s_p] [dport d_p]] [rx | tx | both]

Table 2-5, Table 2-6, and Table 2-7 list the syntax descriptions for the debug command.

Table 2-5 Debug Arguments and Keywords

Syntax

Description

interface_name

Interface name.

s_ip (Optional) Source IP address.

m (Optional) Network mask.

d_ip (Optional) Destination IP address.

proto icmp (Optional) Displays ICMP packets only.

proto tcp (Optional) Displays TCP packets only.

s_p (Optional) Source port.

dp (Optional) Destination port.

proto udp (Optional) Displays UDP packets only.

sport (Optional) Source port.

dport (Optional) Destination port.

rx (Optional) Displays only packets received at the FWSM firewall.
tx (Optional) Displays only packets transmitted from the FWSM firewall.
both (Optional) Displays both received and transmitted packets.

Table 2-6 debug Commands Without Arguments or Keywords

Syntax

Description

debug arp-inspection

Displays information about ARP inspection.

debug arp-np

Displays information about ARP NP.

debug context

Displays informaiton about contexts.

debug ftp client

Displays informaiton about the FTP client.

debug icmp trace

Displays information about ICMP traffic.

debug ils

Displays Internet Locator Service (ILS) fixup information
(used in LDAP services).

debug 12-indication

Displays informaiton about Layer 2.

debug mac-address-table

Displays informaiton about the MAC address table.
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Table 2-6 debug Commands Without Arguments or Keywords (continued)

Syntax Description
debug pdm history Displays history informaiton about the PDM.
debug rip Displays informaiton about RIP.

debug route-np

Displays information from the FWSM routing module.

debug rtsp

Displays information about RTSP.

debug sequence

Displays informaiton about sequence.

debug sip

Debugs the fixup Session Initiation Protocol (SIP) module.

debug skinny

Debugs SCCP protocol activity. (Using this command may
impact performance on high-traffic network segments.)

debug sqlnet

Debugs SQL*Net traffic.

debug ssh

Debugs information and error messages that are associated with
the ssh command.

debug sunrpc

Displays informaiton about the Sun RPC.

debug timestamps

Displays informaiton about timestamps.

debug xlate

Displays informaiton about xlates.

no debug all

Stops any and all debug messages from being displayed.

undebug all

Stops any and all debug messages from being displayed.

Table 2-7 debug Commands With Arguments or Keywords

Syntax

Syntax Description

debug aaa [authentication | authorization |
accounting | internal]

Displays authentication, authorization, and accounting information.
authentication—(Optional) Specifies AAA authentication information.
authorization—(Optional) Specifies AAA authorization information.
accounting—(Optional) Specifies AAA accounting information.

internal—(Optional) Specifies AAA internal information.

debug acl [config | download | trace -error |
tree-sync]

Displays access list configuration information.

debug aging [stop | restart]

[ oL-6513-01
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Table 2-7 debug Commands With Arguments or Keywords (continued)

Syntax Syntax Description
debug crypto [ipsec | isakmp | ca | engine] Displays crypto information.
[level]

ca—Displays information about certification authority (CA) traffic.
ipsec—Displays information about IPSec traffic.

isakmp—Displays information about Internet Key Exchange (IKE)
traffic.

vpnclient—Displays information about the FWSM Easy VPN client.

level—(Optional) Specifies the level of the debugging feedback. The
higher the level number, the more information is displayed. The default
level is 1. The levels correspond to the following events:

e Level 1: Interesting events
e Level 2: Normative and interesting events

e Level 3: Diminutive, normative, and interesting events

debug dhcpd {event | packet} Displays Dynamic Host Configuration Protocol (DHCP) server
information.

event—Displays event information that is associated with the DHCP
Server.

packet—Displays packet information that is associated with the DHCP
Server.

debug dhcprelay {event | packet | error} Displays DHCP relay agent information.

event—Displays event information that is associated with the DHCP relay
agent.

packet—Displays packet information that is associated with the DHCP
relay agent.

error—Displays error messages that are associated with the DHCP relay
agent.

debug disk [file | filesystem | file-verbose]

debug dns {resolver | all} Displays Domain Name Server (DNS) debugging information.
resolver—Displays DNS resolution information.

all—Displays all DNS information.

debug fixup {udp | tep} Displays fixup information.
udp—Displays fixup information using UDP.
tep—Displays fixup information using TCP.

debug fover option Displays failover information.

option—Displays failover information. See Table 2-8 for the optional
keywords.
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Table 2-7 debug Commands With Arguments or Keywords (continued)

Syntax

Syntax Description

debug h323 {h225 | h245 | ras} [asn | event]

Displays information about the packet-based multimedia communications
systems standard.

h225—Specifies H.225 signaling.
h245—Specifies H.245 signaling.
ras—Specifies the registration, admission, and status protocol.

asn—(Optional) Displays the output of the decoded protocol data units
(PDUs).

event—(Optional) Displays the events of the H.245 signaling or turns on
both traces.

debug npcp [traces | errors | np-debug | api |
async | gf] debug pix [process | uauth | acl
[limit] | cls | pkt2pc]

debug mgcp [messages | parser | sessions]

Displays Media Gateway Protocol (MGCP) information.
messages—(Optional) Displays debug information for MGCP messages.

parser—(Optional) Displays debug information about parsing MGCP
messages.

sessions—(Optional) Displays debug information about sessions.

debug ospf adj | database-timer | events |
flood | Isa-generation | packet |
retransmission | tree

debug ospf spf [external | inter | intra]

debug packet interface_name [src source_ip
[netmask mask]] [dst dest_ip [netmask mask]]
[[proto tcp [sport src_port]] [dport dest_port]

| [proto udp [sport src_port]] [dport
dest_port] [rx | tx | both]

Displays packet information.

interface_name—Interface name from which the packets are arriving; for
example, to monitor packets coming into the FWSM from the outside, set
interface_name to outside.

src source_ip—(Optional) Source IP address.
netmask mask—(Optional) Network mask.

dst dest_ip—(Optional) Destination IP address.
proto tcp—(Optional) Displays TCP packets only.

sport src_port—(Optional) Source port. See the “Specifying Port Values”
section in Appendix B, “Port and Protocol Values,” for a list of valid port
literal names.

dport dest_port—(Optional) Destination port.
proto udp—(Optional) Displays UDP packets only.
rx—(Optional) Displays only packets that were received at the FWSM.

tx—(Optional) Displays only packets that were transmitted from the
FWSM.

both—(Optional) Displays packets that were received at or transmitted
from the FWSM.

[ oL-6513-01
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Table 2-7 debug Commands With Arguments or Keywords (continued)

Syntax Syntax Description

debug pc-lu [error | detail | flag]

debug radius [session | all | user username] Displays RADIUS information.

session—(Optional) Logs RADIUS session information and the attributes
of sent and received RADIUS packets.

all—(Optional) Enables all RADIUS debug options.

user username—(Optional) Displays information for an individual
username only.

debug resmgr [error | all]
debug RM-NP-counter clr-all

debug RM-NP-counter np vc_id cnt_block
cnt_id [clriset value]

debug session [pscb | dt | leaf]

debug ssl [cipher | device]

debug tacacs [session | user user_name]

Defaults The defaults are as follows:
e MGCP debugging is disabled.

e A session not using a trace channel has its output disabled.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines You can set the debugging level with the following commands:

fwsm# debug rip 1
debug rip enabled at level 1
fwsm# debug rip 2
debug rip enabled at level 2
fwsm# debug rip 3
debug rip enabled at level 3
fwsm# debug rip 4
debug rip enabled at level 4
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fwsm# debug rip 100
debug rip enabled at level 100
fwsm# debug rip 500
debug rip enabled at level 255

Entering the debug command allows you to see debug information, and entering the show debug
command allows you to see the current state of tracing. To debug the contents of network layer protocol
packets, use the debug packet command.

Using the debug commands may slow down traffic on busy networks.

If you enter the debug packet command on an FWSM that experiences a heavy load, the output might
display so fast that you cannot stop the output when you enter the no debug packet command from the
console. To fix this situation, you can enter the no debug packet command from a Telnet session.

To stop the debug packet trace command, enter the following command:

fwsm/context_name (config)# no debug packet interface_name

Replace interface_name with the name of the interface; for example, inside, outside, or a perimeter
interface name.

no debug all and undebug all

The no debug all and undebug all commands allow you to stop any and all debug messages from being
displayed.

debug crypto

When creating your digital certificates, use the debug crypto ca command to ensure that the certificate
is created correctly. Important error messages display only when the debug crypto ca command is
enabled. For example, if you enter an Entrust fingerprint value incorrectly, the only warning message
that indicates that the value is incorrect appears in the debug crypto ca command output.

Output from the debug crypto ipsec and debug crypto isakmp commands does not display in a Telnet
console session.

debug dhcpd

The debug dhcpd detail command allows you to display detailed packet information about the Dynamic
Host Configuration Protocol (DHCP) client. Entering the debug dhcepd error command displays DHCP
client error messages. Entering the debug dhcpd packet command displays packet information about
the DHCP client. To disable debugging, use the no form of the debug dhcpd command.

The debug dhcpd event command allows you to display event information about the DHCP server.
Entering the debug dhepd packet command displays packet information about the DHCP server. To
disable debugging, use the no form of the debug dhepd commands.

debug icmp

The debug icmp trace command allows you to display ICMP packet information, the source IP address,
and the destination address of packets arriving, departing, and traversing the FWSM. This command can
trace only packets that are pings to the interfaces.

To stop the debug icmp trace command, enter the following command:

fwsm/context_name (config)# no debug icmp trace

[ oL-6513-01
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debug mgcp

The debug mgep command allows you to display debug information for Media Gateway Control
Protocol (MGCP) traffic. Without any options explicitly specified, the debug mgep command allows
you to enable all three MGCP debug options. The no debug mgep command, without any options
explicitly specified, disables all MGCP debugging.

debug sqinet

The debug sqlnet command allows you to display reports on traffic between Oracle SQL*Net clients
and servers through the FWSM.

debug ssh

The debug ssh command allows you to display reports on information and error messages associated
with the ssh command.

debug fover
Table 2-8 lists the optional keywords for the debug fover command.

Table 2-8 debug fover Command Options

Option Description

cable Failover LAN status

fail Failover internal exception

fmsg Failover message

ifc Network interface status trace

open Failover device open

rx LAN-based failover receive process messages
rxdump Failover receive message dump (serial console only)
rxip IP network failover packet received

sync Failover configuration or command replication

tx LAN-based failover transmit process messages
txdmp Failover transmit message dump (serial console only)
txip IP network failover packet transmit

verify Failover message verify

switch Failover switching status

Trace Channel Feature

The debug packet command allows you to send its output to the trace channel. All other debug
commands do not. Using the trace channel changes the way that you can see output on your screen during
a FWSM console or Telnet session.

If a debug command does not use the trace channel, each session operates independently, which means
that any commands started in the session only appear in the session. By default, a session not using a
trace channel has output disabled by default.

The location of the trace channel depends on whether you have a simultaneous Telnet console session
running at the same time as the console session, or if you are using only the FWSM serial console:
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e If you are using only the FWSM serial console, all the debug commands display on the serial
console.

e If you have both a serial console session and a Telnet console session accessing the console, then
no matter where you enter the debug commands, the output displays on the Telnet console session.

e If you have two or more Telnet console sessions, the first session is the trace channel. If that session
closes, the serial console session becomes the trace channel. The next Telnet console session that
accesses the console becomes the trace channel.

The debug commands, except the debug crypto commands, are shared between all Telnet and serial
console sessions.

Caution

Examples

If one network administrator is using the serial console and another network administrator starts a Telnet
console session, the serial console debug command output will suddenly stop without warning. If you
are using the serial console and debug command output is not appearing, enter the who command to see
if a Telnet console session is running.

This example shows partial sample output from the debug dhcpd packet and the debug dhcpd detail
commands. The ip address dhcp setroute command was configured after entering the debug dhcpd
commands to obtain debugging information.

fwsm/context_name (config)# debug dhcpd packet
fwsm/context_name (config)# debug dhcpd detail
fwsm/context_name (config)# ip address outside dhcp setroute

DHCP:allocate request
DHCP:new entry. add to queue
DHCP:new ip lease str = 0x80ce8a28
DHCP:SDiscover attempt # 1 for entry:
Temp IP addr:0.0.0.0 for peer on Interface:outside
Temp sub net mask:0.0.0.0
DHCP Lease server:0.0.0.0, state:1 Selecting
DHCP transaction id:0x8931
Lease:0 secs, Renewal:0 secs, Rebind:0 secs
Next timer fires after:2 seconds
Retry count:1 Client-ID:cisco-0000.0000.0000-outside

DHCP:SDiscover:sending 265 byte length DHCP packet
DHCP:SDiscover 265 bytes

DHCP Broadcast to 255.255.255.255 from 0.0.0.0

DHCP client msg received, fip=10.3.2.2, fport=67
DHCP:Received a BOOTREP pkt

DHCP:Scan:Message type:DHCP Offer

DHCP:Scan:Server ID Option:10.1.1.69 = 450A44AB
DHCP:Scan:Server ID Option:10.1.1.69 = 450A44AB
DHCP:Scan:Lease Time:259200

DHCP:Scan:Subnet Address Option:255.255.254.0
DHCP:Scan:DNS Name Server Option:10.1.1.70, 10.1.1.140
DHCP:Scan:Domain Name:example.com

DHCP:Scan:NBNS Name Server Option:10.1.2.228, 10.1.2.87
DHCP:Scan:Router Address Option:10.3.2.1

DHCP:rcvd pkt source:10.3.2.2, destination: 255.255.255.255

This example executes the debug icmp trace command:

fwsm/context_name (config)# debug icmp trace

[ oL-6513-01
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When you ping a host through the FWSM from any interface, the trace output displays on the console.
This example shows a successful ping from an external host (209.165.201.2) to the FWSM outside
interface (209.165.201.1).

Inbound ICMP echo reply (len 32 id 1 seq 256) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 512) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 512) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seq 768) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 768) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 1024) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 1024) 209.165.201.1 > 209.165.201.2

NO DEBUG ICMP TRACE

ICMP trace off

The previous example shows the Internet Control Message Protocol (ICMP) packet length is 32 bytes,
the ICMP packet identifier is 1, and the ICMP sequence number, which starts at O and is incremented
each time that a request is sent.

The following is sample output from the show debug command output. The sample output also includes
the debug crypto commands.

fwsm/context_name (config)# show debug
debug vpdn event

debug crypto ipsec 1

debug crypto isakmp 1

debug crypto ca 1

debug icmp trace

debug packet outside both

debug sglnet

This example shows the debugging messages for Unity client negotiation using Diffie-Hellman group 5:

fwsm(config)# debug crypto isakmp

check_isakmp_proposal:

is_auth_policy configured: auth 1

is_auth_policy_configured: auth 4

ISAKMP (0): Checking ISAKMP transform 1 against priority 8 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash SHA

ISAKMP: default group 5

ISAKMP: extended auth RSA sig

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 0Oxc4 O0x9b

ISAKMP (0): atts are not acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 2 against priority 8 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 5

ISAKMP: extended auth RSA sig

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 0Oxc4 O0x9b

ISAKMP (0): atts are not acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 3 against priority 8 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash SHA

ISAKMP: default group 5

ISAKMP: auth RSA sig

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 0xc4 0x9b

ISAKMP (0): atts are not acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 4 against priority 8 policy

ISAKMP: encryption 3DES-CBC
TISAKMP: hash MD5
ISAKMP: default group 5
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ISAKMP: auth RSA sig
ISAKMP: life type in seconds
ISAKMP: life duration (VPI) of 0x0 0x20 Oxc4 O0x9b
ISAKMP (0): atts are acceptable. Next payload is 3
This example shows possible output for the debug mgcp messages command:
17: MGCP: Retransmitted command RSIP
Gateway IP gate-1
Transaction ID 1
18: MGCP: Expired command RSIP
Gateway IP gate-1
Transaction ID 1
19: MGCP: New command RSIP
Gateway IP gate-1
Transaction ID 1
Endpoint name dool
Call ID
Connection ID
Media IP 0.0.0.0
Media port 0
Flags 0x80
20: MGCP: Retransmitted command RSIP
Gateway IP gate-1
Transaction ID 1
This example shows possible output for the debug mgcp parser command:
28: MGCP packet:
RSIP 1 d001@10.10.10.11 MGCP 1.0
RM: restart
29: MGCP: command verb - RSIP
30: MGCP: transaction ID - 1
31: MGCP: endpoint name - d001
32: MGCP: header parsing succeeded
33: MGCP: restart method - restart
34: MGCP: payload parsing succeeded
35: MGCP packet:
RSIP 1 d001@10.10.10.11 MGCP 1.0
RM: restart
36: MGCP: command verb - RSIP
37: MGCP: transaction ID - 1
38: MGCP: endpoint name - d001
39: MGCP: header parsing succeeded
40: MGCP: restart method - restart
41: MGCP: payload parsing succeeded
This example shows possible output for the debug mgcep sessions command:
91: NAT::requesting UDP conn for generic-pc-2/6166 [192.168.5.7/0]
from dmz/ca:generic-pc-2/2427 to outside:generic-pc-1/2727
92: NAT::reverse route: embedded host at dmz/ca:generic-pc-2/6166
93: NAT::table route: embedded host at outside:192.168.5.7/0
94: NAT::pre-allocate connection for outside:192.168.5.7 to dmz/ca:generic-pc-2/6166
95: NAT::found inside xlate from dmz/ca:generic-pc-2/0 to outside:172.23.58.115/0
96: NAT::outside NAT not needed
97: NAT::created UDP conn dmz/ca:generic-pc-2/6166 <-> outside:192.168.5.7/0
98: NAT::created RTCP conn dmz/ca:generic-pc-2/6167 <-> outside:192.168.5.7/0
99: NAT::requesting UDP conn for 192.168.5.7/6058 [generic-pc-2/0]
from dmz/ca:genericgeneric-pc-2/2427 to outside:generic-pc-1/2727
100: NAT::table route: embedded host at outside:192.168.5.7/6058
101: NAT::reverse route: embedded host at dmz/ca:generic-pc-2/0
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102: NAT:

103: NAT:

104: NAT::outside NAT not needed

105: NAT:

106: NAT:

107: MGCP: New session
Gateway IP generic-pc-2
Call ID 9876543210abcdef
Connection ID 6789%af54c9
Endpoint name aaln/1
Media lcl port 6166
Media rmt IP 192.168.5.7
Media rmt port 6058

108: MGCP: Expired session, active 0:06:05
Gateway IP generic-pc-2
Call ID 9876543210abcdef
Connection ID 6789af54c9
Endpoint name aaln/1
Media lcl port 6166
Media rmt IP 192.168.5.7
Media rmt port 6058

:pre-allocate connection for dmz/ca:generic-pc-2 to outside:192.168.5.7/6058
:found inside xlate from dmz/ca:generic-pc-2/0 to outside:172.23.58.115/0

:created UDP conn dmz/ca:generic-pc-2/0 <-> outside:192.168.5.7/6058
:created RTCP conn dmz/ca:generic-pc-2/0 <-> outside:192.168.5.7/6059

This example shows how to debug the contents of packets with the debug packet command:

fwsm/context_name (config)# debug packet inside

————————— PACKET ---------
—_ IP —_
4.3.2.1 ==> 255.3.2.1
ver = 0x4 hlen = 0x5 tos
id = 0x3902 flags = 0x0 frag off=0x0
ttl = 0x20 proto=0x11 chksum = 0x5885
-- UDP --
source port = 0x89 dest port = 0x89
len = 0x4dc checksum =
-- DATA --
00000014 :
00000024: 00 00 00 01 20 45 49 45 50 45
EIEPEGEGEFF
00000034: 43 43 4e 46 41 45 44 43 41 43
NFAEDCACACACAC
00000044: 41 43 41 41 41 00 00 20 00 01
AAA.. .....
00000054: 00 04 93 e0 00 06 60 00 01 02

tlen

47 45

41 43

c0 Oc

03 04

This example shows sample output from the show debug command:

fwsm/context_name (config)# show debug

debug icmp trace off
debug packet off
debug sqglnet off

mgcp
show conn
timeout

0x60

00

47

41

00

00

01

45

43

20

00 00 |
46 46 |
41 43 | cc
00 01 | AC
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default-information originate (router 0SPF subcommand)

To generate a type 7 default in the not-so-stubby area (NSSA), use the default-information originate
command.

default-information originate [always] [metric metric_value] [metric-type {112}] [route-map
map_name]

Syntax Description

Defaults

Command Modes

always (Optional) Specifies that a type 7 default is always generated.

metric metric_value (Optional) Specifies the Open Shortest Path First (OSPF) default metric
value from O to 16777214.

metric-type 1 (Optional) Specifies the type of OSPF metric routes; valid values are 1.
metric-type 2 (Optional) Specifies the type of OSPF metric routes; valid values are 2.
route-map (Optional) Name of the route map to apply.

map_name

This command has no default settings.

Security Context Mode: single context mode
Command Mode: configuration mode

Firewall Mode: routed firewall mode

Command History

Usage Guidelines

Examples

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

This command is supported on an NSSA area border router (ABR) or an NSSA autonomous system
boundary router (ASBR) only.

The show router ospf command displays the configured router ospf subcommands.

This example shows how to configure router ospf:

fwsm(config)# router ospf 1
fwsm(config-router)# default-information originate metric 5
fwsm (config-router) #

This example shows how to disply the configured router ospf subcommands:

fwsm(config)# show router ospf

!

router ospf 1
network 10.1.1.0 255.255.255.0 area 0
log-adj-changes
default-information originate metric 5
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Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference



Chapter2  Commands for the Firewall Service Module |

M default-information originate (router 0SPF subcommand)

Related Commands  router ospf
show default-information originate
show ip ospf
show router ospf
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To delete a file in the disk partition, use the delete command.

delete[/recursive] [/force] [/noconfirm] [disk:]path

Syntax Description /recursive (Optional) Deletes the specified file recursively in all subdirectories.

/force (Optional) Deletes the specified file without prompting you to confirm the

delete action.

/moconfirm (Optional) Specifies not to prompt for confirmation.

disk: (Optional) Changes the current working directory.

path Specifies the path and filename.

Defaults

Command Modes

If you do not specify a directory, the directory is disk: by default.

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

The filename prompt is still on if the disk partition is the only option. However, you may include it
before the path.

The file is deleted from the current working directory if a path is not specified. Wildcards are supported
when deleting files. When deleting files, you are prompted with the filename and you must confirm the
delete. If you use the delete disk command, you are prompted to enter the filename for deletion.

This example shows how to delete a file named test.cfg in the root directory:

fwsm(config)# delete test.cfg

This example shows how to recursively delete all files but not directories under the configuration
directory:

fwsm(config)# delete /recursive disk:/configs/*

All files in the disk partition are deleted because of the wildcard * meaning all.

[ oL-6513-01
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This example shows how to force a file deletion:

fwsm(config)# delete /force *

Related Commands cd
copy disk
copy flash
copy tftp
dir
format
mkdir
more
pwd
rename
rmdir
show file
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To configure the context description information, use the description command. To remove the context
description information from the configuration, use the no form of this command.

[no] description rext

Syntax Description text Context description.
Defaults This command has no default settings.
Command Modes Security Context Mode: multiple context mode

Access Location: system command line
Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Usage Guidelines The description command can also be used as a context submode command and an object-group

submode command.

Examples This example shows how to configure the context description information:

fwsm(config)# context my-context
Creating context 'my-context'... Done. (2) FWSM(config-context)# description my admin
context fwsm(config-context)# show context detail
Context "admin", is ADMIN and active
Config URL: disk:/admin.cfg
Real Interfaces: vlan2, vl1anl00-101
Mapped Interfaces: vlan2, v1anl00-101
Class: default, Flags: 0x00001857, ID: 1

Context "my-context", has been created, but not initialized
Desc: my admin context
Config URL: n/a
Real Interfaces:
Mapped Interfaces:
Class: default, Flags: 0x00000801, ID: 2

Context "system", is a system resource
Config URL: flash:config
Real Interfaces:
Mapped Interfaces: eobc, vlan2, vlanl00-101
Class: default, Flags: 0x00000019, ID: 257
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Context "null", is a system resource
Config URL: ... null
Real Interfaces:
Mapped Interfaces:
Class: default, Flags: 0x00000009, ID: 258 FWSM(config-context)#

Related Commands  context
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To configure the DHCP server, use the dhepd command. To remove the specified configuration or
disable a function, use the no form of this command.

dhcepd {address ipi[-ip2] srv_interface_name} | {dns dnsip1 [dnsip2]} | {wins winsipl [winsip2]}
| {lease lease_length} | {domain domain_name} | {enable srv_interface_name}

dhcpd {option code ascii string | hex hex_string | {ip address_1 | address_2]}

dhcpd ping_timeout timeout

no dhcpd option code

Syntax Description

address ip!

Start address of the DHCP address pool.

address ip2

(Optional) End address of the DHCP address pool.

srv_interface_name

Interface to enable DHCP server.

dns dnsipl

IP addresses of the DNS servers for the DHCP client.

dns dnsip2

(Optional) IP addresses of the DNS servers for the DHCP client.

wins winsip !

Specifies the IP addresses of the Microsoft NetBIOS name servers (WINS
server).

wins winsip2

(Optional) Specifies the IP addresses of the Microsoft NetBIOS name
servers (WINS server).

lease lease_length

Specifies the length of the lease, in seconds, granted to the DHCP client
from the DHCP server; valid values are from 300 to 1048575 seconds.

domain domain_name

Specifies the DNS domain name.

enable
server_interface_name

Specifies the interface on which to enable the DHCP server.

option code

Specifies the positive number representing the DHCP option code; valid
values are 66 or 150.

ascii string

ASCII character string without white space representing the TFTP server.

hex hex_string

Specifies the TFTP server in dotted decimal format, such as 1.1.1.1, but is
treated as a character string without white spaces by the FWSM DHCP
server.

ip address_1

Specifies the IP addresses of a TFTP server.

ip address_2

(Optional) Specifies the IP addresses of a TFTP server.

ping_timeout timeout

Allows the configuration of the timeout value of a ping in milliseconds,
before assigning an IP address to a DHCP client.

Defaults lease_length is 3600 seconds.
ping_timeout timeout is 50 seconds.
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Command Modes

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The address ip! [ip2] allows you to specify an IP pool address range.

If the address pool range is larger than 253 addresses, the netmask of the FWSM interface cannot be a
Class C address (for example, 255.255.255.0) and needs to be something larger, for example,
255.255.254.0.

The dns dnsl! [dns2] command allows you to specify that the DNS A (address) resource records that
match the static translation are rewritten. A second server address is optional.

The lease lease_length command allows you to configure the length of the lease, in seconds, that are
granted to the DHCP client from the DHCP server. The lease indicates how long the client can use the
assigned IP address. The default is 3600 seconds. The minimum lease length is 300 seconds, and the
maximum lease length is 2,147,483,647 seconds.

The option 150 command allows you to specify the TFTP server IP address(es) that are designated for
Cisco IP phones in dotted decimal format. DHCP option 150 is site specific; it gives the IP addresses of
a list of TFTP servers.

A DHCP server provides network configuration parameters to a DHCP client. Support for the DHCP
server within the FWSM means that the FWSM can use DHCP to configure connected clients. This
DHCP feature is designed for the remote home or branch office that will establish a connection to an
enterprise or corporate network. Refer to the Cisco Firewall and VPN Configuration Guide for
information on how to implement the DHCP server feature into the FWSM.

You must specify an interface name, interface_name, for the dhcpd address and dhcpd enable
commands when using FWSM software Version 2.2(1). In earlier software versions, only the inside
interface could be configured as the DHCP server so there was no need to specify interface_name.

The FWSM DHCP server does not support some BOOTP requests or failover configurations.

The dhepd address ip[-ip2] interface_name command allows you to specify the DHCP server address
pool. The address pool of a FWSM DHCP server must be within the same subnet of the FWSM interface that
is enabled, and you must specify the associated FWSM interface with the interface_name. The client must
be physically connected to the subnet of a FWSM interface. The size of the pool is limited to 256 per pool
on the FWSM. The unlimited user license on the FWSM and all other FWSM platforms support

256 addresses. The dhepd address command cannot use names with a “-” (dash) character because the
“-” character is interpreted as a range specifier instead of as part of the object name.
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The no dhcpd address command allows you to remove the DHCP server address pool that you
configured.

The dhepd dns command allows you to specify the IP address(es) of the DNS server(s) for the DHCP
client. You can specify two DNS servers. The no dhepd dns command allows you to remove the DNS
IP address(es) from the configuration.

The dhcpd wins command allows you to specify the addresses of the WINS server for the DHCP client.
The no dhcpd dns command allows you to remove the WINS server IP address(es) from the
configuration.

The dhcepd lease command allows you to specify the length of the lease in seconds that are granted to
the DHCP client. This lease indicates how long the DHCP client can use the assigned IP address that the
DHCP granted. The no dhepd lease command allows you to remove the lease length that you specified
from the configuration and replaces this value with the default value of 1048575 seconds.

The dhepd domain command allows you to specify the DNS domain name for the DHCP client. The no
dhcpd domain command allows you to remove the DNS domain server from the configuration.

The dhcepd enable interface_name command allows you to enable the DHCP daemon to listen for the
DHCP client requests on the DHCP-enabled interface. The no dhcpd enable command disables the
DHCP server feature on the specified interface.

You must enable DHCP to use this command. Use the dhcpd enable interface_name command to turn
on DHCP.

The FWSM DHCP server daemon does not support clients that are not directly connected to a FWSM
interface.

The dhcpd option 66 | 150 command allows you to retrieve TFTP server address information for IP
phone connections.

When a dhepd option command request arrives at the FWSM DHCP server, the FWSM places the
value(s) that are specified by the dhcpd option 66 | 150 in the response.

Use the dhepd option code command as follows:

e If the TFTP server for IP phone connections is located on the inside interface, use the local IP
address of the TFTP server in the dhepd option command.

e If the TFTP server is located on a less secure interface, create a group of NAT global and access-list
entries for the inside IP phones, and use the actual IP address of the TFTP server in the dhcpd option
command.

e If the TFTP server is located on a more secure interface, create a group of static and access-list
statements for the TFTP server and use the global IP address of the TFTP server in the dhcpd option
command.

The debug dhcpd event command allows you to display event information about the DHCP server. The
debug dhcpd packet command displays packet information about the DHCP server. To disable
debugging, use the no form of the debug dhcpd commands.

[ oL-6513-01
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This partial example shows how to use the dhcpd address, dhepd dns, and dhepd enable
interface_name commands to configure an address pool for the DHCP clients and a DNS server address
for the DHCP client, and how to enable the dmz interface of the FWSM for the DHCP server function.

fwsm/context_name (config)# ip address dmz 10.0.1.1 255.255.0.0
fwsm/context_name (config)# dhcpd address 10.0.1.100-10.0.1.108 dmz
fwsm/context_name (config)# dhcpd dns 209.165.200.226
fwsm/context_name (config)# dhcpd enable dmz

This partial example shows how to use three new features that are associated with each other: DHCP
server, and PAT using interface IP to configure a FWSM in a small office and home office (SOHO)
environment with the inside interface as the DHCP server:

! enable dhcp server daemon on the inside interface
fwsm/context_name (config)# ip address inside 10.0.1.2 255.255.255.0
fwsm/context_name (config)# dhcpd address 10.0.1.101-10.0.1.110 inside
fwsm/context_name (config)# dhcpd dns 209.165.201.2 209.165.202.129
fwsm/context_name (config)# dhcpd wins 209.165.201.5
fwsm/context_name (config)# dhcpd lease 3000

fwsm/context_name (config)# dhcpd domain example.com
fwsm/context_name (config)# dhcpd enable inside

! use outside interface IP as PAT global address

fwsm/context_name (config)# nat (inside) 1 0 0

fwsm/context_name (config)# global (outside) 1 interface

This example shows sample output from the show dhcpd command:

fwsm/context_name (config)# show dhcpd
dhcpd address 10.0.1.100-10.0.1.108 dmz
dhcpd dns 192.23.21.23

dhcpd lease 3600

dhcpd ping_timeout 750

dhcpd enable dmz

This example shows sample output from the show dhepd binding command:

fwsm/context_name (config)# show dhcpd binding
IP Address Hardware Address Lease Expiration Type
10.0.1.100 0100.a0c9.868e.43 84985 seconds automatic

This example shows sample output from the show dhcpd statistics command:

fwsm/context_name (config)# show dhcpd statistics
DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0

Address pools
Automatic bindings
Expired bindings
Malformed messages

o O o N

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O O O O O O
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Related Commands

Message Sent
BOOTREPLY 0
DHCPOFFER
DHCPACK
DHCPNAK

o O O

clear dhcpd
dhcprelay

ip address
show dhcpd
show dhcprelay

[ oL-6513-01
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To configure the DHCP relay agent, which relays requests between the FWSM interface of the DCHP
server and DHCP clients on a different FWSM interface, use the dhcprelay command. To remove the
DHCP relay agent configuration, use the no form of this command.

[no] dhcprelay enable client_interface
[no] dhcprelay server server_ip server_interface
[no] dhcprelay setroute client_interface

[no] dhcprelay timeout seconds

Syntax Description enable Enables the DHCP relay agent to accept DHCP requests from clients on the
specified interface.
client_interface Name of the interface on which the DHCP relay agent accepts client requests.
server server_ip IP address of the DHCP server to which the DHCP relay agent forwards client
requests.
server_interface Name of the FWSM interface on which the DHCP server resides.
setroute Configures the DHCP relay agent to change the first default router address (in
client_interface the packet sent from the DHCP server) to the address of client_interface.
timeout seconds Specifies the number of seconds that are allowed for DHCP relay address
negotiation.
Defaults The defaults are as follows:

e DHCP relay agent is disabled.

e seconds is 60 seconds.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: Routed

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
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In order for the FWSM to start the DHCP relay agent with the dhcprelay enable client_interface
command, you must have a dhcprelay server command already in the configuration. Otherwise, the
FWSM displays an error message similar to the following:

DHCPRA:Warning - There are no DHCP servers configured!

No relaying can be done without a server!
Use the 'dhcprelay server <server_ip> <server_interface>' command

The dhcprelay enable client_interface command allows you to start a DHCP server task on the specified
interface. If this dhcprelay enable command is the first dhcprelay enable command to be entered, and
there are dhcprelay server commands in the configuration, then the ports for the DHCP servers
referenced are opened and the DHCP relay task starts.

dhcprelay server

Add at least one dhcprelay server command to the FWSM configuration before you enter the dheprelay
enable command or the FWSM will display an error message.

The dhcprelay server command allows you to open a UDP port 67 on the specified interface for the
specified server and starts the DHCP relay task as soon as the dhcprelay enable command is added to
the configuration. If there is no dhcprelay enable command in the configuration, then the sockets are
not opened and the DHCP relay task does not start.

When you remove the dheprelay server dhcp_server_ip [server_interface] command, the port for that
server is closed. If the dhcprelay server command being removed is the last dhcprelay server
command in the configuration, then the DHCP relay task stops.

dhcprelay setroute

The dhcprelay setroute client_interface command allows you to enable the DHCP relay agent to change
the first default router address (in the packet sent from the DHCP server) to the address of
client_interface. The DHCP relay agent substitutes the address of the default router with the address of
client_interface.

If there is no default router option in the packet, the FWSM adds one containing the address of
client_interface. This action allows the client to set its default route to point to the FWSM.

When you do not configure the dhcprelay setroute client_interface command (and there is a default
router option in the packet), it passes through the FWSM with the router address unaltered.

dhcprelay timeout

The dhcprelay timeout command allows you to set the amount of time, in seconds, allowed for
responses from the DHCP server to pass to the DHCP client through the relay binding structure.

no dheprelay commands

The no dhcprelay enable client_interface command allows you to remove the DHCP relay agent
configuration for the interface that is specified by client_interface only.

The no dhcprelay server dhcp_server_ip [server_interface] command allows you to remove the DHCP
relay agent configuration for the DHCP server that is specified by dhcp_server_ip [server_interface]
only.

[ oL-6513-01
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Related Commands

This example shows how to configure the DHCP relay agent for a DHCP server with an IP address of
10.1.1.1 on the outside interface of the FWSM, client requests on the inside interface of the FWSM, and
a timeout value up to 60 seconds:

fwsm(config)# dhcprelay server 10.1.1.1 outside

fwsm(config)# dhcprelay timeout 60

fwsm(config)# dhcprelay enable inside

fwsm(config)# show dhcprelay

dhcprelay server 10.1.1.1 outside dhcprelay enable inside dhcprelay timeout 60
fwsm(config) #

This example shows how to disable the DHCP relay agent if there is only one dhcprelay enable
command in the configuration:

fwsm(config) # no dhcprelay enable inside

fwsm(config)# show dhcprelay

dhcprelay server 10.1.1.1 outside dhcprelay timeout 60
fwsm(config) #

This example shows the output of the show dhcprelay statistics command:

fwsm/context_name (config)# show dhcprelay statistics
DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O O O O O O

BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

o O O O

clear dhcprelay
dhcepd

show dhcpd
show dhcprelay
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dir

To display the directory contents, use the dir command.

dir [/recursive] [disk:] [flash:][path]

Syntax Description /recursive (Optional) Displays the directory contents recursively.

disk: (Optional) Specifies the disk file system.

flash: (Optional) Displays the contents of the default Flash partition.

path (Optional) Path for the directory.
Defaults If you do not specify a directory, the directory is changed to disk: by default.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system command line

Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode
Command History Release Modification

2.2(1) Support for this command was introduced on the FWSM.
Usage Guidelines The dir command without keyword or arguments displays the directory contents of the current directory.
Examples This example shows how to display the directory contents:

fwsm(config)# dir
Directory of disk:/

1 -rw- 1519 10:03:50 Jul 14 2003 my_context.cfg
2 -rw- 1516 10:04:02 Jul 14 2003 my_context.cfg
3 -rw- 1516 10:01:34 Jul 14 2003 admin.cfg
60985344 bytes total (60973056 bytes free)

This example shows how to display recursively the contents of the disk:

fwsm(config)# dir /recursive disk:
Directory of disk:/*

1 -rw- 1519 10:03:50 Jul 14 2003 my_context.cfg
2 -rw- 1516 10:04:02 Jul 14 2003 my_context.cfg
3 -rw- 1516 10:01:34 Jul 14 2003 admin.cfg

60985344 bytes total (60973056 bytes free)
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Related Commands

This example shows how display the contents of the Flash partition:

fwsm(config)# dir flash:
Directory of flash:/
6783044
1314

<no date>
<no date>

0 -wx
1 rw-

cd

copy disk
copy flash
copy tftp
format
mkdir
more
pwd
rename
rmdir
show file

image
startup-config
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To exit privileged mode and return to unprivileged mode, use the disable command.

disable

Syntax Description  This command has no arguments or keywords.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line

Command Mode: privileged mode

Firewall Mode: routed firewall mode and transparent firewall mode
Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines Use the enable command to enter privileged mode. The disable command allows you to exit privileged

mode and returns you to unprivileged mode.

Examples This example shows how to enter privileged mode:

fwsm> enable
fwsm#

This example shows how to exit privileged mode:

fwsm# disable
fwsm>
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To define Open Shortest Path First (OSPF) route administrative distances that are based on route type,
use the distance command. To return to the default setting, use the no form of this command.

distance ospf [intra-area d/][inter-area d2][external d3]

no distance ospf

Syntax Description  intra-area (Optional) Sets the distance for all routes within an area.
dl, d2, and d3 (Optional) Distance for different area route types.
inter-area (Optional) Sets the distance for all routes from one area to another area.
external (Optional) Sets the distance for routes from other routing domains that are

learned by redistribution.

Defaults dl, d2, and d3 110.

Command Modes Security Context Mode: single context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: Routed

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The show ip ospf command displays general information about the OSPF routing processes.
Examples This example shows how to define an OSPF route administrative distance:

fwsm(config)# router ospf 1
fwsm(config-router)# distance intra-area 100 inter-area 120 external 150
fwsm(config-router) #

Related Commands  router ospf
show distance
show ip ospf
show router ospf
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To change the domain name, use the domain-name command. To remove the domain name, use the no
form of this command.

[no] domain-name name

Syntax Description name A domain name that is less than 63 characters.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The domain-name command allows you to change the domain name.

~

Note  This command sets the domain name to a fully qualified domain name. The RSA key uses this domain
name and you must use the host name. If you change the domain name, you need to redo the RSA keys.

Examples This example shows how to use the domain-name command:

fwsm/context_name (config)# domain-name example.com

or

FWSM(config) # domain-name 1234567890123456789012345678901234567890123456789012$
Domain name must be less than 63 characters.

FWSM(config) # domain-name 1234567890123456789012345678901234567890123456789012$
FWSM (config) #

Related Commands show domain-name
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dynamic-map
To create a dynamic crypto map entry template, use the dynamic-map command.

dynamic-map map seq subcommand

Syntax Description map Dynamic crypto map template tag.
seq Sequence number to insert into the dynamic crypto map entry.
subcommand Subcommands; see the “Usage Guidelines” section for additional
information.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The clear dynamic-map command allows you to remove the dynamic-map commands from the

configuration. The show dynamic-map command allows you to display the dynamic-map commands
in the configuration.

~

Note  The dynamic-map command is the same as the crypto dynamic-map command. Refer to the crypto
dynamic-map command for more information.

Examples This example shows how to create a dynamic crypto map entry:

fwsm/context_name (config)# dynamic-map test 10 match address test-acl

Related Commands  show dynamic-map
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To access privileged mode or privilege levels, or to set the enable password, use the enable command.
Use the no form of this command to change the password.

[no] enable [pw] [level level] [encrypted]

Syntax Description

Defaults

Command Modes

pw (Optional) Password for this privilege level. The minimum is three
characters.

level (Optional) Privilege level, from O to 15.

encrypted (Optional) Specifies that the provided password is already encrypted.

The privilege level is 15.
The password is blank.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode to set the password

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The enable command allows you to enter privileged mode. The FWSM prompts you for your privileged
mode password. By default, the enable password is blank—you can press the Enter key at the password
prompt to start privileged mode. Use the disable command to exit privileged mode. Use the enable
password command to change the password.

If you do not enter a level, the level is 15. If you enter a level, you are prompted for the password set for
that level. If you configure local command authorization with the aaa authorization command, and you
set command privilege levels (privilege command), you can only use commands available at that level.
If no command authorization is used, then level 2 and above is privileged mode and you can access all
privileged commands.

If you define privilege levels 10 and 12, the level 15 password is not changed or removed.

The enable password command allows you to change the privileged mode password. The FWSM
prompts you for the privileged mode password after you enter the enable command. You can return the
enable password to its original value (press the Enter key at the prompt) by entering the no enable
password command.

[ oL-6513-01
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The encrypted keyword appears in the configuration when you set the password. You cannot see the
original password in the configuration, you can see only the encrypted form. Copy the configuration
passwords to another FWSM in their encrypted form by cutting and pasting the enable command
including the encryped argument.

Examples This example shows how to enter privileged mode with the enable command and then enter

configuration mode with the configure terminal command:

fwsm> enable

Password:

fwsm# configure terminal
fwsm(config) #

This example shows how to enter privileged mode with the enable command, change the enable
password with the enable password command, enter configuration mode with the configure terminal
command, and display the contents of the current configuration with the write terminal command:

fwsm> enable

Password:

fwsm# enable password wOttallfe

fwsm# configure terminal

fwsm(config)# write terminal

Building configuration...

enable password 2oifudsaoid.9ff encrypted

This example shows how to encrypt your password:

fwsm# enable password 1234567890123456 encrypted
fwsm# show enable password
enable password 1234567890123456 encrypted

fwsm# enable password 1234567890123456
fwsm# show enable password
enable password feCkwUGktTCAgIbD encrypted

This example shows how to set enable passwords for each level:

fwsm(config)# enable password cisco level 10
fwsm(config)# show enable

enable password wC38a.EQklgK3zZgY level 10 encrypted
enable password 8Ry2YjIyt7RRXU24 encrypted

fwsm(config)# enable password wC38a.EQklqgK3ZqgY level 12 encrypted
fwsm(config)# show enable

enable password wC38a.EQklgK3zZgY level 10 encrypted

enable password wC38a.EQklgK3zZgY level 12 encrypted

enable password 8Ry2YjIyt7RRXU24 encrypted

fwsm(config)# no enable password level 12
fwsm(config)# show enable

enable password wC38a.EQklgK3zZgY level 10 encrypted
enable password 8Ry2YjIyt7RRXU24 encrypted

fwsm(config) # no enable password level 10
fwsm(config)# show enable
enable password 8Ry2YjIyt7RRXU24 encrypted

Related Commands  show enable
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established

To permit return connections on ports that are based on an established connection, use the established
command. To disable the established feature, use the no form of this command.

[no] established est_protocol dport [sport] [permitto protocol port [-port]] [permitfrom protocol
port[-port]]

Syntax Description

Defaults

Command Modes

protocol IP protocol (UDP or TCP) to use for the established connection lookup.

dport Destination port to use for the established connection lookup.

sport (Optional) Source port to use for the established connection lookup.

permitto (Optional) Allows the return protocol connections destined to the specified port.
protocol IP protocol (UDP or TCP) used by the return connection.

port -port UDP or TCP destination port of the return connection.

permitfrom  Allows the return protocol connection(s) originating from the specified port.

The defaults are as follows:
e dport—0 (wildcard)
e sport—0 (wildcard)

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The established command allows you to permit return access for outbound connections through the
FWSM. This command works with an original connection that is outbound from a network and protected
by the FWSM and a return connection that is inbound between the same two devices on an external host.
The established command allows you to specify the destination port that is used for connection lookups.
This addition allows more control over the command and provides support for protocols where the
destination port is known, but the source port is not. The permitto and permitfrom keywords refine the
return inbound connection.

[ oL-6513-01
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A

Caution

Note

Note

A

We recommend that you always specify the established command with the permitto and permitfrom
keywords. Using the established command without these keywords is a security risk because when
connections are made to external systems, those system can make unrestricted connections to the internal
host involved in the connection. This situation can be exploited for an attack of your internal systems.

The following potential security violations could occur if you do not use the established command
correctly.

This example shows that if an internal system makes a TCP connection to an external host on port 4000,
then the external host could come back in on any port using any protocol:

fwsm/context_name (config)# established tcp 0 4000

This example shows that the src_port is the originating traffic’s source port. You can specify it as 0 if
the protocol does not specify which source ports are used. The dest_port is the originating traffic’s
destination port. You can specify it as 0 if the protocol does not specify which destination ports are used.
Use wildcard ports (0) only when necessary.

fwsm/context_name (config)# established tcp 0 0

To allow the established command to work properly, the client must listen on the port that is specified
with the permitto keyword.

You can use the established command with the nat 0 command (where there are no global commands).

You cannot use the established command with Port Address Translation (PAT).

The FWSM supports XDMCP (X Display Manager Control Protocol) with assistance from the
established command.

Caution

Using XWindows system applications through the FWSM may cause security risks.

XDMCP is on by default, but it does not complete the session unless you enter the established command
as follows:

fwsm/context_name (config)# established tcp 0 6000 to tcp 6000 from tcp 1024-65535

Entering the established command enables the internal XDMCP-equipped (UNIX or ReflectionX) hosts
to access external XDMCP-equipped XWindows servers. UDP/177-based XDMCP negotiates a
TCP-based XWindows session, and subsequent TCP back connections are permitted. Because the source
port(s) of the return traffic is unknown, specify the sport field as O (wildcard). The dport should be 6000
+ n, where n represents the local display number. Use this UNIX command to change this value:

fwsm/context_name (config)# setenv DISPLAY hostname:displaynumber.screennumber

The established command is needed because many TCP connections are generated (based on user
interaction) and the source port for these connections is unknown. Only the destination port is static. The
FWSM does XDMCEP fixups transparently. No configuration is required, but you must enter the
established command to accommodate the TCP session.
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Examples

Related Commands

established W

This example shows a connection between two hosts using protocol A from the SRC port B destined for
port C. To permit return connections through the FWSM and protocol D (protocol D can be different
from protocol A), the source port(s) must correspond to port F and the destination port(s) must
correspond to port E.

fwsm/context_name (config)# established A B C permitto D E permitfrom D F

This example shows how a connection is started by an internal host to an external host using TCP source
port 6060 and any destination port. The FWSM permits return traffic between the hosts through TCP
destination port 6061 and TCP source port 6059.

fwsm/context_name (config)# established tcp 6060 0 permitto tcp 6061 permitfrom tcp 6059

This example shows how a connection is started by an internal host to an external host using UDP
destination port 6060 and any source port. The FWSM permits return traffic between the hosts through
TCP destination port 6061 and TCP source port 1024-65535.

fwsm/context_name (config)# established udp 0 6060 permitto tcp 6061 permitfrom tcp

1024-65535

This example shows how a local host 10.1.1.1 starts a TCP connection on port 9999 to a foreign host
209.165.201.1. The example allows packets from the foreign host 209.165.201.1 on port 4242 back to
local host 10.1.1.1 on port 5454.

fwsm/context_name (config)# established tcp 9999 permitto tcp 5454 permitfrom tcp 4242

This example shows how to allow packets from foreign host 209.165.201.1 on any port back to local
host 10.1.1.1 on port 5454:

fwsm/context_name (config)# established tcp 9999 permitto tcp 5454

clear established
show established

[ oL-6513-01
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exit
To exit an access mode, use the exit command.

exit

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: privileged mode and Configuration

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines Use the exit command to exit an access mode. This command has the same function as the quit
command.

You may also use the key sequence Ctrl-Z to exit.

Examples This example shows how to exit configuration mode and privileged mode:

fwsm(config) # exit
fwsm# exit
fwsm>

Related Commands  quit
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failover

failover W

To enable failover on a standby FWSM, use the failover command. To disable the failover
configuration, use the no form of this command.

[no] failover

[no] failover [active]

Syntax Description

Defaults

Command Modes

active (Optional) Makes the FWSM the active module in a failover pair.

Disabled

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

~

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The failover feature provides high availability for the FWSM. You can install up to four FWSMs in a
single switch chassis, and you can designate a pair of modules for a failover with two FWSMs working
together as active and standby modules. Inter- and intrachassis topologies are supported.

The failover pair must be two otherwise identical modules with compatible FWSM hardware and
software.

The no form of this command switches the module to standby. The failover feature supports stateful
failover or logical updates.

Use the failover active command to initiate a failover switch from the standby module, or use the no
failover active command from the active module to initiate a failover switch. You can use this feature
to return a failed module to service, or to force an active module offline for maintenance. Because the
standby module does not keep state information on each connection, all active connections are dropped
and must be reestablished by the clients.

You can see the information from the show failover command using SNMP.

You can monitor 250 interfaces for failover.

[ oL-6513-01
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You can see the IP addresses of the standby module with the show ip address command. The current IP
addresses are the same as the system IP addresses on the failover active module except for the failover
interface. The system IP addresses will always be those addresses that are configured for the primary
module. The current IP addresses will either be those addresses that are configured for the primary or
the secondary module, depending on whether the module is the active or the standby module.

Use the IP address from the ip address ip_address with the ping command to check the status of the
standby module. This address must be on the same network as the system IP address. For example, if the
system IP address is 192.159.1.3, set the failover IP address to 192.159.1.4.

The interface name of a VLAN logical interface cannot be used for interface_name.

Examples When properly configured, the failover configurations for your primary and secondary FWSMs must be
different and must reflect which is the primary FWSM and which is the secondary FWSM.

This example shows how to configure the primary FWSM:

fwsm(config)# failover lan unit primary

fwsm(config)# failover lan interface lanlink vlan 9

fwsm(config)# failover interface ip lanlink 172.27.48.1 255.255.255.0 standby 172.27.48.2
fwsm(config)# failover

This example shows how to configure the secondary FWSM:

fwsm(config)# failover lan unit secondary

fwsm(config)# failover lan interface lanlink vlan 9

fwsm(config)# failover interface ip lanlink 172.27.48.1 255.255.255.0 standby 172.27.48.2
(

fwsm(config)# failover

Related Commands clear failover
failover interface ip
failover interface-policy
failover lan interface
failover lan unit
failover link
failover polltime
failover replication http
failover reset
monitor-interface
show failover
write standby
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failover interface ip

To specify the IP address and mask for the failover or stateful interface and the failover peer interface,
use the failover interface ip command.

failover interface ip interface_name ip_address mask standby ip_address

Syntax Description

Defaults

Command Modes

interface_name Interface name for the failover or stateful interface.

ip_address mask IP address for the failover or stateful interface on the active module.

standby ip_address Specifies the IP address used by the standby module to communicate with the
active module.

Not configured

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Examples

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

Failover and stateful interfaces are functions of Layer 3, even when they are in transparent firewall mode
and are global to the system. You configure failover in the system context mode (except for the
monitor-interface command).

This example shows how to specify the IP address and mask for the failover interface:

fwsm(config)# failover lan interface lanlink vlan 9

fwsm(config)# failover interface ip lanlink 172.27.48.1 255.255.255.0 standby 172.27.48.2
FATILOVER INTERFACE-POLICY

or

fwsm(config)# failover interface-policy 20%

[ oL-6513-01
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Related Commands

clear failover

failover

failover interface-policy
failover lan interface
failover lan unit
failover link

failover polltime
failover replication http
failover reset
monitor-interface

show failover

write standby
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failover interface-policy

To specify the policy for failover when monitoring detects an interface failure, use the failover
interface-policy command. To restore the default, use the no form of this command.

failover interface-policy n[ %]

Syntax Description

Defaults

Command Modes

n Number from 1 to 100 when used as a percentage, or 1 to the maximum number
of interfaces.

% (Optional) Specifies that the number n is a percentage of the monitored interfaces.

50 percent

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

~

Note

Release Modification
2.2(1) Support for this command was introduced on the FWSM.

There is no space between the n argument and the optional % keyword.

The keyword percent is still supported for backward compatibility.

If the number of failed interfaces meets the configured policy and the other FWSM is functioning
properly, the FWSM will mark itself as failed and a failover may occur (if the active FWSM is the one
that fails).

Examples These examples show two ways to specify the failover policy:
fwsm(config)# failover interface-policy 20 percent
fwsm(config)# failover interface-policy 5
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
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Related Commands

clear failover
failover

failover interface ip
failover lan interface
failover lan unit
failover link

failover polltime
failover replication http
failover reset
monitor-interface
show failover

write standby
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failover lan interface

To specify the interface name and VLAN used for failover communication, use the failover lan
interface command. To remove the failover interface, use the no form of this command.

[no] failover lan interface interface_name vlan vian

Syntax Description

Defaults

Command Modes

interface_name Name of the FWSM interface that is dedicated to the failover.

vlan vian Sets the VLAN number.

Not configured

Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Note

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The active and standby modules constantly communicate over this link to determine the operating status
of each module. Communications over the failover link include the the module state (active or standby),
hello messages (also sent on all other interfaces), and configuration synchronization between the two
modules.

A failover requires a dedicated interface, but you can use the same interface for a stateful failover. The
interface needs enough capacity to handle both the LAN-based failover and stateful failover traffic.

We recommend that you use two separate dedicated interfaces.

The interface name of a VLAN logical interface cannot be used for interface_name.

The no form of this command also clears the failover interface IP address configuration.

Examples This example shows how to specify the interface and failover VLAN:
fwsm(config)# failover lan interface failint vlan 5
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
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Related Commands

clear failover

failover

failover interface ip
failover interface-policy
failover lan unit
failover link

failover polltime
failover replication http
failover reset
monitor-interface

show failover

write standby

i Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference

0L-6513-01 |



| Chapter2  Commands for the Firewall Service Module

failover lan unit T

failover lan unit

To configure the FWSM as the primary FWSM or the secondary FWSM, use the failover lan unit
command.

failover lan unit { primary | secondary}

Syntax Description primary Specifies the FWSM as the highest failover priority.
secondary Specifies the FWSM as the lowest failover priority.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The primary and secondary designation for the failover module refers to which module takes over at boot

time. This command determines which FWSM becomes active when both modules are booting or when
there is contention when both modules are active.

Examples This example shows how to configure the primary failover unit:

fwsm(config)# failover lan unit primary

Related Commands clear failover
failover
failover interface ip
failover interface-policy
failover lan interface
failover link
failover polltime
failover replication http
failover reset
monitor-interface
show failover
write standby
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failover link

To specify the interface name and VLAN for the stateful failover interface, use the failover link
command. To remove the stateful failover interface, use the no form of this command. This link will
pass all protocol state information between the active and standby for stateful failover.

[no] failover link interface_name [vlan vian]

Syntax Description interface_name  Name of the FWSM interface that is used for the stateful update information.

vlan vian (Optional) Sets the VLAN used for stateful update information; see the “Usage
Guidelines” section for additional information.

Defaults Not configured

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The vlan vian keyword and argument are required when not sharing the failover interface.

The failover link command allows you to enable stateful failover. The interface name of a VLAN logical
interface cannot be used for interface_name. Enter the no failover link command to disable the stateful
failover feature and also clear the stateful failover interface IP address configuration. If you are not
sharing the interface with the failover interface, you must configure the IP address using the failover
interface ip command and keyword.

Examples This example shows how to specify the stateful failover interface:

fwsm(config)# failover link statefulint vlan 6
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Related Commands

clear failover

failover

failover interface ip
failover interface-policy
failover lan interface
failover lan unit
failover polltime
failover replication http
failover reset
monitor-interface

show failover

write standby

failover link
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Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference



Chapter2  Commands for the Firewall Service Module |

M failover polltime

failover polltime

To specify the failover module and interface monitoring poll frequency, use the failover polltime
command. To restore the default, use the no form of this command.

[no] failover polltime [unit] [msec] time [holdtime time]

[no] failover polltime interface time

Syntax Description  unit (Optional) Sets how often hello messages are sent on the failover link.
msec (Optional) Specifies that the time interval between messages is in msec.
time Amount of time between hello messages.
holdtime time (Optional) Sets the time during which a unit must receive a hello message on the
failover link or when the unit begins the testing process for peer failure.
interface time Specifies the poll time for interface monitoring.
Defaults The defaults are as follows:

¢ The unit poll time is 1 second.
e The interface time is 15 seconds.

e The holdtime time is 15 seconds.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
2.2(1) This command was modified.
Usage Guidelines The unit keyword is used for the unit poll time instead of the interface poll time. Set the unit poll time

in seconds between 1 and 15. The default is 1 second. If you specify msec, you can set the time between
500 and 999 miliseconds.

Set the hold time value in seconds between 3 and 45. The default is the greater of 15 seconds or 3 times
the poll time. You cannot enter a value that is less than 3 times the poll time. With a faster poll time, the
FWSM can detect failure and trigger failover faster. However, faster detection can cause unnecessary
switchovers when the network is temporarily congested.

For example, if the poll time is 1 second, then a 15-second hold time means that 15 hello messages are
missed before the unit is tested for failure.
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Note

Examples

Related Commands

failover polltime

The interval between the stateful information updates is 10 seconds. If you set the poll time greater than

10, then that interval is used.

If a monitored interface does not receive five consecutive hello messages, the FWSM begins the testing

process for interface failure.

The interface default is 15 seconds (which means that an interface receives no reply for 75 seconds

[5 times the polling interval] before the interface is tested for failure).

When the unit or interface keywords are not specified, the poll time configured is for the unit (module).

These examples show how to specify a monitoring poll frequency:
fwsm(config)# failover polltime unit 5 holdtime 45

fwsm(config)# failover polltime interface 12

clear failover

failover

failover interface ip
failover interface-policy
failover lan interface
failover lan unit
failover link

failover replication http
failover reset
monitor-interface

show failover

write standby
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failover replication http

To enable HTTP (port 80) connection replication, use the failover replication http command. To
disable HTTP connection replication, use the no form of this command.

[no] failover replication http

Syntax Description  This command has no arguments or keywords.

Defaults Disabled

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The failover replicate http command allows the stateful replication of HTTP sessions in a stateful

failover environment. The no form of this command disables HTTP replication in a stateful failover
configuration. When HTTP replication is enabled, the show failover command displays the failover
replicate http command configuration.

Examples This example shows how to enable HTTP connection replication:

fwsm(config)# failover replication http

Related Commands  clear failover
failover
failover interface ip
failover interface-policy
failover lan interface
failover lan unit
failover link
failover polltime
failover reset
monitor-interface
show failover
write standby
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failover reset

To change the failover modules to an unfailed state after a fault has been corrected, use the failover reset
command.

failover reset

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The failover reset command allows you to change the failover modules to an unfailed state after a reset.

The failover reset command can be entered from either module, but we recommend that you always
enter the commands at the active module. Entering the failover reset command at the active module will
“unfail” the standby module.

Examples This example shows how to change the failover module to the unfailed state:

fwsm(config)# failover reset

Related Commands clear failover
failover
failover interface ip
failover interface-policy
failover lan interface
failover lan unit
failover link
failover polltime
failover replication http
monitor-interface
show failover
write standby
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failover suspend-config-sync

To suspend the failover configuration synchronization, use the failover suspend-config-sync command.
To reenable the failover configuration synchronization, use the no form of this command.

[no] failover suspend-config-sync

Syntax Description  This command has no arguments or keywords.

Defaults The no form of this command.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.3(1) Support for this command was introduced on the FWSM.
Usage Guidelines This command can be run only on an active FWSM.

This command disables interface monitoring and logical updates.

Examples This example shows how to suspend the failover configuration synchronization:

fwsm(config)# failover suspend-config-sync

RelatedCommands clear failover
failover
failover interface ip
failover interface-policy
failover lan interface
failover lan unit
failover link
failover polltime
failover replication http
monitor-interface
show failover
write standby
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filterftp W

To enable File Transfer Protocol (FTP) filtering with a Webserver or Enterprise server, use the filter ftp
command. To disable FTP filtering, use the no form of this command.

[no] filter ftp port [-port] | except Icl_ip mask frgn_ip mask [allow] [interact-block]

Syntax Description

Defaults

Command Modes

port [-port] The source and destination port number.

except Specifes that ports specifed are filtered.

lel_ip IP address of the highest security level access point.

mask Network mask of source_ip.

frgn_ip IP address of the lowest security level access point.

mask Network mask of destination_ip.

allow (Optional) Allows outbound FTP connections to pass through the FWSM

without filtering when the server is unavaliable.

interact-block (Optional) Prevents users from connecting to the FTP server through an
interactive FTP program.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

Set the source_ip or the destination_ip address to 0.0.0.0 (or in shortened form, 0) to specify all hosts.

Always specify a specific destination_mask value. Use 0.0.0.0 (or in shortened form, 0) to specify all
hosts.

Set the source_mask to 0.0.0.0 (or in shortened form, 0) to specify all hosts.

Examples This example shows how to enable FTP filtering:
fwsm(config)# filter ftp 21 128.34.65.0 255.255.255.0 140.72.34.0 255.255.255.0 allow
or
fwsm(config)# filter ftp 21 0 0 0 0 allow
fwsm(config)# filter ftp except 10.192.26.0 255.255.255.0 0.0.0.0 0.0.0.0
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Related Commands  clear filter
show filter
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filter https

filter https W

To enable HTTPS filtering, use the filter https command. To disable HTTPS filtering, use the no form
of this command.

[no] filter https port [-port] | except source_ip source_mask destination_ip destination_mask

[allow]
Syntax Description  port -port TCP port range.
except Creates an exception to a previously specified set of IP addresses (URL only).
source_ip IP address of the highest security level access point.
source_mask Network mask of source_ip.
destination_ip IP address of the lowest security level access point.

Defaults

Command Modes

destination_mask Network mask of destination_ip.

allow (Optonal) Allows outbound HTTP connections to pass through the FWSM
without filtering when the server is unavailable.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

2.2(1) Support for this command was introduced on the FWSM.

Set the source_ip, destination_ip address, source_mask, or destination_mask to 0.0.0.0 (or in shortened
form, 0) to specify all hosts. Always specify a specific destination_mask value.

Examples This example shows how to enable HTTP filtering:
fwsm(config)# filter https 443 128.35.65.0 255.255.255.0 140.72.34.0 255.255.255.0 allow
or
fwsm(config)# filter https 443 0 0 0 0 allow
fwsm(config)# filter https except 10.192.26.0 255.255.255.0 0.0.0.0 0.0.0.0
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Related Commands  clear filter
show filter
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filterurl W

To filter HTTP requests from inside users with an external filtering server, use the filter url command.
To disable HTTP filtering, use the no form of this command.

[no] filter url {port [-port] | except} Icl_ip mask frgn_ip destination_mask [allow] [proxy-block]
[longurl-truncate | longurl-deny] [cgi-truncate]

Syntax Description

Defaults

Command Modes

http (Optional) Specifies port 80. You can enter http or www instead of 80 to
specify port 80.

port Number of the port for inside traffic to use for HTTP.

-port (Optional) Specifies the port range for inside traffic to use for HTTP.

lcl_ip IP address of the inside traffic only. Outbound traffic is supported (high to low
security level) except if you enable the same security level.

mask Network mask of slcl_ip.

frgn_ip IP address of the lowest security level access point.

mask Network mask of frgn_ip.

except Specifies port filtering.

allow (Optional) Allows outbound connections to pass through the FWSM without

filtering when the server is unavailable.

proxy-block

(Optional) Prevents users from connecting to an HTTP proxy server.

longurl-truncate

(Optional) Sends only the originating host name or IP address to the Websense
server if the URL is over the URL buffer limit.

longurl-deny

(Optional) Denies the URL request if the URL is over the URL buffer size
limit or the URL buffer is not available.

cgi-truncate

(Optional) Truncates CGI URLs to include only the CDI script location and
script name (but not parameters).

except

Exempts the specified traffic from filtering.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode

Access Location: context command line

Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Release

Modification

1.1(1)

Support for this command was introduced on the FWSM.
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Usage Guidelines

Note

Note

Examples

Related Commands

The http or www keyword can be used to specify port 80/
Set the Icl_ip or the frgn_ip address to 0.0.0.0 (or in shortened form, 0) to specify all hosts.
Always specify a specificmask value. Use 0.0.0.0 (or in shortened form, 0) to specify all hosts.

The filter url command allows you to prevent outbound users from accessing URLs that you designate
using the N2H2 server or Websense server.

You must add a filtering server using the url-server command before you use any filter commands. If
you later remove all servers from the configuration, all other filter commands are removed.

The allow keyword to the filter command determines how the FWSM behaves if the N2H2 server or
Websense server goes offline. If you use the allow keyword with the filter command and the N2H2
server or Websense server goes offline, the configured port traffic passes through the FWSM without
filtering. Without the allow keyword and with the server offline, the FWSM stops the outbound
configured port (web) traffic until the server is back online. If another URL server is available, the
FWSM passes control to the next URL server.

With the allow keyword set, the FWSM passes control to an alternate server if the N2H2 server or
Websense server goes offline.

This example shows how to filter all outbound HTTP connections except those from the 10.0.2.54 host:

fwsm/context_name (config)# url-server (perimeter) host 10.0.1.1
fwsm/context_name (config)# filter url 80 0 0 0 O
fwsm/context_name (config)# filter url except 10.0.2.54 255.255.255.255 0 0

This example shows how to block all outbound HTTP connections that are destined to a proxy server
that listens on port 8080:

fwsm/context_name (config)# filter url 8080 0 0 0 0 proxy-block

show filter
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firewall

To set the firewall mode to transparent, use the firewall command. To set the mode to routed, use the
no form of this command.

[no] firewall transparent

Syntax Description transparent Specifies transparent firewall mode.
Defaults Routed firewall mode
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Examples This example shows how to set the firewall mode to transparent:

fwsm(config)# firewall transparent

Related Commands  clear firewall
show firewall
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fixup protocol

To modify the FWSM protocol fixups to add, delete, or change services and feature defaults, use the

fixup protocol command. To disable the fixups, use the no form of this command.

[no] fixup protocol prot [option] port [-port]

Syntax Description

Defaults

Command Modes

prot Protocol fixup to be enabled or disabled: ftp [strict], http, h323, ils, mgcp,
rsh, sip, skinny, smtp, sqlnet, icmp error, dns [maximum-length length].

option (Optional) Option to the inspection function.

port -port Range of ports to enable the fixup.

The defaults are as follows:
e The FWSM fixup protocols and ports are as follows:

— fixup protocol ftp 21
— fixup protocol h323 h225 1720
— fixup protocol h323 ras 1718-1719
- fixup protocol ils 389
- fixup protocol rsh 514
- fixup protocol rtsp 554
— fixup protocol sip 5060
— fixup protocol sip udp 5060
— fixup protocol skinny 2000
- fixup protocol smtp 25
- fixup protocol sqlnet 1521

e All fixup protocol commands are always present in the configuration and most are enabled.

e fixup protocol mgcp is disabled.

e fixup protocol icmp is disabled.

e fixup protocol icmp error is disabled.

e The FWSM listens to port 21 for FTP.

e fixup protocol rpc to port 111 for UDP is enabled.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode
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fixup protocol

Command History

A

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

fixup protocol ftp

The fixup protocol ftp command allows you to specify the listening port or ports for the File Transfer
Protocol (FTP). The following describes the features and usage of this command:

¢ You can use port numbers or supported port literals. See the “Specifying Port Values” section in
Appendix B, “Port and Protocol Values,” for a list of valid port literal names.

e The FWSM by default listens to port 21 for FTP.
¢ You can specify multiple ports.

¢ You can specify only the port for the FTP control connection and not the data connection. The
FWSM stateful inspection dynamically prepares the data connection. For instance, this example is
incorrect:

fwsm/context_name (config)# fixup protocol ftp 21
fwsm/context_name (config)# fixup protocol ftp 20

This example is correct:

fwsm/context_name (config)# fixup protocol ftp 21

Caution

Note

Use caution when moving FTP to a higher port. For example, if you set the FTP port to 2021 by entering
the fixup protocol ftp 2021 command, all connections that initiate to port 2021 will have their data
payload interpreted as FTP commands.

If you disable the FTP fixups with the no fixup protocol ftp command, the outbound users can start
connections only in passive mode, and all inbound FTP is disabled.

The strict keyword to the fixup protocol ftp command prevents web browsers from sending embedded
commands in FTP requests. Each FTP command must be acknowledged before a new command is
allowed. The connections that are sending embedded commands are dropped. The strict keyword allows
only an FTP server to generate the 227 command and an FTP client to generate the port command. The
227 and port commands are checked to ensure that they do not appear in an error string.

fixup protocol http

The fixup protocol http command allows you to set the port for HTTP traffic application inspection.

Use the port keyword to change the default port assignments from 80. Use the port-port arguments to
apply HTTP application inspection to a range of port numbers.

The no fixup protocol http command disables the filter url command.

HTTP inspection performs these functions:
e URL logging of GET messages
e URL screening through the N2H2 server or Websense servers
e Java and ActiveX filtering

You must configure the URL screening and the Java and ActiveX filtering features with the filter
command.
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Note

fixup protocol icmp

When ICMP fixup is enabled with the fixup protocol icmp command, a connection is created for each
ICMP traffic stream. An access list is not needed on low security interfaces to allow return traffic
(replies) to high security interfaces. You are encouraged to keep the default timeout value for ICMP
connections set at the minimum of 2 seconds. This action will help mitigate an attack attempt on the open
connection.

fixup protocol icmp error

The fixup protocol icmp error command allows you to enable NAT of ICMP error messages. This
command creates translations for intermediate hops that are based on the static or network address
translation configuration on the FWSM.

The no fixup protocol icmp error command allows you to disable the creation of a translation (xlate)
for the intermediate nodes that generate ICMP error messages.

fixup protocol dns

Use the fixup protocol dns command to specify the maximum Domain Name System (DNS) packet
length. DNS requires application inspection so that DNS queries will not be subject to the generic UDP
handling based on activity timeouts. Instead, the UDP connections associated with DNS queries and
responses are torn down as soon as a reply to a DNS query has been received. This functionality is called
DNS Guard.

The port assignment for DNS is not configurable.

Set the maximum length for the DNS fixup as shown in the following example:

fwsm(config)# fixup protocol dns maximum-length 1500
fwsm(config)# show fixup protocol dns
fixup protocol dns maximum length 1500

The FWSM drops DNS packets sent to UDP port 53 that are larger than the configured maximum length.
The default value is 512 bytes. A syslog message will be generated when a DNS packet is dropped.

The no fixup protocol dns command disables the DNS fixup. The clear fixup protocol dns resets the
DNS fixup to its default settings (512 byte maximum packet length).

If DNS fixup is disabled, the A-record is not sent to NAT and the DNS ID is not matched in requests and
responses. By disabling the DNS fixup, the maximum length check on UDP DNS packets can be
bypassed and packets greater than the maximum length configured are permitted.

fixup protocol mgcp

Use the mgep command to configure additional support for the MGCP fixup. To use MGCP, you need
to configure at least two fixup protocol commands as follows:

¢ One for the port on which the gateway receives commands.
¢ One for the port on which the call agent receives commands.

A call agent sends commands to the default MGCP port for the gateways, 2427, and a gateway sends
commands to the default MGCP port for the call agents, 2727.

This example adds fixup support for the call agents and gateways that use the default ports:

fwsm#/context_name (config)# fixup protocol mgcp 2427
fwsm#/context_name (config)# fixup protocol mgcp 2727
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fixup protocol rpc

The fixup protocol rpc command allows you to configure one or more RPC servers and allow a list of
services (NFS, NIS, and so on) on those servers for a specified timeout as follows:

The active keyword represents those services for which traffic has already been sent through the
FWSM.

The no rpc-server active service service_type server ip_addr command allows you to remove one
of the services from the active list immediately, so that you can block the specified traffic.

The clear rpc-server [active] command allows you to clear the entire list of RPC servers or the
entire list of active services.

fixup protocol rtsp

The fixup protocol rtsp command allows you to configure the FWSM to pass Real Time Streaming
Protocol (RTSP) packets. RTSP is used by RealAudio, RealNetworks, Apple QuickTime 4, RealPlayer,
and Cisco IP/TV connections.

If you are using Cisco IP/TV, use RTSP TCP port 554 and TCP 8554 as follows:

fwsm/context_name (config)# fixup protocol rtsp 554
fwsm/context_name (config)# fixup protocol rtsp 8554

These restrictions apply to the fixup protocol rtsp command:

The FWSM will not fix RTSP messages passing through the UDP ports.
PAT is not supported with the fixup protocol rtsp command.

The FWSM cannot recognize HTTP cloaking where RTSP messages are hidden in the HTTP
messages.

The FWSM cannot perform NAT on the RTSP messages because the embedded IP addresses are
contained in the SDP files as part of the HTTP or RTSP messages. The packets could be fragmented,
and the FWSM cannot perform NAT on fragmented packets.

With Cisco IP/TV, the number of NAT processes that the FWSM performs on the SDP part of the
message is proportional to the number of program listings in the Content Manager (each program
listing can have at least six embedded IP addresses).

You can configure NAT for the Apple QuickTime 4 or RealPlayer applications. Cisco IP/TV only
works with NAT if the Viewer and Content Manager are on the outside network and the server is on
the inside network.

When using RealPlayer, you should properly configure transport mode. For the FWSM, add an
access-list command from the server to the client or vice versa. For RealPlayer, change the transport
mode by clicking Options>Preferences>Transport>RTSP Settings.

If using TCP mode on the RealPlayer application, select the Use TCP to Connect to Server and
Attempt to use TCP for all content check boxes. On the FWSM, you do not need to configure the
fixup.

If using UDP mode on the RealPlayer application, select the Use TCP to Connect to Server and
Attempt to use UDP for static content check boxes. On the FWSM, add the fixup protocol rtsp
port command.
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Note

Note

Note

fixup protocol sip

The fixup protocol sip command allows you to enable SIP application inspection so that Session
Initiation Protocol (SIP) packets are inspected, and then NAT is provided for the appropriate IP
addresses.

SIP, as defined by the IETF, enables call handling sessions and two-party audio conferences (calls). SIP
works with the Session Description Protocol (SDP) for call signaling. SDP specifies the ports for the
media stream. Using SIP, the FWSM can support any SIP Voice over IP (VoIP) gateway or VoIP proxy
server. SIP and SDP are defined in the following RFCs:

e SIP: Session Initiation Protocol, RFC 2543
e SDP: Session Description Protocol, RFC 2327

To support SIP, you must inspect calls through the FWSM, signaling messages for the media connection
addresses, media ports, and embryonic connections for the media. While the signaling is sent over a
well-known destination port (UDP/TCP 5060), the media streams are dynamically allocated because SIP
is a text-based protocol that contains IP addresses throughout the text.

FWSM software version 1.1(1) and later versions support PAT for SIP. In FWSM software version
2.2(1) and later versions, you can disable the SIP fixup for both UDP and TCP signaling with the no
fixup protocol sip 5060 command.

If you change the value of port, SIP will not operate on a different port. You can only turn sip inspection
on or off. You cannot change the port.

For additional information about the SIP protocol, refer to RFC 2543. For additional information about
the Session Description Protocol (SDP), refer to RFC 2327.

Currently, the FWSM does not support NAT TFTP messages.

fixup protocol skinny

The Skinny Client Control Protocol (SCCP or “skinny”) protocol supports IP telephony. An application
layer ensures that all SCCP signaling and media packets can traverse the FWSM. The skinny fixup
supports both NAT and PAT configurations.

The FWSM does not recognize or inspect skinny messages that are fragmented.

Skinny message fragmentation can occur when a call is established that includes a conference bridge.
The FWSM tracks the skinny protocol for RTP traffic flow; however, with the skinny messages
fragmented, the FWSM cannot correctly RTP.

fixup protocol smtp

The fixup protocol smtp command allows you to enable Mail Guard, which lets only mail servers
receive the RFC 821, section 4.5.1, commands of HELO, MAIL, RCPT, DATA, RSET, NOOP, and
QUIT. All other commands are translated into Xs, which are rejected by the internal server. This
situation results in a message such as “500 Command unknown: 'XXX'.” Incomplete commands are
discarded.
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Note

fixup protocol

During an interactive SMTP session, various SMTP security rules may reject or deadlock your Telnet
session. These rules include the following: SMTP commands must be at least four characters, must be
terminated with a carriage return and line feed, and must wait for a response before issuing the next

reply.

As of FWSM software version 1.1 and later versions, the fixup protocol smtp command allows you to
change the characters in the SMTP banner to asterisks except for the “2”, “0”, and “0” characters. The
carriage return and line feed characters are ignored.

In FWSM software version 1.1, all characters in the SMTP banner are converted to asterisks.

fixup protocol sqlnet

The FWSM uses port 1521 for SQL*Net. This is the default port used by Oracle for SQL*Net; however,
this value does not agree with IANA port assignments.

Examples This example shows how to enable the CTIQBE fixup:

fwsm/context_name (config)# fixup protocol ctigbe 2748
fwsm(config)# show fixup protocol ctigbe
fixup protocol ctigbe 2748
This example shows how to enable access to an inside server running Mail Guard:
fwsm/context_name (config)# static (inside,outside) 209.165.201.1 192.168.42.1 netmask
255.255.255.255
fwsm/context_name (config)# access-list acl_out permit tcp host 209.165.201.1 eq smtp any
fwsm/context_name (config)# access-group acl_out in interface outside
fwsm/context_name (config)# fixup protocol smtp 25
This example shows how to disable Mail Guard:
fwsm/context_name (config)# static (dmzl,outside) 209.165.201.1 10.1.1.1 netmask
255.255.255.255
fwsm/context_name (config)# access-list acl_out permit tcp host 209.165.201.1 eq smtp any
fwsm/context_name (config)# access-group acl_out in interface outside
fwsm/context_name (config)# no fixup protocol smtp 25
In this example, the static command allows you to set up a global address to permit access for outside
hosts to the 10.1.1.1 mail server host on the dmz1 interface. (The MX record for DNS needs to point to
the 209.165.201.1 address so that mail is sent to this address.) The access-list command allows access
for any outside users to the global address through the SMTP port (25). The no fixup protocol command
disables Mail Guard.
This example shows a fixup protocol ftp configuration that uses multiple FTP fixups:
For an FWSM with two interfaces
ip address outside 192.168.1.1 255.255.255.0
ip address inside 10.1.1.1 255.255.255.0

There is an inside host 10.1.1.15 that is

exported as 192.168.1.15. This host runs the FTP

services at port 21 and 1021
static (inside, outside) 192.168.1.15 10.1.1.15

Construct an access list to permit inbound FTP traffic to
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fixup protocol

port 21 and 1021

access-list outside permit tcp any host 192.168.1.15 eqg ftp
access-list outside permit tcp any host 192.168.1.15 eqg 1021
access-group outside in interface outside

Specify that traffic to port 21 and 1021 are FTP traffic

fixup protocol ftp 21
fixup protocol ftp 1021

This example shows how to enable the MGCP fixup on the FWSM:

fwsm/context_name (config)# fixup protocol mgcp 2427
fwsm/context_name (config)# fixup protocol mgcp 2727
fwsm(config)# show running-config

Saved

fwsm# Version 2.2(1)

interface ethernet0 auto
interface ethernetl auto
interface ethernet2 auto
nameif ethernet(0 outside

shutdown
security0

nameif ethernetl inside securityl100

nameif ethernet2 intf2 securitylO

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname fwsm#
domain-name cisco.com
fixup protocol ftp 21
fixup protocol http 80
fixup protocol h323 h225

1720

fixup protocol h323 ras 1718-1719

fixup protocol ils 389
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

fixup protocol mgcp 2427
fixup protocol mgcp 2727

fixup protocol sip udp 5060

names

access-list 101 permit tcp any host 10.1.1.3 eqg www
access-list 101 permit tcp any host 10.1.1.3 eqg smtp

pager lines 24
mtu outside 1500
mtu inside 1500
mtu intf2 1500

ip address outside 172.23.59.232 255.255.0.0
ip address inside 10.1.1.
ip address intf2 127.0.0.

1 255.255.255.0
1 255.255.255.255

ip audit info action alarm
ip audit attack action alarm

pdm history enable
arp timeout 14400

global (outside) 1 interface

nat (inside) 1 0.0.0.0 O.

routing interface inside

route outside 0.0.0.0 0.0.0.0 172.23.59.225 1

timeout xlate 3:00:00

0.0.0 00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225 1:00:00
timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00
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Related Commands

timeout uauth 0:05:00 absolute
aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol local
http server enable

http 10.1.1.2 255.255.255.255 inside
no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps
floodguard enable

telnet timeout 5

ssh timeout 5

console timeout 0

dhcprelay server 10.1.1.1 outside
terminal width 80

Cryptochecksum:00000000000000000000000000000000

end

This example shows how to remove the MGCP fixup from the configuration:

fwsm/context_name (config)# no fixup protocol mgcp

clear fixup
debug
mgcp
show conn
show fixup
timeout

fixup protocol
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floodguard

To enable or disable the flood defender to protect against flood attacks, use the floodguard command.

floodguard {enable | disable}

Syntax Description enable Enables the flood defender.
disable Disables the flood defender.

Defaults Enabled

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The floodguard command allows you to reclaim the FWSM resources if the user authentication (uauth)

subsystem runs out of resources. If an inbound or outbound uauth connection is being attacked or
overused, the FWSM actively reclaims the TCP user resources.

When the resources deplete, the FWSM lists messages about being out of resources or out of tcpusers.

If the FWSM uauth subsystem is depleted, the TCP user resources in different states are reclaimed. The
order depends on the urgency of this situation:

1. Timewait

2 FinWait

3. Embryonic
4 Idle

Examples This example shows how to enable the floodguard command and list the floodguard command in the
configuration:

fwsm/context_name (config)# floodguard enable
fwsm/context_name (config)# show f£loodguard

Related Commands clear floodguard
show floodguard
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format
To format the disk file system, use the format command.
format disk:
Syntax Description disk: Device to format.
Defaults disk: is required.
Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system command line
Command Mode: privileged mode
Firewall Mode: routed firewall mode and transparent firewall mode
Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.
Usage Guidelines The format command allows you to erase all data on the device and then write the file allocation table

(FAT) information to the device.

Examples This example shows how to format the disk system:

fwsm(config)# format disk:
format operation may take a while. Continue? [confirm]

Related Commands cd
copy disk
copy flash
copy ftp
copy tftp
dir
mkdir
more
pwd
rename
rmdir
show file
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fragment

To provide additional management of packet fragmentation and improve compatibility with the Network
File System (NFS), use the fragment command.

fragment size database-limit [interface]
fragment chain chain-limit [interface]

fragment timeout seconds [interface]

Syntax Description size database-limit Sets the maximum number of packets in the fragment database; valid values
are from 1 to 30000 or the total number of blocks. See the “Usage
Guidelines” section for additional information.

interface (Optional) FWSM interface. If not specified, the command will apply to all
interfaces.
chain chain-limit Specifies the maximum number of packets into which a full IP packet can be

fragmented; valid values are from 1 to 8200 packets.

timeout seconds Specifies the maximum number of seconds that a packet fragment will wait
to be reassembled after the first fragment is received before being discarded;
valid values are from 1 to 30 seconds.

Defaults The defaults are as follows:
e chain-limit is 24.
e database-limit is 200.

e seconds is 5.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(3) Support for this command was introduced on the FWSM. This command
replaces the fragguard command.

Usage Guidelines By default, the FWSM accepts up to 24 fragments to reconstruct a full IP packet. Based on your network
security policy, you should consider configuring the FWSM to prevent fragmented packets from
traversing the FWSM by entering the fragment chain 1 interface command on each interface. Setting
the limit to 1 means that all packets must be whole; that is, unfragmented.
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fragment W

If a large percentage of the network traffic through the FWSM is NFS, additional tuning may be
necessary to avoid database overflow. See system log message 209003 for additional information.

In an environment where the MTU between the NFS server and client is small, such as a WAN interface,
the chain keyword may require additional tuning. In this case, we recommend using NFS over TCP to
improve efficiency.

If you do not specify the interface, the command applies to all interfaces.

Setting the database-limit of the size keyword to a large value can make the FWSM more vulnerable to
a Denial of Service (DoS) attack by fragment flooding. Do not set the database-limit equal to or greater
than the total number of blocks in the 1550 or 16384 pool. See the show block command for more details.
The default values will limit DoS due to fragment flooding to that interface only.

This example shows how to prevent fragmented packets on the outside and inside interfaces:
fwsm/context_name (config)# fragment chain 1 outside

fwsm/context_name (config)# fragment chain 1 inside

Continue entering the fragment chain 1 interface command for each additional interface on which you
want to prevent fragmented packets.

This example shows how to configure the outside fragment database to limit a maximum size of 2000,
a maximum chain length of 45, and a wait time of 10 seconds:

fwsm(config)# fragment size 2000 outside
fwsm(config)# fragment chain 45 outside FWSM(config)# fragment timeout 10 outside
fwsm(config) #

clear fragment
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ftp mode

To set the FTP mode, use the ftp mode command. To disable the FTP mode, use the no form of this
command.

[no] ftp mode passive

Syntax Description passive Sets the FTP mode to passive.
Defaults passive
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: system command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
2.2(D) Support for this command was introduced on the FWSM.
Examples This example shows how to set the FTP mode to passive:

fwsm(config)# ftp mode passive

Related Commands  clear ftp
show ftp
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To create entries from a pool of global addresses, use the global command. To remove access to a nat_id,
a Port Address Translation (PAT) address, or an address range within a nat_id, use the no form of this
command.

[no] global [ext_interface_name] nat_id {global_ip [-global_ip] [netmask global_mask]} |

interface

Syntax Description

Defaults

Command Modes

ext_interface (Optional) Name of the external network where you use these global addresses.

_name

nat_id

Positive number that is shared with the nat command that groups the nat and global
commands together; valid ID numbers can be any positive number up to 2147483647.

global_ip Global IP addresses that the FWSM shares among its connections.

-global_ip (Optional) Secondary global IP address.

netmask (Optional) Specifies the network mask for the global_ip.
global_mask

interface Specifies the IP address of the external network overloaded for PAT.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode

Access

Location: context command line

Command Mode: configuration mode

Firewall Mode: Routed

Command History

Usage Guidelines

)

Note

Release Modification

1.1(1)

Support for this command was introduced on the FWSM.

The global command allows you to define a pool of global addresses. The global addresses in the pool
provide an IP address for each outbound connection and for those inbound connections that result from
outbound connections. Make sure that the associated nat and global commands have the same nat_id.

The number of address translations allowed is per each FWSM. The FWSM supports 2,048 address
translations for the nat command, 1,051 address translations for the global command, and 2,048 address
translations for the static command. The FWSM also supports up to 4,096 access control entries (ACEs)
in ACLs used for policy NAT.

The global command cannot use names with a

“-” (dash) character, because the “-” character is

interpreted as a range specifier instead of as part of the object name.
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This command syntax is used for PAT only:
global [interface_name] nat_id {global_ip} [netmask global_mask] | interface}
After changing or removing a global command, use the clear xlate command.

The global_ip argument is one or more global IP addresses that the FWSM shares among its connections.
If the external network is connected to the Internet, you must register each global IP address with the
Network Information Center (NIC).

You can specify a range of IP addresses by separating the addresses with a dash (-).

You can create a PAT global command by specifying a single IP address. You can have one PAT global
command per interface. A PAT can support up to 65,535 xlate objects.

When specifying the global_mask, if subnetting is in effect, use the subnet mask; for example, use
255.255.255.128. If you specify an address range that overlaps subnets, global will not use the broadcast
or network addresses in the pool of global addresses. For example, if you use 255.255.255.224 and an
address range of 209.165.201.1-209.165.201.30, the 209.165.201.31 broadcast address and the
209.165.201.0 network address are not included in the pool of global addresses.

Examples This example shows how to declare two global pool ranges and a PAT address. The nat command
permits all inside users to start connections to the outside network:

fwsm/context_name (config)# global (outside) 1 209.165.201.1-209.165.201.10 netmask
255.255.255.224

fwsm/context_name (config)# global (outside) 1 209.165.201.12 netmask 255.255.255.224
Global 209.165.201.12 will be Port Address Translated

fwsm/context_name (config)# nat (inside) 1 0 0

fwsm/context_name (config)# clear xlate

This example shows how to create a global pool from two contiguous pieces of a Class C address and
give the perimeter hosts access to this pool of addresses to start connections on the outside interface:

fwsm/context_name (config)# global (outside) 1000 209.165.201.1-209.165.201.14 netmask
255.255.255.240

fwsm/context_name (config)# global (outside) 1000 209.165.201.17-209.165.201.30 netmask
255.255.255.240

fwsm/context_name (config)# nat (perimeter) 1000 0 0

Related Commands  clear global
show global
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To display help information for the command specified, use the help command.

help command

?

Syntax Description

Defaults

Command Modes

command FWSM command for which to display the FWSM CLI help.

? Displays all commands that are available in the current privilege level and mode.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: Unprivileged, Privileged and Configuration

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

The help or ? command allows you to display help information about all commands. You can see help
for an individual command by entering the command name followed by a “?” (question mark).

If you do not specify a command name, all commands that are available in the current privilege level
and mode are displayed.

If you enable the pager command and when 24 lines display, the listing pauses, and the following
prompt appears:

<--- More --->

The More prompt uses syntax similar to the UNIX more command as follows:
¢ To see another screen of text, press the Space bar.
¢ To see the next line, press the Enter key.

e To return to the command line, press the q key.

[ oL-6513-01
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Examples This example shows how you can display help information by following the command name with a
question mark:
FWSM (config) # enable ?
Usage: enable password [<pw>] [level <level>] [encrypted]
no enable password level <level>
show enable
FWSM (config) # enable

Help information is available on the core commands (not the show, no, or clear commands) by
entering ? at the command prompt:

FWSM (config)# ?

At the end of show <command>, use the pipe character '\' followed by:
begin|include|exclude|grep [-v] <regular_exp>, to filter show output.

aaa Enable, disable, or view TACACS+, RADIUS or LOCAL
user authentication, authorization and accounting
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hostname

To change the host name in the FWSM command line prompt, use the hostname command.

hostname newname

Syntax Description newname New host name for the FWSM and is displayed in the FWSM prompt; this name can
have up to 63 alphanumeric characters.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines The hostname command allows you to change the host name label on prompts. The default host name
is FWSM.

)
Note  Changing the host name causes the fully qualified domain name to change. Once the fully qualified

domain name is changed, delete the RSA key pairs with the ca zeroize rsa command and delete the
related certificates with the no ca identity ca_nickname command.

Examples This example shows how to change a host name:

fwsm(config) # hostname spinner
spinner (config)# hostname fwsm
fwsm(config) #

Related Commands  clear hostname
show hostname
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http

To enable the FWSM HTTP server and specify the clients that are permitted to access it, use the http
command. To disable the feature, use the no form of this command.

[no] http ip_address [netmask] [interface_name]

[no] http server enable

Syntax Description ip_address Host or network authorized to initiate an HTTP connection to the FWSM.
netmask (Optional) Network mask for the http ip_address.
interface_name (Optional) FWSM interface name on which the host or network initiating
the HTTP connection resides.
server enable Enables the HTTP server required to run PDM.
Defaults If you do not specify a netmask, the default is 255.255.255.255 regardless of the class of IP address.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History Release Modification

1.1(1) Support for this command was introduced on the FWSM.

Usage Guidelines For access, the FWSM Device Manager requires that the FWSM have an enabled HTTP server.
Access from any host is allowed if you specify 0.0.0.0 0.0.0.0 (or 0 0) for ip_address and netmask.

Examples This example shows how to enable the HTTP server and specify one host:

fwsm/context_name (config)# http 16.152.1.11 255.255.255.255 outside

This example shows how to enable the HTTP server and specify any host:

fwsm/context_name (config)# http 0.0.0.0 0.0.0.0 inside

Related Commands  clear http
show http
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To configure access rules for Internet Control Message Protocol (ICMP) traffic that terminates at an
interface, use the icmp command. To remove access rules, use the no form of this command.

[no] icmp {permit | deny} ip_address net_mask [icmp_type] interface_name

Syntax Description

Defaults

Command Modes

permit Permits access if the conditions are matched.

deny Denies access if the conditions are matched.

ip_address IP address of the host sending ICMP messages to the interface.
net_mask Mask to be applied to ip_address.

icmp_type (Optional) ICMP message type as described in Table 2-9.

interface_name Interface name.

All inbound traffic through any interface is denied.

Security Context Mode: single context mode and multiple context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification

1.1(1) Support for this command was introduced on the FWSM.

By default, the FWSM denies all inbound traffic through all interfaces. Based on your network security
policy, you should consider configuring the FWSM to deny all ICMP traffic at the outside interface, or
any other interface by using the icmp command.

The icmp command controls the ICMP traffic that is received by the FWSM. If no ICMP control list is
configured, then the FWSM accepts all ICMP traffic that terminates at any interface (including the
outside interface), except that the FWSM does not respond to ICMP echo requests that are directed to a
broadcast address.

The icmp deny command disables pinging to an interface, and the icmp permit command allows you
to enable pinging to an interface. With pinging disabled, the FWSM cannot be detected on the network.

For traffic that is routed through the FWSM only, you can use the access-list or access-group commands
to control the ICMP traffic that is routed through the FWSM.

We recommend that you grant permission for the ICMP unreachable message type (type 3). Denying
ICMP unreachable messages disables ICMP path maximum transmission unit (MTU) discovery, which
can halt IPSec and Point-to-Point Tunneling Protocol (PPTP) traffic. See RFC 1195 and RFC 1435 for
more information.

[ oL-6513-01
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If an ICMP control list is configured, then the FWSM uses a first match to the ICMP traffic followed by
an implicit deny all. That is, if the first matched entry is a permit entry, the ICMP packet continues to
be processed. If the first matched entry is a deny entry or an entry is not matched, the FWSM discards
the ICMP packet and generates the %FWSM-3-313001 syslog message. An exception is when an ICMP
control list is not configured; in that case, a permit is assumed.
The syslog message is as follows:
9%FWSM-3-313001: Denied ICMP type=type, code=code from source_address on interface
interface_number
If this message appears, you should contact the peer’s system administrator.
Table 2-9 lists the possible ICMP type values.
Table 2-9 ICMP Type Literals
ICMP Type Literal
0 echo-reply
3 unreachable
4 source-quench
5 redirect
6 alternate-address
8 echo
9 router-advertisement
10 router-solicitation
11 time-exceeded
12 parameter-problem
13 timestamp-request
14 timestamp-reply
15 information-request
16 information-reply
17 mask-request
18 mask-reply
31 conversion-error
32 mobile-redirect
Examples This example shows how to deny all ICMP traffic, including ping requests, to the outside interface:

fwsm/context_name (config)# icmp deny any outside

Continue entering the icmp deny any interface command for each additional interface on which you
want to deny ICMP traffic.

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
| 2-344 | oL-6513-01 |



| Chapter2  Commands for the Firewall Service Module

icmp W

This example shows how to deny all ping requests and permit all unreachable messages at the outside
interface:

fwsm/context_name (config)# icmp deny any echo-reply outside
fwsm/context_name (config)# icmp permit any unreachable outside

This example shows how to permit the echo-reply from host 172.16.2.15 inbound only. This means that
the echo inbound from host 172.16.2.15 is denied. The FWSM can ping the host, but the host cannot
ping the FWSM.

fwsm/context_name (config)# icmp permit host 172.16.2.15 echo-reply outside

Related Commands  clear icmp
show icmp
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ignore Isa mospf (router ospf submode)

To stop the FWSM from sending syslog messages when the router receives a link-state advertisement
(LSA) for type 6 Multicast OSPF (MOSPF) packets, use the ignore Isa mospf subcommand. To restore
the sending of these syslog messages, use the no form of this command.

[no] ignore Isa mospf

Syntax Description  This command has no arguments or keywords.

Defaults This command has no default settings.

Command Modes Security Context Mode: single context mode
Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode

Command History Release Modification
1.1(1) Support for this command was introduced on the FWSM.
Usage Guidelines The show router ospf command displays the configured router ospf subcommands.

Type 6 Multicast OSPF (MOSPF) packets are unsupported.

Examples This example shows how to suppress syslog messaging:

fwsm(config)# router ospf 1
fwsm(config-router)# ignore lsa mospf

Related Commands  router ospf
show ignore Isa mospf
show router ospf

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
| 2-346 | oL-6513-01 |



| Chapter2  Commands for the Firewall Service Module

interface

interface W

To create an interface and enter the interface submode to configure OSPF parameters and shut down an
interface, use the interface command.

interface interface_name

Syntax Description

Defaults

Command Modes

interface_name Interface name.

This command has no default settings.

Security Context Mode: single context mode and multiple context mode
Access Location: system and context command line
Command Mode: configuration mode

Firewall Mode: routed firewall mode and transparent firewall mode

Command History

Usage Guidelines

Release Modification
1.1(1) Support for this command was introduced on the FWSM.
2.2(1) This command was changed.

When you are in the single context mode and routed firewall mode and enter the interface submode, the
following commands are available:

e ospf—Allows you to configure specific OSPF parameters. See the ospf (interface submode)
command.

¢ exit/quit—Exits from the submode.
¢ [no] shutdown—Sets the interface so that no traffic is sent or accepted.

When you are in the multiple context mode and transparent firewall mode and you enter the interface
submode, the shutdown command is available:

¢ shutdown—Stops traffic from flowing through an interface. In the system context or single mode,
the shutdown command stops traffic from flowing through all interfaces attached to a specified
VLAN. In the user context, the shutdown command stops traffic from flowing through that one
interface.

Examples This example shows how to enter the interface submode:
fwsm(config)# interface inside
fwsm(config-interface) shutdown
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Related Commands  clear interface stats
ip address
nameif
ospf (interface submode)
show interface
shutdown
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Ip address

To identify addresses for network interfaces, use the ip address command.

Command used in transparent mode:
ip address ip_address [mask] [standby sby_ip_addr]
Command used in routed mode:

ip address interface_name ip_address [mask] [standby sby_ip_addr]

Syntax Description ip_address FWSM module’s network interface IP address.
mask (Optional) Network mask of ip_address.
standby (Optional) Specifies the secondary or failover peer module.
sby_ip_addr (Optional) IP address for the failover module.
interface_name Interface name designated by the nameif command.
Defaults This command has no default settings.
Command Modes Security Context Mode: single context mode and multiple context mode

Access Location: context command line
Command Mode: configuration mode

Firewall Mode: routed and transparent firewall mode

Command History Release Modification
2.2(1) Support for this command was introduced on the FWSM.

Usage Guidelines

~
Note To remove the 