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Before you begin...
B Tools Required

Category 5 - UTP cable for connecting the system to the existing network
A PC with an internet browser (IE 5.0 or greater) for configuring the unit
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STEPS 2-2f — Provide the stateful inspection firewall configuration.

STEPS 2g-3 — Configures a VPN connection between the NetVanta 2100 at the Corporate office
(for the the above network diagram).

@ Unpacking and Inspecting the System

Each NetVanta 2000 series unit is shipped in its own cardboard shipping carton. Open each carton carefully and
avoid deep penetration into the carton with sharp objects.
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Configuring the System

The NetVanta 2000 series products can be accessed and managed via the LAN interface using an ethernet

crossover cable (provided with the NetVanta 2100). Alternately, the NetVanta 2000 series may be accessed

using a hub and two ethernet cables (one for the PC and one for the NetVanta). Using a PC with an installed
browser (Internet Explorer 5.0 for optimal viewing), the NetVanta can be configured using the web GUI.
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@ Connecting to the NetVanta

1. Connect the NetVanta 2000 series LAN interface to the PC using the appropriate ethernet cable.

2. Supply power to the PC and the NetVanta unit and begin the operating system boot up process.
During the boot up process, the PC will obtain an IP address from the NetVanta 2000 series DHCP
server. Alternately, complete the process for releasing and renewing captured IP addresses to
obtain a new IP address from the NetVanta 2000 series DHCP server. Please refer to your
specific PC operating system documentation for details on that process.

3. Open your installed browser and in the URL field enter 10.10.10.1. The NetVanta 2000 series login
screen will appear.

4. Enter your username and password and click the login button. When connecting to the NetVanta
2000 series for the first time, the username is admin and there is no set password.

ADTRAN strongly recommends immediately changing the admin password for security
% purposes. Refer to DLP-002 in the NetVanta 2000 series System Manual (PN 61200361L1-
1) for details.

5. After logging in to the NetVanta 2000 series, the welcome screen will appear.



@ Configuring the LAN and WAN IP Parameters

The NetVanta 2000 series units come factory programmed with a LAN IP address ot 10.10.10.1 (24-bit subnet
mask) and no pre-programmed WAN IP address. The procedures outlined in this step include changing both the
LAN and WAN [P parameters.

The NetVanta 2000 series supports three types of WAN IP address: Dynamic, Static, and PPPoE (PPP over
Ethernet). The IP parameters for your WAN interface must be supplied by your Internet Service Provider (ISP). If
your ISP is performing DHCP for IP address assignment, configure the NetVanta 2000 series unit for Dynamic
addressing. Use PPP over Ethernet when your ISP has supplied you with the configuration parameters for PPPoE

(including a username and password).

Changing the LAN IP parameters through the LAN interface will result in a loss of management
% connectivity. Follow the procedure in Step 2c to change the IP address of the managing PC to
match the new NetVanta LAN IP parameters.

NetVanta CONFIG == ADMIN mm POLICIES == MONITOR LOGOUT
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RIP config Subnet Mask  [255 1 [es5 | [ess o
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Submit | Feset

1.  Select Config
Select Network Interface

Enter the Assigned LAN IP address and associated subnet mask

A 0N

Select the Static radio button for static addressing

Your WAN IP address scheme will be supplied by your provider. Static addressing used above
%\ is an example only.

5.  Enter the assigned WAN IP address and associated subnet mask

%\ The WAN IP parameters are set by the service provider. Contact your ISP before configuring
the unit.

6. Click Submit to register the changes



@ Changing the IP address to your PC

Alternately, complete the process for releasing and renewing captured IP addresses to obtain a new IP
address from the NetVanta 2000 series DHCP server. The following screen applies to Microsoft Windows 95
to 2000. Please refer to your specific operating system documentation for details on that process.

m IP Configuration

—Ethemet Adapter Information

| FES75 Ethernet Adapter |
Adapter Address | 00-01-02-78-00-30
IP Address | 0.0.0.0
Subnet Mask | 0.00.0

Default G ateway |

g —— .

Releaze All | Renew Al | tore Info >

1.  Click Start on the Windows task bar

2 Choose Run, then type WINIPCFG in the text field
3. Click Release to reset all IP parameters
4

Click Renew to obtain new IP parameters

@ Configuring the DHCP Server IP Parameters - Op

The NetVanta 2000 series will automatically populate the DHCP IP address range 1 with ten addresses based on
your assigned LAN network address.

NetVanta CONFIG == ADMIN mm POLICIES == MONITOR LOGOUT

General DHCP Server Configuration

Network Interface
Routes DHCP Enabled

IP Address Rangel I]D—IWD—IED—IE—TO

_ P address Range2 [ [ [ . 1o
Active Leases l— . l— ) l— . l_

DNS server
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Advanced l—l_l—l_

Gateway IP AddresslT_lT_ 20 |7_
ONE fo fo e
ONS2 . rr—

43200

@ Yes 0 Mo

Firewall

Logging

Lease Duration Seconds

Feset

1. Select CONFIG
Select DHCP Server
Enter an IP address range that is on the same subnet as the assigned LAN IP address of the unit

Enter the assigned LAN IP address of the unit

o > 0N

Click Submit to register the changes



Adding a Default Route

Skip this step when configuring the NetVanta for dynamic addressing on the WAN interface.

NetVanta CONFIG == ADMIN mm POLICIES == MONITOR LOGOUT

General Routing Table

Network Interface

Select DestinationlP InterfaceMame Methdask Gateway IP HOP Count Type

Firewall

2552552585 255 LAN 255255265 255 0ooo 0 LOCAL

Logging
DHCP server

10.200.1.139 lo 255256265255 0000 ] LOCAL

100100100 LAN 2852652860 0ooo 0 LOCAL

DNS server

1020000 WYAN 28525500 0oo0o 0 LOCAL

Proxy Arp Table

Advanced 0.0.0.0 AN 0000 10.200.254 254 ] LOCAL

+ AddRoute DeleteFoute

1. Select CONFIG

N

Select Routes

3. Select AddRoute

Netvanta CONFIG mm ADMIN mm POLICIES mm MONITOR LOoGouTr

General Routing Information

Network Interface

rirewall
Logging
DHCD Seiver

SRR Gateway IP Address

Hop Count |

1. Select WAN to associate this default route with the WAN interface
Select Yes to configure this as the default

Enter all zeros

> 0N

Enter the next hop IP address
% This is supplied by your provider

5 Click Add Route to submit this route to the route table

The NetVanta is now configured for use as a Stateful inspection firewall. To configure VPN, please
proceed to Step 2f. If VPN is not desired, proceed to Step 3.




@ Saving the Settings

NetVanta == CONFIG == POLICIES == MONITOR LOGOUT

Change Password
Do you really wish to save the

Reboat §
eboat System current NetVanta configuration?

Factory Defaults

es Mo
Upgrade Firmware —I—I

Configuration Transfer

1. Select ADMIN
2. Select Save Settings

3. Select Yes to Confirm

@ Defining a VPN Policy

B |KE Policy Configuration

NetVanta mm CONFIG == ADMIN POLICIES == MONITOR LoGOUT

Manage Lists IKE Policies

Access Policies: To LAN

Select Folicy Name Exchange Type Folicy Type Local 1D Type
e Add Delste | Modity | Show |

Tunnels

Access Policies: From LAN

Certificates

1.  Select POLICIES
2 Select VPN

3. Select IKE

4. Click the Add button



B /KE Policy Configuration (continued)

NetVanta == CONFIG == ADMIN POLICIES == MONITOR LOGOUT

Manage Lists IKE Policy Configuration
Arrace Daliciac: Ta | AN SUN— IW

Access Policies: From LAN

[liroctios IEOTH DIRECTIONS = Exchange Type RAINMODE =
VPN
Local ID Twpe IFQDN = Local ID Ilala__» unitl.domain.com

Remote ID Type Rerote ID Data

Tunnels

FQDN = unit2.dormain.cam
Certificates IIPADDRESS B2

[FADDRESE =

[FADDRESE =

[PADDRESE =

IIPADDRESS =

[FaDoRESE =]
[PaDDREEE =]
[PaDDREEE =]
0 [FaDDRESE =]

Local IP Address IT W IT— W S0OR- I_;I

Remote IP Address *»W IT IF IT
PSP [30E5 =] Auth Algo SHA =

Auth mode lm

If Auth mode is Pre-Shared Key enter the key [Fmyserkerse: =
g time of key IWSUD—

DH Group lml

LI

1.  Enter an alphanumeric string (spaces are not valid characters) used to identify this policy

2. Select BOTH DIRECTIONS to allow IKE to be initiated by either the local or remote NetVanta

3.  Select MAINMODE exchange type

4. Use the Fully Qualified Domain Name (FQDN) for the local NetVanta unit and enter the identification data
5 Use the FQDN for the remote users and enter the identification data

6 Enter the local NetVanta unit's assigned WAN IP address

7 Enter the remote NetVanta unit's assigned WAN IP address

8  Select 3DES to invoke Triple DES encryption

9  Select SHA to use the Secure Hash authentication Algorithm No. 1

10 Select Pre-SharedKey and enter a 12 character alphanumeric string (spaces are not a valid character)

% This key MUST be the same for both the local and remote units.

11 1800 is the ADTRAN suggested value

When determining the appropriate value for your application, typical usage contains a 3:1 ratio
% between the IKE and IPSec key lifetime
values. This ratio provides for key negotiation overhead.

12  Select Group 2 to invoke Diffie-Hellman Group 2
13  Click SUBMIT to register the changes



B /PSec Policy Configuration

NetVanta == CONFIG == ADMIN POLICIES == MONITOR LOGOUT

Manage Lists IPSec Policies

Access Policies: To LAN

Policy Source Dest
Select GG Source Destination Bl [Eh Status Info Tunnel State Up  Down

(o] manual 10.1.1.0 10.1.30  ANY ANY ENABLED  DOWWN mm

showl modify | delete | clear
IKE

Centificat
s Add |AFTER 'I
ranual

Access Policies: From LAN

[aFTER =]

Place I

auto

1. Select POLICIES
2. Select VPN
3. Click the Auto button



NetVanta == CONFIG POLICIES == MONITOR LOGOUT

Manage Lists AUTO
PSS T Dty PETEyTTI MyPolicyl STATUS [ENABLE =
Access Policies: From LAN Source Addre OTHER ,I
Souca o o[ [0 [io [0 Mask 4>|24
p— 1
Dest Address | R_I«

OTHER x
Dest IP Address 190 |72 |22 |0 Wask |24
IKE ource o ANY If other, Source Port Value I

Certiiivaies frETtTatTH ANY - If other, Dest Port Yalus I

Protocal w

Perfect Forward Secrecy | GROUFZ 'I<

Security Protocal |ESPWITH AUTH 'I<
TITHT AT SHAT ESP Algorithm | 3DES =
Life Time Secs Life Time KByte

Ecurty Pt | LAST TRANSFORM 'I

ALTH Algorithm [ MMDE 'I SP Algorithrn |DES =

Life Time Secs Life Time KBvte

Securfy P o L AST TEANSFORM
AUTH Algorithm [ MDE 'I ESP Algorithm |DES =

Life Time Secs Life Time KByte
—> Reset

= B B B[y |ef (&[4

1.  Enter an alphanumeric string (spaces are not valid characters) to identify this policy
Select ENABLE to configure this as an active policy
3. Select OTHER and enter the local NetVanta unit's assigned LAN IP address and associated subnet mask

here

4. Select OTHER and enter the remote NetVanta unit's assigned LAN IP address and associated subnet
mask here

5  Select ANY to apply this policy to all data ports
6  Select ALL to apply this policy to all data protocols
7 Enter the remote NetVanta unit's assigned WAN IP address

% If the remote NetVanta unit is configured for dynamic addressing on the WAN interface, enter
0.0.0.0 here.

8  Select Group2

9  Select ESP WITH AUTH

10 Select SHA1 to invoke Secure Hash Algorithm No. 1
11 Select 3DES to use Triple-DES encryption algorithm
12 600 is the ADTRAN suggested value

When determining the appropriate value for your application, typical usage contains a 3:1 ratio
%& between the IKE and IPSec key lifetime values. This ratio provides minimal key negotiation
overhead.

13  Select LAST TRANSFORM
14  Click the Add button to register this policy



@ Defining LAN Access Policies

B To LAN Access Policy Configuration (Inbound Traffic)

NeiVanta =m CONFIG mm ADMIN POLICIES

== MONITOR LOGOUT

Manage Lists

To LAN
Application Diagrams:  To LAN From LAM  To DMZ (2300 only)

Access Policies: To LAN

Frorm DMZ (2300 anly)
Access Policies: From LAN

Select RulelD Source  Destination Service
VPN

Action Up  Down

Deletel ﬂl ﬂl Show Clear

Place Rule ID O Before © After Submit

1.  Select POLICIES
Select Access Policies: To LAN (Incoming traffic)

Select Beginning to place the new access policy at the beginning of the table

L o

Click Submit to begin the policy configuration

10
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To LAN Access Policy Configuration (continued)

NetVanta == CONFIG == ADMIN POLICIES == MONITOR LOGOUT

Margh i Internet Access Policy Configuration

Access Policies: To LAN
Access Policies: From LAN

VPN

RULE 1D n
Palicy Class LAN_INBOUND

o BN network address OTHER x
I if Source IF is OTHER 190 )72 22 |0 mgskefits |24

Destination IP (LAN network address) OTHER =

IF if Dest IF is OTHER lT_lT_lT_lD_Mask Bilsw

Destination Part

Port Range if Dest Port is OTHER To
Protocaol Type IALL j ‘

It Protocol iz OTHER enter Protocal walue

Action Type FERMIT =

Time Schedule Used

nahle Log © Yes & Mo

Enable MAT © Yes @ Mo

MNAT to specific policy:

OR an IP Address qf 0THER) l— I_ l— l—
OR Dynamic Interface p2

Application Control Configuration

WWeb Contral
FTP Control
SMTPSeggiol
RFC Control

Security

Reset

Select OTHER and enter the remote unit's assigned LAN IP address and associated mask bits here
Select OTHER and enter the local NetVanta unit's assigned LAN IP address and associated
Select ANY to forward all TCP/UDP ports or select OTHER and enter the port (or port range) below

Select ALL to forward all data protocols or select OTHER and enter the protocol value (using decimal
notation) in the field below

Select PERMIT to configure this policy to permit only the specified data
Set Enable Log to No
Select No

Select Yes to configure the NetVanta to perform security check when the policy is submitted

The security check ensures that all inbound data covered by this access policy has an associated
% VPN policy as well

Click Submit to register this policy
1



B From LAN Access Policy Configuration (Outbound Traffic)

NetVanta == CONFIG == ADMIN POLICIES == MONITOR LOGOUT

Manage Lists From LAN

frcem Ralicies To L AN Application Diagrams: To LAN From LAM  To DMZ (2300 only)  Frarm DMZ (2300 only)
@ bt [P s e L Select RulelD Source  Destination Service Action

VPN
[ 1 ALL ALL ALL PERMIT

Delelel ﬂl ﬂl Show Clear

E Add ~| Rule D W Rule 10 | © Before © After Submi‘|
I
g =

1. Select POLICIES
Select Access Policies: From LAN

Select Beginning to place the new access policy at the beginning of the table

A W N

Click Submit to begin the policy configuration
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B From LAN Access Policy Configuration (continued)

AW N

0 N o O

NetVanta == CONFIG == ADMIN POLICIES == MONITOR LOGOUT

Manage | s Internet Access Policy Configuration

Access Policies: To LAN
Access Policies: From LAN

VPN

RULE ID 12
Faolicy Class LAN_OUTBOUND

s (10 (o vt D 2o T OTHER

IP if Source IF is OTHER 1m0 |10 _|1D .o Mask Bifs |24

OTHER =

IF it Dest IF is OTHER W IT IT IU_ Mask BilslF

Destination Port |ANY j‘i
Rogt Range if Dest Pott is OTHER T0

Protocal Type ALL hd

If Protocal is OTHER enter Protocol value
Action Type FERMIT >

g Schedule Used l_;l

Enable Log © Yes & No

Enable NAT © Y¥es & Mo

MAT to specific policy:

QR an IP Address gt 0THER) l— l— I— l—
OR Dynamic Interface hd

Application Contrel Configuration

Wb Control
FTP Cortrol
ShiTP~saggrol
RPC Control

Security

Reset

Select OTHER and enter the local NetVanta unit's assigned LAN IP address and associated mask bits here
Select OTHER and enter the remote NetVanta unit's assigned LAN IP address and associated mask bits here
Select ANY to forward all TCP/UDP ports or select OTHER and enter the port (or port range) below

Select ALL to forward all data protocols or select OTHER and enter the protocol value (using decimal nota-
tion) in the field below

Select PERMIT to configure this policy to permit only the specified data

Select No

Select No

Select Yes to configure the NetVanta to perform security check when the policy is submitted

The security check ensures that all inbound data covered by this access policy has an associated
%\ VPN policy as well

Click Submit to register this policy
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@ Saving the Settings

NetVanta == CONFIG mm POLICIES == MONITOR LOGOUT

Change Password

Do you really wish to save the
Fishast Smmn current NetVVanta configuration?

Factory Defaults
Yes ho
Uparada Firmuz:o —I _I

Configuration Transfer

1.  Select ADMIN
2. Select Save Settings

3. Select Yes to Confirm
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