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Preface

This preface includes the following information:

An overview of the sections in this manual

A list of related documentation for further reading

A key to the various text conventions used throughout this
manual

Alcatel support and service information

Document Organization

This user guide includes instructions and examples for commonly
used, basic wireless LAN (Wireless LAN) switch configurations
such as Virtual Private Networks (VPNs), firewalls, and
redundancy. This guide shows you how to configure your
environment with the most commonly needed features and
services.

To use this guide effectively, apply the configuration or
configurations required and skip the rest. Unless otherwise
indicated, chapters are not dependent on each other. That is, you
do not need to configure a feature in an earlier chapter before you
can configure a feature in a subsequent chapter. Chapter order is
not significant.

For information on parameters and settings on the WebUI, refer to
the Alcatel AOS-W Reference Guide.

Preface
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Related Documents

The following items are part of the complete documentation set for the Alcatel
system:

® Alcatel Mobility Controller Installation Guides
® Alcatel AP Installation Guides
® Alcatel AOS-W Reference Guide

Text Conventions

The following conventions are used throughout this manual to emphasize
important concepts:

TABLE P-1 Text Conventions

Type Style Description

Italics This style is used to emphasize important terms and to
mark the titles of books.

System items This fixed-width font depicts the following:

® Sample screen output

® System prompts

® Filenames, software devices, and certain commands
when mentioned in the text.

Commands In the command examples, this bold font depicts text
that the user must type exactly as shown.

<Arguments> In the command examples, italicized text within angle
brackets represents items that the user should replace
with information appropriate to their specific situation.
For example:

# send <text message>

In this example, the user would type “send” at the
system prompt exactly as shown, followed by the text of
the message they wish to send. Do not type the angle
brackets.

[ Optional ] In the command examples, items enclosed in brackets
are optional. Do not type the brackets.

{Item Alltem B} In the command examples, items within curled braces
and separated by a vertical bar represent the available
choices. Enter only one choice. Do not type the braces or
bars.
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Contacting Alcatel

Web Site
® Main Site http://wwwv.alcatel.com
® Support http://www.alcatel.com/enterprise

Telephone Numbers

® Main US/Canada (800) 995-2612
® Main Outside US (818) 880-3500
v
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CHAPTER 1
Deploying Access Points

This chapter outlines the recommended methods used to deploy
and provision Alcatel Access Points (APs) in an enterprise
network environment, detailing the various provisioning options
and steps required.

Overview

Alcatel wireless APs (also applicable to APs deployed as Air
Monitors (AMs) are designed to be low-touch configuration
devices that require only minimal provisioning to make them fully
operational on an Alcatel-enabled Wireless LAN network. Once
the AP has established Layer-3 communication with its host
Alcatel Mobility Controller, advanced configuration and
provisioning may be applied either to individual APs or globally
across the entire wireless network centrally using the WebUI of
the Master Alcatel Switch.

Getting Started

1. Planning

Decide where you wish to locate the APs in advance of physical
installation. Alcatel RF Plan can be utilized to provide an AP
placement map relative to a building floor plan to ensure optimal
RF coverage. (For more information on RF Plan, see the Alcatel RF
Plan for Windows User Guide.)

When deploying APs, note the AP MAC address and serial
number against the physical location. This will be useful in
assigning location code identifiers to APs (see “Assigning AP
Location Codes” below), which will greatly enhance
location-based services and wireless network calibration.

Deploying Access Points
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2 Provisioning the Network for AP-Switch Communications

There are deployment prerequisites that must be met before deploying APs in a
live network environment. These prerequisites ensure that the APs are able to
discover and attach to a host Alcatel Mobility Controller (defined as the
master). This also relieves the administrator from the need to manually
configure each AP.

NoTE—AIlcatel APs can only obtain their software image and configuration from a
master Alcatel Mobility Controller.

The deployment prerequisites for Alcatel APs are:

® A Valid IP Address

Alcatel APs require a unique IP address on a subnet that has routable Layer-3
connectivity to a master Alcatel Mobility Controller. Alcatel recommends assign-
ing the AP an IP address via DHCP (either from an existing network server or
directly from an Alcatel Mobility Controller configured with a DHCP server).

To configure the AP IP address, go to“Assigning the IP Address to the AP”.
® Master Alcatel Mobility Controller/loopback IP Address

This is the IP address from which the AP will attach to and obtain its software
image and configuration. The master Alcatel Mobility Controller/loopback IP
address can be provided to an Alcatel AP using one of the following methods:

DNS Server Alcatel APs are factory configured with
Configuration Alcatel-master as the DNS host name. A DNS server
on the network can be configured with an entry for
Alcatel-master with the master Alcatel Mobility
Controller/loopback IP address as the resolution.

To configure this option see “DNS Server-derived AP
Provisioning ”.

DHCP Server A DHCP server on the same subnet as the AP can be
Configuration configured to not only provide the AP its own IP
address, but also provide the IP address of a master
IAlcatel Mobility Controller to which the AP should
attach. This is achieved by configuring the DHCP
standard vendor specific option (attribute 43) in the
DHCP server, with the desired master Alcatel Mobility
Controller/loopback IP address. When the DHCP
server returns its offer to the AP, this attribute will be
returned with it.

To configure this option see “DHCP Server-derived
AP Provisioning “.

2 | Part 031650-00 May 2005
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Alcatel Discovery
Protocol (ADP) - Plug
and Play

Alcatel APs are factory configured with ADP, a
feature that allows plug and play provisioning for APs
connected via Layer 2/3 to a master Alcatel Mobility
Controller on an ADP-enabled network.

IADP equipped APs send out periodic multicast and
broadcast queries to locate a master Alcatel Mobility
Controller. If an Alcatel switch is present in the same
broadcast domain as the APs, it will respond with the
switch/loopback IP address of the master switch.

If the APs and Alcatel switch reside in different
broadcast domains, the APs can discover the Alcatel
master switch using IP multicast (IP multicast must
be enabled in the network for this to function). The
IADP multicast queries are sent to the IP multicast
group address 224.0.82.11.

Alternatively, you can configure a master Alcatel
Mobility Controller address as the IP Helper/relay
address on any Layer-3 switch on the same
broadcast domain as the APs, thus mitigating the
need to enable multicast in the network.

IADP also functions for APs connected directly to
Ethernet ports on a master Alcatel Mobility
Controller. To configure this option see “Alcatel
Discovery Protocol (ADP)”.

ALCATEL

Deploying Access Points
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Step 2a.Assigning the IP Address to the AP

Either configure a DHCP server in the same subnet where the APs will be con-
nected to the network, or configure a device in the same subnet to act as a relay
agent for a DHCP server on a different subnet that can provide the AP with its IP
information.

If you are planning on using a network-based DHCP server, skip to “AP-Master
Switch Provisioning”.

If the APs are on the same subnet as the master Alcatel Mobility Controller, the
Alcatel switch can be used as a DHCP server to manage |IP address assignment
to APs. (The Alcatel Mobility Controller must be the only DHCP server for this
subnet.)

To enable DHCP server capability on an Alcatel switch:
® Navigate to the Configuration > DHCP Server page.
® Create a DHCP server pool configuration.
® Create an excluded address range.
® Click Apply to apply the configuration to the switch.
® Click Start to start the on-switch DHCP server.

Step 2b.AP-Master Switch Provisioning

It is imperative that the administrator chooses one of the aforementioned options
to provide the Access Points with the master Alcatel Mobility Controller/loop-
back IP address. To configure each of these options see below:

DNS Server-derived AP Provisioning
When DNS server-derived provisioning is the chosen option to provide the
AP with the master Alcatel Mobility Controller/loopback IP address, verify
that the DNS server used by the AP (usually supplied by DHCP) has an entry
configured for the standard name Alcatel-master.

NOTE—The APs request for DNS resolution is for the Fully Qualified Domain Name
Alcatel-master so make sure that this name is configured. After initial
provisioning, if the default domain name values are changed, make sure
the AP and switch domain name settings match.

Alcatel recommends DNS server-derived AP configuration because it
involves minimal changes to the network and offers the greatest flexibility in
placement of APs.

If you select this option, skip the remainder of this section and proceed to
“Deploying APs in the Network”.

4 | Part 031650-00 May 2005
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DHCP Server-derived AP Provisioning

When DHCP server-derived provisioning is the chosen option to provide the
AP with the master Alcatel Mobility Controller/loopback IP address, make
sure the DHCP server is configured to return the Alcatel vendor-specific
attribute information in its DHCP offer to the AP.

Configure the DHCP server to send the Alcatel master switch IP address

within the DHCP vendor-specific attribute option 43. The vendor class
identifier used to identify DHCP requests from Alcatel APs is AlcatelAP

NOTE—DHCP requires the format and contents of the vendor class identifier to
be correct (AlcatelAP).

If you select this option, skip the remainder of this section and proceed to
“Deploying APs in the Network”.

Alcatel Discovery Protocol (ADP)

NOTE—When APs are NOT on the same broadcast domain as the master Alcatel
Mobility Controller, you must enable multicast or employ IP Helper to
relay broadcast messages across the network for ADP to function cor-
rectly.

If ADP is the preferred option to provide the AP with the master Alcatel
Mobility Controller/loopback IP address, and the APs are on the same
broadcast domain as any master Alcatel Mobility Controller, no additional
network configuration is required. APs will send broadcast queries to which
a master Alcatel Mobility Controller will respond, along with its
switch/loopback IP address, and the APs will boot to this switch.

ADP is enabled on all Alcatel Mobility Controllers by factory default.
However, to ensure that ADP discovery is enabled on your switch use the
following command:

(Alcatel4324) #show adp config

ADP Configuration

discoveryenable
igmp-joinenable

If ADP discovery is not enabled, use the following command to enable it:
(Alcateld324) (config) #adp discovery enable

When APs are connected to Alcatel switches indirectly (via an IP-routed
network), the administrator needs to make sure that multicast routing is
enabled in the network, and that all routers are configured to listen for IGMP
joins from the master Alcatel Mobility Controller and to route these
multicast packets.

Make sure both ADP discovery and IGMP-join options are enabled. Verify
using the show adp config command as shown above.

Should ADP discovery or IGMP-join options not be enabled:

A LC ATEL Deploying Access Points | 5
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® Enable ADP discovery by entering:

(Alcatel4324) (config) #adp discovery enable
® Enable IGMP join by entering:

(Alcateld324) (config) #adp igmp-join enable
® Proceed to “Deploying APs in the Network” below.

3 Deploying APs in the Network

You are now ready to physically install the APs and attach them to the network.
(For information on mounting and powering options please refer to the AP
hardware installation guide that shipped with the AP.)

When deploying APs, note the AP MAC address and serial number against the
physical location. This will be useful in assigning location code identifiers to
APs (see “Assigning AP Location Codes” below), which will greatly enhance
location-based services and wireless network calibration.

® Physically install the Access Point in the desired location.
® Connect the Access Point to the network port.

® Make sure power is available to the AP using 802.3af-compliant
Power over Ethernet (PoE) or via the optionally available AC power
adapter kits. (The POWER and ENET LEDs on the AP will respectively
indicate power/network link states.)

® APs will now attempt to locate their master Alcatel Mobility
Controller in the network.

4 Assigning AP Location Codes

Now the APs are provisioned on the network, the final step in Access Point
deployment is to configure (re-provision) each AP with a unique location code,
which is used for location service capability. This location code is numerical and
in the format 7.2.3 (where 1=building, 2=floor, 3=location). This can be
configured for each AP in the network using the WebUI of the master Alcatel
Mobility Controller.

To configure an AP with a unique location code:

® Navigate to the Maintenance > Program AP > Re-provision page.

This page displays a list of APs that have registered with the Master switch
with either their default location code (-1.-1.-1) or their currently configured
location code (if the AP has been provisioned already).

6 | Part 031650-00 May 2005
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Mot set
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Fe-Provision

APIP ~ AP Type =
192.168.0,151 &P-70

192.168.0.152 AP-70
192,168.0,153 AP-70
192.168.0.155 AP-70
192.168.0.156 AP-70
192.168.0.162 AP-70
192.168.0.172 AP-70
192.168.0.173 AP-70
192.168.0.174 AP-70
192.168.0.175 AP-70

1

2

AP MALC Address =
00:0b:56:c4:01 24

00:0b:86:c4:01: 74
00:0b:86:c4:01: 7
00:0b:56:c4:00:d2
00:0b:86:c4:01:ba
00:0b:86:c4:01 e
00:0b:56:c4:01 3
00:0b:86:c4:00:d6
00:0b:86:c4:01 144

00:0b:86:c4:01:32

3 Mext | 1-100F 22|10
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AP serial Number =

A50000345
AS0000286
A50000290
A50000205
A50000321
A50000346
450000259
A50000207
A50000262
A50000253

Start |

Finish/Reboot |

® Select the AP that is to be configured from the list. This can be
selected by using the MAC address of the AP or the serial number
of the AP. Click Enable to start provisioning the AP.

Deploying Access Points
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IP192.168.0.151 < Back

AP Parameters
Location

AP-T0 Madel-specific Parameters
Antenna Selection
" Internal Antenna ¢ External Antenna

AP-6x,/70 IPSEC Parameters

IKE PSK. Confirm IKE PSK
User Name
Password Confirm Password

Master Discovery

" Use Aruba Discovery Protocol

" Host Switch TP Address (2) Master Switch TF Address ()

& Host Switch Mame (2) A master

IP Settings
& Ohtain T Address Lising DHCP

" Use the following IP Address
1P Address 192.165.0.151 Subnet Mask

DNS IP Address Domain Mame:

Gateway IP Address

AP List
Index  Slot/Port AP MAC/IP  Location MasterIP  HostIP/Name IP  GWIP/DNSIP/Domain 5GHz/2 GHzGain 5GHzAnt 2 GHzAnt  ExtAntenna | St
1 HiA 192.168.0.151 NfA HiA NiAfaruba-master  NIAMNIA NIAMNAMNIA NIAINIA HiA HiA HiA P AP0

F = Provisioned U = Unprovisioned IF = In Progress

Enter the location code in the format explained above.

If the AP being provisioned is a model with detachable antenna
capability (such as an Alcatel AP-60) enter the antenna gain in dBi,
for example 4.0. This is mandatory for all detachable antenna models
as the AP will not will bring up its radio interface or function as an

AP without it.
Click Apply to apply the configuration to the AP.

NoOTE—The configuration does not take effect until the AP is rebooted.

Navigate to the Maintenance > Reboot AP page.

Select the AP from the list of the APs and click Reboot to reboot the
AP.

Navigate to the Maintenance > Program AP > Re-provision page to
confirm that the new settings have taken effect.
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CHAPTER 2
Secure Remote Access Points

The Secure Remote Access Point Service allows users to connect
APs on remote sites over the Internet to an Alcatel Mobility
Controller. This capability allows remote locations equipped with
Remote Access Points to connect to a corporate office, for
example, over the Internet.

The Remote AP uses L2TP/IPSEC to connect to the Alcatel
Mobility Controller with NAT-T (UDP port 4500 only) support. All
of the AP control traffic and 802.11 data are carried through this
tunnel to the Switch.

Since the Internet is involved, securing data between the AP and
switch becomes key. Also most branch/home office deployments
sit behind a firewall or a NAT device. In case of Remote AP, all
traffic between the switch and the Remote AP is VPN
encapsulated, and all control traffic between the switch and AP
is encrypted. Administrators have a choice of encrypting the data
in addition to the control traffic as additional security.

The advantage of using the Secure Remote Access Point Service
as a Remote Access Point is the corporate office is now extended
to the Remote Site. The users can enjoy similar feature sets as the
corporate office users, VolP application can be extended to
remote sites while the servers and the PBX sit securely in the
corporate office. The corporate network is virtually extended to
the remote user.

Deploying a Branch Office/Home Office Solution

To deploy the Remote AP in a branch office or home office as
shown in the illustration below, the following requirements need
to be met:

Secure Remote Access Points
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® The Wireless LAN environment should be a single switch environment.
Future releases of the code are planned to enable multi-switch support and
redundancy.

\

WAN / Public

~—-4nte'rne“\

Securing Communications

The Remote Access Point configurations can also be used to secure control
traffic between the AP and the switch in a corporate environment. In this case,
the AP and switch are in the company’s private address space. The Remote AP
will be similar to the Alcatel AP while tunneling and encrypting all data and
control traffic to the switch.

How the Secure Remote Access Point Service
Works

The Secure Remote Access Point Service APs can be deployed in one of the
following ways:

1. The Remote Access Point and switch in a private network which is used to
secure AP-to-switch communication. (Alcatel recommends this deployment
when AP-to-switch communications need to be secured.)

12 | Part 031650-00 May 2005
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—_—~ N

}ﬁénet

IP1 — Switch IP
address

2 The Remote Access Point is on the public network or behind a NAT device
and the switch is on the public network

- o ~
NAT Internet

IP1 — Switch address
on the public network

3 The Remote Access Point is on the public network or behind a NAT device
and the switch is also behind a NAT device. (Alcatel recommends this
deployment for remote access.)

v
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IP2 — Switch

address
. o ~ . TN e
© NAT Internet \

IP1 — NAT Devices
Public address

The basic operation for each of these deployments is the same, differing only
slightly in configuration details. The difference in configuration for each of
these deployments will be highlighted in the steps below.

The Secure Remote Access Point Service APs have to be configured with the
tunnel termination address, and address IP1 in the above figures. This address
would be the switch’s IP address, or the NAT device’s public address,
depending on the deployment scenario.

In the case where the switch is behind a NAT device (as in deployment
scenario 3), NAT-T (UDP 4500 port only) needs to be enabled, and all packets
from the NAT device on UDP port 4500 should be forwarded to the Alcatel
Mobility Controller.

The AP uses IP1 to establish a VPN/ IPSec tunnel with the switch. Once the
VPN tunnel is established, the AP bootstraps and becomes operational.

Configuring the Secure Remote Access Point
Service

To configure the Secure Remote Gird Point Service (refer to the three
deployment illustrations above):

® Configure the AP as a Remote AP with the master address, the LMP IP, IKE
PSK, and the username and password for authentication.

® Configure IPSec VPN tunnels on the switch the AP will use before it boot-
straps.

® Configure the Secure Remote Access Point Service user role and permis-
sions.

14 | Part 031650-00 May 2005



Chapter 2

® Add the entry for the username/password used for authentication by
Secure Remote Access Point Service to the authentication server.

Configure the NAT device to which the switch connects (deployment scenario
3 only).

These steps are explained belowv:

1. Configure the AP with the master address, username and password
authentication.

All AP60/61 and AP70 Alcatel Access Points can be provisioned to offer
Secure Remote Access Point Services. The easiest way is to use the Program
AP Web configuration page to configure the AP settings.

® Once the AP boots up, it will appear as an un-provisioned AP if it is a
new AP. If the AP is an already provisioned AP which has to be re-con-
figured to provide Secure Access Point Services, continue with the
next step. Otherwise, navigate to the Wireless LAN > Program AP > Provi-
sion AP page and provision the AP as you would a regular AP with its
location and master IP. Apply the changes and reload the AP. This step
ensures that the AP now boots with the 2.4 code (or higher) that sup-
ports this feature.

Master IP Address Value while

Deployment Scenario Provisioning the AP

Deployment 1 Alcatel Mobility Controller IP address
Deployment 2 Alcatel Mobility Controller public IP address
Deployment 3 Public address of the NAT device to which the

Alcatel Mobility Controller is connected.

Secure Remote Access Points | 15
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IP 192.168.0.151 < Back
AP Parameters
Location

AP-70 Model-specific Parameters
Antenna Selection
 Internalantenna  © External Antenna

AP-6x/70 IPSEC Parameters

IKE PSK. Confirm IKE PSK
User Marne:
Password Confirm Password

Master Discovery
" Lse Aruba Discowery Prokacol

" Host Switch IP Address (7) Master Switch IP Address (2)

% Host Switch Name (2) master

IP Settings
(* obtain IP Address Using DHCP

" Use the Following 1P Address
1P Address 192.168.0.151 Subnet Mask

DNS IP Address Domain Name

Gateway TP Address

AP List
Index Slot/Port AP MAC/IP Location MasterIP Host IP/Name »P
1 MfA 192.168.0,151 WA MfA MfAfaruba-masker M[AIMNIA NIAINIAINGA LITEYTES MfA MfA

GW IP/DNS IP/Domain 5 GHz/2 GHz Gain 5GHz Ant 2 GHz Ant  Ext Antenna St
MfA 7 AR-70

P = Provisioned U = Unprovisioned IP = In Progress

Select the AP that needs to be configured to provide Secure Access Point

Services on the Program AP > Reprovision page. Configure the AP username
and password, and the IKE PSK for the IPSec settings. Set the master IP to
the public IP address if the AP is connected to the switch over the Internet.

Regardless of the deployment type, Alcatel recommends that the LMS-IP of
the AP be set to the switch IP address, (either the loopback address of the
switch or the VLAN 1 IP address).

Navigate to the Configuration > Wireless LAN > Advanced page. Select the AP
to be configured as a Remote Access Point. Configure the LMS-IP to the
Alcatel Wireless LAN switch IP address.

2 Configure the IPSec VPN settings on the switch by navigating to the Config-
uration > Security > VPN Settings > IPSec page.
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- IPSEC

| IPSEC FPTP Dialers Emglate YPM Servers Advanced
L2TP and XAUTH Parameters

Enable L2TP v

Authentication Protocols W pap [ cHap I mscHap T MscHaPvz

Primaty DNS Server 1] DD D

Secondary DNS Server |0 0.0.0

Primaty WINS Server 1] DD D

Secondary WINS Server |0 0.0.0
Address Pools

Pool Name  Start Address End Address  Actions

Add

Source NAT

Enable Source NAT =5
AT Paal [

IKE Aggressive Group Name E_ch‘_a!jg_enj_e_ | {Cnly needed for XALTH)
IKE Shared Secrets

Subnet  Subnet Mask Length Key  Actions

Add
IKE Policies

Priority  Encryption Hash Authentication Group Lifetime Action
Default 3DES SHA RSA GROUP 2 [300 - 86400] seconds, no volume limit

Add

Applvj

To configure PAP authentication for L2TP:

Make sure that PAP Authentication Protocol is selected. Click Apply, to apply
the configuration changes made.

From the CLI enter:

(Alcateld324) # config t

(Alcateld324) (config)# vpdn group 12tp

(Alcateld324) (config-vpdn-12tp)# ppp authentication PAP
(Alcateld324) (config-vpdn-12tp)# exit

(Alcateld324) (config)#

To configure the L2TP IP pool:

Secure Remote Access Points | 17
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Click Add in the Address Pools panel. Configure the L2TP pool from which the
APs will be assigned addresses.

- Add Address Pool

Poal Mame
Skark Address

Ernd Address

Done

From the CLI enter:

(Alcateld324)# config t
(Alcateld324) (config)# ip local pool 12tppooll 192.168.69.1 192.168.69.254

(Alcateld324) (config)#
To configure an ISAKMP encrypted subnet and pre-share key:

Click Add in the IKE Shared Secrets panel and configure the pre-shared key and

the address pool. For more details, refer to “Configuring Virtual Private
Networks” on page 143.

- Add IKE Secret

Subnet [8.0.0.0

Subnet Mask, |0.0.0.0

(Please use the defaults 0.0.0.0 For the Subnet and Subnet maskif you do not intend to have multiple pre-shared keys)
IKE Shared Secret senseens

Wetify IKE Shared Secret T

Daone

From the CLI enter:

(Alcateld324)# configure t

(Alcateld324) (config)# crypto isakmp key testkey address 0.0.0.0 netmask 0.0.0.0
(Alcateld324) (config)#

To create an ISAKMP policy:
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Click Add in the IKE Policies panel.

- Add Policy
Priarity |1
Encryption ADES _v.
Hash dlgorithm SHA
Authertication PRE-SHARE %

Diffie Hellman Group GROUP2 |

Life Time(secs)

apply

Set the priority to 1 and authentication to pre-share on the Add Policy page.
Click Apply to apply the changes made.

From the CLI enter:

(Alcateld324)# configure t

(Alcatel4324) (config)# crypto isakmp policy 1
(Alcateld324) (config-isakmp)# authentication pre-share
(Alcateld324) (config-isakmp)# exit

(Alcatel4d324) (configq)

3 Create a user-role for the Remote AP.

Once the remote AP is VPN authenticated successfully, the remote AP is
assigned a role. This role is a temporary role assigned to AP until it completes
the bootstrap process after which it inherits the ap-role. The appropriate ACLs

need to be enabled to permit traffic from the switch to the AP and back to
facilitate the bootstrap process.

From the CLI enter:

(Alcatel6000) #configure terminal

(Alcatel6000) (config) #user-role remote-ap
(Alcatel6000) (config-role) #session-acl allowall
(Alcatel6000) (config-role) #exit

(Alcatel6000) (config) #

The ACLs in this step contain the following rules:

Secure Remote Access Points | 19
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(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)
(6000)

configure t

config) # ip access-list session control

config-sess—control) #
config-sess-control
config-sess-control
config-sess-control
onfig-sess-control
config-sess-control

#
#
#
#
config-sess—control) #

)
) #
)
)
)
)
)
)

any
any
any
any
any
any
any
exit

any
any
any
any
any
any
any

svc-icmp permit
svc-dns permit
svc-papi permit
svc-adp permit
sve-tftp permit
sve-dhcp permit
svc-natt permit

config) # ip access-list session ap-acl
any any svc-gre permit

config-sess-ap-acl) #
config-sess-ap-acl) #
config-sess-ap-acl) #
config-sess-ap-acl) #
config-sess-ap-acl) #

config-sess-ftp-allow) # user any svc-ftp permit

#
(
(
(
(
(
(c
(
(c
(config-sess-control) #
(
(
(
(
(
(
(
(
(
(

any any svc-syslog permit

any user svc-snmp permit

user any svc-snmp-trap permit

user any svc-ntp permit
config-sess-ap-acl) # exit
config) # ip access-list session ftp-allow

config-sess-ftp-allow)# exit

4 Add Secure Remote Access Point Service user to the authentication server.

Enable the Alcatel VPN Authentication service. Configure the authentication
server and add the Secure Remote Access Point Service user/password into

the database to allow the Secure Remote Access Point Service user to

authenticate successfully.
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If you use the switch local database, navigate to the AAA Servers > Internal DB
page and click Add User.

Add User
User Mame remoteapl
Password sssssssssss
Werify Password
Role [ w
E-rail
Enabled v

o Entry does not expire
(" Set Expiry time (mins)

£ Set Expiry Date (mmfadiyyyv) | U Expiry Time{hh:mm) |

Apply

Add the username and password. If the default VPN role is not the role remote
ap role, then set the role on this page to the remote ap role. Click Apply to
apply the changes made.

CAUTION—For security purposes, Alcatel recommends that you use a
unique username/password for each remote AP. You should assign a
unigue username and password to each AP.

From the CLI enter:

To specify the role explicitly:

(Alcatel6000) #local-userdb add username remoteapl password remote role remote-ap
(Alcatelo000)

By default, no authentication server is defined under VPN authentication.
When using VPN authentication, make sure an authentication server is
configured. For example, after adding the username/password in the
appropriate user database, if the user is to use the Internal Server for VPN
authentication, enable this configuration using the following commands:

(Alcatel6000) #configure terminal
(Alcatel6000) (config) #aaa vpn-authentication auth-server Internal
(Alcatel6000) (config) #
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Also the role created for the Secure Remote Access Point Service in Step 3
needs to be added into aaa vpn-authentication as well by entering:

(Alcatel6000) #configure terminal

(Alcatel6000) (config) #aaa vpn-authentication default-role remote-ap
(Alcatel6000) (config) #

For more information on configuring IPSec and VPNs, see “Configuring Virtual
Private Networks” on page 143 and see “Configuring AAA Servers” on
page 81 for more information on configuring the AAA server.

5 Configuring the NAT device that is connected to the Alcatel Mobility Con-
troller.

The AP and secure switch communication uses the UDP 4500 port. When both
the switch and the AP are behind NAT devices, the AP is configured to use the
NAT device’s public address as its master address. On the NAT device, it is
necessary to enable NAT-T (UDP port 4500 only) and forward all packets to the
public address of the NAT device on UDP port 4500 to the Alcatel Mobility
Controller to ensure that the Remote AP bootstraps successfully.

Double Encryption

The Remote AP control traffic sent to the switch is over an IPSec tunnel. The
user traffic will be encrypted as per the AP/user authentication/encryption

configured. If the administrator wants the user traffic to be further encrypted
using IPSec, then enable double encryption.

(Alcateld324) (config)# ap location 10.0.0

(Alcateld324) (sap-config location 10.0.0)# double-encrypt enable
(Alcateld324) (sap-config location 10.0.0)# exit

(Alcateld324) (config)#

NoTE—AIlcatel recommends that double-encryption not be turned on for
inter-device communication over untrusted networks in AOS-W 2.4 or

higher, as doing so is redundant and adds significant processing overhead
for APs.
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Managing Software Feature Licenses

This chapter includes the following information:

® Understanding Alcatel software feature licenses
® Installing software feature licenses
® Maintenance of software feature licenses

Alcatel Software Licenses

Alcatel product licenses enable the following software modules:

Policy Enforcement Firewall (PEF)
VPN Server (VPN)

Wireless Intrusion Protection (WIP)
Advanced AAA (AAA)

External Services Interface (ESI)
Client Integrity (CIM)

XSEC (XSC)

Remote Access Point (RAP)

Software License Types

For all licensed software modules, two categories of licenses are
available:

1. Permanent license - This type of license permanently
“enables” the desired software module on a specific wireless
LAN switch. Permanent licenses can be obtained through the
sales order process only. Permanent software license
certificates are printed documents, physically mailed to the
user and also accompanied by an email confirmation.

2. Evaluation license - This type of license allows the user to
evaluate the unrestricted functionality of a software module
on a specific wireless LAN switch for 90 days (in 3 x 30 day
increments) without the requirement to purchase a permanent
software license.

Managing Software Feature Licenses
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At the end of the 90 day period, a permanent license must be applied to
re-enable this software module on the wireless LAN switch. Evaluation
software license certificates are electronic only and are emailed to the user.

Obtaining a Software License

To obtain either a permanent or evaluation software license, please contact
your sales account manager or authorized reseller. They will process your order
for a permanent license certificate or email an evaluation license certificate to
you as desired.

The Software Licensing Process

Software licenses (permanent or evaluation) are unlocked individually by
module type and are applied to each Alcatel wireless LAN switch as a Software
License Key. Software License Keys are unique alpha-numerical strings created
for individual Alcatel wireless LAN switches and are only valid for the
designated wireless LAN switch.

Certain steps must be taken and criteria met in order to facilitate successfully
enabling software license features on your OmniAccess Wireless LAN switch:

1. Obtain a valid Alcatel Software License Certificate.

2. Locate the Alcatel wireless LAN switch system Serial Number (or
Supervisor Card Serial Number) of the switching platform to which you
wish to apply the software license.

3. Visit the Alcatel Software License Management Web site at
http://eservice.ind.alcatel.com/oaw/ login and use the Software License
Certificate ID and the System Serial Number to activate a Software License
Key.

4. Log in using the WebUI to the wireless LAN switch on which you wish to
apply the license. Navigate to Maintenance > License Management, and enter
the Software License Key and click Apply.

Software License Certificates

The software license certificate is a software-module and switch-class specific
document (printed or emailed) that states:

® The orderable part number for the license

® A description of the software module type and wireless LAN switch
platform for which it is valid
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® A unique, 32-character alpha/numerical string that can be used to access
the license management Web site and which, in conjunction with a
wireless LAN switch system / supervisor card serial number, will generate
a unique software license key

v
ALCATEL

Software License Certificate

Part Number Description Quantity
OAW-4324-CIM Client Integrity Module for Omnifccess 4324 1
{48 AP License)

Certificate Identification:
IYEQcdVd-VEI7VszD-ECBZ KV x-j YuFiGgy

To activate this software license and generate the license key that will be installed on your Alcatel OmniAccess Wireless
platform, please visit the Alcatel License Management Web site: hitp://eservice.ind.alcatel. com/oaw/

- =S S

FIGURE 2-1 License Certificate

The System Serial Number

The serial number of the unique wireless LAN switch platform for which the
license will be valid for:

® System Serial Number that is specified on the rear of an Alcatel wireless
LAN switch chassis

® System Serial Number of the Supervisor Card (not the chassis) for an
Alcatel modular 6000 series wireless LAN switch platform

® System serial numbers may obtained by physically inspecting the chassis
or card or from the wireless LAN switch WebUI (by navigating to the Switch
> Inventory page.

v
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Note that removal of a Supervisor Card is required on a modular platform for
visual inspection and this can result in network down time.

The Alcatel License Management Web Site

In order to activate a Software License Key, you must log in to the Alcatel
License Management Web site at http://eservice.ind.alcatel.com/oaw/.

® If you are a first time user of the licensing site, the Software License
Certificate ID number can be used to log in initially and request a user
account. If you already have a user account, log into the site.

® Once logged in, you will be presented with three options:

1. Activate a Certificate - to activate a new certificate and create the Software
License Key that will be applied to your wireless LAN switch platform

2. Transfer a Certificate - to transfer a Software Certificate ID from one
wireless LAN switch to another (in the event of transferring licenses to a
spares system for example)

3. List Your Certificates - to view all currently available and active Software
License Certificates for your account

To activate a software license certificate, select Activate a Certificate, enter the
certificate ID number, then the System Serial Number of the wireless LAN
switch that you wish to apply the license to. Then click Activate. A copy of the
transaction and the Software License Key will be emailed to you at the email
address you enter at time of license activation.

This Software License Key is only valid for the System Serial Number you
activated it against.

Applying The License Key
To “Enable” the software module and functionality, you must now apply the
Software License Key to your Alcatel OmniAccess wireless LAN switch.

1. Using the WebUI, log into your Alcatel OmniAccess wireless LAN switch
with Administrative access rights.

2. Navigate to: Maintenance > License Management where system License
Information and the License Table can be found.

3. Copy the Software License Key that was emailed to you, and paste it into
the Add New License Key field. Click Add and Apply to apply the License Key.
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FIGURE 2-2 License Management Screen

4. You must now reboot your wireless LAN switch in order for the new
feature to become available.

Additional Software License Information

Permanent Licenses

Permanent Software Licenses report the software module as Enabled on the
on-switch WebUI. These license types will never expire, even in the event of
the Operating System software being upgraded to a newer version. (Licenses
will carry over one for one).

Evaluation Licenses

Evaluation licenses support the following behavior:

® Evaluation licenses are limited to 3 x 30-day periods. Evaluation licenses
time individually, supporting multiple evaluation licenses for various
software modules each expiring at different times

v
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® During evaluation, full functionality relating to that software module will be
made available to the user

® During a software evaluation the wireless LAN switch WEB Ul will report in
the summary page at initial login that software licenses are expiring

The time remaining on the licensing term displays on the CLI upon login, as
shown below:

(Alcatelo000)
User: admin
Password: **x*x*xx%

NOTICE

NOTICE -- This switch has active licenses that will expire in 29 days
NOTICE

NOTICE -- See 'show license' for details.

NOTICE

(Alcateloe000) >

The WebUI will also display the same information. To view the license
information, click the Licensing tab on the main screen, or navigate to the
Monitoring > Licensing page. The expiration date of trial licenses displays on this
page.

|7 Monitoring - Microsoft internet Explorer

fle Edt Wiew Favortes Tools Help

¥
[YYFNIAY | Monitoring
Maritoring sl ML) agnostics Mas =gl Licenses will expire in 22 days
Switch o
Syich Summery Switch Summary
Access Paints
ke ArcetoPaints: WLAN Switch Information
i Switch Mame A0
Switch Madel OAW-5000
Air Manitars
e ADSW Versian  2.4.0.0
e 1P address 192.166.102.1
Bk fece MAC Address  00:0B:86:00:CAi00
Firewall Hits WMaster IP Address 197.169.101.1
Extemal Services Interface
PO WLAN Switch Status
Inventary Current System Time Thu Apr 28 11:05:14 PST 2005

Local Events Switch Up Time 17 minkes 45 seconds

Switch Utiization 3

NOTE—In the event of multiple evaluation licenses running concurrently on the
same switch, the reported expiration time is the for the licensed feature
with the least amount of duration remaining.

The time remaining on an evaluation license is also logged every day.
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When each evaluation period expires the following behavior occurs:

® The wireless LAN switch will automatically backup the startup
configuration and reboot itself at midnight (time in accordance with the
system clock)

® All permanently enabled licenses will be unaffected. The expired evaluation
licensed feature will no longer be available, shown as Expired in the WebUI.

® The Software License Key may be reapplied to the switch, provided the 90
day evaluation time for that feature has not been reached. If the maximum
evaluation time for the evaluation license has been reached, the startup
configuration will still be backed up. However, the feature can now only be
re-enabled with a permanent license key.

Deleting a License Key

To remove a license from a system:
1. Navigate to the Maintenance > License Management page.

2 Select the feature / Service Type to be removed and click Delete (permanent
license keys) or Disable (evaluation license keys) to the right of the feature entry in
the License Table.

3 If the feature to be deleted is under the trial period of an evaluation license,
no key will be generated. If the feature is a fully licensed feature, deleting
the feature will result in the feature key being displayed.

NoOTE—If you are unable to delete a license key on a disabled or damaged sys-
tem that is subsequently returned, you can reinstall this license on
another machine. The factory will take the necessary steps to remove
the license key.

Moving Licenses

It may become necessary to move licenses from one chassis to the other or
simply delete the license for future use. To move licenses, delete the license
from the chassis as described above in “Deleting a License Key ”. Then install

the license on the new switch using that switch’s serial number to generate
the license key.

Switch Resetting

System Reboot

Rebooting or resetting a wireless LAN switch will have no effect on licensing,
whether permanent or evaluation.

Managing Software Feature Licenses | 7
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Resetting Switch Configuration

Issuing the write erase command to a switch running software licenses will
not affect the license key management database on the switch, only the
configuration.

Issuing the write erase all command will reset the switch to the factory
default, deleting all on-switch databases including the license key management
database, requiring the system administrator to reinstall all previously installed
license keys.

License Fraud Management

The act of self-moving a license from one switch to another is provided as a
courtesy to allow customers maximum flexibility to manage their organizations
network and sparing at their convenience and with minimal interaction with
Alcatel customer support. License fraud detection is monitored and enforced
by Alcatel. When abnormally high volumes of license transfers for the same
license certificate to multiple switches is experienced, this can indicate breach
of the Alcatel end user software license agreement and will be investigated.

WARNING
When license keys are enabled on an Alcatel OmniAccess wireless LAN switch,
abnormal tampering of the switch’s system clock (setting the system clock

back by 2 hours or more) will result in the “Disabling” of software licensed
modules and their supported features. This can be network service effecting.

Getting Help with Licenses

For information or support with licensing issues, contact your Alcatel sales
representative or log onto the Alcatel license support website at:
http://www.alcatel.com/enterprise/.

8 | Part 031650-00 May 2005


http://www.arubanetworks.com/support/

CHAPTER 3
Configuring Network Parameters

This section outlines the steps involved to configure the various
network parameters required to set up an Alcatel Mobility
Controller. This includes configuring VLANSs, IP interfaces, static
routes, and loopback IP addresses.

Conceptual Overview

The concept of VLAN is used in the Alcatel Mobility Controller as
a layer 2 broadcast domain as well as a layer 3 IP interface, similar
to most layer 2/3 switches. The administrator can configure a set
of ports to be members of a VLAN and define an IP
address/netmask for the VLAN interface. A single physical port
can be a member of multiple VLANs by use of 802.1q
trunking/tagging.

The loopback IP address is a logical IP interface that is used by
the Alcatel Mobility Controllers and APs to communicate
amongst each other. To make use of this interface, ensure that
the IP address is reachable through one of the VLAN interfaces.
The examples and configuration guidelines below will illustrate
the same.

Network Configuration

Create/Edit a VLAN

1. Navigate to the Configuration > Switch > VLAN page on the
WebUI.

Configuring Network Parameters
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Monitaring Configuration lia < Maintenance kF‘Iar\
Switch 5
Pt Switch > VLAN
PR E: General | Port | WLAN | Tunnels | IP Raoutin YRRF | DHCF Server
g
WLAN
Metvrark ¥LANID IP Address  Net Mask Associated Ports Actions
Radio 1 10,200,146 255.255,255.0 Falf0-5,Falf7-23,Gig1/24-2 Edit
Advanced
z 10.210.14.1  255.255.255.0 Falfe Edit Delete
RF Management
Calibration Aidd
Ciptimization Use the Add button to a[;Ei[::ﬁ:gd I?Elt??he
Protection create additional VLANs speciﬁr::pV{AN
Monitoring

2 Click Add to create a new VLAN. To edit an existing VLAN click Edit for this
VLAN. On the next screen (as shown below), enter the VLAN ID, the IP
address and network mask of the VLAN interface. If required, the address of
the DHCP server for that VLAN can also be configured by clicking Add.

The VLAN can be assigned to the required ports by selecting the appropri-
ate boxes in the Assign this VLAN to Ports fields. However, the recommended
procedure for assigning VLANSs to ports is explained in the following sec-

tion.

| porstorng [WESFEN Disgnostics | mantensnce | plin | Events | reports |
Switch I z
Swit - VLAN > = Back
= Switch = VLAN = Add New VLAN Lo
Hanagnmenk Tonfiguration DHLP Helper Addresses
WLAN
MNokwaork MLANID 3
PRadio 1 Address [10.200.15.10 Add
Advanced Mot Mash  |255.256.265.0]
RF Management
calbraton Regquirad flalds for VLAN craation
Cptimization
Probection Part Selection Options
[P Lisa: any of the sk chaarse ports for
e or manusshy Seket ok or Mars parts by cheking on the parts.
advanced Yo can s select ol te ports sk b Select A checkbas,
s'L':L< © adninistraties State " Gparatonal State T port Mode
¥ [ !
Dol © VAN fssucistion Wi
AL Sarvens
Authertication Methods Assign this VLAN to Port
VPN Settings
[ 2
Frewall Sattings
Securs Acoess 1 o s
Securs Service Interfaces Seloct al || Clnar 4
Advanced
WLAN Intrusion Probection Current configuration of the port under the mouse cursor will be displayed
Lt Administrative Slale A Dperational Stale i
Dexial of Service
E Puwer Over Elhernetl Nif T Port Trusted it
e Is Port an Access or a Trunk Port A Porl Pulicy i
Pukcies Spanming Tree Hin
VLAN(s) Hi
Apely |

3 Click Apply to apply this configuration.
4 \Verify that the VLAN has been created on the VLAN page.
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(o PR s T rierrce B o s |
Switch switch =
e Switch > VLAN
Managemert Goeral | | Port | VAN | | Tuemk | | PRofing | VRRP | | DHER Berver
WIAN
e VLANID I Address  NetMask  Associated Ports Actions
R 1 10200146 255.255.255.0 Fal/I-23,Goli24-25 it | |
Pebtarced z 10.ZULIAT T s
FRSna g U T e _Edik | Oolots |
Cabaslion (3 102001510 255,28 ) Edit' | Delets |
CpRmaton Add]
Protection
Menterrg
advancnd

Configuring a Port to Be an Access Port

The in-band Ethernet ports can be configured as access ports and members of
a single VLAN using the following steps:

1. Navigate to the Configuration > Switch > Port page on the WebUI.

Morsioring bt L oo conigraion | oo |

Switch
Germral Switch = Port
Hanagemack
WLAN General Port. WLAN Tunnet: 1P Routing VRRP DHCP Server
Netwark,
Feadio Port Selection Opthons
. Use sy of ' i
Fubvaned o marusaby select ane or maee perts by cicking on the pets.
RI Management iou can slso select all the ports using the Select A chackbon.
L  Bddministrathoe Stabe " operational State © Port Made
Cprmaetin 5
Protection © vLAN Assocetion |7 = T Trusted
Mardterieg
Advanced Port Selection
Security
. 0 ] n
bREL 1 23 £
AR Servers

SetecL A Cear M
sathertication Methods

WPH Seltins Port FE 1/6 Configuration Detalls

Firewsll Settings. Administrative State Lnstled  Uperational State up

Serure Arness R O 1# Port Trusted o Maving the mouse cursar

Secure Sarvics Inberf aces avar a part box will show

advanced I8 Fort an Access or o Trunk Port  Access Port Palicy nia the current configuration
WLAN Intrusian Protection spanning Tree Forwandng; cost: 19; prio: 120 (portfast off) for that port

Fogue ¢ YLAS) 7

Denial of Sorvice A

Marrin-the-Midde

2 Select the port to be configured by clicking on the appropriate box in the
Port Selection section of the page. After selecting the port, choose the
VLAN from the drop down list in the Configure Selected Ports, Enter VLAN(s)
section and click Apply to complete the choice.

v
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tion.

R Dorcntics | Mintiruncs | Pl | Events | feparts |

Switch
Gerrral Switch = Port
Managenment
WLAN General | | Port || VLAN | Tunnek | IPRouting | VRRP | DHCP Server
Network,
R Port Selection Options
Usis sy of : i ports for

Advanced

I Management
Calbr ativn
Cptimization
Protection
Morkterng
advanced

Security
Reoles
Pubcies.
AAA Sarvers
uthertication Methods
WPN Setkings
Firewall S4ttings
Seoure Aooess
Sevure Service Inberf aces
Advanced

WLAN Intrusian Protection
Fogue AF
Denial of Sarvice:
Marrln-the-Hidde
Sigrbunes
Pubcies.

or manuualy select ors ce meer: ports by chcking on the poets.
ou can slso select &l the ports using the Select alf checkban,

 addminkstratie State © cperational State " Poet Modke
VAl fizsociotion |2 8  Trusted
Part Selection
u 7 =
1 23 M
Setect A Tear A
Lonfigure Selected Ports
Enable Port.

Enahie 803 3F Pownr Crvnr Erhernot

Engbls Citco Power Ower Chirnet(Enabing this cotion vl diesble DUZ. 06 Power Over Cthemet)

Miske Port Trusted

ot Modke Ensura that Access |s salactad for port mode.
Enter VLAN(S) Select VLAN from pull down menu then click
P—— an <--to add It to the port canfiguration.
Enabis MUK

Sparing Tree

3 Click Apply to make this configuration active.

Sive Confiprations | Logoul |

k3
1
=
r
—
 huese FT-u:\
2 e J

clalehadolls % | ™ Dednte
I

™ Ensbied

19 Port Cost

128 Prionty
I Pert Fast

apply |

| oo WETETE Oisgnostis | manteniance | Pl | gvents | Repors [ ssve Configuraton | Logout |

Switch
Gernrsl
Management
WLAN
Network
Lt
advanced
RF Manayement
Callbeation
Cptimization
Frotection
Mordteeing

Part 031650-00

Switch = VLAN
Ganeral Port YLAM Turnals IF RO\Itl\g YERF OHCP Server
VLANTD TP Address et Mask a Ports
1 10,200,144 :J’J.f)’J._’é'}ﬂl iﬂk‘a F alll’(-ZJlftgllﬁ‘!-fa Edit |
2 10,210,141 :ss.ﬁ.zﬁn Faljé edit || Delete |
3 102001510 2552552550 = Edit Dinlete
Fortadded et ]
_hdd | to VLAN 2

Configuring a Trunk Port

NoTE—Make sure that the Port Mode is Access in the Configure Selected Ports sec-

NoTE—This will apply the entire configuration shown in the Configure Selected Ports
section, including changes that were not explicitly made. Make sure that the con-
figuration for all items on the list is as desired before clicking Apply.

Verify that the Configuration was applied by navigating to the Configuration
> Switch > VLAN screen. The port configured should be shown as a member
of the configured VLAN.

An in-band Ethernet port can be configured to be a trunk port and a member of
multiple VLANs using the following steps:
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1. Navigate to the Configuration > Switch > Port page on the WebUI. Select the
port(s) to be configured by selecting the appropriate checkbox in the Port

Selection section.

[ “ororma I Oiagnostcs | Mantenance | Pl | Events | Reperss | | Save Confuraton | Logout |
Switch
General Switch = Port
Hanagenerk
WLAN Gereral | Port | VLAN | Tunnels | IPRoutng | VRRP | | DHCP Server
Hetwark.
Fodo Port Selection Options
Advanced ::'w'f " hors: By chek e et
RF Management You can slsw select a1 the ports usie the Select AF dhechbo,
Casenon " Advenistraters State 7 Gpsratonsl State T Port Mode
Crdinizstion —
Protection s assocation 12 58 T Trusted
Moriterig
Advanced Part Seliction
Senurity
Foles & 2
i X 4 F=]
ARA Servers - al Clecer 4l
Authertication Methods
WP Settings
S Configure Selected Ports
- Enable Port =
Securn Service Interfaces Enable D02 J6f Power Over Ethemet r
Fbvanced v sble 802,38 Puswer Crver Etherrst) m
WLAN Intrusion Frotection
Rogus AP ake: Port Trusted r
Daual of Servce. Port Mode Select Trunk to enable trunk configurations for VLANS  ancess % Tk
Man-in-the-Midde
Native VLAN |1 =1 o
Sipstures i =
Fokeis © Alree A YLANS
Eniber YLAN(S) = A YLAN st
To allow or disallow multiple VLANs selecta alowed LareT 2 =B .\,‘\
VLAN from the pull down list, click <--, then -
select another VLAN from the pull down menu ', D=lewed ans 2 == J
Frerrnal Policy | T pelete
Enable MLEC r
™ Enabled
Tron 1% ot Corst
iz Pronty
I port Fast
Apply

Select Allow all VLANs to assign all configured VLANSs to this port. If the
desired list of VLANSs is different from all configured VLANSs, choose the
Allowed VLAN list option and add to the list of allowed VLANs and disal-

2 Select the Trunk option to the Port Mode section.
lowed VLANSs as required.
Click Apply to apply this configuration.

5

> Switch > VLAN page.

Verify VLAN membership is as configured by navigating to the Configuration

| _tocitoning ERE Ourctis | bintorunc | pis | Evonts | Reprts [l S Contigration | Logast|

Switch
Gerral
MansGaE
WLAN
Network,
Rado,
Aubvanced
I Monagement
Caibration
Optmaain
Protection
Mardterig

v
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Switch
Goreral

VLAN 1D
1

2
£l

Add |

VLAN

Port VLAN Turmnaks 1P Rouating VRRP DHCP Sorver

P Address  Met Mask Actions
10.200.146  255.255.255.0 Fal /D5 Fal 742380l /24-25 | gt | |

WLEIOIAD IS5 FALG Edit | Dalete
10.200.15.10 m.;ss.?ss.r(F‘mj:'D Edit | Dalete

Part 23 Trunk confirmad in
both VLAN 1.& 3

Configuring Network Parameters
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Configuring Static Routes
1. Navigate to the Configuration > Switch > IP Routing page.

ooy TS Disgncenis | manenance | pan | gverns | repces |

Switch
Geraral
Managemert
WLAN
Netveork.
Rad
advanced
RF Manayement
Callbeation
Cptimization
Froection
Merdeeing
Advanced
Security
Foles
Pobeles

Save ConSguration

Switch = IP
Ganara Port HYLAN Tunnek: P Fouting WRRF DHCF Sarvar
Dl ault Gateveay
Address b Address)  Cost | Action
10.200.18.1 255,255.255.0 10.200.17.1 1 Delete
add|
Apply |

Comnmans s Command
010Ut 10,200.10. 1 255.255.295.0 10.200.17.1 1

The Commands feature allows the eguivilent CLI commands to be
shown below the GUI| settings. Click "Show Commands™ to enable
this feature or "Hide Commands'' to hide this feature.

2 Click Add to add a static route to a destination network or host. Enter the
destination IP and network mask (255.255.255.255 for a host route) and
the next hop IP address.

Configuration

Switch
General

Management:
WLAN
Hetwork,
Radio
Advanced
RF Management
Calibration

nostics [Maintenance E
Switch > IP > Add Static Route < Back |
Destination IP Address  [10.200.13.19

Destination Network Mask |255,255.255.0
Mext Hop IP Address 10.200.18.1

Add | Cancel

3 Click Add to confirm the entry.

NOTE— The route has not yet been added to the routing table.

Click Apply to add this route to the routing table. The message Configuration

Updated Successfully will confirm that the route has been added.

[ tintorig WEPTRTN oigrtics | Mt | o | Evts | gt | L s contpration | Logout |
Switch P
] Switch > IP
HanSgBiek G Port WVLAN Tuneks P Rading  VRRP DHCP Sorver
WILAN
Network, Deftuk Giaway
Pada address sk Mewt Addeess)  Cost Action
Acvanced 100200, 10.1 EEELEL0 10.200.17.1 1 . Delete |
HI Management GB 200.19.1% ZEE.2SE PS50 10,200,181 -] ) Dielnte
Cailbration i =
Cpemization Route, addition confirmad - alse shown In Commands balow i
froseetion Commands Ve Commands
Merdterin o roube 10,200.18. 1 255,255.255.0 10,200,171 1
advanced I route 10.200.19, 19 265,265 265.0 10.200018.1 3

Modifying the Loopback IP Address

NOTE—This procedure requires a switch reboot.

14 | Part 031650-00
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To change the switch loopback IP address:

1. Navigate to the Configuration > Switch > General page on the WebUI.

| _pccncng WETEFET Oigostics | martenance | pln | Events | fepors |

Switch T
ceard Switch = General
Hanagnmenk Gareral | Port | | VAN | | Tunels | | IPRoutng | VRRP | DHCF Server
WLAN
vk Susteh Reke Masler
Rodo
Avenond Master 1P Ackbess
RF Management
Calbeation Loopback Interface
Cptinization WAL Ackess
Frotecton IPAddbess  10.200.34.211
Moritoring
advanced Switch TP Detalls (YLAN 1)
Senurity MAC Address 00:00:B6F 0060
Rodes 1P address 10.200.14.6
Pobeies Subnet Magk.  295.295.255.0

2 Modify the loopback IP address in the Loopback Interface section on this
page as required. Click Apply to apply this configuration.

A

CAUTION—If you are using the loopback IP address to access the
WebUI, this will result in loss of connectivity. Alcatel recommends

that you use one of the VLAN interface IP address to access the
WebUI to make this change.

3 Navigate to the Maintenance > Switch > Reboot page to reboot the switch to
apply the change of loopback IP address

Image Manacatiare
Aebock Switch
nar Curdiy
Sychronas Database
font Perameters

rile
Copry Files.
Copr Logs
Copry Crash Flos
Dt s

WUAN
Calbrats Rad Netwerk

Pregram AP

4 Click Continue to save the

v

ALCATEL

| woatong | confiuatcn | Guonosice [ | oot |
Switch

Switch = Reboot Switch

Saree Curmenk Configueation Befrrn fieback - yuy © g

[ ontinun ] | Ganeal

RArbocking the Suitchin| | saconds

Cancel Rebost |

configuration.

Configuring Network Parameters
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5 When prompted that the changes were written successfully to flash, click
OK.

Microsoft Internet Explorer. rz|

1] E Changes were written to flash successfully,
L

6 The switch will boot up with the changed loopback IP address.
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CHAPTER 4
Configuring Redundancy

This chapter outlines the steps required to configure the various
redundancy options available in an Alcatel network. The
redundancy can include backing up an Alcatel Mobility Controller
for the Access Points being controlled (and through them the
clients accessing the wireless network), backing up an Alcatel
Master switch.

Conceptual Overview

The underlying mechanism for the redundancy solutions in the
Alcatel solution is the standard redundancy protocol, Virtual
Router Redundancy Protocol (VRRP). This mechanism can be
used to create various redundancy solutions, including pairs of
local switches acting in an active-active mode or a hot-standby
mode, master backing up a set of local switches, a pair of
switches acting as a redundant pair of master switches in a hot
standby mode. Each of these modes is explained in greater detail
with the required configuration.

VRRP is a protocol that is designed to eliminate the single point of
failure by providing an election mechanism amongst n switches
to elect a “master” switch. This master switch is the owner of the
configured Virtual IP address for this VRRP instance. When the
master becomes unavailable, one of the backup switches takes
the place of the master, thereby getting ownership of the Virtual
IP address. All the network elements (such as the Access Points
and other switches in this case) can be configured to access the
Virtual IP, thereby providing a transparent redundant solution to
the rest of the network.

Configuring Redundancy 17



OmniAccess RN: User Guide

Redundancy Configuration

In an Alcatel network, the Access Points are controlled by an Alcatel Mobility
Controller. The APs tunnel all data to the switch that does all the processing of
the data, including encryption/decryption, bridging/forwarding etc.

Local switch redundancy refers to providing redundancy for this switch such
that the APs “failover” to a backup switch if a switch becomes unavailable.
Local switch redundancy is provided by running VRRP between a pair of
Alcatel Mobility Controllers.

NOTE—The two switches need to be connected on the same broadcast domain
(or layer-2 connected) for VRRP operation. The two switches should be of
the same class (4308 to 4308 or higher), and both switches should be run-
ning the same version of AOS-W.

The Access Points are now configured to connect to the “virtual-IP”
configured on the VRRP instance.

Configuring Local Switch Redundancy

To configure redundancy for a local switch:

1. Collect the following information needed to configure local switch
redundancy:

® VLAN ID on the two local switches that are on the same layer 2 net-
work and will be used to configure VRRP.

® Virtual IP address that has been reserved to be used for the VRRP
instance.

2 Navigate to the Configuration > Switch > VRRP page on the WebUI for each of
the local switches. Click Add to start creating a VRRP instance.

18 | Part 031650-00 May 2005



Manitaring
Switch
General

Configuration

Managernenk
WLAN
Mebwork
Radio
Advanced
RF Management

Chapter 4

| Plan
Virtual Router

| Logout |

Maintenance

Diagnostics

Reports

Save Configuration

General Part YLAN Turnels IF Routing YRRP DHCP Server
Virtual Router Table
Router Name  IP Address ¥LAN Admin State Operational State  Action

Add

Falicies

Calibration Database Synchronization Parameters
Optimization Enable periodic database synchronization r
Protection Database synchronization period in minutes
IManitarin
e Include RF Plan data v
Advanced
Security
Roles Apply
Commands Yiew Commands

3 Enter the various VRRP parameters for the VRRP instance. The table below
explains what each of the parameters means and the recom-
mended/expected values for this configuration.

Parameter

Virtual Router
ID

Explanation

This is the Virtual Router ID
that uniquely identifies this
VRRP instance.

Expected/Recommended
Values

Recommended to configure
this with the same value as the
VLAN ID for easy
administration.

Advertisement This is the interval between Recommended to leave as
Interval successive VRRP default (1000ms = 1s).
advertisements sent by the
current master
Authentication This is an optional password A password of up to 8
Password that can be used to characters length can be
authenticate VRRP peers in configured in this field or it can
their advertisements be left empty to take the
default of no authentication
password.
Description This is an optional textual
description to describe the
VRRP instance
IP Address This is the Virtual IP address  Configure this with the Virtual
that will be owned by the IP address reserved in step i.
elected VRRP master.
v

ALCATEL
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Enable Router
Pre-emption

Priority

Admin State

VLAN

Selecting this option means
that a switch can take over
the role of master if it detects
a lower priority switch
currently acting as master

Priority level of the VRRP
instance for the switch. This
value is used in the election
mechanism for the master

Administrative state of the
VRRP instance

VLAN on which the VRRP
protocol will run.

For this topology it is
recommended NOT to select
this option.

It is recommended to leave this
as the default for this
topology.(default = 100).

To start the VRRP instance,
change the admin state to UP.

Configure this to be the VLAN
ID from step i.

4 Configure the values in the respective fields as shown in the table above
and click Add to enter the values.

Maritaring ey NE I Diagnostics | Maintenance:
Switch
General
FEREZENE ¥irtual Router 1d 11
WLAN
Mebwiark Advertisement Interval (msecs)
Radio Authentication Password password
Advanced Diescription WRRP-11
RF Management
Calibration IF Address 10.200.11 .254|
Ciptirnization Enable Router Pre-emption r
Pratection Pricrity
Manitoring
Admin State DO w
Advanced
Security WLAN 11
Roles Add | Cancel
Falicies

Add Virtual Router

Reports

« Back

Save Configuration

5 Click Apply to apply the configuration and add the VRRP instance.

20 | Part 031650-00
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Configuration

Switch
General

Managernenk
WLAN

Mebwork
Radio

Advanced

RF Management

Calibration
Optimization
Pratection
Manitoring

Advanced

Security

Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Chapter 4

anfiguration

Maintenance

Virtual Router

Diagnostics

General Part YLAN Turnels IF Routing YRRP DHCP Server
Virtual Router Table
Router Name IP Address ¥LAN AdminState Operational State Action
11 10,200.11.254 1 [aledty] Edit| Delete
Add Confirm that the VRRP

instance has been added
Database Synchronization Parameters

Enable perindic database synchronization r

Database synchronization period in minutes

Include RF Plan data v

Apply
Commands

wrrp 11
authentication password

Hide Commands

description "YRRP-11"
ip address 10,200,11,254
wlan 1 also confirm the commands used to

! create the VRRP entry

Clicking on "View Commands' can

Configure the Access Points to terminate their tunnels on the Virtual-IP
address. This can be done with greater flexibility and ease from the CLI.
The APs can be identified by their location code (building.floor.location)
with O being used as a wild card for any of the values. Thus a location code
of 10.0.0 would refer to all the APs in building 10. Refer to the AP provi-

sioning guide for directions on how to provision the APs with their location

codes.

NOTE—This command needs to be executed on the Master switch as only the
Master switch controls all APs in the network.

Use the steps in the table below to configure the “Ims-ip” for a set of AP(s).

Command
Step 1 configure terminal
Step 2 ap location b.f./
Step 3 Ims-ip ip-address

Purpose
Enter the global configuration mode.

Use the location code value to select
set of AP(s) to configure.

Configure the Ims-ip for the selected
set of APs.

The example below shows how the steps shown above can be used to config-
ure the Ims-ip for all APs in building 10:

v

ALCATEL
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(Alcateld324) (config) #ap location 10.0.0
(Alcateld324) (sap-config location 10.0.0) #lms-ip 10.200.11.254

(Alcateld324) (sap-config location 10.0.0) #

Master Switch Redundancy

The Master switch in the Alcatel solution acts as a single point of configuration
for global policies such as firewall policies, authentication parameters, RF
configuration to ease the configuration and maintenance of a wireless
network. It also maintains a database related to the wireless network that is
used to make any adjustments (automated as well as manual) in reaction to
events that cause a change in the environment (such as an AP becoming
unavailable). The Master switch is also responsible for providing the
configuration for any AP to complete its boot process. If the Master becomes
unavailable, the network continues to run without any interruption. However
any change in the network topology or configuration will require the availability
of the Master switch.

To maintain a highly redundant network, the administrator can use a switch to
act as a hot standby for the Master switch. The underlying protocol used is the
same as in local redundancy, that is VRRP.

To configure master switch redundancy:

1. Collect the following data before configuring master switch redundancy.

® VLAN ID on the two switches that are on the same layer 2 network and
will be used to configure VRRP.

® Virtual IP address that has been reserved to be used for the VRRP
instance

2 Connect to the switch CLI using Telnet or SSH. After logging into the
switch, enter the global configuration mode.

To configure VRRP on the VLAN ID.
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Command
Step 1 vrrp vrrp-id
Step 2 vlan vian-id
Step 3 ip address ip-address
Step 4 priority priority-value
Step 5 preempt

Explanation

Creates the VRRP
instance.

Associates the
VRRP instance
with a VLAN.

Virtual IP address
for the VRRP
instance

Priority of the
VRRP instance
that is used in
the election of
the master. By
default, the value
is 100.

Enable
preemption

Expected/Recommen
ded Values

It is recommended to
configure the VRRP ID
to be the same as VLAN
ID on which the
instance runs for easier
administration and
maintenance.

VLAN ID from step i.

Virtual IP address from
step i.

The following are the
recommended values
for the priority on the
“initially preferred”
master and “initially
preferred” backup
switches:

Master: 110

Backup: 100

Note: these values are
closely related to the
value of the value to be
added to the priority by
tracking in step 7.

ALCATEL
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authentication password

description description

tracking master-up-time

duration add value

Step 5

(Optional)
Step 6

(Optional)
Step 7
Step 8

no shutdown

Optional
authentication
password that is
used to
authenticate
packets between
VRRP peers

Optional
description to the
VRRP instance.

Configures a
tracking
mechanism that
adds value to the
priority after a
switch has been
the master for
the VRRP
instance for a
duration longer
than the
configured value
duration. This is
used to avoid
failing over to a
backup Master
for transient
failures.

Administratively
enables the VRRP
instance.

Any password of up to
8 characters can be
configured on both the
peer switches. This is
an optional
configuration.

Any text description can
be configured in this
field. This is an optional
configuration.

The value of duration is
the length of time that
the administrator
expects will be long
enough that the
database gathered in
the time is too
important to be lost.
This will obviously vary
from instance to
instance.

The recommended value
of value in conjunction
to the values for priority
in step 4 is 20.

N/A.

The following shows an example of the configuration on the “initially-preferred

master”.

(Alcateld324
(Alcateld324
(Alcateld324
(Alcateld324
(Alcateld324
(Alcateld324
(Alcateld324

24 | Part 031650-00

(config)

(config-vrrp)
(config-vrrp)
(config-vrrp)
(config-vrrp)
( )
( )

#vrrp 22

config-vrrp
config-vrrp

#vlan 22
#ip address 10.200.22.254
#priority 110
#preempt
#authentication password
#description Preferred-Master
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(Alcateld324) (config-vrrp) #tracking master-up-time 30 add 20
(Alcateld324) (config-vrrp) #no shutdown

The following shows the corresponding VRRP configuration for the peer
switch.

(Alcateld324) (config) #vrrp 22
(Alcateld324) (config-vrrp) #vlan 22

(Alcateld324) (config-vrrp) #ip address 10.200.22.254
(Alcateld324) (config-vrrp) #priority 100

(Alcateld324) (config-vrrp) #preempt

(Alcateld324) (config-vrrp) #authentication password
(Alcateld324) (config-vrrp) #description Backup-Master
(Alcateld324) (config-vrrp) #tracking master-up-time 30 add 20
(Alcateld324) (config-vrrp) #no shutdown

Use the following steps to associate the VRRP instance with master switch

redundancy.
Command Explanation Expected/recommen
ded Values

Step 1 master-redundancy Enter the N/A
master-redundancy
context

Step 2  master-vrrp vr-id Associates a VRRP VR-ID of the VRRP
instance with master instance configured in
redundancy step iii.

Step 3  peer-ip-address ip-address Loopback IP address Loopback IP address of
of the peer for the peer switch.
master redundancy

v
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NoTE—Note: All the APs and local switches in the network should be config-
ured with the Virtual IP address as Master IP. The Master |IP address can be
configured for local switches during the Initial Setup Dialog (refer Quick Start
Guide for more details). The administrator can also use the following com-
mands to change the Master IP of the local switch. The switch will require a
reboot after changing the Master IP of the switch.

Command Explanation Expected/recomm
ended values
Step 1 masterip ip-address Configures the Master IP Configure this to be

address of a local switch the virtual IP
address of the VRRP
instance used for
master redundancy.

If DNS resolution is the chosen mechanism for the APs to discover their
Master switch, ensure that the name “Alcatel-master” resolves to the same
Virtual IP address configured as a part of the master redundancy.

Master-Local Switch Redundancy

This section outlines the concepts behind a redundancy solution where a
master can act as a backup for one or more local switches and shows how to
configure the Alcatel Mobility Controllers for such a redundant solution. In this
solution, the local switches act as the controller for the APs. When any one of
the local switches becomes unavailable, the master takes over the APs
controlled by that local switch for the time that the local switch remains
unavailable. It is configured such that when the local switch comes back again,
it can take control over the APs once more.

This type of redundant solution is illustrated by the following topology
diagram.

NOTE—This solution requires that the master switch has a layer-2 connectivity
to all the local switches.
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Redundant Topology:
[ Master ] pa o9y

Master-Local redundancy

VLAN 1,2,...n

Layer 2
Network

VLAN 2

Local 2]

) |

In the network shown above, the master switch is layer 2 connected to the
local switches on VLANSs 1, 2... n respectively. To configure redundancy as
described in the conceptual overview for master-local redundancy, configure
VRRP instances on each of the VLANs between the master and the respective
local switch. The VRRP instance on the local switch is configured with a
higher priority to ensure that when available, the APs always choose the local
switch to terminate their tunnels.

To configure the master and local switches for such a topology:

1. Configure the interface on the master switch to be a trunk port with 1, 2...
n being member VLANs. Refer to the “Configuring Network Parameters” for
more details on how to configure this.

2 Collect the following data before configuring master switch redundancy.

® VLAN IDs on the switches corresponding to the VLANs 1, 2...n shown
in the topology above.

® Virtual IP addresses that has been reserved to be used for the VRRP
instances.

3 Connect to the switch CLI using Telnet or SSH. After logging into the
switch, enter the global configuration mode.

v

ALCATEL

Configuring Redundancy | 27



OmniAccess RN: User Guide

4 Use the following steps to configure VRRP on the master and local
switches respectively. Note: the master switch will be configured for a
number of VRRP instances (equal to the number of local switches the mas-
ter is backing up).

Expected/Recommen

Command Explanation ded Values
Step 1 vIrp vrrp-id Creates the VRRP It is recommended to
instance. configure the VRRP ID to
be the same as VLAN ID
on which the instance
runs for easier
administration and
maintenance.
Step 2 vlan vian-id Associates the VLAN ID from step 2
VRRP instance with above.
a VLAN.
Step 3 ip address ip-address Virtual IP address Virtual IP address from
for the VRRP step 2 above.
instance
Step 4 Priority priority-value Priority of the VRRP The following are the
instance that is recommended values for
used in the election the priority on the
of the master. By master and local
default, the value is switches:
100.
Master: 100
Local: 110.
Step 5 Preempt Enable preemption
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Step 5 authentication Optional Any password of up to 8
password (Optional) authentication characters can be
password that is configured on both the
used to peer switches. This is an
authenticate optional configuration.
packets between
VRRP peers
Step 6 description description  Optional Any text description can
(Optional) description to the be configured in this
VRRP instance. field. This is an optional
configuration.
Step 7 no shutdown Administratively N/A.
enables the VRRP
instance.
The following shows an example configuration of the Master switch in such a
topology for one of the VLANSs (in this case VLAN 22).
(Alcateld324) (config) #vrrp 22
(Alcateld324) (config-vrrp) #vlan 22
(Alcateld324) (config-vrrp) #ip address 10.200.22.254
(Alcateld324) (config-vrrp) #priority 100
(Alcateld324) (config-vrrp) #preempt
(Alcateld324) (config-vrrp) #authentication password
(Alcateld324) (config-vrrp) #description
Master-acting-as-backup-to-local
(Alcateld324) (config-vrrp) #tracking master-up-time 30 add 20
(Alcateld324) (config-vrrp) #no shutdown

The following shows the configuration on the corresponding local switch.

Alcateld324
Alcateld324
Alcateld324
Alcateld324
Alcateld324
Alcateld324
Alcateld324

(
(
(
(
(
(
(
(Alcateld324

)
)
)
)
)
)
)
)

v
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(config)

(config-vrrp)
(config-vrrp)
(config-vrrp)
(config-vrrp)
(config-vrrp)
(config-vrrp)
(config-vrrp)

#vrrp 22

#vlan 22

#ip address 10.200.22.254

#priority 110

#preempt

#authentication password
#description local-backed-by-master
#no shutdown
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Configure the APs with the appropriate Virtual-IP address depending on which
switch is expected to control the AP. As an example, the administrator can

configure such that all APs on floor 1 are controlled by local switch 1, all APs
on floor 2 are controlled by local switch 2 and so on. All the local switches are
backed up by the master switch as shown above. In such a case, configure all
APs on floor 1 to be controlled by the Virtual IP address of the VRRP between
local switch 1 and master and so on. This can be done by following these

steps:
Command Explanation Expected/recommend
ed values
Step 1 ap location b.f./ Choose the APs to Depending on the set of
configure by using the APs to be configured,
location code in the enter the location code
building.floor.location using O as a wild card
format. value. As an example all
APs on building 1 and
floor 1 can be
represented by the
location code 1.1.0.
Step 2 Ims-ip ip-address Configure the IP Configure this IP address
address of the switch to be the same as the
controlling the APs Virtual IP address for the
chosen VRRP instance between

the appropriate local
switch and master
switch.

The following example shows how these steps are used to configure the APs on
floor 1 of building 1 to use the pair of switches configured in the above example.

NOTE—This command is executed on the Master switch.

(Alcateld324) (config) #ap location 1.1.0
(Alcateld324) (sap-config location 1.1.0) #lms-ip 10.200.11.254

(Alcateld324) (sap-config location 1.1.0) #
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Adding a Local Switch

This chapter explains how to expand your network by adding a
local switch to a master switch configuration. Typically, this is
the first expansion of the network beyond a network with just
one switch (which is a master switch by default). This chapter is
a basic-level discussion of creating master-local switch
configurations. More complicated multi-switch configurations are
discussed in other chapters. For example, for information on
configuring redundant switches, see “Configuring Redundancy”
on page 17.

A single Wireless LAN configuration, the master switch is the
switch which controls the RF and security settings of the
Wireless LAN network. Additional switches to the same Alcatel
Wireless LAN wvill serve as local switches to the master switch.
The local switch operates independently of the master switch and
depends on the master switch only for its security and RF
settings (the global settings across the network like RF, user
policies, and authentication settings). The Layer-2 and Layer-3
configurations are configured on the local switch and are
independent of the master switch. The local switch needs to have
connectivity to the master switch at all times to ensure that any
changes on the master are propagated to the local switch.

Some of the common reasons to move from a single to a multi
switch-environment include:

® Scaling to include a larger coverage area
® Setting up a branch office switch
® Network requirements to re-distribute APs from a single

switch to multiple switches

The addition of a local switch could also become necessary
depending on the network setup and connectivity specific to the
network topology at hand.

Adding a Local Switch
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Configuring Local Switches

A single master configuration can be one with one switch, the master switch
or a master redundant configuration with one master switch and the VRRP
redundant backup switch. This section will highlight the difference in
configuration for both of these scenarios.

The steps involved in migrating from a single to a multi-switch environment
are:
1. Configure the local switch to point to the master switch IP.

2 Configure the Layer-2 / Layer-3 settings on the local switch (VLANSs, IP
subnets, IP routes).

3 Configure the ports the master and local switch will use to communicate
with each other to be trusted ports.

4 Configure the LMS-IP to point to the new local switch for those APs that
need to boot off the local switch.

5 Reboot the APs if they are already on the network, so that they now con-
nect to the local switch.

These steps are explained below.

Configuring the Local Switch

There are multiple ways of doing this, using the startup dialog or the web
interface.

Using the Setup Dialog

When you power up an unconfigured Alcatel Mobility Controller, or reboot a
configured Alcatel Mobility Controller after executing a write erase, reload
sequence, you see the following setup dialog (using an Alcatel 4324 as an
example):
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Enter system name [Alcateld324]:

Enter VLAN 1 interface IP address [172.16.0.254]: 10.200.14.6
Enter VLAN 1 interface subnet mask [255.255.255.0]:
Enter IP Default gateway [none]: 10.200.14.1

Enter Switch Role, (master|local) [master]: local <-----
Enter Master switch IP address: 10.4.21.10 <-----

Enter password for admin login (up to 32 chars): *****
Re-type Password for admin login: *****

Enter password for enable mode (up to 15 chars): **%%%%
Re-type password for enable mode: ****x%

Do you wish to shutdown all the ports (yes|no)? [no]:
Current choices are:

System name: Alcateld324

VLAN 1 interface IP address: 10.100.2.30
VLAN 1 interface subnet mask: 255.255.255.0
IP Default gateway: 10.100.2.1

Switch Role: local

Master switch IP address: 10.200.14.6

Ports shutdown: no

If you accept the changes the switch will restart!

Type <ctrl-P> to go back and change answer for any question
Do you wish to accept the changes (yes|no)y

Creating configuration... Done.

System will now restart!

When prompted to enter the operational mode in the setup dialog, enter
local to set the switch operational mode to be a local switch.

You are then prompted for the master switch IP address. Enter the IP address
of the master switch of the Wireless LAN network.

Using the Web Ul

Once the switch is up and operation with Layer-3 connectivity, the following
needs to be configured to set the switch up as a local switch:

® The mode of the switch has to be set to local.

v

Adding a Local Switch | 33
ALCATEL



OmniAccess RN: User Guide

The master IP address is the IP address of the master switch. If master

redundancy is enabled on the master, this address should be the VRRP

address for the VLAN instance corresponding to the switch IP.

toring Corfiguration
Switch
E General

Managernent
WLAN
Mebwark

Radio

Advanced
RF Managemenkt
Calibration

Optirization
Protection
Monitoring

Advanced
Security
Rales

Paolicies

AAR Servers
Luthentication Methods
YPM Setkings

Firewall Settings
Secure Access

Lidvanced
YLAN Intrusion Protection
Fogue AP

Denial of Service
Man-In-the-Middle
Signatures

Folicies
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General Port WLAN Tunnels

IP Routing

Switch Role Local  »

Loopback Interface
MAC Address  00:0B:&E:00:0C:00

IP Address (1042121 |

Switch IP Details {Loopback)
MAC Address  00:0B:86:00:0C:00
IP 8ddress 10.4.21.21

Subnet Mask  #55,255.255,255

Mohility Configuration
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MU¥X Configuration
Enable MUY |
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Delete
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Configuring the L2 / L3 Settings

The VLANSs, subnets, and IP address on the local switch need to be
configured on the local switch for IP connectivity. (Refer to “Configuring
Network Parameters” on page 9.)

Verify connectivity to the master switch by pinging the master switch from
the local switch.

On the master switch ensure that the master switch recognizes the new
switch as its local switch.

Monitoring Configuration Diagnostics Maintenance Events Reports
Network Mahanele = -
Netwark Summary Metworle > All WLAN Switches

Sk ei ouiches Network Switches

All Access Poinks SwitchIP  Mame Location Type Yersion Status
Al &ir Monitors 10.4.21.21 5000 Buildingl floorl master Z2.4.0.0 up
Al WLAN Clients 10.4.21.11 200 Buildingl.Floorl local Z.4.0.0 up

Global Events

The local switch will be listed with type local in the All Alcatel Mobility
Controllers page on the master. It will take about 4 - 5 minutes for the master
and local switches to sync up configurations.

Configuring Trusted Ports

Navigate to the Configuration > Switch > Port page and make sure that the port
on the local switch connecting the master is trusted. Repeat for the port on
the master switch connecting to the local switch.

Configure the APs

For APs that will boot off of the local switch, you must configure the LMS-IP
address. This configuration has to be done on the master switch. When the

changes are applied, the master switch will push out these configurations to

the local switch.

1. Navigate to the Wireless LAN > Advanced > General page. Select the AP that
has to bootstrap from the local switch.

2 Configure the LMS-IP for the APs under the AP’s location ID on the master.

3 Apply the configuration on the master.

v

Adding a Local Switch

35



OmniAccess RN: User Guide

NoOTE—To verify that the local switch has obtained a copy of the global set-
tings, check the local switch for the global config changes made on
the master like authentication changes, WMS settings.
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Reboot the APs

The configuration changes take effect only after rebooting the affected APs
which allows them to reassociate with the local switch. In the example above,
AP 1.1.20 will be rebooted. After rebooting, these APs appear to the new
switch as local APs.
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CHAPTER 6
Configuring Wireless LANs

This document details the Wireless LAN configuration using the
GUI or the web interface.

Conceptual Overview

The Wireless LAN configuration page is primarily used to set the
802.11 related parameters such the SSID, encryption methods,
transmit powers, to name a few. The following section walks the
user through the basic 802.11 configurations.

The web interface classifies the Wireless LAN configurations into
3 major categories

® Network—The global Wireless LAN configurations can be done
under this section

® Radio—The radio configurations for the .11a and g radio can
be done under this section.

® Advanced—This section is primarily used for Access Points
having unique configurations that are different from the global
settings.

The first few sections deal with the configurations procedures.
The last section consists of examples.
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Configuring Wireless LAN—802.11 Networks

Pre-requisites

Before configuring a new SSID or editing an SSID setting, you should have the
following information regarding the SSID. (This is not mandatory and you can
return to these pages to modify the configuration at any time.)

Multiple SSIDs can be configured per AP. When doing so each of the following
fields needs to be configured for each SSID separately.

Parameter Definition Explanation
SSID The SSID of the

network
Radio type Choose the radio a, b/g, a/b/g.

types to apply the
configurations. a, b/g,
a/b/g.

SSID Default Vian The VLAN that would
be assigned to the
user associating to
this SSID. The VLAN
should exist at the
time of Wireless LAN
configuration.

Encryption type WEP or TKIP or None.

WEP Static WEP or If Static WEP, the hex key
Dynamic WEP. (10 / 24 character size).

TKIP PSK or WPA. If PSK, hex or passphrase

Hex key should 64
characters in length.

Passphrase should be 3-63
ascii characters in length.
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AES-CCM Advanced Encryption
Standard (AES) in
Counter with
CBC-MAC (CCM)

Mode
Mixed TKIP/AES-CCM Combined TKIP and
AES-CCM
Reply to Broadcast Whether the AP
probe requests should respond to

broadcast probe
request with this
SSID.

1. Navigate to the Configuration > Wireless LAN > Network page.

SSID
SSID zeneral
S5ID Radio Type 5S5ID Default ¥YLAN  Encryption Type DTIM Period Actions
AP-10,3.17.75 802.11a/b/g  Default Mo Encryption 1 Edit

fdd

2 To add a new SSID, click Add. To edit an existing SSID click Edit. The SSID
configuration page appears.

NOTE—The default SSID present is Alcatel-ap. This will be broadcast as a valid
SSID if the value is not changed This is the only SSID that permits the
change of the SSID name.
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Monitoring Configuration Diagnostics Maintenance Reports Save Configuration
Switch A
Back
. Edit SSID _«Back |
Managernenk Edit S5ID

WLAN

— SSID A4P-10.4.17.75

Radio Radio Type 80211 a/big »

advanced Hide 5510 v Encryption o Cowep O TkIP O AES-CCM

Type = mi y
RE Ma:azgz?;nt SSID Default YLAN i (=== [Mone v Mixed TKIPJAES-CCM
L — Ignore Broadcast
ORI Probe Request I
Protection
DTIM Period 1

Manitoring

Advanced
Security Commands View Commands

Rales

Policies apply

A48 Servers

SSID Enter the SSID name used by the wireless clients to
associate. The SSID is case sensitive.

Radio Type Specify the radio type that this SSID will be applied to.
This can be applied to the a network only, the b/g
network only or to a nd b/g by making the appropriate
selection from the pull down menu.

Encryption type This can be:

NULL - without any encryption, open system
WEP

TKIP

AES-CCM

Mixed TKIP/AES-CCM

SSID Default VLAN The VLAN that will be assigned to the wireless users
after they associate to the SSID. The value for the VLAN
can be selected from the pull down menu and the “< --“
should be clicked on for the changes to the VLAN
selection to be applied.

Ignore Broadcast Select this checkbox to prevent the AP from responding

Probe Request back with this SSID to broadcast requests. If this is
checked the clients will have to configure the SSID on
their client utility to associate with this SSID.

DTIM Period Delivery Traffic Indication Message.
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Once the selection is made, the corresponding dialog windows will
open to allow the user to configure as per the selection.

Configuring NULL Encryption
If the encryption type selected is null or the open system then there will be no
encryption. The packets between the AP and the client would be in clear text.
Click the Apply tab to apply the configuration changes made and to prevent
loss of work before navigating to other pages.

Configuring WEP Encryption

Maritarng ey El I Disgnostics | Maintenance: Reports Save Configuration
Switch A
Edit SSID _«Back |
General
Managernenk Edit S5ID
WLAN
[A— 551D AP-10.4.17.75
Radio Radio Type 80211 albig v £ L C kP AEs-ccm
i i 4
Advanced Hide 5510 2 Encryption Mixed TKIPfAES-CCM
RF Management Type WEP
Calibration 551D Defaulk VLA 0 <--|| None l_ S ——-
Optimization IRgnore Eroadcast Probe v
eques| . 0 0
Protection DT?M poriod . Selecting Static WEP Encryption
erio i
e opens up WEP I;(:ylconﬁguratlon
Advanced pane] below,
Security WEP Keys
Roles X
- I+ apply Globally (always applied globally)
el 5. No Use as Tx Key WEP Key Size
AA4 Servers 1 & 55885880 10Hex v
Authentication Methods
i A
WPN Settings = ke
Firewall Settings 3 . 10 Hex v
Secure ACCess 4 i 10Hex »
Secure Service Interfaces Enter 40-hit WEP kevs as 10 hexadecimal digits{0-9.a-f, ar A-F)
Advanced Enter 128-hit WEP keys as 26 hexadecimal digits{0-2,a-f, or 4-F)
WLAN Intrusion Protection
Rogue AP Commands Yiew Commands

Denial of Service
Man-In-the-Middle

Signatures

Apply

® Select the radio button to enable WEP encryption. This opens the WEP
encryption dialog

® Select Static WEP or dynamic WEP.

® |If Static WEP is selected, the user will have to enter a hex key that
would have to configured on the client.

® Click the Use as Tx Key radio button corresponding to the S. No of the
key to be used.

v
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® From the pull down menu select the key size - 10 hex characters or 26
Hex Characters.

® Type in the key as per the selection made. The characters should belong
to theset[0,1,2,3,4,5,6,7,8,9, a, b, c, d, e, f]l. The keys are case
insensitive.

® Click Apply to apply the configuration changes made and to prevent
loss of work before navigating to other pages.

Configuring TKIP Encryption

Manitaring Configuration Diagnostics Maintenance vents eports Save Configuration
Switch A
Edit SSID _«Back |
General
Managernenk Edit S5ID
WLAN
Mekwork 551D AP-10.4.17.75
Radio Radio Type 802,11 atbig v CMuL CwEP & TRIP O BES-CCM
Advanced Hide 5510 2 Encryption £ Mixed TKIPAES-CCM
7 D I S5ID Default YLAN M e TKIp
" . eraul u} - ane W
Calibration " pSK TKIP % wipa TKIP
Optimizati Ignore Broadcast Probe
prirmization Request |7
Protection
DTIM Period 1
Manitoring
Advanced
Security
Roles Commands View Commands
Policies
AR Servers Apply
® Select the radio button to enable TKIP encryption. This opens the TKIP
dialog.
([ J

Select PSK TKIP for static TKIP key configuration and WPA TKIP for
dynamic TKIP.

® |If PSK TKIP is selected, the key can be hex or ASCII. Enter a 64 charac-
ter hex key or a 8 - 63 character ASCII key.

From the pull down menu select the key size - 10 hex characters or 26
Hex Characters.

® Type in the key as per the selection made. The characters should belong
totheset[0,1,2,3,4,5,6,7,8,9, a, b, c, d, e, f]l. The keys are case
insensitive.

Click Apply to apply the configuration changes made and to prevent
loss of work before navigating to other pages.

Configuring AES-CCM Encryption
NOTE—AES-CCM was formerly referred to as AES-CCMP.
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Maritarng ey El I Disgnostics | Maintenance:
Switch

= Configuration

P WLAN > Network > Edit SSID _«Back |
Managernenk Edit S5ID
WLAN
Hetwark ssb oL Cwer OTRIP O pES-COM
Radio Radio Type " Mixed TKIPJAES-CCM
Advanced Hide 5510 v Encryption PA

RF Management

< (e pamsan)
& o ]
Calibration SSID Default YLAN o = PSK AES-CCM )0 WRAZ AES-CCH

Optimization Ignore Broadcast Probe I _,/ I Enable Pre-authertication
_ Request {
Protection ——) Selecting PSK AES-CCM will
Maritaring open up the key panel below
Advanced 7 apply Globally (Al lied globall
STy Apply Globally (Always applied globally)
Roles PSK AES Kevy/Passphrase | | Format | Hex A
Paolicies The PSE AES Hex Key should be a 64 character hexadecimal string
AAA Servers The PSK AES Passphrase should be an ASCII string 8-63 characters in length

Authentication Methods
WPMN Settings
Firewall Settings

Secure Access apply

Secure Service Interfaces

Commands Yiew Commands

® Select the radio button to enable AES-CCM encryption. This opens the
WPA?2 dialog.

® Select PSK AES-CCM for static PSK AES key configuration and WPA2
AES-CCM for dynamic AES.

® |If PSK AES-CCM is selected, the key can be hex or ASCIIl. Enter a 64
character hex key or a 8 - 63 character ASCII key.Valid characters are
letters and numbers but not spaces, dashes, commas, colons are other
punctuation characters.

® Click Apply to apply the configuration changes made and to prevent
loss of work before navigating to other pages.

v
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Configuring Mixed TKIP and AES Encryption

Maritarng ey El I Disgnostics | Maintenance: Events eports g Configuration
Switch A
Edit SSID _«Back |
General
Managernenk Edit S5ID
WLAN
Metwark 3510 AP-10.4.17.75 ol Cwer O TRIP O BES-COM
Radia Radia Type 80211 albig v @ Mixed TKIPJAES-CCM
Advanced Hide 551D 2 Encryption  Mixed TKIP/AES-CCM
RF Management Type (¥ psk TKIPJRES-CCM ( wiPa/2 TKIFJAES-
Calibration 551D Defaulk VLA 0 <--|| None oM
Optirnization IRgeanJ:sEroadcast sz B I Enable Pre-authentication
Pratection
DTIM Petiod 1
Manitoring
Advanced
Security I+ apply Globally (Always applied globally) Select PSK
Roles PSK AES Key/Passphrase esssssssssss :g%sllphras: for
ha text keys
Falicies The PSK AES Hex Key should be a 64 character hexadecimal string v
AAA Servers The PSK AES Passphrase should be an ASCII string 8-63 characters in length

Authentication Methods
WPMN Settings
Firewall Settings

Secure Access apply

Secure Service Interfaces

Commands Yiew Commands

® Select the radio button to enable TKIP/AES-CCM encryption. This opens
the Mixed TKIP/AES-CCM dialog.

® Select PSK TKIP/AES-CCM for static TKIP and AES key configuration or
WPA/2 TKIP/AES-CCM for dynamic TKIP and AES.

® |If PSK TKIP/AES-CCM is selected, the key can be hex or ASCII. Enter a
64 character hex key or a 8 - 63 character ASCII key.

® Click Apply to apply the configuration changes made and to prevent
loss of work before navigating to other pages.

3 To configure multiple SSID, click Add and repeat the steps mentioned
above.

4 To modify the SSID name - The default SSID is the only SSID that permits
the changing of the SSID name. To change the SSID but retain the configu-
rations:

® Create a new SSID with the desired name and settings.

® Delete the existing SSID entry.

5 To configure the general parameters like the SNMP System, Trap receivers,
SNMP users navigate to the Wireless LAN > Network > General page.
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6 Configure the LMS address

The AP can bootstrap with any switch on the Wireless LAN network (in a setup
with master and local switches), if all of the switches are on the same VLAN,
and if load balancing is enabled on the switches. To force the AP to bootstrap
with a particular switch the Imsip is configured with the IP address of the
desired switch. The AP is then forced to bootstrap with that switch.

® Navigate to the Wireless LAN > Network > General page.

® Configure the LMS IP address

® Click Apply for the change to take effect.

Configuring Wireless LANs—Radio Configuration

The radio settings can be fine tuned using the Web interface. (Selecting these
options may affect roaming performance.)

1. Navigate to the Configuration > Wireless LAN > Radio > 802.11b/g page.

2 In case of AP, set the Max Clients to the maximum number of clients that
the AP can support. Ideal setting is 20.

3 Check the Initial Radio State Up button to ensure that the AP radio is up on
reboot.

4 Check the Deny Broadcast Enable checkbox to disable probe replies. Oth-
erwise, check Disable.

5 Check Hide SSID to exclude including the SSID in periodic beacons.

Set the Mode to Access Point to use the AP as an Access Point. If the AP
needs to operate as an Air monitor, check the Air Monitor checkbox under
Mode.
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Canfiguration Maintenance | Plan ve Configuration
Switch A
i WLAN > Radio > 802.11b/g
EmEEEmEE 802.11b/g | 802.11a

WLAN

Mebwork
7 RTS Threshold {bytes) 2333 Ageout {secs) 1000

Radio
Advanced Hide 551D v Deny Broadcast * Enable ¢ Disable

RF Management M Retries DTIM Perind
Calibration X X

Mac Clients Beacon Periad (ms)

Optimization
Prokection Tritial Radio State ®up © Down Made * pccess Point O Air Manitor
Mariitaring Default Channel Initial Transmit Power | 14 dBm(25.113 miw] »
Advanced Shart Preamble v

Security X
Roles Basic Rates (Mbps) Wi Wz s T el ol 11 1zl 1s 24 Tas a4
Policies Supported Rates (Mbps) W1 W2 Ws We Wa Wi Wiz Wi Weea Was Wag Wse
AAA Servers
Authentication Methods Commands Wiew Commands

WPMN Settings

Firgwall Settings apply | Clear

Secure Access

Secure Service Interfaces

7 Check Apply to apply the changes before navigating to other pages to pre-
vent loss of configuration.

8 The above configuration can be created for 802.11a by navigating to the
Configuration > Wireless LAN > Radio > 802.11a page.

(T W Diagnostics [ Maintenance

Canfiguration

Switch A
WLAN > Radio > 802.11a
General
e e g0z.11h/g | 802.11a
WLAN
Mebwork
7 RTS Threshold {bytes) 2333 Ageout {secs) 1000
Radio
Advanced Hide 551D v Deny Broadcast * Enable ¢ Disable
RF Management M Retries DTIM Perind
Calibration X X
Max Clients Beacon Periad (ms)
Optimization
Pratection Initial Radio State ® Up T Down Mode * Access Point T Air Monitor
Monitating Default Channel Initial Transmit Power | 12 dBm{15.849 mw] »
Advanced Easic Rates (Mbps) We Ta Wiz T1s Wae 36 [ a5 [ 54
Security
Rales Supported Rates (Mbps) W Wa Wiz Wis Wee Was Wag Woa
Falicies

Commands Yiew Commands
AAA Servers

Authentication Methods

WPM Settings apply | Clear

Firewall Settings

Secure Access
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Configuring Wireless LANs—Advanced

While the above two sections deal with global AP configurations, individual
AP can be configured with specific settings using the Advanced tab under

Wireless LAN. Each of the APs are identified by unique locations and these
locations are used to configure the AP uniquely.

The global configurations will be overridden by the location specific
configurations.

1. Navigate to the Configuration > Wireless LAN > Radio > Advanced page..

Moritoring Configuration Diagnostics Maintenance El 4 5 Save Configuration
Switch
— WLAN > Advanced
PRI Location | Default ESSID | 802.11 a Channel  802.11 b/g Channel | Actions
WLAN
Mebwork add
Radio
Advanced |
RF Management
Calibration

2 Click Add to add a new location.

(T W Diagncstics ™ [ Maintenance vents ‘eparts Save Configuration
Switch
P WLAN > Advanced
Management Location Default ESSID 802.11 a Channel 802.11 b/g Channel Actions
WLAN
Metwork Add New Location
Radio Location E:x: 1,2.3 (Bldg.Floor.Plan where Bldg=1, Floor=2, Plan=3)
dvanced | Add| Cancel | Click Add to create a new AP location and go to the advanced
h Ma:TEETE“t settings for that AP. These will over-ride the global settings
alibration

3 Enter alocation ID of the format <bldg.floor.plan> where each of these is an
integer.

4 Click Add to add the location. Once the location ID is entered and applied,
the global configuration if any will get inherited to the location

v
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Manitaring Configuration Diagnostics Maintenance Events Re g Save Configuration Logout
Switch
p—_ WLAN > Advanced > SSID (4.2.6) i Bl
EmEEEmEE SSID || 802.11b/g | 80211a | General
WLAN
Tetwark,
Radia S5ID Radio Type SSID Default ¥YLAN  Encryption Type DTIM Period Actions
ap- ) .
Advanced 10.4.17.75 802.11a/blg  Default Mo Encrypion 1 Edit
RF Management
Calibration
Optirization add The global settings will be adopted to this new location.
Protection Advanced edits will over-ride the global settings.
Manitoring

The configuration of the specific location can be customized by adding SSIDs
and configuring the radios as required by selecting the tabs on the page. To
add a new SSID:

1. Click Add and configure the SSID similar to configuring the 802.11
Networks.

2 All radio configurations for the location can also be made by selecting the
802.11b/g or the 802.11a tab

3 Apply the configurations for the configurations to take effect.
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Example

The following example includes:
® A a/b/g SSID called Alcatel with dynamic WEP

® A b/g SSID called voice with static WEP

® The AP in location 4.2.6 is set to have guest SSID in addition to the other

two SSID. The guest SSID is open

1. Configure the a/b/g SSID Alcatel in the global location 0.0.0 with dynamic
WEP.

Maritaring ey NE I Diagnostics | Maintenance: eports Save Configuration
Switch
o WLAN > Advanced > Add SSID (4.2.6 _« Back |
Managernenk Add 551D
WLAN
Radio Radio Type 80211 a/big v ChoL * wep O TKIP © AES-CCM
O mi ’
Advanced Hide 5510 r Encryption Mixed TKIPfAES-CCM
RF Management Type WEP
- 551D Default YLAN <=
Calibration o )= (T staticwer ™ Dynamic Wer )
Optimization 'IjgngreRBroachast r
toDE Reques .
Prokection _q To use dynamic WEF, be
Monitoring DTIM Period sure to uncheck Static and
dvanced check Dynamic WEP
Security
Roles Commands View Commands
Policies
A48 Servers
Appl
Authentication Methods M

2 Configure the b/g voice SSID in the global location 0.0.0

v
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Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle

Signatures

Maintenance | Plan Carfiguration -

WLAN > Advanced > Add SSID (4.2.6) _« Back |

Add SSID

551D

Radio Typs " CHuL ®wEP ©TRIP 0 AES-CCM

T — I B " Mixed TKIP{AES-CCM
Type WEP

351D Default YLAN ||

o] [one ] { ¥ 3scee )T o

Ignore Broadcast Probe r

Reqguest

OTIM Peiod Be sure to select big and static WEP for
this type of AP. Complete the SSID by
entering the WEP key and Tx Key below

WEP Keys

W apply bo Location

5. No Cse as Tx Key WEP Key Size )
1 & [sesssssses | [10Hex +|
2 8] [ | |1D Hex v|
3 ) [ | |1D Hex v|
4 « | | [10Hex ]

Enter 40-bit WEP keys as 10 hexadecimal digits{0-9.a-f, or A-F)
Enter 128-bit WEP keys as 26 hexadecimal digits{0-9.a-f, or A-F)

Commands Yiew Commands

Apply

3 Configure the guest SSID for location 1.10.2
® Add the location 1.10.2.

Switch
General

Managernenk
WLAN
Mebwork

Radio

Configuration 3 Maintenance

Advanced

RF Management
Calibration

Optimization

Pratection
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4.2.6 AP-10.4.17.75 52 1 Edit| Delete
1 |1-1of1
Add New Location
Location 1.10.2 Ex: 1.2.3 {Bldg.Floor.Plan where Bldg=1, Floor=2, Plan=3)

Add | Cancel

May 2005



Chapter 6

® Once the location is added, the location page is opened up with the
inherited SSID. Click Add to add a new SSID guest.

Maritarng ey El I Disgnostics | Maintenance: vents eports Save Configuration
Switch
WLAN > Advanced £ SSID (1.10.2) _« Back |
General g q
Once the location is added,
MEmEEERTER SSID | | 802.11b/g | 802113 | General SSID can be added to it.
WLAN . .
Mebwork
Radio S5ID Radio Type SSID Default ¥YLAN  Encryption Type DTIM Period Actions
ezl AP-10,4,17.75 802.11a/b/g  Default Mo Encrypion 1 Edit
RF Management
Calibration
Optimization Add
Pratection
Manitoring

® Configure the SSID with open system and native VLAN for the guest
users to be the required VLAN.

(T W Diagnostics [ Maintenance ‘eparts Configuration
Switch
i WLAN > Advanced > Add SSID (1.10.2) _«Back |
Managernenk Add 551D
WLAN
Tetwark, S8
Radio Radio Type
Advanced Hide 551D r Encryption o Cowep O TkIP O AES-CCM
RF Management Type ™ Mixed TKIP{AES-CCM
pu— SSID Default YLAN o ==
Optimization Ignore Broadcast Probe r
Reqguest
Protection
DTIM Perind
Manitoring
Advanced
Security Commands View Commands
Rales
Policies
ABA Servers Apply

Adaptive Radio Management

Adaptive Radio Management (ARM) is the next generation RF resource
allocation algorithm in AOS-W. ARM is an enhancement to Auto-RRA
functionality and performance.

ARM is the state of the art RF management technology for a stable, self
healing RF design. ARM takes the distributed algorithm approach allowing
APs to decide their transmit power and channel settings based on what they
hear in the air. The APs make their channel/power setting decisions based on

v
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the RF environment as they hear it, independent of the switch. This results in a
highly scalable and reliable RF environment while also significantly reducing
the time the AP takes to adapt to the changing RF environment.

The APs scan all valid channels (channels in the regulatory domain) at regular
intervals and compute the following metrics per channel:

® Coverage index: Signal to noise ratio for all valid APs

® Interference index: Signal to noise ratio for all APs

These metric are used by the APs to decide the best channel and transmit
power settings for optimal coverage.

Deciding the Channel Setting

In addition to the interference index, the APs use the free-channel index for
deciding the optimal channel setting. The free-channel-index is configurable
parameter on the switch used by an AP to qualify a channel before moving to
it. An AP will choose to move to a new channel only if its current channel
interference index is greater than the interference index on the new channel by
a value greater than or equal to the free-channel index. If the criteria are not
met, the AP will remain on the current channel.

Deciding Power Settings

The power assignment decisions are based on the APs coverage index. The
benchmark used here is the ideal coverage index. The ideal-coverage index is
the ideal power setting that an AP should have for good coverage. It is a
configurable parameter on the switch. The AP will increase or decrease its
power settings based on the difference between the value of its current
channel coverage index and the ideal-coverage-index value. The power
settings increment/decrement by a single unit at any given time.

Advantages of Using ARM

Using ARM provides the following benefits:

® With ARM, the switch does not have a downtime for initial calibration.
Though this process is still optional, it is no more a necessity.

® The AP response time to noise is quick and reliable, even to the non-802.11
noise, especially when the client traffic starts generating errors due to the
noise.

NOTE—NonN-801.11 noise detection is disabled by default and needs to be explicitly
enabled.
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® ARM algorithm is based on what the AP hears which means that the sys-
tem can compensate for scenarios like broken antenna and blocked signal
coverage on neighboring APs.

® Since channel decisions are based on the information the AP receives from
the RF environment, interference due to third-party APs are accounted for.

® ARM compliments Alcatel’s next generation AOS-W architecture.

Configuring ARM

1. ARM configuration has to be enabled on the radio PHY- type under Radio
or under Advanced. ARM can be enabled per AP or under the global setting.
Navigate to the Wireless LAN > Radio > 802.11b/g page to enable ARM on the b/g
radio.

Monitoring  [WEElgis FEWEE  Diagnostics | Maintenance
Switch R e
Ll WLAN > Radio > 802.11b/g
Managernent 802.11b/g B02.11a
WLAN
Mebwork
- RTS Threshold (bytes) 2333 Ageout (secs) 1000
Rado |ELEES | Rl
PR Hide 5510 v Cieny Broadeast " Enable % Disable
RF Management Max: Retries 4 DTIM Period i
Calibration
Mazx Clients 4 Beacon Period {ms) |1o0
Crptimization
Pratection Ioteliad ®up  Down Hode @ tccess Paint Al Moritor
Monitaring Default Channel 11 & Initial Transmit Power 14 dBm[25.119 mw] &
Advanced Short Preamble v
Security 7
Heles Basic Rates (Mbps) M1 Wzl sTTeles M MizMis Mes Tas Mas 54
Policies Supported Rates (Mbps) W1 W2z W5 Ve Wao W1l Wiz Wig W24 Was Wag Woa
AAA Sarvers BRM Assignment | Single B@r)t_j__v. ARM Clignt Aware v
Authentication Methods T
ARM Scanning r ARM Scan Time (msecs) (110
YPN Settings = -
Firewall Settings ARM Scan Intsrval (secs) |10
Advanced Apply | Clear
WLAN Intrusion Protection
Rogue AP Commands Wiew Commands
Denial of Service
Man-In-the-Middle
Signatures
Policies

2 Set ARM Assignment to Single Band from the pull down menu to enable
ARM.

NoTe—The Multi Band option is currently unavailable and is planned to be made
available in future releases. Until then, selecting the Multi Band option sets
the selection to Single Band automatically.

3 Select ARM Scanning to enable scanning on the AP.

v
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4 The ARM Scan Interval and ARM Scan Time can be set on a per AP basis.
These values can be left to the default setting unless they need to be modi-
fied for a specific environment.

5 The AP wiill scan the network and hop to the best available channel based
on the algorithm. Sometimes the clients may not be able to adapt to this
kind of dynamic AP channel change. To disable an AP from changing chan-
nel when an active client is connected to it, check ARM Client Aware.

6 Once these changes are made along with the Radio changes, click Apply to
apply the configurations.
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The External Services Interface

The Alcatel External Services Interface (ESI) provides an open
interface to integrate security solutions that solve interior
network problems such as viruses, worms, spyware, and
corporate compliance. ESI permits configuration of different
server groups— each with group potentially performing a different
action on the traffic. The Alcatel ESI can be configured to do one
or more of the following for each group:

® Perform health checks on each of the servers in the group
® Redirect specified types of traffic to the server

® Perform per-session load balancing between the servers in
each group

® Provide an interface for the server to return information about
the client that can place the client in special roles such as
“quarantine”

Understanding ESI

In the example shown in this section, the Alcatel ESI is used to
provide an interface to the AntiVirusFirewall (AVF)1 server device
for providing virus inspection services. AVF is one of many
different types of services supported in the ESI.

1.In AOS -W 2.4, the only AVF server supported is Fortinet.
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Wireless
Users

Un-trusted Interface

AntiVirusFirewall

-_ server
o o oo

—~ iy,
p Corporate
% Network |

Trusted Interface

e ﬁ\ 35
., DmZ/ N
“__Internet

) p
Wired Users

In the topology shown above the client connect to the Alcatel Access Points
(both wireless and wired). The wired access points tunnel all traffic back to the
Alcatel switch over the existing network.

The Alcatel switch receives the traffic and redirects relevant traffic (including
but not limited to all HTTP/HTTPS, Email protocols such as SMTP, POP3) to
the AntiVirusFirewall (AVF) server device to provide services such as Anti-virus
scanning, email scanning, web content inspection etc. This traffic is redirected
on the “un-trusted” interface between the Alcatel switch and the
AntiVirusFirewall (AVF) server device. The Alcatel switch also redirects the
traffic intended for the clients — coming from either the Internet or the internal
network. This traffic is redirected on the “trusted” interface between the
Alcatel switch and the AntiVirusFirewall (AVF) server device. The Alcatel switch
forwards all other traffic (for which AntiVirusFirewall (AVF) server does not
perform any of the required operations such as AV scanning). An example of
such traffic would be database traffic running from a client to an internal
server.

The Alcatel switch can also be configured to redirect traffic only from clients in
a particular role such as “guest” or “non-remediated client” to the
AntiVirusFirewall (AVF) server device. This might be done to reduce the load on
the AntiVirusFirewall (AVF) server device if there is a different mechanism such
as the Alcatel-Sygate integrated solution to enforce client policies on the
clients that are under the control of the IT department. These policies can be

58 | Part 031650-00 May 2005



Chapter 7

used to ensure that a anti-virus agent runs on the clients and the client can
only get access to the network if this agent reports a “healthy” status for the

client. Refer to the paper on Alcatel-Sygate integrated solution for more details
on this solution.

Load Balancing

The Alcatel switch is also capable of load balancing between multiple
AntiVirusFirewall (AVF) server appliances. This provides more scalability as
well as redundancy by using multiple AntiVirusFirewall (AVF) server
appliances. Also the Alcatel switch can be configured to have multiple groups
of AntiVirusFirewall (AVF) server devices and different kinds of traffic can be
redirected to different groups of devices - with load balancing occurring
within each group. This is depicted in the following sample topology.

Wireless
Users
Load balancin
Corporate
Network :
DMz / \
Wired Users ;

Configuring the Alcatel ESI

ALCATEL

This section describes the relevant configuration required on the Alcatel
switch to integrate with a AntiVirusFirewall (AVF) server appliance. Refer to
the User Guide for more details on configuring the Alcatel switch.

v
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There are two sections to configure on the Alcatel switch as a part of the
solution. The first part configures the “servers” and “server groups”. The term
“server” here refers to the AntiVirusFirewall (AVF) server device. In the second
part the user roles are configured with the policies instructing the Alcatel
switch to redirect the different types of traffic to different “server groups”

Configuring the ESI servers

1. To configure the ESI servers on the Alcatel switch, navigate to the
Configuration > Security > External Service Interface page on the GUI.

Monitoring Configuration

Switch =
General Security Servers

Maragement
WLAN
Hetwork

Security Servers
Health-Check Configuration

d Profile Name | Frequency ~Timeout  Retry  GroupCount  Actions
Radio

add |
Advanced
RF Management
Calibration Server Groups
Optimizstion Group Name  Health-Check Profile  Server Count Actions

Protection add

Moritering

o Security Servers

Security Server Name Group ServerMode TrustedIP UntrustedIP  TrustedPort Untrusted Port  Actions
Roles
Palides 9
AR Servers Apply
Authentication Methods
Commands Miew Commands

PN Settings
Firewal Settings

Sertira Arress

2 Click Add in the Health Check Configuration section to configure a health
check profile. If a profile exists and needs to be edited, click Edit for the
profile. Provide a name to the profile. Also provide the following details:

® Frequency (secs): This indicates how frequently the Alcatel switch will
attempt to monitor the server(s)’s status (to verify if the server is up and
running).

® Timeout (secs): This indicates the number of seconds the Alcatel switch
will wait for a response to its health check query before marking it as a
failed health check.

® Retry count: This is the number of failed health checks after which the
Alcatel switch will mark the server as down.

3 Click Done after this configuration has been entered.

Monitoring  [MEesebE e Diagnostics | Maintenance: wents | Reports
Switch )
Sererd Add Profile
Menzgement Profie Name  |profilel
WLAN A
Hetwark requency (secs) ]
Radio Timeout (secs)
Advanced Retry Count
RF Management Done

Caliration
Optimization

Protection
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4 Click Add button in the Server groups section to configure a server group. If
a group exists and needs to be edited, click Edit for the group. Provide a
name to the group and map the required health check profile to this server
group.

woritorng  [WEENE ] Disgnostics | Maintenarce

Switch
General

Add Server Group

Managemert

Group Mame:

Health-Check Profile | default |+

Radio _Dane |

Adwanced
RF Management

5 Click Done to accept this configuration.

6 Click Add in the Security Servers section to add a AntiVirusFirewall (AVF)
server device/server.

® Provide a name to the device/server.
® Assign this server to a group from the existing configured groups.

® Choose the mode as bridge/route as the topology may require. Refer to
the description above to understand the differences between the two
modes.

® If the bridge mode is chosen, enter the trusted port and un-trusted port
as defined above in the description above.

® |If the route mode is chosen, enter the IP addresses of the trusted and
un-trusted interfaces on the AntiVirusFirewall (AVF) server device as
defined above.

7 Click Done to accept this configuration.

Moritoring (Wessi=0e (M| Disgrostics | Maintensnce | Plan | Events
Switch
erore] Add Server
G Server Hame FL
WLAN
N, Server Group gpl v
Fadio Server Mode oute ¥
advanced Trusted IP Address  [10.168.151.3 [FHealth-check
L Untrusted IF Address [10.165.152.5 [“IHealth-Check
Cailbration
. Trusted Pert
G
Protection
Maritaring _Done |

Adwanced

8 Click Apply to apply the configuration (changes). Note that the configura-
tion will not take effect till this step is completed.

v
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Matenance
Switch A
P Security Servers
=T Serurity Servers
WLAN .
L, Health-Check Configuration
Profile Name | Frequency | Timeout  Retry Group Count Actions
GLED deauit s 2 2 1 Edit | Delste
Advanced add
RF Management
Calibration
GOptimization Server Groups
Pratection Group Name  Health-Check Profile  Server Count Actions
CishlE=ig arpl default 1 Edit | Delete
Advanced o
Security ]
Rales Security Servers
Folicies
ServerName Group ServerMode  TrustedP  Untrusted P Trusted Port  Untrusted Port Actions
AAA Servers
Authentication Methods 1 opl  rodte 10.168.151.3 (HC) 10.168.150.3 (HC) Edit | Delete
PN Settings Add

Configuring the User Policy

1. To configure the user roles to redirect the required traffic to the server(s),

navigate to the Configuration > Security > Policies page.

Configuration
enerel Firewall Policies
Management Name Rule Count Policy Usage Action

WLAN contral 5 stateful logon Edit | Delete

Network
; waliduser 1 Mot Assigned Edit | Delete
Radio
e captiveportal 3 lagen Edit | Delete
fuarices

T allowall 1 trusted-ap default-vprerole suthenticated | Edit | Delete
Calibration stenak 1 Mot Assigned Edit | Delete
Optimization wpnlogan 5 logon Edit | Delste
Protection remediation-only-policy 1 remediation-only Edit | Delste
feang cplogout 1 hot Assigned Edit | Delete
Advanced

Security quest 12 quest Edit | Delets
Roles stateful-dot 1z 0 Mot Assigned Edit | Delste
Policies ap-acl 5 hot Assigned Edit | Delete
FRAEIRED statefubkerberos 1 Mot Assigned £dit | Delets
Authentication Methods -

A

VPN Settings

2 Click Add to add a new policy. If an existing policy needs to be modified,
click Edit for the policy.

Ennﬁgurat\m Maintenance
Switch = "
p— Edit Policy(guest)
Management
WLAN
Metwork Rules
Radic Source | Destination  Service | Action Log  Mirror |Queue | TimeRange Blacklist ~TOS & 802.1pPriority ~ Action
Advanced _add |
RF Management apply
Calbration
Commands View Commands
Optimization
Protection

3 After entering the name for the policy (for new policies), click on Add to add
a rule to the policy.

4 Choose parameters such as source, destination, service in the same way as
other firewall policy rules.
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® Select the “redirect to ESI group” from the drop down list as the
“Action”.

® Select the appropriate ESI-group (configured as described in the “Con-
figuring the ESI servers” section).

® The direction indicates the traffic direction on which this rule is applied.
The “forward” direction refers to the direction of traffic from the
(untrusted) client or user to the (trusted) server (such as the HTTP
server or Email server).

TEel configuration  [JEE s | waintenance

switch o h
pre Edit Policy(guest)
Management
wLAN
Hetwork, Rules
Radio Source | Destination = Service | Action ' Log | Mirror | Queue | TimeRange | Blacklist = TOS | 802.1p Priority | Action
advanced add |
“FMEC"TEETEM Source  Destination Service Action Log  Mirror Queue TimeRange BlackList T0S  802.1pF
sl ation

(ediect o GAl group | v

Sl Group| gipl % Oiog Omiror @ Low Crigh | > O v v
| Hew
Traffic Direction| bath v
Monitoring
Cancel | Add
Advanced =N T
Security
Roles

Cptimization 3 SEIVICE W
any any
Frotection ? v Service | sve-hitp [tcp B0)

Commands Wiew Commands
Flicies

ABA Servers

Click Add to add this rule to the policy.

Repeat the steps to configure the redirection policy for all required ser-
vices/protocols. This would generally include HTTP, HTTPS, SMTP, POP3
at a minimum.

Monitoring Configuration

Switch Edit Policy(guest)

General
Management
WLAN
Netwark Rules
Radio Source  Destination  Service Action Log Mirror Queue TimeRange Blacklist TOS 802.1p Priority Action
advanced any any sechttp  redirect gsi-group arpl direction bath low Delets A hd
RF Management any any swc-https  redirect asi-group arp! direction both lows Delete | & L
Callbrati
albration any any sve-popd  rediect gsigroup grpl divection bith Jow Deletz | & | ¥
Optitization
an an S-St redirect gsi-group grpl direction both lows Delete i hd
Prtecin v ; gsgopap NN Y I
i any any swe-dns  permit low Delete | & ¥
advanced any any swedicmp permit low Delete | & | ¥
Security any any svcd2tp  permit low Delete | & | ¥
Roles
any any sw-ke permit low Delete | & ¥
Palicies EELEEEN] I
POy any any sve-dhep  permit low Delsts | & | ¥
Authentication Methods  anY any svcesp permit low Delete | & | v
VPH Settings any any svopptp  permit low Delsts | & | ¥
Fireall Settings any any kep 5300 permit low Delete | & | ¥
Secure Access Add

Grid Service Interface
acol |

Click Apply to apply this configuration. Note that the configuration will not
take effect till this step is completed.

Add this policy to the required. Refer to “Configuring Firewall Roles and
Policies” on page 65 for directions on how to apply a policy to a user role.

v

The External Services Interface
ATEL
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CHAPTER 8
Configuring Firewall Roles and Policies

This chapter discusses configuring firewall roles and policies in
an Alcatel network. The firewall roles and policies form the
cornerstone of all functionality in an Alcatel Mobility Controller.
Every “user” in the system is associated with a “role” and this
role determines the privileges associated with the “user”.

Every user in an Alcatel network is associated with a user role.
The user role is defined as a set of network privileges permitted to
a user associated with the user role. This concept of users and
user-roles is central to the entire functioning of the Alcatel
network.

In a practical scenario, the administrator can configure firewall
policies by creating a new firewall policy and adding rules to the
policy or by editing existing pre-defined firewall policies. The
administrator can then associate a set of these firewall policies
with a user role to define the network privileges associated with a
user role.

Every user that associates to the Alcatel network is placed in an
initial pre-defined role called “logon” role having enough privileges
to use one of the authentication methods to authenticate the user
and be placed in a user role accordingly. The role of an
authenticated user can be derived from the following
mechanisms:

1. Server derivation rules: The administrator can configure these
rules to match attributes returned by the authentication server
(such as the RADIUS attributes) in different ways to values to
derive a role for the authenticated user.

As an example, consider a user abc authenticated using a RADIUS
server. The administrator can create a rule that says if attribute x
contains the string “xyz”, the user shall derive a role called
“"Authenticated-user-role1”. Refer to “Configuring AAA Servers”
on page 81 for more explanation on how to configure these rules.
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2 User derivation rules: The administrator can configure these rules to match
a user characteristic in different ways to values to derive a role for the user.
The various user characteristics that can be used to derive a user role are:

® BSSID of the Access Point that client is associated to.
Encryption type used by the client.

ESSID that the client is associated to.

Location of the Access Point that the client is associated to.
MAC address of the client.

As an example, the administrator can configure a rule to assign the role
“VolP-Phone” to any client that has a MAC address that starts with bytes
XXYY:ZZ.

3 Default role for an authentication method: Every authentication method can
be derived with a default role for users that are successfully authenticated
using that method. Refer to the guides to configure each of the authentica-
tion method (802.1x, VPN, Captive Portal) for more details on how to con-
figure the default role for each authentication method.

As an example, the administrator can configure the default role of all users
authenticated using 802.1x as “employee”.

Configuring Policies

This section describes the steps to configure the rules that constitute a policy.
This policy can then be applied to a user role (until the policy is applied to a
user role, it does not have any effect).

Creating a New Policy

To create a new policy:

1. Navigate to the Configuration > Security > Policies page on the WebUI.
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Configuration Jiagno 3 Maintenance Elg § Afiguration

Switch - A A-p
P Security > Firewall Policies
Management Name Rule Count Policy Usage Action
WILAN contral 7 ap-role guest stateful logon Edit| Delete
Mebwork

Fedl validuser 1 Mot Assigned Edit| Delete
adio
Y p— captiveportal 3 logon Edit| Delete
RF Management allovall 1 trusted-ap default-vpr-role  Edit| Delete
S it wpnlogon 5 logon Edit| Delete
Optimization -
I srcnat 1 Mok Assigned Edit| Delete
rokection
e cplogout 1 guest Edit| Delete
ezl guest o Mot Assigned Edit
Security stateful-doklx 0 Mok Assigned Edit
Roles .
I | ap-acl 5 ap-role Edit| Delete
Palicies

T — stateful-kerberos 1 Mot Assigned Edit

Add

Authentication Methods
WPMN Settings

Firewall Settings
Secure Access

Secure Service Interfaces

2 Click Add to create a new policy.

Configuration ia [Maintenance

Security > Firewall Policies > Add New Policy

nfiguration

General

Managsment E—

WLAN
Network,
Fefs Policy Mame 1
advanced LT

RF Management Source | Destination | Service Action Log | Mirror | Queue TimeRange | Blacklist | TOS = 802.1pPriority | Action
Calibration Clicking Add will open the rule configuration panel below.
i) Source | Destination | Service Action Log |Mirror | Queue | TimeRange  BlackList = TOS | 802.1p Priority
Protection [ay  wflay %] [aw %[ pemit %] I Log [ miver @ Low © High O
Monitaring
rdtvanen Cancel Add

Security _Apply |
Roles

Col d Wiew Commands

Policies

3 Click Add to add a rule to the policy being created. The following table
summarizes the various fields that are required for a rule to be created and
the various options that may be used in the rule.
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Required
Field /Optiona Explanation
|

1 Source Required Source of the The source can be
) traffic configured to be one of
the following:

Expected/Recomme
nded values

® any: ltacts asa
wildcard and
applies to any
source address.

® user: This refers to
traffic from the
wireless client/user.

® host: This refers to
traffic from a spe-
cific host. When
this option is cho-
sen, it is required to
configure the IP
address of the host.

® network: This
refers to a traffic
that has a source IP
from a subnet of IP
addresses. When
this option is cho-
sen, it is required to
configure the IP
address and net-
work mask of the
subnet.

® alias: This refers to
using a alias for a
host or network.
The alias can be
configured by navi-
gating to the Config-
uration > Advanced >
Destinations page.

2 Destination Required Destination of the The destination can be
) traffic configured exactly as
the source. Refer
above for explanations
of each of the options.
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3 Service

Required

Type of traffic.
This field can
indicate the Layer
4 protocol
(TCP/UDP) along
with the port
numbers of the
same or an
application such
as HTTP/HTTPS
etc.

This can be configured
as one of the following:

TCP: Using this
option, the adminis-
trator can config-
ure a range of TCP
port(s) to match for
the rule to be
applied.

UDP; Using this
option, the adminis-
trator can config-
ure a range of UDP
port(s) to match for
the rule to be
applied.
Pre-defined Ser-
vice: Using this
option, the adminis-
trator can use one
of the pre-defined
services (common
protocols such as
HTTPS/HTTP and
many others) as the
protocol to match
this rule to.
Protocol: Using this
option the adminis-
trator can config-
ure a different layer
4 protocol (other
than TCP/UDP) by
configuring the IP
protocol value.

v

ALCATEL
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4 Action

Required

The action that
the administrator
wants the switch
to perform on a
packet that
matches the
criteria provided
above.

This field can take one of
the following fields:

® permit: Permits the
traffic matching this
rule.

® drop: Drops the
packets matching
this rule without
any notification

® reject: Drops the
packet and sends
an ICMP notifica-
tion to the source
of traffic.

® src-nat: Does a
NAT translation on
the packets match-
ing the rule. When
this option is
selected, the
administrator also
needs to select a
NAT pool. If this
pool is not config-
ured, the adminis-
trator needs to
configure a NAT
pool by navigating
to the Configuration
> Security >
Advanced > NAT
Pools.

® dst-nat: Selecting
this option redirects
the traffic to the
configured IP
address and desti-
nation port. An
example of this
option is to redirect
all HTTP packets to
the captive portal
port on the Alcatel
Mobility Controller
as used in the
pre-defined policy
called “captivepor-
tal”.

® redirect: This
option is used to
redirect traffic into
a GRE tunnel. This
option is used pri-
marily to redirect all
guest traffic into a
GRE tunnel to a
DMZ router/switch.
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5 Log
Mirror
6 Queue

7 Time Range

Optional

Optional

Optional

Optional

This field
indicates if any
match of this rule
should be logged.

This field
indicates the
queue in which a
packet matching
this rule should be
placed.

Select this option if itis
required to log a match
to this rule. It is
recommended to use
this option when a rule
indicates a security
breach such as a data
packet on a policy that
is meant only to be
used for voice calls.

Select the high priority
queue for higher
priority data such as
voice and low priority
queue for the type of
traffic that may be
lower in priority.

v
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8 Black List Optional

9 ToS Optional
802.1p Optional
Priority

This field
indicates that a
client that is the
source or
destination of
traffic that
matches the rule
should be
automatically
blacklisted.

This field
indicates the ToS
bits in the IP
header that
should be marked
for packets

matching the rule.

This field
indicates the
802.1p priority
bits that should
be marked for
frames matching
this rule.

Select this option if itis
required to
auto-blacklist a client
that is involved in a
traffic session
matching this rule. This
optionis recommended
for rules that indicate a
security breach and the
blacklisting option can
be used to prevent
access to clients that
are attempting to
breach the security.

Value of ToS bits to be
marked in the packet
when it leaves the
switch if it matches the
rule.

Value of 802.1p priority
to be marked in the
frame when it leaves
the switch if it matches
the rule.

Py Nasre:
e

Source  Destination Service
ey v

serice
veterme [lep 23
Hew

ay o jaw ¥

Source  Destination  Service  Acthn  Log  Mirror  Queue  Time Range

| cisgrostics | Marteranca | Pl | Gvants | Reports |
Security = Fire - Add New Policy

Adction leg  Miror  Queue

L savo Contpuation | Logout |

Black srvice pelicy

Blacklist TOS 8OZ1pPriorty  Action

Time Range  Dlack List 105 D0Z1p Priorty

. mea | P iog Mot @ 1o Crigh| ol 8

Cancel | Add |

Aoply |

4 Click Add to add this rule to the policy being created. If more rules are
needed, follow the same process to create and add more rules to the policy
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TR vogrcntic | Bintiruncs | Pl | Events | Reports | 5 Contipration | Logout|
Switch Uity > Eirewall Policie i
asl Security > Firewall Policies > Add New Policy
MBnaGRTE = pack |
WLAN .
Network, ol lnck N i
e v N Black sarvice policy
ubvancend LT —
RE Manbgement Source  Destination  Service Action Leg Maror Quewe  TimeRange  WlackList  TOS  UUZ.1p Priority
Callration an any “sveppd deery send-dermy-resporse es High Ho Delete || 4] ¥/
Cptimatin vy any “uveeteket” dery send-denny-respores es v Ho Delete | 4] ¥/
Pratection add| /a —
Merilerivey Once multiple rules are craated,
Appl
Advanced they can be prioritized using the M
Seriity Commands e Cominaeds up and down buttons on the
oz right.
Pobeies

NoOTE—If required, the rules can be re-ordered by the using the up and down but-

tons provided with each rule.

5 Once all the required rules are created (and ordered as required), click the

Apply button to apply this configuration.

NoOTE—The policy is not created until the configuration is applied.

Editing an Existing Policy

1. Navigate to the Configuration > Security > Policies page on the WebUI. This
page shows the list of the currently existing policies.

Configuration figuration
Switch - A A-n
P Security > Firewall Policies
Management Name Rule Count Policy Usage Action

WILAN contral 7 ap-role guest stateful logon Edit| Delete

Mebwork
wvaliduser 1 Mok Assigned Edit| Delete

Racia " I CBeleteT]
Y p— captiveportal 3 logon Edit| Delete

RF Management allovall 1 trusted-ap default-vpr-role Edit| Delete | Confi lici

i : onfirm policies

S it Block service policy 2 Mot Assigned Edit| Delete are created
Optimization =
I wpnlogon 5 logon Edit| Delete
rokection E—
e srcnak 1 Mot Assigned Edit| Delete
ezl cplogout 1 guest Delete Edit or delete

Security quest i Mat Assigned policies by
Roles inki

I | stateful-dot1x o Mot Assigned c"‘:kmg on the
Palicies appropriate
ap-acl 5 ap-role Edit| Delete Pprop

AAA Servers
Authentication Methods
WPMN Settings

stateful-kerberos 1
Add

Mot Assigned

Firewall Settings

action button

et

2 Click Edit for the policy that is to be edited. In the example shown below

the “guest” policy is being edited.

v
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3 On the Edit policy page, the administrator can delete existing rules, add
new rules (following the same procedure in Step 3 of “Creating a New Pol-
icy” on page 66), or reorder the policies.

Monitoring

el eV Diagniostics | Maintenance onfiguration

Switch A .
et Edit Policy(guest)
Management & Bl
WLAN

Network

et Rules

RetD Source Destination Service Action Log Mirror Queue Time Range Blacklist TOS = 802.1p Priority Action

Advanced
RF Management

Calibration Source  Destination  Service Action Log | Mirror Queue TimeRange | BlackList TOS 802.1p Priority

Optimization sy w|lay v |aw v pemit ¥ I Log T Mirar @ Low © High| ¥ O =5 &

Protection Cancel | add

Moritoring

Appl

Advanced ety ]
Security Commands wiew Commands

Roles

4 When all rules have been edited as required, click Apply button to apply the
configuration.

NOTE—The changes will not take effect until the configuration is applied by
using this step.

Applying the Policy to a User Role

This section outlines the steps required to apply the policy to a user role. A

policy can be applied to one or more user roles. Similarly, each user role can
constitute one or more policies.

1. Navigate to the Configuration > Security > Roles page on the WebUI. This

page shows the list of currently configured user roles and the policies that
constitute each user role.

Moritoring Configuration

Switch
P User Roles
Management Name Firewall Policies Bandwidth Contract Actions
WLAN ap-role control,ap-acl Mak Enforced Edit
Metwork
trusted- allowall Mot Enforced Edit
Rt u [edi] (G|
P default-vpr-role allowall Mot Enforced Edit| Delste
RF Management guest contral,cplogout Mot Enforced Edit
Calibration stateful-dotix Mot Configured Mot Enforced Edit
Optimization 5
Gt stateful control Mot Enforced Edit| Delete
rotection
Moritoring lagan contral,captivepartal,wpriogon Mat Enforced Edit
advanced 2]
Security
Roles
Policies

2 If creating a new user role, click Add to start creating and configuring a new
user role.
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Configuration

Switch
General

Security > User Roles > Add Role

Managsment & el

WLAN

Network

o RoleName ]

Advanced Firewall Policies
RF Management Name | Rule Count | Location | Action

Calibration

add

Optimization

Protection

Maritaring Re-authentication Interval

e Dissbled | || Change |(0 disables re-authentication. A positive value enables suthentication)
Security

e Role YLAN ID

Plicies

Mot Assigned | Mot Assigned v | Change .
" & ve | Click add new to

AR Servers
Authentication Methods
WPN Settings

Firewall Settings

create anew
bandwidth contract

Bandwidth Contract

{[addben.. )
This will open the new.

Secure Access F
New Bandwidth Contract t._'—-?-f contract dialog below

Secure Service Interfaces
weme ]
Advanced a
New contracts will
WLANIntrusion Protection  Bandwidth [ | i i
Roque AP be listed for use with

Dl of Servics _Done |_canes! | this role

Man-In-the-Middle

Mot Erforce Chanae | T per User

Signatures VPN Dialer

Policies Mot Assigned | Mot Assigned % | Change
L2TP Pool
Mok Assigned | Mot Assigned v | Change
PPTP Pool

Mok Assigned | Mot Assigned v | Change

Commands Wiew Commands

Apply

3 Enter the desired name for the role. In the example used below, the name
given to the role is “employee”.

4 To apply a set of policies to this user role, click the Add button in the Fire-
wall Policies section.
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General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies
AAA Servers

Authentication Methods

WPMN Settings

Firewall Settings

Secure Access

Configuration

OmniAccess RN: User Guide

Maintenance Plan

Security > User Roles > Add Role

Role Name
Firewall Policies
Name Rule Count | Location Action
controlnew 7 0.0.0 Edit| Delete ﬂﬂ
Add
* Choose from Configured Policies | control * |Location |0.0.0

" Create New Policy From Existing Policy | control | Create |
" Create New Policy Create

Done | Cancel

Re-authentication Interval
Disabled l:l Change |(0 disables re-authentication. & positive value enables authentication)

The following table summarizes the different fields visible and the
expected/recommended values for each field.
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Field

Firewall Policies

Re-authenticatio
n interval

Role Vlan-1D

Explanation

This will consist of the
policies that will define the
privileges of a user in this
role.

The field called Location is
used when a policy is
meant to be used only in a
particular location. As an
example, the administrator
can configure access to the
HTTP protocol only in
conference rooms and
lobbies. The location code
is in the
building.floor.location
format. The location code
can be a specific AP or a
set of APs by using the
wildcard value of O.

By default, a user is
assigned a VLAN on the
basis of the ingress VLAN
for the user to the switch.
This feature can be used to
over ride this assignment
and provide role-based
VLANSs.

Expected/recommended
values

There are three options to add
a firewall policy to a user role:

Choose from configured
policies: Select a policy
from the list of configured
policies and click the
“Done” button to add the
policy to the list of policies
in the user role. If this pol-
icy is to be applied to this
user role only for specific
locations, the applicable
location codes can be
entered in the field called
“Location”

Create a new policy from
configured policy: This
option can be used to cre-
ate a new policy that is
derived from an existing
policy.

Create a new policy: This
option is useful in creating
a new policy. The rules for
the policy can be added as
explained in step 1.a.iii
above.

If this option is required,
configure the VLAN ID that is
to be assigned to the user
role. Note: This VLAN ID
needs to be configured with
the IP configuration for this to
take effect.

ALCATEL
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Bandwidth
contract

5 VPN Dialer

6 L2TP Pool

7 PPTP Pool

A bandwidth contract can
be assigned to a user role
to provide an upper limit to
the bandwidth utilized by
users in this user role. As
an example, the
administrator may want to
cap the total bandwidth
used by the guest users in
a network to 2Mbps.

If the per-user option is
selected, the bandwidth
contracts are applied on a
per-user basis as compared
to all users in the role.

This assigns a VPN dialer to
a user role. For details
about VPN dialer, refer to
the “Configuring VPNs”
section.

This assigns a L2TP pool to
the user role. For more
details about L2TP pools,
refer to the “Configuring
VPNs"” section.

This assigns a PPTP pool to
the user role. For more
details about PPTP pools,
refer to the “Configuring
VPNs"” section.

To create a new bandwidth
contract, select the “Add
New” option. Enter the name
of the bandwidth contract and
the bandwidth to be allowed
(in kbps or mbps). Click Done
to add the new contract and
assign it to the role.

Select a dialer from the
drop-dowvn list and assign it to
the user role. This dialer will
be available for download
when a user logs in using
Captive Portal and is assigned
this role.

Select the required L2TP pool
from the list to assign to the
user role. The inner IP
addresses of VPN tunnels
using L2TP will be assigned
from this pool of IP addresses
for users in this user role.

Select the required PPTP pool
from the list to assign to the
user role. The inner IP
addresses of VPN tunnels
using PPTP will be assigned
from this pool of IP addresses
for users in this user role.

5 After entering the values as explained above, click Apply to apply this con-

figuration.

NoTE—The role will not be created until the configuration is applied.
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6 To edit an existing role, click Edit for the required user role to start editing
a user role. The fields are the same as shown above. The screen shot below
shows the screen when the Edit option is chosen for the “guest” user role.

Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio

Advanced
RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Falicies

ALCATEL

Diagnostics | Maintenance | Plan Configuration
Security > User Roles > Edit Role(guest)

« Back

Firewall Policies
Name Rule Count  Location Action

contral 7 0.0.0 w Delete ﬂﬂ
cplogout 1 0.0.0 w Delete ﬂﬂ

Add

Re-authentication Interval
Disabled l:l Change |(0 disables re-authentication. & positive value enables authentication)

Role VLAN ID

Mok Assigned | Mot Assigned % | Change |

Bandwidth Contract
Mot Enforced | Voice (384kbps] % | Change | I~ Per User

VPN Dialer

Mok Assigned | Mot Assigned % | Change |

L2TP Pool

default-I2kp-pool | Mot Assigned % | Change |

PPTP Pool

default-pptp-poal | Mot Azzigned + | Change |

Commands Yiew Commands

Apply

Configuring Firewall Roles and Policies
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CHAPTER 9
Configuring AAA Servers

The software allows users to use an external server or create an
internal user database for authentication purposes. This
document briefly describes the configuration procedure involved
on the switch to interface with an external authentication server
(RADIUS and LDAP), or to create an internal database of users
and set the authentication timers for authentication purposes.

To try and authenticate users, external authentication servers are
often used. The switch needs to be configured with information
about the servers to enable it to interface with these servers. On
the server side, the switch needs to be recognized for the server
to process requests from the switch. This document talks only
about the configuration on the switch. The configuration on the
server side, specific to the server, should be done as per the
vendor specification.

Authentication Timers

Currently two authentication timers are available for configuration
by the administrator - the User Idle Timeout and the
Authentication Server Dead Time. These timers are common to all
users and RADIUS servers and apply to all servers and users.
These timers can be left at the default values for most
implementations.

Accessing the Configuration page
1. Login to the web interface.

2 Navigate to Configuration > Security > AAA Servers. The AAA
server configuration page displays.

c. Configure the timers on the General tab.

Configuring AAA Servers
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Canfiguration Jiagnostics | Maintenance Y Save Configuration
swkeh General
e e General Fadius LOaR Internal OB ACCOUNTING

meNetwork Authentication Timers

Radio

Advanced User Idle Timeout {minutes) 5
(37 Mana.genjlent Authentication Server Dead Time {minutes) |10

Calibration

Optimization M

Pratection

Manitoring

advanced Commands Yiew Commands
Security

Roles
Falicies
AAA Servers

4 Set the user idle timeout value. The value of this field is in minutes. To pre-
vent the user from timing out set the value of this field to O.

The user idle timeout is the time in minutes for which the switch maintains state
of an unresponsive client. If the client does not respond back to the switch
within this time, the switch deletes the state of the user. The user will have to
re-authenticate to gain access once the user state has been deleted. Set the
value of the user idle timeout. The value of this field is in minutes

5 Set the Authentication Server Dead Time value in minutes.

The Authentication Server Dead Time is applied only when there are two or more
authentication servers configured. The authentication Server Dead Timeout is the
maximum period for which an authentication server is proclaimed dead before
being activated again.

Scenario 1: If the authentication server is the only server.

In this case the server is never marked down and all requests are sent to this
server irrespective of the timer setting.

Scenario 2: If one or more backup servers are configured.
In this case, once the server (server A) is found to be un-responsive it is marked
as down and the subsequent requests are sent to the next server on the priority
list. The server A is marked down for the dead time after which it is brought back
into the list. If the priority of this server is higher than the server currently servic-
ing the requests, this server (server A) takes over. If it is still non-accessible, it
will be marked down for the Authentication Server Dead Time Period.

6 Once the values are set click Apply before moving onto another page or
closing the browser. Failure to do this will result in the loss of configuration
and the user will have to reconfigure the settings.

7 To save the configuration, click the Save Configuration tab on the upper
right hand corner of the screen.
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RADIUS Server Configuration

To add a new RADIUS server entry:

1. The values to the following parameters are required. A good habit would
be to collect this information for every RADIUS server that needs to be
configured prior to configuration. Individual values can be re-configured and

applied in case of errors and changes at any time.

Parameter
Server Name
IP Address
Shared Secret
Authentication
Port

Accounting Port

Num of Retries

Timeout

Description

< The name of the Authentication

Server >

< The address of the
authentication server>

<The shared secret between the
switch and the auth server>

<The authentication port on the

server. Default 1812 >

<The accounting port on the

server. Default 1813>

<Maximum number of retries sent
to the server by the switch before
the server is marked as down.

Default 3>

<The maximum time in seconds,
the switch waits before timing out
the request and re-sending it.

Default 5 seconds >

Value in the
Example

Radius_Server_1
192.168.100.1
Alcatel

1812 (default

maintained)

1813 (default
maintained)

3 (default maintained)

5 (default maintained)

2 Navigate to Configuration > AAA Servers > RADIUS page.
3 Configure the RADIUS settings.

ALCATEL
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Switch
General

Managernenk
WLAN
Mebwork

Radio

Advanced
RF Management
Calibration

Optimization

Pratection

Configuration

Diagnostics

Maintenance Plan

onfiguration

Security > AAA Servers > Radius Servers

General Radius
IP Address

LDAP Internal DB
Authentication Port

Accounting
Status

Name
Add

Accounting Pork In Service  Action

Any existing servers will be listed in this table. Click
Add to create a new Radius server.

Click Add to add a new RADIUS server entry. Enter the values gathered

from the previous step.

Switch
General

Managernent
WLAN
Metwork
Radio
Advanced
RF Management
Calibration

Dpkimization
Protection
Monikaring
Advanced

Security
Roles

Palicies

Authentication Methods
YPM Settings

Firewal Settings

Secure ACCess

Secure Service Interfaces
Advanced

Y/LAN Intrusion Protection
Rogue &P

Denial of Service
Man-In-the-Middle
Signatures

Policies

Maintenance

onfiguration

Security > AAA Servers > Radius Servers > Add Radius Server
« Back ‘
Server Mame l:l
1P Address l:l
Shared Secret l:l
‘erify Shared Secret l:l
Authentication Port
#Accounting Pork
Mum Retries
Match ESSID ’7
[ —
Match FQDM ’7
Trirn FQDM r
Mode
Server Rules
Rule Action  Attribute Condition Matching ¥alue ¥alue  Action
M Click add to open server rules window to create a
new raidus server rule Apply
Commands

Vigw Commands

Set the Mode to Enable to activate the authentication server.

Click Apply to apply the configuration.

NoTE—The configuration will not take effect until this step is performed.
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Canfiguration

Manitaring Configuration Diagnostics Maintenance
Switch - A
— Security > AAA Servers > Radius Servers
e e zeneral Fadius LOaR Internal OB ACCOUNTING
WHLEA Mame IP Address Authentication Port  Accounting Port  Status  In Service Action

Netwark :
S Radis1 192,111 1812 1813 Enabled  Yes Edit | Delete

Radio
o g Radius 2 192.1.2.1 1812 1813 Enabled  Yes Edit Delete
vance:
RF Management Add
Calibration

Editing an Existing Entry
1. Navigate to the Configuration > AAA Servers > RADIUS page.
2 Click Edit on the right side of the desired RADIUS Server entry.

3 The configuration page displays. Make the required modifications on the
page and click Apply to save the configurations.

Deleting an Existing Entry
Navigate to the Configuration > AAA Servers > RADIUS page.

2 Click Delete on the right side of the desired RADIUS Server entry. A
pop-up window displays with the message “Are you sure you want to
delete the RADIUS server <RADIUS server name>?"

Configuration

Monitaring Configuration Diagnostics Maintenance
Switch - q
e Security > AAA Servers > Radius Servers
Management General Radius LDAP Internal DB Accounting
WLANN _— Mame IP Address  Authentication Port Ac[:gunting Port  Status  In Service Action
her Radis1 192.1.1.1 1812 1815 Enabled  Yes _Edit | Delete |
Radio
b Radis 2 192.1.2.1 1812 1813 Enabled  Yes _Edit | Delete |
W ance
RF Management Add
Calibration
Optimization
Protection Microsoft Internet Explorer
Monitoring
Advanced \_?\/ Are you sure you want to delete the radius server Radius 27
Security

Rales
Policies
AAA Servers

Authentication Methods

3 To continue with the deletion click OK. The entry is deleted.
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Advanced AAA Settings

Alcatel’'s AAA Advanced feature is a licensed feature that configures a Alcatel
Mobility Controller to allow users using one authentication method (like
Captive Portal or 802.1x) to be authenticated against different authentication
servers based on the domain and realm (FQDN) used by the client or the client
associated ESSID.

Department 1

Q Client1 @sales.com

Serveri <

? Client2@engineerin
g.com

Department 2

é Client2@sales.com

Server2

\' guest123

ESSID : guest
ESSID : employee

In the topology shown above, all clients authenticate using the same method
(for example, Captive Portal). Alcatel allows all users using sales.com to
authenticate against auth server Server1 and the engineering users using the
engineering.com in their user name to authenticate against Server2.

Additionally, Alcatel supports users associating with the guest ESSID to
authenticate against Server2.

This feature adds flexibility to AAA configuration by allowing IT managers to
maintain servers by departments or ESSIDs in different campuses, or in cases
where two different companies merge

Captive Portal configurations permit users to see the FQDN configured during
user logon.
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Selecting the Right Server

The server is selected if the user name contains any configured Fully Qualified
Domain Name (FQDN) or the user ESSID matches any of the ESSIDs
configured for the server.

The selection of the server happens as follows, in the order of server
prioritization:

Server is skipped if disabled or out of service.
Server is selected if there is no FQDN and ESSID filters configured.

Server is selected if the user ESSID matches any ESSID attached with the
server.

Server is selected if the user name has a FQDN component and it matches
any FQDN attached with the server.

NoTeE—The FQDN match is attempted if, and only if, the username has a FQDN

component and the server has at least one FQDN configured for matching. If
server has a FQDN list configured, but the user name does not have a FQDN
component, the server will not be selected.

Configurations

1.

2

ALCATEL

Navigate to the Configuration > AAA Servers > RADIUS page.

To add a new server, follow the steps described in “RADIUS Server Config-
uration” on page 83.

To modify the server settings, click Edit to the right of the server entry.
To add a new ESSID that will be used by this server, click on ADD ESSID.

In the resulting dialog box, add the ESSID (case sensitive) as configured
and press ADD. Repeat this step to add more ESSIDs that will be used by
this server.

Configuring AAA Servers
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6 To add the domains that this server will use, click ADD FQDN.

7 In the resulting dialog box, add the entry and click ADD. To add more
entries, repeat this step.

8 To trim the FQDN portion of the username before sending the credentials to
the auth server, check the TRIM FQDN option. If this option is not selected,
the username along with the FQDN component is sent to the server and the
server should be configured for the same for a match to be successful.

For example : Client3@sales.com is the username the user uses to

authenticate. If TRIM FQDN is enabled, only Client3

is sent to the server. If

unchecked, Client3@sales.com is sent to the server for authentication.

9 Click APPLY to apply the changes before navigating to another page.

Example Deployment

All departments use the same authentication method (such as 802.1x) and the
same ESSID for all users and departments to ensure smooth mobility but users
of each department are authenticated against the RADIUS server maintained
by the department for control.

88 | Part 031650-00

May 2005



Chapter 9

Department 1

R
‘<"‘ @

==y g
RS
. Department 2
e, ¢
= g’

Users can move across the departments but the users belonging to
department1 will always use the RADIUS server in department1 regardless of
whether they are trying to authenticate from department1 or department2 as
long as they use the right FQDN.

LDAP Server Settings

NOTE—As of AOS-W 2.4 and higher LDAP support has been expanded to
include Secure LDAP.

To add a new LDAP server entry:

1. Navigate to the Configuration > AAA Servers > Security > LDAP page.

To configure the switch, the following information is required.

Parameters Description Values

Server Name <The name of the LDAP LDAP_Server1
server>

IP Address <The ip address of the LDAP 192.168.200.1
server>

Authentication <The port on which the LDAP 600
Port server is configured. The
default value is 389.>
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Base DN <The Distinguished Name of cn=Users,dc=Im,dc=Alcateln
the node which contains the etworks,
entire user database that we
want to use.> dc=com

Admin DN <A user who has read/search cn=Alcatel
privileges across all the entries Admin,cn=Users,dc=Im,
in the LDAP database. The
user need not have write dc=Alcatelnetworks,dc=com
privileges n the user should be
able to search the database,
and read attributes of other
users in the database.>

Admin Alcatel
Password
Key Attribute <The attribute that contains sAMAccountName

the unique key for the LDAP
object. This is the name of the
attribute that contains the
login ID of the users.>

Filter <The filter that should be (objectclass=*)
applied to search of the user in
the LDAP database. The
default filter string is:
i(objectclass=*)1.>

Timeout < The timeout period of a 10
LDAP request in seconds.
Default is 10 seconds>

2 Click ADD to add a new entry.

Maritarng ey El I Disgnostics | Maintenance: Events | Reports Save Configuration
Switch

p— LDAP Servers

e e zeneral Fadius LOaR Internal OB ACCOUNTING
YLAN

Mame.. IP Address Authentication Port = Status InService Action
Mebwork
Radio

Advanced
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3 Fill in the information collected from step 1.

Moritaring

Configuration
Switch
General

Management
WLAN
Metwork,

Radio
Advanced

RF Management
Calibration

Opkimization
Protection
Monitaring
Advanced

Security
Roles

Palicies

Authentication Methods
WPM Settings

Firewall Settings

Secure Access

Secure Service Interfaces
Advanced

Y/LAN Intrusion Protection
Rogue &P

Denial of Service

Maintenance lar vents leports

Diagnostics

Security > AAA Servers > LDAP Servers > Add LDAP Server

Chapter 9

5 Configuration

« Back ‘

Server Name
Is Server Active Direckory
1P Address
Authentication Port

Base DN

Admin DN

Admin Password

Yerify Admin Password
Key attribute
Filter
Timeout

Server rules can be created and prioritized
Mode using the add, up and down buttons

erver Rules

Rule Type Condition Yalue Action

ends-with 1

Attribute Matching ¥alue
Fole Assignment test

Add

ap-role Delete ﬂﬂ

DAP 1

92.1.1.1

il

Apply

Commands

Wigw Commands

Set the mode to Enable to enable the LDAP server when it is online.

5 Click Apply to apply the changes made to the configuration.

NOTE—The configuration does not take effect until this step is performed.

6 To add multiple servers, repeat steps 1 through 5 for each server.

Manitaring

Switch
General

Managernenk
WLAN
Mebwork

Radio

Advanced

Configuration

Diagnostics Maintenance

Security > AAA Servers > LDAP Servers

Save Configuration

General Radius LDAP Internal DB Accounting
Name  IP Address Authentication Port  Status In Service Action
LDAP 1 192.1.1.1 389 Enabled  vyes Edit Delete

Add

Editing an Existing Entry
1. Navigate to the Configuration > AAA Servers > Security > LDAP page.

2 Click Edit for the entry to be modified and modify the desired parameters.

3 Click Apply to have the changes take effect.

v
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Deleting an Existing Entry

Navigate to the Configuration > AAA Servers > Security > LDAP page.

2 Click Delete for the entry to be deleted. A pop-up box displays with the

message “Are you sure you want to delete the LDAP server <server

name>?"

Manitaring Configuration Diagnostics Maintenance

Switch
General

e e zeneral Fadius

QLAY Name  IP Address Authentication Port

Mebwork
Radio

LDapP 1 19z.1.1.1 389

Add
Advanced

RF Management

Calibration Microsoft Internet Explorer.

Optimization

o

Pratection "/ Are you sure you want to delete the LDAP server LDAP 17

Manitoring
Advanced
Security

Save Configuration

LDAP Servers

Edit Delete

Roles

3 Click OK. The entry is deleted.

Internal Database

The internal database can also be used to authenticate users. The internal
database can store a list of users along with the user password and their

default role. When the switch is configured as the primary server, user

information in the incoming authentication requests will be checked against

the internal database.

The internal database is used to store user name and passwords. One entry

needs to be created for each user.
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Chapter 9

1. Navigate to the Configuration > AAA Servers > Internal Database page.

The parameters, a description of the parameters and the values used in this

example are listed below.

Parameter s

s Description

User Name <The user name that will be used
by the user. Mandatory field>

Password <The password of the user.
Mandatory field>

Role <The role the user will get is not
configured. Optional field. Default
is guest>

mail <the email address of the user>

Values used in the
example

Userl
User123

-None-

Userl @example.com

2 Click Add User under Users. The user configuration page displays.

| Pln_|

Maintenance

Reports

Corfiguration

Monitoring Diagnostics

Configuration

Switch
p— Internal Database
General Radius LDAP Internal DB ACCoUnting
Management
WLAN Server Rules
Network,
Radio Rule Action Attribute  Condition Matching ¥alue Walue  Action
i -~ AT
idvanced Role Assignment Role value-of Delete JJ
RF Management Add
Calibration R
Opkimization
Expart | Import Delete All Users Repair Database |
Protection
Monitaring Users
Advanced
Security User Name Password Role E-mail Enabled Expiry Action
Rales Test 1 Aedbekeddek guest testl@example.com Yes Disable Delete Modify
Palicies add Usar

ARA Servers 1 |1-10f1
Authentication Methods

3 Add the user information.

4 Check the Enable box if this entry needs to be activated on creation. If this
box is unchecked, this user entry will not be considered during authentica-

tion.

5 Configure the role of the user.

v
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Configuration
Switch
General
Managernenk
WLAN
Radio Passward
Advanced Verify Password
St
v
Calibration Role
Optimization E-mail rl@example.com|
Pratection Enabled v
Lispioigd * Entry does not expire
Advanced
Security ™ Sek Expiry time {mins) l:l
Reles € Set Expiry Date (rmjdtyyyyd | UL U | Expiry Timethhomm) [ [ |
Falicies

| AAR Servers

Apply

6 Apply the configuration by clicking Apply after creating each user.

NoTE—The changes will not take effect until this step is performed.

7 Click Back and verify that all the users created are visible.

Moritaring Configuration Maintenance onfiguration
Switch A
p— Security > AAA Servers > Internal Database
General Radius LDAR Internal DB Accounting
Management
WLAN Server Rules
Metwork,
Radio Rule Action Attribute Condition Matching Yalue Value Action
i - FY
advanced Role Assignment Role value-of Delete JJ
RF Management Add
Calibration RS
Opkimization
Expart | Import Delete All Users Repair Database |
Protection
Monitaring Users
Advanced
Security User Name Password Role E-mail Enabled Enpiry’ Action
Rales Test 1 e guest testl@example.com Yes Disable | Delete | Modify |
Policies Userl b s ] guest Userl@example.com Yes Disable | Delete | Modify |
Add User . e .
Authentication Mathods Verify all the users you create are in this table

WPM Settings
Firewall Settings
Secure Access

Securs Service Interfaces
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Editing an Existing Entry
Navigate to the Configuration > AAA Servers > Internal Database page.
2 To edit an existing entry, delete the entry and re-create the entry with the

necessary modifications.

All entries must be individually created and modified.

Deleting an Entry
1. Navigate to the Configuration > AAA Servers > Internal Database page.

2 Clicking Delete to the right of the entry on the page. A pop up window dis-
plays which says “Are you sure you want to delete the user <user name>?"

e Configuration

Maonitaring Configuration Diagnostics Maintenance

Switch
p— Internal Database
General Radius LDAP Internal DB Accaunting
Management
WLAN Server Rules
Metwork,
Radio Rule Action Attribute  Condition Matching ¥alue ¥alue  Action
i - il T
tdvanced Role Assignment Role value-of Delete JJ
RF Management Add
Calibration S
Optimization .
Export | Import Delete All Users Repair Database |
Prokection
Monitoring Users
Advanced
Security User Mame Password Role E-mail Enabled Expiry Action
Rales Test 1 AL ) guest testl@example.com Yes Disable | Delete ‘ Modify ‘
Palicies Userl Bl guest Userl@example.com Yes Disable | Delete ‘ Madify ‘
AbA Servers
Add User
Authentication Methods
VPN Settings Microsoft Internet Explorer

Firewall Settings

Secure Access

\?fj Are wou sure you wank ko delete user Test 17

Securs Service Intetfaces

WLAN Intrusion Protection
Rogue &P

3 Click OK to delete the entry.

Configuring Server Rules

Once a server is configured, it is possible to set the VLAN and role for some
users based on the attributes returned for the user during authentication.
These values would take precedence over the default role and VLAN
configuration for the authenticated user.

v
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To add a server rule:

1. Navigate to the Configuration > Security > AAA Servers page.
Select the authentication Server type from the tabs.

Click Add under Server rules. The server rule page displays.

Manitaring Configuration

Switch
General

Managernenk
WLAN
Mebwork
Radio
Advanced
RF Management

OmniAccess RN: User Guide

Diagnostics Maintenance

Rule Type | Role Assignment %

Save Configuration

Add Server Rule

a-Admin-Fole ~
Attribute a-Privv-Admin-User
allzerlan
& lzer-Role -
Add Attribute | Delete Attribute

Calibration
Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies
AAR Servers

Condition | containg %
Yalue

Rolefvlan | ap-role w

Done

The parameters are:

« Back

Paramet Description

er

Rule type This can be one of Role Assignment or Vlan Assignment. With
Role assignment, a user can be assigned a specific role based on
the RADIUS attributes returned. In case of VLAN assignment, the
user can be placed in a specific VLAN based on the RADIUS
attributes returned.

Attribute This is the attribute that is returned by the RADIUS server based

on whose value the user is assigned a role or a VLAN
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Condition The condition specifies the match method using which the string
in Value is matched with the attribute value returned by the AAA
server.

contains - the rule is applied if and only if the attribute value
contains the string in parameter Value.

Starts-with - the rule is applied if and only if the attribute
value returned starts with the string in parameter Value
Ends-with - the rule is applied if and only if the attribute value
returned ends with the string in parameter Value

Equals - rule is applied if and only if the attribute value
returned equals with the string in parameter Value
Not-equals - rule is applied if and only if the attribute value
returned is not equal to the string in parameter Value
Value-of - This is a special condition. What this implies is that
the role or VLAN is set to the value of the attribute returned.
For this to be successful, the role and the VLAN ID returned
as the value of the attribute selected must be already config-
ured on the switch when the rule gets applied.

Value This specifies the value that the attribute must match along with
the condition for the rule to be applied.

Role / The role or the VLAN applied to the user when the rule is
VLAN matched.

The server rules are applied based on the first match principle. The first rule
that is applicable for the server and the attribute returned will be applied to the
user and would be the only rule applied from the server rules.

These rule will also be applied uniformly across all the authentication types
that use the server as the primary authentication server.

Example

Based on the filter-ID returned, users will be classified as admin, employee
and guest.

Parameter Value Role

MS-Filter EMP employee

MS-Filter ADMIN Admin

If none of the rules match, the role is set to the default role of the
authentication type.
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Configuration

Switch
General

Management
YLAN
Metwork

Radio
Advanced

RF Management
Calibration

Optimization
Protection
Manikaring
Advanced

Security
Roles

Falicies
Authentication Methods
WPN Settings
Firewall Settings
Secure Access
Secure Service Intetfaces
Advanced

WLAN Intrusion Protection
Rogue AP
Denial of Service
Mar-In-the-Middle
Signatures

Policies

figuration

Security > AAA Servers > Radius Servers > Add Radius Server

« Black ‘

Server Mame adius 1

IP Address 9z2.1.1.1
Shared Secret

werify Shared Secret
Authentication Port

Accounting Pork

| [e] =] [ NED
@ | o
| P
w| e

Mumn Retries
Timeout
Match ESSID

Add Delete
Match FODN

Add Delete
Trim FQDM r
Hodz

Server Rules

Role Assignment MS-CHAPZ-CPW  equals EMP ap-role Delete ﬂﬂ
Role Assignment a-Admin-Role equals ADMIN default-vpn-role - Delets ﬂ ﬂ

add 9
Confirm rules are created and in the correct order

Apply

The first rule that matches the condition gets applied. Also the rules are applied
in the order shown. To change the order use the A or ¥ arrows to the right of

the entry.
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CHAPTER 10
Configuring the Captive Portal

This document deals with the configuration of captive portal to
support guest logon and for user authentication.

One of the methods of authentication supported by the Alcatel
Mobility Controller is captive portal. This document outlines the
steps required to configure the captive portal authentication
parameters for both guest logon as well as standard user
authentication. Captive portal can be configured to authenticate
users against an external / internal database or skip the
authentication and allow users gain limited access into the
network by allowing them to logon as guests. Captive portal can
also be configured to allow users to download the Alcatel VPN
dialer for the Microsoft VPN client if the VPN is going to be
terminated on the Alcatel Mobility Controller.

Alcatel Mobility Controller also allows the customization of the

logon page. Captive Portal customization will talk about
customizing the captive portal page.

Configuring Captive Portals for Guest Logon

Configuring captive portal for guest logon does not require an
authentication server. A user trying to access the network will be
assigned a logon role. The user will then have to pull up a
browser. The user will be re-directed to a logon page, where the
user will need to enter the credentials (an email ID in this case).
The user is then granted a default role with limited access to
browse the internet.

1. Navigate to the Configuration > Security > Authentication Methods
> Captive Portal Authentication page.
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100

[=glige i Configuration

Switch
General

Management
WLAN
Rletwork.

Radio
Advanced

RF Management
Calibration

Opimization
Protection
Monitoring
Advanced

Security
Roles

Policies
ABS SErvVErs
Authentication Methods
WPN Settings
Firewall Settings
Secure Access
Secure Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue AP
Denial of Service
IMan-Iri-the-Middle
Signatures

Policies

Diagnostics | Maintenance

Security > Authentication Methods > Captive Portal Authentication

802, 1x WP Captive Portal

MaC Address Statefll 802, 1x SSID L2 Encryption Advanced

Authentication Enabled [

Defaut Role

Enable Guest Logan

Enable User Logon

Enable Logout Popup Window
Protocol Type

Redirect Pause Time{secs)
Welcome Page Location
Logan YWait Interval

CPU Utilization Threshold

r
=

<

<

E Be sure to configure the appropriate
& http C heps ) firewall captive portal pqlicy for H:I'TP
or HTTPS under Security > Policies

Authentication Failure Threshold For Station Blacklisting D(U disables blacklisting)

Showe FQDM Lisk

-

Sygate On-Demand Agent

Enable Agenk Support [

Remediation Failure role I:l

Remediation Failure URL A

Authentication Servers

Name Type IP Address

Add

Commands

Authentication Port  Status  Actions

Apply

Wigys Commands

2 Configure the role that the guest logon users will take. (See “Configuring

Firewall Roles and Policies” for information on configuring a role).

3 Determine the protocol captive portal will use. Modify the captiveportal pol-

icy to support the selected protocol.

® HTTP: If the protocol selected is http, ensure that the following rules are
included in the captiveportal policy:
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Maintenance Configuration
Switch - - = = - q q
Pl Security > Firewall Policies > Edit Policy(captiveportal)
Management -
WLAN
Hetwork s
Radi Source Destination Service Action Log Mirror Queue Time Range BlackList TOS 802.1p Priority Action
Advanced User mswitch svc-http  permit lows Delete ﬂ ﬂ
RF Management — .
e ser any svehttp  dst-nat 8080 ow | Be sure 'fhese policies are existto allow Delate ﬂﬂ
for Captive Portal for guest http logon.
Optimization user  any svchitps  dst-nat 8081 low Delete | &) ¥
Frotection =0 .
o M If the policies do not exist, then
SNLEH) create them using the add button. apply
Advanced
Security Commands Wi Commands
Roles

Palicies

user alias mswitch svc-http permit
user any svc-http dst-nat 8080
user any svc-https dst-nat 8081

® HTTPs: If the protocol is https, ensure that the

the following rules:

Configuration

captiveportal policy has

ve Configuration

Switch - . = = = o A
] Security > Firewall Policies > Edit Policy(captiveportal)
Management « Back
WLAN
Metwork Rules
Radin Source Destination Service Action Log Mirror Queue TimeRange BlackList TOS 802.1p Priority Action
Advanced user mswitch svc-https  permit lowr Delete ﬁ j
RF Management
Calibration ser  any svchitp  dst-nat 3080 low Be sure to have https for Delete | 4] 7]
. the mswitch permit and the
Optirmization -hitty dst-nat 8081 I Y Delets il ¥
Ppt " == = e o any dst-nat 8081 policy to gt JJ
rerssen Add enable an https login
Muonikoring
Apply
Advanced ey
Security Commands View Commands
Roles
user alias mswitch svc-https permit

user any svc-http dst-nat 8080
user any svc-https dst-nat 8081

a

v

ATEL

In the default user role of un-authenticated users (logon role by default),
ensure that the captiveportal policy has been added. The user traffic needs
to hit the rules in this policy for captive portal to work.

Configuring the Captive Portal
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| meritorrng WSl PR Matanancs [ Plan [ Fveris | Fepats | | ssia configration | Logit |
SO Security = Firawall P Edit Policy(captiveportal)
PanmpEmEnt
ok |
Rudes
Source  Destination  Service  Action Log eews  Time Range  Blackibt TS S020p Priority Acthon
- o rerhiips  parmd [ ety | al .
g L sovhiip  det-nat 0000 bowr _Delats | & 7|
s L schitps  da-nat 0001 ko _thljl

Antile

5 Configure the captive portal parameters.

Parameter

Default role

Enable Guest Logon

Enable User Logon

Enable Logout Popup
Window

Protocol type

Description

The role assigned to the guest user on logon.

Default: guest

This field need to be checked to enable guest
logon as explained above.

Default: Unchecked

This field needs to be checked to enable user
logon authentication using an authentication
server. In case of guest logon this field needs to
be unchecked if captive portal is used for guest
logon only.

Default: Checked

When this is enabled, a pop up window will
appear with the Logout link for the user to logout
after the user logs in.

If this is disabled, the user remains logged in till
the user timeout period or till station reloads as
the user does not have a logout mechanism.

Default: Checked

The protocol used on re-direction to captive portal
page. http / https - If http is selected, the captive
portal policy will have to be modified to allow http
traffic.

Default: https
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Redirect Pause
Timeout

Welcome Page
Location

Logon wait Interval

CPU Utilization
Threshold

This is the time seconds, the system remains in
the initial welcome page before re-directing the
user to the final web URL. If set to O, the welcome
page is skipped.

Default: 10 seconds

The welcome page is the page that appears soon
after logon and before re-direction to the web
URL. This can be set to any URL.

Default: /auth/welcome.html

Time range in seconds, the user will have to wait
for the logon page to pop up in case the CPU load
is high. This works in conjunction with the CPU
Utilization Threshold.

Default: 5 - 10 seconds

The CPU utilization percentage above which the
Logon wait interval gets applied while presenting
the user with the logon page.

Default value: 60 %

6 From the pop-down menu select the desired role the user will be placed in

after logon.

7 Uncheck the Enable User Logon checkbox if the intended use of captive por-
tal is for guest logon alone. If Captive Portal will be also used to authenti-
cate users against a AAA server, leave this option selected.

8 Check Show FQDN to enable advanced AAA. (Requires that FQDNs be con-
figured for the RADIUS servers.)

9 Set the protocol type http or https as per the requirement.

10 Set the welcome page location to the required URL.

11 Click Apply to apply the configuration.

NoTE—The configuration does not take effect till this step is completed.

Example

This example sets up the captive portal for guest only logon:

® The user gets cap_guest role which allows user to access the internet

only.
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® If CPU utilization is above 50% wait for 10 -15 seconds before popping
up logon page.

® In this example, there is no “pause time” before redirecting to the cap-
tive portal page.

| penitorrg TR

Switch

Fanspement

LA
Rstuacik
Had
Advanced

RF Management
bk shion
Coptimization
Prokechion
Morstoring
el

| Pian | Brerts | Reparts |

Edit Role(logon}

Firewall Policies

_=bak |

Default role
Enable Guest Logon
Enable User Logon

Enable Logout Popup
Window

Protocol type

Redirect Pause Timeout
Welcome Page Location
Logon wait Interval

CPU Utilization Threshold

Parne Hule Count Lescation Actinn
contnal i oo Edit| Dalsts ‘|'
|(m:r\uw(d 3 D Edit| Dalats | ‘l '|
w5 ans  [Edt]| nelste | <| 7|
_ad |
Parameter Values for this example

cap_guest
Checked
Unchecked
Checked

https

0]

Leave as default
10-15

50

Configuring Captive Portal for User Logon

Captive Portal can also be used to authenticate users using an authentication
server. It can interface will all servers that the switch can support.

1. Navigate to the Configuration> Security > Authentication Methods > Captive
Portal Authentication page.
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Configuration Jiagnostics Maintenance Configuration
Switch
) Security > Authentication Methods > Captive Portal Authentication
Management 802, 1x WPH Captive Partal MAC Address Stateful 802, 1x S50 L2 Encryptian Advanced
WLAN
Mebwork.
Radio #Authentication Enabled |7
Advanced Default Role
GIF bt e Enable Guest Logon v
Calibration
Optimization Enable User Logon r
Protection Enable Lagout Popup Window 2
Maritaring Protocal Type  http ™ https
Advanced
Security Redirect Pause Time(secs) D
Roles wWelcome Page Lacation Jauth/welcome html
Poiicies Logan Wait Interval - seconds
A8 SErvers
CPU Utilization Threshold %
Authentication Methads
VPN Settings Authentication Failure Threshald For Station Blacklisting El (0 disables blacklisting)
Firewall Settings Show FQDN List il

2 Configure the role that a user authenticated using captive portal will take.
(“Configuring Firewall Roles and Policies” on page 65 for information on
configuring a role).

3 Determine the protocol captive portal will use. Modify the captiveportal
policy to support the selected protocol.
® HTTP: If the protocol selected is http, ensure that the following rules

are included in the captive portal policy

RO conbouraton EETREEERE R RS eEamlAR L

S Secaurtty = Firewall Polickes > EdR Pollcy{ca pHvepartal)

Fanapenent =

L £ Beck
Hebac
iyt Susre ‘Bestinabon: Scrice | cAdbon.  Log | iwu:. ITimeRonge | Bkl TOG | BRZ1p Priadty; ﬂim\

PF Mean aperment L nswkch mrhdps  pamit Jj
mi frees v mrhdp  dst-nat RO = Dimjmin JJ
:::mm v ochps dbnkEEL ke Baltn | +] 7|
Mo [ndd| "
carard hagle |

user alias mswitch svc-https permit
user any svc-http dst-nat 8080
user any svc-https dst-nat 8081

v Configuring the Captive Portal | 105

ALCATEL



106

OmniAccess RN: User Guide

® HTTPs: If the protocol is https, ensure that the captiveportal policy has
the following rules

e conbouraton [GEnER R R
Security = Frewall Policies > EdR Policy{ca pHwepartal)

Sach

Fanapenent
WLAM
MabarAs

Radio
Artvanced

PF Manaperwest
Colirmtion
Cipkid aakicn
Pratefion

orard

user

=

Sure

[l nswkch
=3 an
U an
add]

‘Deshinobion: “Serdice Ao Log hﬂw [ Eacing | TS 01 Priadty,

mhip:s  panit
syohdp  dst-ne B0 =
srchdps  det-nacEEL ke

alias mswitch svc-https permit

user any svc-http dst-nat 8080
user any svc-https dst-nat 8081

Fanle |

_._JJj
et | 3] %]
Clet | 7]

£ Buck

4 In the default role for unauthenticated users (logon role by default), ensure
that the captiveportal policy has been added. The user traffic needs to hit
the rules in this policy for captive portal to work.

Monitoring

Switch
Genersl
Management
WLAN
Metwork
Radio
Advanced
RF Management
Calibration
Optimization
Praotection
Manitoring
Advanced
Security
Roles

Maintenance Events. Save Configuration | Logout

Security > User Roles

Name Firewall Policies Bandwidth Contract Actions
ap-role control, ap-acl Mot Enforced M
trusted-ap allowst Mot Enforced Edit]|
default-vprerale allowsl Mot Enforced Edit| Delete
guest control, cplogout Mot Enforced M
stakefubdotix  Hok Corfigured Hot Enforced Edit|
stateful control Mok Enforced Edit| Delete
logan control, captiveportal, vpniogon Mot Enforced
_add |

Moriitoring Disgnostics | Maintenance Save Configuration
Switch —_— =T
Generd Security > User Roles > Edit Role(logon)
Management « Back
WLAN
Hetwork
Radio Firewall Policies
Advarced Name Rule Count  Location Action
il v
RF Management cantrel 7 0.0.0 Edit| Delete | 4| ¥| Gonbamstiaamins
@.E1D Gaptiueuurta\3 0.00 Edit| Delete | 4] ¥] ) rules that have
Optinizat
e wvpnlogon 5 0.0.0 Edit| Delete | & ¥| been configured
Protection
Monitoring Add
dvanced

5 Configure the captive portal parameters.
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Parameter

Default role

Enable Guest Logon

Enable User Logon

Enable Logout Popup
Window

Protocol type

Redirect Pause Timeout

Description

The role assigned to the guest user on logon.

Default: guest

This field needs to be checked to only if guest
logon needs to be enabled in addition to user
logon.

Default: Unchecked

This field needs to be checked to enable user
logon authentication using an authentication
server.

Default: Checked

When this is enabled, a pop up window will
appear with the Logout link for the user to logout
after the user logs in.

If this is disabled, the user remains logged in till
the user timeout period or till station reloads as
the user does not have a logout mechanism.

Default: Checked

The protocol used on re-direction to captive portal
page. http / https - If http is selected, the captive
portal policy will have to be modified to allow http
traffic.

Default: https

This is the time (in seconds) that the system
remains in the initial welcome page before
re-directing the user to the final web URL. If set to
0, the welcome page is skipped.

Default: 10s

ALCATEL

Configuring the Captive Portal

107



OmniAccess RN: User Guide

Welcome Page The welcome page is the page that appears soon
Location after logon and before re-direction to the web
URL. This can be set to any URL.

Default: /auth/welcome.html

Logon wait Interval Time range in seconds, the user will have to wait
for the logon page to pop up in case the CPU load
is high. This works in conjunction with the CPU
Utilization Threshold.

Default: 5 - 10s

CPU Utilization The CPU utilization percentage above which the
Threshold Logon wait interval gets applied while presenting
the user with the logon page.

Default value: 60 %

6 From the pull-down menu select the desired role the user will be placed in
after logon. Note that this role would be applied only if there are no other
derivation rules that supersede it.

7 Ensure that the Enable User Logon checkbox is selected
Set the protocol type http or https as per the requirement.

9 Set the welcome page location to the required URL.

Configuring the AAA Server for Captive Portal

To configure the AAA server that captive portal will use for authentication:

1. Click Add under the Authentication Servers heading.
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Manitoring

Switch
General
Management
WLAN
Network
Radio
Advanced
RF Management
Calibration
Opkimization
Protection
Manikaring
Advanced

Security
Roles

Policies

Al Servers
Authentication Methods
WPN Settings

Firewall Settings

Secure Access

Secure Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Policies

Maintenance

802, 1x WPM Captive Portal

Authentication Enabled 7

Default Rale employee e

Enable Guest Logan

Enable User Logon

Enable Logout Popup Window

Protocol Type

Redirect Pause Time{secs)

‘Welcome Page Location

Logan YWait Interval

CPU Utilization Threshold

Authentication Failure Threshold For Station Blacklisting
Show FQDM Lisk

Sygate On-Demand Agent

Enable Agent Support r

Remediation failure role
Remediation failure URL 1jA

Authentication Servers

iIIe Type IP Address

MAC Address

Authentication Port

Chapter 10

Configuration
Captive Portal Authentication
Stateful 802.1x  SSID L2 Encryplion  Acdvanced

-
i~
=
" http ™ https
0

#auth/welcorne him!

10 -|1s seconds
50 %
o (0 disables blacklisting)
r
Status  Actions
Apply

Choose an Authentication Server

Intemnal

Add | Cancel

Under Choose an Authentication Server is a pull down menu. From this menu

select the authentication server that will be the primary server.

Click Add for the selection to be applied.

To add more authentication servers as backup servers, repeat the steps

The servers appear in the order of descending priority. The first entry is
always the primary server. To change the order, use the

or to the right on

the entry to move it higher up or lower down in the list.

2
3
above.
5
6
Example

Click the Apply, for the configuration changes made to take effect.

This example sets up the captive portal for user logon:

® The user gets employee role.

v
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® If CPU utilization is above 50% wait for 10 -15 seconds before popping
up logon page. No redirect pause time at the welcome page.

® Select the RADIUS Server as the primary server. If this server fails use
the internal server for authentication.

Caonfiguration

Monitoring

Switch
Gengral

Management
WLAN
etwork

Radio
Advanced

RF Management
Calibration

Optimization
Protection
Manikaring
Advanced

Security
Roles

Policies

Addh Servers
Authentication Methods
WPN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Policies

Maintenance

Authentication

802 1x P

Advanced

Authentication Enabled [
Default Role employee
Enable Guest Logon

Enable User Logon

Enable Logout Popup Window
Protocol Type

Redirect Pause Time(secs)
‘Wwelcome Page Location

Logon W ait Interval

CPU Litilization Threshold

Captive Portal

MAC Address

-
v

i

" htp
o
Fauth/w
0

S0 |%

Authentication Failure Threshold For Station Blacklisting [0

Shaw FQDM List

Sygate On-Demand Agent
Enable Agent Support r
Remediation failure rols

Remediation Failure URL 1j&

Authentication Servers

Name Type 1P Address

Radius Server Radius  10.1.15.1

-

Authentication Port
1812

Configuration

Captive Portal

Stateful 02, 1x SSID L2

& https

elcorne. htrml

-|1s5 seconds

(0 disables blacklisting)

Status Actions

Enabled Delete ﬂﬂ
Enabled Delete ﬁﬂ

Encryption

Ensure the
servers are in
the correct
prierity order,
use the arrow
keys to adjust

Internal Lacal 10.200.14.211 nfa
Add Apply
Parameter Values for this example

Default role

Enable Guest Logon

Enable User Logon

Enable Logout Popup
Window

Protocol type

employee
Unchecked
Checked
Checked

https
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Redirect Pause Timeout 0]

Welcome Page Location Leave as default
Logon wait Interval 10-15

CPU Utilization Threshold 50
Authentication Server Radius_Server_1

Internal_Server

Personalizing the Captive Portal Page

The following can be personalized on the captive portal page:

® Captive portal background
® Page text
® Acceptance Use Policy

1. Navigate to the Maintenance > Captive Portal > Customize Login page.

When both the user and guest logins are enabled, the default role applies to
the user login. A user logging in using the guest interface gets the guest role.

v
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Configuration

Switch
Image Management
Rebioot Switch
Clear Config
Synchronize Database
EBoot Parameters

File
Copy Logs
Copy Crash Files
Delete Files

WLAN
Calibrate Radio Network

Program AP
Refiook AP
WS Database

Captive Portal
Customize Login Page

Upload Certificate
Upload Sygate-On-Demand Agent
Upload Custom Lagin Pages

Reports
Customize Login Page

Customize the look of your Captive Portal

Page Design:
(Click your chaice.)

normal'><span style='font-size:24.0pt;font-

Page text (in HTML Format): family:Arial;color:red' >»Tou company

(Size limited to 16K)
format<o:pr</ o pr</span></hr</ pr

Additional options

Upload your own custom

background:
(Fi\:Snust be a JPEG image.) “alid only if selecting the "custom” page design abowe.

Custom page background

YOUR CUSTOM
BACKGROUND

JPEG FORMAT ONLY

logo and inforwation inserted here in HTHML

Browse.

color:
(Input farmat: #:oo Walid only if selecting the "custom” page design ahove.
hex-color )
Edit your Acceptable Use Policy
<p class=MsoNormal align=center style='text- )
align:center'><b style='mso-hidi-font-weight:
Policy Text (in HTML Format): normwal'=<span style='font-size:24.0pt:font—
(Used only when Guest Accessis | family: Arial;color:red' >You company
enabled. Size limited to 16K} Acceptable Use Policy inserted here in HTHL
format<o:p></o:p></ span></h></p>
v

Submit | Reset{]view CaptivePortal )

Click for a preview of
your login page

You can choose one of three page designs. To select an existing design, click
the first or the second page design present.

To customize the page design,
1. Select the YOUR CUSTOM DESIGN page.

2 Under Additional Information, enter the location of the JPEG image in the
space provided beside Upload your own custom background.

3 You can also set the background color in the Custom page background color.
The color code has to a hex value of the format #hhhhhh.
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4 The background setting can be viewed by first clicking Submit on the bot-
tom on the page, then clicking the View CaptivePortal link that will actually

open up the captive portal page as seen by the users.

%{ | Hpsachwet - Eazboced 8 aord | Fdopims 8

b

_tagin

Lowging in #3 a gusstuser [

To customize the captive portal background text:

® Enter the text that will needs to be displayed in the Page Text (in HTML
format) message box. To view the changes, click Submit at the bottom
on the page and then click the View CaptivePortal link. This will bring up

the captive portal page as seen by the users

To customize the text under the Acceptable Use Policy:

® Enter the policy information in the Policy Text text box. This appears
only in case of guest logon. To view the changes, click Submit at the
bottom on the page and then click the View CaptivePortal link. This wvill
bring up the captive portal page as seen by the users
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Mot
Switch
Image Management
Reboot Switch
Clear Config
Synchronize Database
Boat Parameters
File
Copy Logs
Copy Crash Files
Delete Filss
WLAN
Calibrate Radio Metwork.
Program AP
Reboot AP
WS Database
Captive Portal
Upload Certificate
Upload Sygake-0n-Demand Agent
Upload Custom Login Pages
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g Maintenance -
Captive Portal > Customize Login Page

Customize the look of your Captive Portal

YOUR CUSTOM
. BACKGROUND
(Click. yaur chaice.)
JPEG FORMAT ONLY
normal'><span style='font-size:24.0pt; font- )
Page text (in HTML Format}: family:irial;color:red'>Tou company
(Size limited to 16K) logo and inforwation inserted here in HTML
format<o:pr</o:pr</apan></ha</p> =
v

Additional options

Upload yaur awn custam ‘

background:
(F\Iek?nust be a JPEG image.) ¥3lid only if selecting the "custom” page design above.

|| Browsa

Custom page background

color:
(Input Farmat: #xeocxo valid only if selecting the "custom” page design above,
hex-calor.)
Edit your Acceptable Use Policy
<p class=Msolormal align=center style='text- o
align:eenter'><h style='mso-bidi-font-weight:
Policy Text {in HTML Format): norwal' ><span style='font-size:24.0pt:font-
(Used only when Guest Accessis | family: drial; color:red' »You company
enabled. Size fimited to 16K) Aeceptable Use Policy inserted here in HTHL

http:#/10.200.14.6 - You company logo and information inserted here ...

format

You company Acceptable Use
Policy inserted here in HTML
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EMAIL

Logging in as a guest user
indicates you have read
and accepted the
Acceptable Use Policy.

The text keyed in will appear in a text box when the Acceptable Use Policy is
clicked on the captive portal web page.

v
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CHAPTER 11
Configuring 802.1x Security

The main aim of this document is to help the user configure
802.1x through web interface. This document includes a
description of the steps, examples and any common problems
the user needs to watch out for while configuring 802.1x on the
Alcatel Mobility Controllers.

802.1x is an |IEEE standard designed to provide authentication
before L2 access to the network is permitted. The authentication
protocols that operate inside the 802.1x framework suitable for
wireless networks include EAP-TLS, PEAP and TTLS. These
protocols allow the network to authenticate the client while also
allowing the client to authenticate the network. These
authentication protocols are all based on EAP (Extensible
Authentication Protocol) and are also referred to as EAP types.

The 802.1x system consists of three parts. The supplicant, or
client, is the device attempting to gain access to the network. The
authenticator is the gatekeeper to the network and permits or
denies access to the supplicants. Finally, the authentication
server provides a database of information required for
authentication and informs the authenticator with information to
deny or permit access to the supplicant.

The Alcatel Mobility Controller acts as the authenticator, relaying
information between the authentication server and supplicant.
The EAP type or authentication protocols are transparent to the
switch and have to be consistent between the authentication
server and supplication or client.
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Default Open Ports

You need to be aware that when you are configuring security for your wireless
network, some (trusted) ports on Alcatel Mobility Controllers are open by
default. For details on these ports, refer to the AOS-W Reference.

Configuring Wireless User Authentication Only

802.1x can be used to authenticate users. The procedure for configuring
wireless user authentication is described in this section.

1. Prior to configuring 802.1x on the switch, the following need to be
configured:
® Role - The role that will be assigned as the default role for the 802.1x
users. (Refer to “Configuring Firewall Roles and Policies” on page 65).

® Authentication Server - The authentication server the switch will use
to validate the users. Verify that the authentication server supports
802.1x. Most LDAP servers do not. The Internal Server does not sup-
port 802.1x either. (Refer to “Configuring AAA Servers” on page 81)

® AP encryption - Identify the SSID that the 802.1x user will use and set
the opmode to dynamic WEP or dynamic TKIP. (Refer to “Deploying
Access Points” on page 1).

2 Navigate to the Configuration > Security > Authentication Methods > 802.1x
Authentication page.

3 Configure 802.1x for wireless user authentication.
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Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Falicies

The following fields need to be modified for wireless user authentication:

CATEL

Maintenance | Plan Configuration
Security > Authentication Methods > 802.1x
Authentication

802.1x PR Captive Portal MAC Address Stateful 802, 1x SSID
L2 Encryption Advanced

Defaut Role

Enable Authentication
Enable Reauthentication
Enable Opportunistic Key Caching {WPAZ)

Enforce Machine Authentication

I D R R

Enable Wired Clients

Machine Authentication Default Role
User Authentication Defaulk Raole

Authentication Failure Threshold For Station Elacklisting D ({0 disables blacklisting]

Advanced Configuration

L
=
=
=

Authentication Servers
Mame Type IP Address Authentication Port  Status = Actions

add Apply

Commands Yiew Commands
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Parameters

Default Role

Description

Enter the default role to
be assigned to the user
when the user signs in
using 802.1x
authentication. The
default value is guest. If
derivation rules are
present, the roles
assigned to the user
through these rules will
take precedence over
the default role. Default
role: guest.

Type of
Value

Pull down
menu of
roles
configured

Operation

Select the role
from the menu
that will be the
802.1x default
role
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Enable
Authentication

Enable
Re-authenticat
ion

Authentication
Failure
Threshold for
Station
Blacklisting

To select 802.1x as an
authentication method
this field needs to be
checked. Default:
Unchecked

When set this will force
the client to do a 802.1x
re-authentication after
the expiry of the default
timer for
re-authentication. The
default value of the
timer is 24 hours. If the
user fails to
re-authenticate will valid
credentials, the state of
the user is cleared.

If derivation rules are
used to classify dot1x
users then the
Re-authentication timer
per role will over-ride
this setting.

Default: Unchecked

This is a security
feature. This specifies
the number of times a
user can try to login
with wrong credentials
after which the user will
be blacklisted as a
security threat. Default:
3

Integer

Checkbox

Checkbox

Select this box

Select this box
only if
re-authentication
needs to be
enabled. The
re-authentication
timer can also be
modified if
required as
explained in
Advanced
Configuration
options of
802.1x.

Set value to O to
disable
blacklisting.

Set to a non zero
integer value to
blacklist after the
specified number
of failures.

Configuring the Authentication Servers

The Authentication server to which the switch will send authentication
requests needs to be configured in addition to the 802.1x settings.

1. Click Add under the Authentication Server to add a radius server to the 801.x

setting.

ALCATEL

Configuring 802.1x Security

121



OmniAccess RN: User Guide

Canfiguration

Maintenance Plan

Switch - - - A q
P Security > Authentication Methods > 802.1x Authentication
e e 502, 1x WPM Captive Portal MAC Address Stateful 802, 1x SSID

WLAN .

—y L2 Encryption Advanced
Radio Choose a role from the pull down menu, the roles
advanced Default Role should be created prior to setting up 802.1x

RF Management niable Authentication r

Calibration
o Enable Reauthentication r
Optimization
izt Enable Opportunistic Key Caching {WPAZ) r
Monitoring Enforce Machine Authentication r
Advanced Enable Wired Clisnts r
Security
Rales Machine Authentication Default Role
Paolicies User Authentication Default Role

AAA Servers

Authentication Methods

WPMN Settings
Firewall Settings

Secure Access

Secure Service Interfaces

Advanced

Authentication Failure Threshold For Station Elacklisting D ({0 disables blacklisting]

L
=
=
=

Advanced Configuration

Choose a server from previously
created Authentication Servers
Authentication Servers
[ 1P address

Name Type Authentication Port  Status  Actions

122

WLAN Intrusion Protection

Choose an Authentication Server

Rogue AP
Denial of Service
Man-In-the-Middle

dd| Cancel Apply

After adding the Auth
Servers, they will be
listed as shown in
priority order, use
the arrow buttons to
adjust priority.

Authentication Servers

Name Type IP Address Authentication Port  Status Actions
Radius Server  Radus 10,1151 1812 Enabled | Delste | 4] ¥|

Radius Server 2 Radius 10,1419 1812 Enabled | Delste | 4] ¥|
Add Apply

From the pull down menu under Choose an Authentication Server, select the
RADIUS server that will be the primary authentication server. Click Add
after making the choice.

To add multiple auth servers repeat steps above for each server.
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Maintenance

Logout

Switch - a a
p— Security > Authentication Methods >
T— 802.1x Authentication
WLAN :
[A— 802, 1x WP Captive Portal MAC Address Stateful 802, 1x
Radio SSID L2 Encryption Advanced
Advanced
RF Management Defaulk Role
el Enable Authentication r
Optimization
Protection Enable Reauthentication r
Manitaring Enable Opportunistic Key Caching (WPAZ) r
Advanced Enforce Machine Authentication r
Security
Roles Enable Wired Clisnts r

Falicies Machine Authentication Default Role
MRS Servers User Authentication Default Role

Authentication Method
HEnentcation Fethads Authentication Failure Threshold For Station Elacklisting D(D disables blacklisting)
WPMN Settings
Advanced Configuration Shiow

Firewall Settings

Secure Access

Secure Service Interfaces  Authentication Servers

Advanced Name Type IP Address Authentication Port  Status

WLAN Intrusion Protection Radius Server  Radius  10.1.15.1 1812 Enabled

Rogue AP
e Radius Server 2 Radius  10,14,1.9 1812 Enabled

Denial of Service

Man-In-the-Middle Add The servers will be listed in the priority order,
Signatures use the arrow keys to adjust the priority
Policies
Commands Yiew Commands

4 The servers appear in the order of descending priority. The first entry is
always the primary server. To change the order, use the A or ¥ to the right
on the entry to move it higher up or lower down in the list.

5 Click the Apply to apply the changes made. Ensure that the changes made
have taken effect on the resultant page.

Configuring 802.1x Security
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Example

The following example uses the following settings:

Default role dot1x_user
Vlan the users are in 100 (configured by role)
Authentication Server Radius_Server_1 (RADIUS server

that supports 802.1x)
SSID dot1x with dynamic TKIP

Authentication Failure Threshold
for Station Blacklisting 3

NoOTE—If necessary, create dot1x_user and VLAN 100.

1. Configure the access policies and the VLAN for the 802.1x users.

Manitaring Configuration Diagnostics Maintenance Save Configuration

Switch - A
p— Security > User Roles > Edit Role(dotlx_user)
Managernenk
WLAN
Mebwork
Radio Firewall Policies \
Advanced Name Rule Count  Location| Action
RF Management allowalinew 1 0.0.0 Edit| Delete ﬂﬂ
Colbration il ) Create a policy to apply
CUER to the 802.1x users
Pratection
- Re-authentication Interval
Manitoring
Y p— Disabled l:l M (0 disables re-authentication. & positive value enables authentication)
Security
s Role YLAN ID
Polici ,—l i
ol L00] 00 v |_change | Select VLAN 100, create using

AAA Servers
Authentication Methods

Switch > VLAN if necessary

Bandwidth Contract

WPMN Settings
Mot Enforced | Change | I~ Per User

Firewall Settings

Secure Access

Secure Service Interfaces VPN Dialer

Advanced Mot Assigned | Mot Assigned % | Change |

2 Configure the authentication server setting for Radius_server_1.
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Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAR Servers

Authentication Methods

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies
AAA Servers
Authentication Methods

CATEL

Configuration

Maintenance Plan

Chapter 11

Security > AAA Servers > Radius Servers > Add Radius

Server

« Back |

Server Mame

IP Address

Shared Secret
‘erify Shared Secret
Authentication Port:
Accounting Pork
Mum Retries

Timeout

Match ESSID

3 Create the SSID dot1x with dynamic TKIP.

Maintenance
WLAN > Network > Add SSID

adius_Server_1

0.11.1.18

| [w] [=] [= = [=
@ |
PR
W [

Add Delete

« Back

Add SSID

551D

Radio Type

Hide 5510 r Encryption

Type
S5ID Default YLAN

Ignore Broadcast r
Probe Request

DTIM Period

Commands

Apply

4 Click Apply to apply the configuration.

oL Cwer & TRIP O BES-COM
™ Mixed TKIP{AES-CCM

 PSK TEIP  wpa TEIP

View Commands
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Configuration

Switch
General

Managernent
WLAN
Netwark
Radio
Advanced
RF Management
Calibration

Dpkimization
Protection
Monitaring
Advanced

Security
Roles

Policies

AAA Servers
Authentication Methods
YPM Settings

Firewall Settings

Secure Access

Secure Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue &P

Dienial of Service

Maintenance

802.1x WPN Captive Portal
Acvanced
Default Role | dotlx_user v

Enable Authentication

Enable Reauthentication

Enable Opportunistic Key Caching (WPA2)
Enforce Machine Authentication

Enable ‘Wired Clients

Machine Authentication Default Role

User Authentication Default Role

Authentication Failure Threshold for Station Blacklisting |3

Advanced Configuration

Authentication Servers

Name Type IP Address
Radius_Serwer_1 Radius  10.11.1.15
Add

Authentication Port
181z

Configuration
802.1x Authentication
MAC Address Stateful 802, 1x SSID L2 Encryption

v
v
-
-
-
daotTs_user w
dot]K_uiger v

(0 disables blacklisting)

Status Actions

Enabled Delete ﬂ ﬂ
Apply

I
=
=
=

Configuring User and Machine Authentication

802.1x can be used to perform user and machine authentication. This tightens
the authentication process further since both machine and user need to be

authenticated.
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Enabling machine authentication gives rise to the following scenarios.

Machin
e Auth
Status

Failed

Failed

Passed

Passed

User
Auth
Status

Failed

Passed

Failed

Passed

Description

Both machine
authentication and user
authentication failed. User
remain in the logon role

If the machine
authentication fails, due
to reasons like
information not present
on server and user
authentication succeeds,
the user will get the User
Authentication Default
Role. The derivation roles
if present will not apply.

If machine authentication
succeeds and user
authentication has not
been initiated, the role
assigned would be the
Machine Authentication
Default Role. The
derivation rules if present
will not apply

In case both machine and
user are successfully
authenticated, the
resultant role is the
802.1x Default role. In
case of derivation rules,
the rules assigned to the
user via derivation rules
will take precedence over
the default role. This is
the only case where
derivation rules would get
applied.

Role

Logon

User

Authenticatio

n Default
Role

Machine

Authenticatio

n Default
Role

Default role

Typical
Access Policy

No access to
network

Limited access
depending on
users like
guest.

Access
depending on
how secure the
machine is as
far as who
access is
concerned.

Most secure

or role since both
assigned by authentication
derivation succeeded.
rules. Permissions
could not

depend purely
on the user
classification
like guest,
employee,
admin etc.

Before configuring 802.1x on the switch for machine authentication, you
need to configure:

ALCATEL
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® Role - There are three different roles when machine authentication is
enabled as described above - the User Authentication Default Role,
the Mlachine Authentication Default Role and the Default role. The
three can be the same but would be preferable to define the roles as per
the polices that need to be enforced as explained above. (Refer to docu-
ment on firewall policies to configure roles)

® Authentication Server - The authentication server the switch would
use to validate the users. Verify that the authentication server supports
802.1x. Most LDAP servers do not. The Internal Server does not sup-
port 802.1x either. (Refer to document on Configuring AAA servers to
configure the authentication server)

® AP encryption - Identify the SSID that the 802.1x user will use and set
the opmode to dynamic WEP or dynamic TKIP. (Refer Wireless LAN set-
ting document to configure the AP encryption mode).

1. Navigate to the Configuration > Security > Authentication Methods > 802.1x
Authentication page.

2 Configure 802.1x for wireless users and machine authentication.
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t (T W Diagncstics ™ [ Maintenance ‘eparts Save Configuration
Switch
802.1x

General : )
MErEmEt Authentication
WLAN -
[A— 802.1x WP Captive Portal MAC Address Stateful 802, 1x SSID
Radio L2 Encryption Acvanced
Advanced
RF Management Default Role | dot1x_user w
Calibration

<l

Enable Authentication S q
Optimization Clicking show will

Enable Reauthentication allow for advanced

<l

Pratection = -

Monitating Enable Opportunistic Key Caching {WPAZ) r settings, n.°t reqwred
for typical use

Advanced Enforce Machine Authentication v

Security

Roles Enable Wired Clisnts r

Paolicies Machine Authentication Defaulk Role guest w

AR Servers User Authentication Defaulk Raole qguest -

Authentication Methods

Authentication Failure Threshold For Station Blacklisting |0 ({0 disables blacklisting]
WPMN Settings )
) ) Advanced Configuration
Firewall Settings

Secure Access
Secure Service Interfaces  Authentication Servers

Advanced Name Type IP Address Authentication Port  Status Actions
WLAN Intrusion Protection Radius Server  Radius  10.1.15.1 1812 Enabled Delete ﬂ ﬂ

Rogue AP

g Radius Server 2 Radius  10,14,1.9 1812 Enabled | Delste | 4] ¥|

Denial of Service

Man-In-the-Middle ad Apply

Signatures

Falicies

Commands Yiew Commands

The following fields need to be modified for machine and user 802.1x
authentication

The machine credentials can be cached and reused between re-auths so the
Switch does not have to authenticate every time it reloads. The variable that
controls this is the Machine Authentication Cache Timeout.

To set the value of the Machine Authentication Cache Timeout :

Click Show on the right of the Advanced Configuration section.

2 Set the value of the Machine Authentication Cache Timeout to the
desired value. The default value is 24 hours.

NoTeE—The Advanced Configuration settings should not be modified unless
there is a need to customize at a more detailed level.

The Authentication server to which the switch will send authentication
requests needs to be configured in addition to the 802.1x settings. To
configure the authentication servers:

v
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1. Click Add under the Choose an Authentication Server to add a RAIDIUS server
to the 801.x setting.

2 From the pull down menu, select the RADIUS server that will be the primary
authentication server.

3 Click Add after making the choice.

To add multiple auth servers repeat above steps for each server.

Maonitaring

Switch
General

Management
WLAN
Metwork,

Radic
Advanced

RF Management
Calibration

Optimization
Protection
Monitoring
Advanced

Security
Rales

Policies
AAA SErvers

Authentication Methods

WPM Settings
Firewall Settings

Secure Access

Secure Service Intetfaces

Advanced

VYLAN Intrusion Protection

Rogue &P

Denial of Service
Man-In-the-Middle
Signatures

Prliries

Configuration

Maintenance

802, 1% WP

Default Role | dot1x_user »
Enable Authentication

Enable Reauthentication

Enable Opportunistic Key Caching {wPAZ)

Enforce Machine Authentication
Enable Wired Clients
Machine Authentication Default Role

User Authentication Defaulk Role

Captive Portal

MAC Address

v

<l

I R B

guest

guest

Authentication Failure Threshaold For Station Blacklisting |0

Advanced Configuration

Authentication Servers

Name
Radius Server Radius
Radius Server 2 Radius

Choose an Authentication Server

Ip
10.1.15.1

10,14.1.9

802.1x Authentication

Stateful 802, 1x

e
v

{0 disables blacklisting)

Address

Fadius_Server_1(Server Type:Radius IP Address1011.118] | Add| Cancel

1812

SSID

L2 Encryption

Configuration

Advanced

Add Authentication Servers
from the pull down menu and
prioritize them as needed

/4 Authentication Port
1812

Status
Enabled

Enabled

L
=}
£

Actions

Delets ﬂﬂ
Delets ﬂﬂ

Apply

5 The servers appear in the order of descending priority. The first entry is
always the primary server. To change the order, use the A or ¥
on the entry to move it higher up or lower down in the list.

to the right

6 Click Apply to apply the changes made. Ensure that the changes made
have taken effect on the resultant page.

Example

This example uses the following configuration:

Default roledot1x_user

Machine Authentication Default Role dot1x_mc

Part 031650-00
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User Authentication Default Roleguest

Vlan the users are in100 (configured by role)

Authentication Server

Radius_Server_1 (RADIUS server that

supports 802.1x)

SSi

D dot1x with dynamic TKIP

Authentication Failure Threshold for
Station Blacklisting3

In this example,

® If machine authentication succeeds, the role assigned would be the
dot1x_mc role.

® If only user authentication succeeds, the role assigned would be the
guest role and

® If both machine and user get authenticated the role assigned would be
dot1x_user.

® On failure of any type of authentication, the user remains in the logon

role.
1. Configure the roles used for 802.1x:
eyl Tyl Configuration Maintenance ‘eparts ! Canfiguration
Switch
P User Roles
Managemnent Name Firewall Policies Bandwidth Contract Actions
WILAN ap-role control, ap-acl Mot Enforced Edit
Htwerk d lloweall forced di
trusted-a allowal Mot Enforces Edit
Radio &
Y p— default-vpn-role allowall Mot Enforced Edit| Delete
RF Management @est internet_access_only Mot Enforced Edit
S it stateful-dotlx Mot Configured Mot Enforced Edit |
Optimization -
skateful control Mok Enforced Edit| Delete
Pratection =
e logon control,captiveportal, vpnlogon Mot Enforced Edit
ezl dot1x_mc access_subnet_A_only Mot Enforced Edit
Security dotlx_user allowall Mot Enforced Edit |
Rales add
Falicies

2 Configure the authentication server setting for Radius_server_1:

v

ALCATEL

Configuring 802.1x Security

131



OmniAccess RN: User Gui

Configuration

de

figuration

Maintenance

Switch . . =
e Security > AAA Servers > Radius Servers > Add Radius
Managernent Server
WLAN
Back
Netwark. S |
Radio Server Name Fadius_Server_1
Advanced IP Address 1011.1.18
fFranagement shared secrer
Calibration
Optimization ‘erify Shared Secret
Pratection Authentication Port
Manitaring Accounting Pork 1613
vaneed Num Retries
Security
Roles Timeou:
Policies
Authentication Methods Add Delete

3 Enter the values as per the example.

4 Click Apply for the configuration to take effect.

Monitaring Configuration Maintenance Plan 2 Configuration
Switch - a a . .
— Security > Authentication Methods > 802.1x Authentication
Management 802, 1% PR Captive Portal MAC Address Stateful 802, 1x SSID L2 Encryption

wLan Advanced
Mebwork,
Radic
Advanced Default Role

RF Management Enable Authentication [
Calibration

_ Enable Reauthentication v

Optimization
Protection Enable Opportunistic kKey Caching (WPAZ) r~
Maonitoring Enforce Machine Authentication r
B Enable Wired Clients -

Security
Roles Machine Authentication Default Role
Palicies User Authentication Default Role
EANEERER Authentication Failure Threshold For Station Blacklisting (U disables blacklisting)
Authentication Method

HHerizaton Hetheds Advanced Configuration Show
YPM Setkings
Firewall Settings
Secure Arcess Authentication Servers
Secure Service Intetfaces Name Type IP Address Authentication Port  Status Actions
Advanced Radius_Server_l Radius  10,11.1.15 1812 Enabled Delete ﬂﬂ
WLAN Intrusion Protection Add Apply
Rogue &P
Denial of Service
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Configuring MIAC-based Authentication

This section of the document shows how to configure MAC-based
authentication on the Alcatel switch using the WebUI..

Use MAC-based authentication to authenticate devices based on their
physical MAC address. While not the most secure and scalable method,
MAC-based authentication still implicitly provides an addition layer of security
authentication devices. MAC-based authentication is often used to
authenticate and allow network access through certain devices while denying
access to the rest. For example, if users are allowed access to the network via
station A, then one method of authenticating station A is MAC-based. Users
may be required to authenticate themselves using other methods depending
on the network privileges required.

MAC-based authentication can also be used to authenticate WiFi phones as
an additional layer of security to avoid other devices from accessing the voice
network using what is normally an insecure SSID.

Configuring the Switch

To enable MAC-based authentication on the Alcatel Mobility Controller:

1. Before configuring MAC-based authentication on the switch, you must
first configure:

® The role that will be assigned as the default role for the MAC-based
authenticated users. (See Chapter xi, Configuring Firewall Roles and
Policies. for information on firewall policies to configure roles). If deri-
vation rules exist or if the user configuration in the internal database
has a role assignment, these values are prioritized over this value.

® The Authentication Server that the switch uses to validate the users.
The internal database can be used to configure the users for
MAC-based authentication. See “Configuring Users” on page 135 for
information on configuring the users on the local database. For infor-
mation on configuring AAA servers, Refer to "Authentication Servers”
on page 83.

2 Select the Configuration tab. Navigate to the Security > Authentication Meth-
ods > MAC Authentication page.

® Check the Authentication Enabled checkbox to enable authentication.

Configuring 802.1x Security | 133
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Manitaring Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies
AAA Servers
Authentication Methods

Diagnostics [ Maintenance Reports Save Configuration

MAC

Authentication

802, 1x PR Captive Portal MAC Address Stateful 802, 1x SSID

L2 Encryption Advanced

Authentication Enabled v
Defaulk Role guest w
Authentication Failure Threshold For Station Blacklisting |0 ({0 disables blacklisting]

Authentication Servers

Name Type IP Address Authentication Port  Status Actions
Radius_Server_1 Radius 10,11,1.18 1812 Enabled | Delste | 4] ¥|
Add Apply

® From the pull down list for Default Role select the default role that will
be assigned to the MAC-authenticated users.

® Set the Authentication Failure Threshold for station Blacklisting to a
non-zero value if you want the station to be blacklisted upon failure to
authenticate within the specified number of tries. If not, set the value to

O.

Parameter
s

Authentication
Enabled

Default Role

Part 031650-00

Type of

Description
value

To enable MAC-based Checkbox
authentication this field

must be checked.

Default : Unchecked

Enter the role to be Pull down
assigned to the user menu of
when the user is roles

MAC-authenticated. The configured.

default value is guest. If
derivation rules are
present, the roles
assigned to the user
through these rules will
take precedence over
the default role. Default
role : guest.

Operation

Select this box

Select the role
from the menu
that will be the
MAC-authenticati
on default role.
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Authentication This specifies the Integer Set value to O to

Failure number of times a user disable

Threshold for can try to login with blacklisting.

Station wrong credentials after

Blacklisting which the user will be Set to a non zero
blacklisted as a security integer value to
threat. Default : 3 blacklist after the

specified number
of failures. This is
a security feature.

3 Configure the authentication servers.

® This is the authentication server to which the switch will send authen-
tication requests. To add an authentication server, click Add under
Choose an Authentication Server. Select the internal database option to
use the local database on the switch for MAC-based authentication.

® From the pull down menu select the RADIUS server that will be the pri-
mary authentication server. Click Add after making the choice.

® To add multiple auth servers repeat these steps for each server.

The servers appear in the order of descending priority. The first entry is always
the primary server. To change the order, use the A or ¥ arrows to the right of
the entry to move it higher up or lower down in the list.

4 Click Apply to apply the changes made. Verify that the changes made
have taken effect on the resultant page.

Configuring Users

This section explains how to configure users in the local database for
MAC-based authentication:

To authenticate users using MAC-authentication by adding a user to the local
database:

1. Under the Configuration tab, navigate to the Security > AAA Servers > Internal
Database page.

® Under the Users section click Add User. This opens the Add User page.

Configuring 802.1x Security | 135
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Maritarng ey El I Disgnostics | Maintenance: Reparts | Save Configuration
Switch
General
Managernenk Add User
WLAN
Back
Mebwork w
Radio User Name 12:afieai34:98:dc Enter the MAC address for
| ——————————
tvanced Password Tessessse the user name to enable
MAC authentication
[HF R Werify Passward bbb ool
Calibration
Optimization Role emplopes >
Pratection E-mail Employee@comps
Manitaring Enabled v
Advanced
& ]
Security Entry does not expire
Roles ™ Sek Expiry time {mins)
Folicies ™ Sek Expiry Date (mmfddfyyyy) J J Expiry Time{hh:mm}
AAA Servers
Apply

Authentication Methods

® In the User Name field, enter the MAC-address of the device to be used,
(this is the MAC-address of the physical interface that will be used to
access the network). The entry should be in xx:xx:xx:xx:xx:xx format.
(If you are using an external RADIUS server, the username/password
format is: XXXXXXXX.)

® Enter the same address in the above mentioned format in the Password
and Verify Password fields.

® If you want to assign a special role to the user that is different from the
MAC-based authentication default role, in the Role field enter the role
for the user.

® Seclect the Enabled checkbox to activate the user.
® Click Apply to apply the settings.

2 Deleting/ Disabling user from the database

® To delete a user from the database, navigate to the Security > AAA Serv-
ers > Internal Database page.

® Click Delete to the right of the user you wish delete. The user is
deleted.

® You can also disabled the user such that the entry will exist in the data-
base but will not be used for authentication purposes. This can be
achieved by clicking Disable on the right of the user entry.
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Configuration

Switch
General

Managemment
WLAN
Network
Radio
Advanced

RF Management
Calibration

Opkimization
Frotection
Monitaring
Advanced

Security
Roles

Policies

AAA Servers
Authentication Methods
YPM Settings

Firewall Settings

Maintenance

General Radlius
Server Rules
Rule Action Attribute

Role Assignment Role
Add

Maintenance
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Save Configuration

Internal Database

LDAF Internal DB Accounting
T T o] o At User can be imported
ondition latciing value alue cton or expor‘ted t° reduce
value-of

Delete ﬂﬂ__-‘

manual entry

«“

Export | Import | Delete All Users | Repair Database | Use the action keys to
disable, delete or
Users modify a user
User Name Password Role E-mail Enabled = Expiry Action

Test 1 bbb guest testl@example.com Yes Disable ‘ Delete | Modify |
Userl Ackbdobbk guest Userl@example.com Yes Disable ‘ Delete | Modify |
12:afiea:34:98:dc ploy ploy pany.com Yes Disable ‘ Delete | Modify |

Add User

1 |1-30f3

Configuring 802.1x for Wired Users

The switch can also be configured to support dot1x authentication for wired
users in addition to the wireless users. To create this configuration:

1. Configure the 802.1x for user or user and machine authentication as
explained in the previous sections.

2 Check the Enable Wired Clients check box in addition to the above setting to
enable wired 802.1x authentication. The principles of role derivation that
apply to the wireless users will also apply to the wired users.

v
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Manitaring Configuration Diagnostics Maintenance
Switch
General : )
Management Authentication
WLAN - I
Netwark 802, 1x WEM Captive Porta
Radio L2 Encryption Advanced
Advanced
RF Management Default Role | guest w
Calibrati
Sibraten Enable Authentication
Optimization
) Enable Reauthentication
Pratection
Manitaring Enable Opportunistic Key Caching (WPAZ)
Advanced Enforce Machine Authentication
Security
Roles Enable Wired Clients
Falicies Machine Authentication Default Role

AAA Servers
Authentication Methods
WPMN Settings

User Authentication Defaulk Raole

) ) Advanced Configuration
Firewall Settings

Secure Access

Secure Service Interfaces  Authentication Servers

Advanced Name Type IP Address
WLAN Intrusion Protection Radius Server  Radius  10.1.15.1 1812
Rogue AP

Radius Server 2 Radius
Denial of Service

Man-In-the-Middle Edd

Authentication Failure Threshold For Station Blacklisting |0

Authentication Port

10.14.1.9 1812

Configuration

802.1x
MAC Address Stateful 802, 1x SSID
v
v
v
v
v
guest .
({0 disables blacklisting]
Shiow

Status Actions

Enabled Delete ﬂ ﬂ
Enabled Delete ﬂ ﬂ
Apply

3 Continue configuration as explained above.

Modifying the 802.1x Settings

The 802.1x settings can be modified at any time by simply accessing the page,
making the required changes and applying these changes. Care should be
taken to clear all logged on users and forcing them to re-authenticate.

Remember to apply the changes made by clicking Apply for the changes to

take effect.

Resetting the 802.1x Settings

The 802.1x setting can be reset to factory defaults as follows:

1. Navigate to the Configuration > Security > Authentication Methods > 802.1x

Authentication page.

2 Click Show_on the right side of Advanced Configuration. The advanced con-

figuration menu displays.
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Maintenance : lepo
Security > Authentication Methods
Authentication

802, 1x WM

rts

Captive Portal MAC Address
L2 Encryption Advanced

save Configuration

> 802.1x
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Stateful 802, 1x S5ID

Defaut Role

Enable Authentication
Enable Reauthentication

Enable Opportunistic Key

Enforce Machine Authentication

Enable Wired Clients

Machine Authentication Default Role

User Authentication Defaulk Raole

< %

Caching (\WPAZ)

< %

Clicking show will
display the Advanced
configurations, click

hide to not display

ul-dotlx I3

these settings

Authentication Failure Threshold For Station Elacklisting D ({0 disables blacklisting]

Advanced Configuration

e ———

Authentication Sery
Name Type

Radius Server  Radius

Radius Server 2 Radius

Add

Advanced Configuration
futhentication Server Timeout(secs)
Client Response Timeout{secs)
#futhentication Failure Timeout(secs)
Chierk Retry Count

Server Rietry Count

Key Retry Count

Reauthentication Time Interval(secs)
Enable Multicast Key Rotation

Multicast Key Robation Time Inbervalsecs)
Enable Linicast Key Rotation

Uinicast Key Rotation Time Interval(secs)

Reset 802.; tory

Machine Authentication Cache Timeout{Hours)

WPA Key Retry Count

WA Key Timeout (secs)

30
30
30

F6400

[2800 ]

o | 4] 7]
Apply

3 Check the Reset 802.1x Parameters to Factory Defaults.

4 Click Apply. This will reset the settings to factory default.

Advanced Configuration Options of 802.1x

This section talks about the Advanced Configuration on the 802.1x page.

NOTE— The Advanced Configuration settings should not be modified unless
there is a need to customize at a more detailed level.

1. Accessing the Advanced options can be done by clicking the Show tab on
the right of the Advanced Configuration option on the 802.1x configuration

page.
\4
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Advanced Configuration Hide:
Authentication Server Timeout{secs) 30
Client Response Timeout{secs) 30
Authentication Failure Timeout{secs) 30
Client Retry Count 3
Server Retry Count 2
Key Retry Count 1
Reauthentication Time Intervalisecs) S6400
Enable Multicast Key Rotation r
Multicast Key Rotation Time Intervalisecs) 1800
Enable Unicast Key Rotation r
Unicast Key Rotation Time Interval{secs) Q00

Reset 802.1% Parameters to Factory Defaults |

Machine Authentication Cache Timeouk{Hours) 24
WRA Key Retry Count 3
WP Key Timeout {secs) 1

The various fields, a brief description and the default values in this section is:

Fields Description

Authentication Server Timeout Time in seconds. Time after which
the authentication server is timed
out as the 802.1x server after it fails
to respond.

Client Response Timeout Time in seconds. Time after which
the client is timed out as after it fails
to respond.

Authentication Failure Timeout The time is seconds after which is
the authentication packet is not
received the transaction is marked as
failed.

Client Retry Count This is the number of attempts the
switch makes to obtain an
authentication from a client.

Server Retry Count This is the number of attempts the
switch makes to obtain an
authentication from a server.

Key Retry Count This is the number of attempts the
switch makes to obtain the key.
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Reauthentication Time Interval

Enable Multicast Key Rotation

Multicast Key Rotation Time Interval
Enable Unicast Key Rotation
Unicast Key Rotation Time Interval
Reset 802.1x Parameter to Factory

Defaults

Machine Authentication Cache
Timeout

WPA Key Retry Count

WPA Key Timeout

This is the time period after the
elapse of which the
re-authentication of supplicants
takes place. Unicast keys are
updated after each re-authorization.

This option enables the rotation of
multicast keys. Multicast keys are
used to encrypt multicast packets
generated for each AP. Multicast
keys are associated with each SSID

The time period between each
multicast key rotation.

This option enables the rotation of
unicast keys.

The time period between each
unicast key rotation

Resets the dot.1x settings to the
factory defaults.

Time in hours

This is the number of attempts the
switch makes to obtain the WPA
key.

Time in seconds. Time after which
the authentication server is timed
out after WPA key fails to respond.

2 To access the Advanced Configuration section, click Show tab on the right
of this option.

3 Change the value of the required parameter described above.
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CHAPTER 12
Configuring Virtual Private Networks

The aim of this document is to help users configure VPN using
the web-interface.

The combination of L2TP and IPSec, known as L2TP/IPSec, is a
highly secure technology for making remote access virtual private
network (VPN) connections across public networks such as the
Internet. In case of wireless, VPN can also be used to further
secure the wireless data from attackers. The Alcatel Mobility
Controllers can be used as a VPN concentrator terminating all
VPN connections from wire and wireless users. For Windows, a
dialer can be downloaded from the switch to auto configure the
tunnel settings on the dialer. This document primarily deals with
the configuration of VPN tunnels - L2TP and PPTP.

VPN Configuration

To configure VPN on the switch, the VPN Authentication method
needs to be enabled first.

Enabling VPN Authentication

The following pre-requisites must be configured:

® Role - The role that will be assigned as the default role for
the 802.1x users. (Refer to document on firewall policies
to configure roles).

® Derivation rules if present will take precedence over this
setting.

® Authentication Server - The authentication server the
switch would use to validate the users. (Refer to docu-
ment on authentication servers for configuration details)
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To enable VPN authentication:

1. Navigate to the Configuration > Security > Authentication Methods > VPN
Authentication page.

Maritaring ey NE I Diagnostics | Maintenance: Reports Save Configuration
Switch
General : ) VPN
Authentication

Managernenk
WLAN

[A— 802, 1x WPM Captive Portal MAC Address Stateful 802, 1x SSID

L2 Encryption Advanced

Radio
Advanced
RF Management Authentication Enabled v
Calibration
Defaulk Role default-vprerole
Optimization
. Authentication Failure Threshold For Station Blacklisting |3 ({0 disables blacklisting]
Pratection
Manitoring
Advanced Authentication Servers
Security S -
el Name Type IP Address Authentication Port  Status Actions
oles
i Radius_Server 1 Radius 10.11.1.18 1812 Enabled | Delste | 4] ¥|
olicies
AAA Servers dd Apply

Authentication Methods

Select the Authentication Enabled checkbox to enable VPN authentication.

Choose the default role for the users from the pull down menu for Default
Role.

4 Set Authentication Failure Threshold for Station Blacklisting to an integer value.
This number indicates the number of contiguous authentication failures
before the station is blacklisted.

5 Click Apply to apply the settings and to avoid loss of work. To save the
configuration between reloads, click the Save tab on the left hand top cor-
ner.

The Authentication server which the switch will use to authenticate the VPN
users needs to be configured. To configure the authentication server:

1. Navigate to the Configuration > Security > Authentication Methods > VPN
Authentication page.

2 Click Add under Authentication Server to add a RADIUS server.

3 From the pull down menu select the radius server that will be the primary
authentication server. Click Add after making the choice.

4 To add multiple auth servers repeat steps above for each server.
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Switch
General

Managernent
WLAN
Network.

Radio
Advanced

RF Management
Calibration

Dpkimization
Protection
Monikaring
Advanced

Security
Roles

Policies

ARA Servers
Authentication Methods
YPM Settings

Firewal Settings

SECUre ACCESS

Chapter 12

Diagnostics Maintenance

Configuration
VPN Authentication

802, 1x WP Captive Portal MAC Address Stateful 802, 1x S50 L2 Encryption Advanced

Authentication Enabled v
Default Rale default-vpn-role w
Authentication Failure Threshold for Station Blacklisting |3 {0 disables blacklisting)

Authentication Servers

Mame Type IP Address Authentication Port  Status Actions
Radius_Server_1 Radius 10.11.1.18 1812 Enabled | Delete | &|/¥]

Choose an Authentication Server Anply
IntemaI[Server Type:Local IPAddress 10.200.14.211] - Add | Cancel
f 200.14 211

Hadlus Server[Server TD
Radius Server 2(Server Type:Radiug P Address:10.14.1 9)

Vigw Commands

5 The servers appear in the order of descending priority. The first entry is
always the primary server. To change the order, use the A or V¥ to the right
on the entry to move it higher up or lower down in the list.

6 Click Apply to apply the configuration changes made before navigating to
other pages to avoid losing the changes made.

7 Click Save Configuration to save the configuration between reboots.

Configuring VPN with L2TP IPSec

The following pre-requisites must be configured:

1. The steps in the “Enabling VPN Authentication” must be completed along
with the L2TP IPSec configuration to enable VPN.

2 Enable VPN Authentication as mentioned in the previous section.

3 Navigate to the Configuration > Security > VPN Settings > IPSEC page.

v

ALCATEL

Configuring Virtual Private Networks | 145



OmniAccess RN: User Guide

(T W Diagnostics [ Maintenance Save Configuration

Switch PS
General I EC
EmEEEmEE IPSEC FPTF Dialers Ermulate YPM Servers Advanced
WLAN
Netwark L2TP and XAUTH Parameters
Radio Enable LZTP v
Advanced Authentication Protocols W pap W cHap [ mscHap [ mscHapwz
RF Management .
. . Primary DNS Server 10.11.1.231
Calibration
Optimization Secondary DNS Server  |11,10.1.123
Protection Primary WINS Server 10.11.1.232
Maritoring Secondary WINS Server |11.10.1.124
Advanced
Security Address Pools
s Pool Name  Start Address End Address Actions
Falicies
A4 Servers Swimming 10.11.1.1 10.11.1.45 Edit| Delete
Authentication Methods Add
WPM Settings Source NAT
Firewall Settings Enable Source MAT r
Secure Access
MAT Pool N

Secure Service Interfaces
IKE Aggressive Group Mame |changeme | {Only needed for XAUTH)

Advanced
WLAN Intrusion Protection IKE Shared Secrets
Rogue AP
Denial of Service Subnet  Subnet Mask Length Key Actions
Man-In-the-Middle 10.11.1.1 255.255.0.0 wwmkkknk Edit| Delete
Signatures add
Falicies
IKE Policies
Priority Encryption Hash Authentication Group Lifetime Action
[300 - B6400]
Default 3DES SHA RSA GROUP 2 seconds, no volume
lirviit Q
Add

To enable L2TP, check Enable L2TP.

5 Select the authentication method. Currently supported methods are PAP,
CHAP, MSCHAP and MSCHAPv2.

6 Configure the Primary, Secondary DNS servers and Primary and Secondary
WINS Server that will be pushed to the VPN Client.

7 Configure the VPN Address Pool.

This is the pool from which the clients are assigned addresses.
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Maritaring ey NE I Diagnostics | Maintenance: verts | Reports | Save Configuration

Switch - q
p— Security > VPN Settings > IPSEC > Add # Back
Management Address Pool
WLAN
Hetwork Paol Name
Rad Sor e
Advanced End Acdress
RF Management
Calibration Done

8 Click Add. The Add Address Pool page appears.
9 Specify the start address, the end address and the pool name.

10 Click Done on the completion to apply the configuration.

Enabling Src NAT

In case the users need to be nated to access the network the use this option.
The pre-requisite for using this option is to have a NAT pool which can be
created by navigating to the Security > Advanced > NAT Pools page.

IKE Shared Secrets

Set the value of the IKE key. The key can be configured by subnet. This can be
done by specifying the subnet and subnet mask. Care should be taken to
ensure that this key matches the key on the client.

To make the key a global key:
1. Specify the address as 0.0.0.0 and netmask as 0.0.0.0.

Maritarng ey El I Disgnostics | Maintenance: Reports Save Configuration
Switch - q
p— Security > VPN Settings > IPSEC> Add IKE Secret * Back
Managernenk
WLAN St Use 0.0.0.0 to enable
Metwark. Subnet Mask a global key
Radio ({Please use the defaults 0.0.0.0 For the Subnet and Subnet mask if you do not inkend to have multiple pre-shared keys)
Advanced IKE Shared Secret
RF Mana.genjlent Verify IKE Shared Secret
Calibration
Cipkirnization Cone

2 Under IKE Shared Secrets click Add. This will open the Add IKE Secret page.

Configure the Subnet and Subnet mask. To make the IKE key global spec-
ify 0.0.0.0 and 0.0.0.0 for both the values.

v
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4 Configure the IKE Shared Secret and Verify IKE Shared Secret.
5 Click Done to apply the configurations.
6 Click Back to return to the main VPN L2TP configuration page.

IKE Policies
1. Click Add under IKE Policies opens the IPSEC Policy configuration page.

N

Set the Priority to 1 for this configuration to take priority over the Default
setting

Set the Encryption type to DES or 3DES.
Set the HASH Algorithm to SHA or MD5.
Set the Authentication to Pre-Share or RSA.
Set the Diffie Helman Group to 1 or 2.

N O o0 b W

The configurations from 1 through 5 along with the pre-share key
need to be reflected in the VPN client configuration. When using a
3rd party VPN client, set the VPN configuration on clients to match
the choices made above. In case the Alcatel dialer is used, these
configuration need to be made on the dialer prior to downloading
the dialer onto the local client.

8 Click Apply to activate the changes.
9 Click Back to return to the main VPN L2TP configuration page.

10 Click Apply to apply the changes made before navigating to other pages.

Configuring VPN with PPTP Example

The following pre-requisites must be configured:

1. The steps in “Enabling VPN Authentication” must be completed along with
the PPTP configuration to use PPTP.

2 Enable VPN Authentication as described in the previous section “Enabling
VPN Authentication”.

3 Navigate to the Configuration > Security > VPN Settings > PPTP page
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toring (T W Diagnostics [ Maintenance ! e Configuration
switeh Security > VPN Settings > PPTP
General
EmEEEmEE IPSEC FPTF Dialers Ermulate YPM Servers Advanced
WLAN
[A— PPTP Parameters
Radio Enable PPTP v
Advanced PPTP Echo Timeout{secs)
RF Management A
PSR- Authentication Protocols W mMscHaPyz
Optimization Primary DMS Server 10.11.1.2351
Praokection Secondary DMS Server 11.10.1.123
Maritoring Primary WINS Server 10.11.1.232
Advanced
. Secondary WINS Server  |11,10.1.124
Security
Roles Address Pools
Falicies
Pool Name  Start Address End Address Actions
AAA Servers
Authentication Methods Swirnring 10.1.1.1 10.1.1.45 Edit| Delete
YPN Settings | add
Firewall Settings Apply
Secure Access
Commands Yiew Commands

Secure Service Interfaces

To enable PPTP, check the Enable PPTP radio button.

5 Select the authentication method. Currently supported method is
MSCHAPv2. Check the radio button to select it.

6 Configure the Primary, Secondary DNS servers and Primary and Secondary
WINS Server that will be pushed to the VPN Dialer.

7 Configure the VPN Address Pool.

save Configuration

ing Configuration Diagnostics Maintenance eports t
e Security > VPN Settings > PPTP > Edit B
L Address Pool(Swimming)

WLAN
Hetwork Pooltame  [Soimming |

Radio Start Address |10.1.1.1
Advanced End Address  [10.1.1.45

RF Management
Calibration M

This the pool from which the clients are assigned addresses.

Click Add. The Add Address Pool page displays.

2 Specify the start address, the end address and the pool name.
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3 Click Done on the completion to apply the configuration.

4 Click Back to access the main PPTP config page.

5 Click Apply to apply the changes made before navigating to other pages.

Configuring Alcatel Dialer Example

1. Navigate to the Security > VPN Settings > Dialers page. Click Add to add a
new dialer or Edit tab to edit an existing dialer.

2 Configure the dialer

3 Enter the Dialer name that will be used to identify this setting.

4 Configure the dialer to work with PPTP or L2TP by checking the Enable
PPTP or the Enable L2TP checkbox.

Manitaring

Configuration

Maintenance

Diagnostics

Save Configuration

Switch
« Back
General ;
Managernenk Dla Ier
WLAN
it Dialer Mame Dialer_1
Radio Enable PPTP v
Advanced Enable L2TP W
RF Management I  Traffi |
Calibrati Send Direct Metwork Traffic In Clear
al_ n.a Ioh (Split Tunneling} r
Ot Disable ‘Wireless Devices When Client is r
Protection Wired
Maritoring Enable SecurID Mew and MNext Fin r
Mode
Advanced
Security Authentication W pap W cHap W mscHap W mscHaPv2 [ Cache SecurID
Roles Token
Policies IKE Lifetime (secs) 28500

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

TKE Encrypion * 3pEs  DES

1KE Diffie Hellman Group i

IKE Hash Algarithm * sHa O MDS

IKE Authentication

Secure Access " Rsa Signatures ™ Preshared Key Password

Secure Service Interfaces IPSEC Lifetime (secs) 7eoo
Advanced IPSEC Madse Graup Fo0
WLAN Intrusion Protection
Rogue AP IPSEC Encryplion (¥ Esp-30ES ( ESP-DES

Denial of Service
Man-In-the-Middle

IPSEC Hash Algarithm (¥ ESP-sHA-HMAC © ESP-MDS-HMAC

Signatures

Apply

5 Select the authentication protocol. This should match the L2TP protocol list
selected if Enable L2TP is checked or the PPTP list configured if Enable PPTP

is checked.

For L2TP :
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Set the type of IKE Hash Algorithm, SHA or MD5 in the IKE Policies page.

2 In case Pre-shared was selected as the IKE Authentication in the IKE Poli-
cies page (as described in the L2TP IPSec configuration), key in the
pre-share key used in the L2TP configuration. NOTE: The two keys should
match.

3 Select the Group configuration as per the IKE Policy configuration setting
for Diffie Helman Group.

4 Select the IPSEC Encryption as per the IKE Policy configuration setting for
Encryption.

5 Select the IPSEC Hash Algorithm as per the Algorithm selected on the IKE
Policy page of IPSEC.

6 Click Apply to apply the changes made prior to navigating to another
page.
7 The VPN dialer can be downloaded using Captive Portal. To enable this, in

the role the user gets assigned after captive portal, configure the dialer by
the name used to identify the dialer.

Example if my captive portal user gets the guest role after logging on through
captive portal and my dialer is called mydialer, configure mydialer as the dialer
to be used in the guest role.
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Configuration

Switch
General

Security > User Roles > Edit Role(guest)
Management « Back

WLAN
Mebwork
Radio Firewall Policies
Advanced Mame Rule Count Location Action

RF Management contral 7 0.0.0 w Delete ﬂﬂ

Calibration cplogout 1 e T ﬂﬂ
Ontimizati
pimization k]
Pratection
Manitaring
advanced Re-authentication Interval
Security Disabled l:l M (0 disables re-authentication, A positive value enables authentication)
Roles
Falicies

Role VLAN ID

A 5 ;
BIVErS Mok Assigned | Mot Azsigned % | Change |

Authentication Methods

WPMN Settings
) ; Bandwidth Contract
Firewall Settings

SerUre ACress Nt Enforced v | change | I perUser

Secure Service Interfaces

advanced YPN Dialer

WLAN Intrusion Protection | ot Assigned | Dialer_1 || €hange | After a VPN Dialer is created use the
Rogue AR Mot Aszigned pull down menu to assign itto a User
Deniial of Service defaultdialer

L21P Pool )

Man-In-the-Middle -
default-l2tp-pool | Mot &zzsigned v| Change |

Signatures

Falicies

PPTP Pool

default-pptp-poal | Mot Azzigned » | Change |

Examples

In this example, the following settings apply.

VPN Settings

Authentication Server radon
Default VPN role vpn_user
Authentication method MSCHAPv2
Primary DNS 10.10.1.1
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PPTP Setting

Configuration

Secondary DNS
Primary WINS

L2TP Pool
Pre-shared key
Primary DNS
Secondary DNS
Primary WINS
IKE encryption
IKE Authentication
IKE Hash

IKE Group

PPTP Pool

1. Enable VPN Authentication.

v

ALCATEL

10.10.1.2
10.1.1.2

192.168.100.1 — 192.168.100.100
test123

10.10.1.1

10.10.1.2

10.1.1.2

3DES

Pre-shared

SHA

2

192.168.200.1 — 192.168.200.100

Chapter 12
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ieily=R  Canfiguration = | Maintenance | Plan Carfiguration

Switch - a a
P Security > Authentication Methods > VPN
Management Authentication
WLAN :
Mebwark 802, 1x WPM Captive Portal MAC Address Stateful 802, 1x SSID
Radio L2 Encryption Advanced
Advanced
RF Management Authentication Enabled v
Calibration
Default Role
Optimization
Pratection Authentication Failure Threshold For Station Elacklisting D ({0 disables blacklisting]
Manitoring
Advanced Authentication Servers
Security S -
el Mame Type IP Address Authentication Port  Status = Actions
oles
Add Apply
Falicies 4

AAA Servers

Configure L2TP IPSec
1. Configure the DNS and WINS server.
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Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio

Advanced
RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
YPN Settings |

Firewall Settings
Secure Access
Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Falicies

Security > VPN Settings > IPSEC

IPSEC PFTP Dialers

Ermulate YPH Servers Advanced

L2

Enable LZTP v

Primary DNS Server 10.10.1.1
Secondary DMS Server  |10.10.1.2

Authentication Protocols [~ pap [ cHap [ mscHap W mMSCHAPYz

You must fill in
these four fields to
create a hew

Primary ‘WINS Server IPSEC policy
Secondary WINS Server
Address Pools
Pool Name  Start Address End Address Actions
@l 192,1658.200.1 192,165.200.100 w Delete )
e |
Source NAT
Enable Source MAT
MNAT Poal
IKE Aggressive Group Mame {Only needed for XAUTH)
IKE Shared Secrets
Subnet  Subnet Mask Length Key Actions
GD.D.D 0.0.0.0 wwweesnr Edit| Delete )
Add
IKE Policies
Priority Encryption Hash Authentication Group Lifetime Action

[300 - 86400] seconds,

Default 3DES SH& RS54 GROUP 2 e
i volume: limit |
Edit
2 3DES SH& PRE-SHARE GROUP 2 300 4
Delete
Add

2 Configure the L2TP pool.

3 Click Add below Address Pools. Once completed, click Done.

CATEL
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Configuration Diagnostics Maintenance 5 onfiguration
Switch - q
P Security > VPN Settings > IPSEC > Add _« Back |
Management Address Pool
WLAN
etwork Paol Name
Radio Start Address
fAdvanced End Address
RF Management
Calibration M
Optimization

4 Configure the IKE shared secret test123

Switch
General

Managernenk
WLAN
Mebwork
Radio
Advanced
RF Management
Calibration

Optimization

Diagnostics

Security > VPN Settings > IPSEC> Add IKE Secret

Configuration

Maintenance

Configuration

Subret booo ]
Subnet Mask booo |

({Please use the defaults 0.0.0.0 For the Subnet and Subnet mask if you do not inkend to have multiple pre-shared keys)

i

=]

IKE Shared Secret

‘erify IKE Shared Secret

Done

5 Configure the IKE policies.

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection

Monitaring

Configuration Diagnos

Carfiguration
Security > VPN Settings > IPSEC > Add Policy _«Back |

Priority
Authentication
Diffie Hellman Group
Life Time{secs)

Apply

Maintenance Plan

Encrypkion
Hash Algorithm

Life Time field can be from
300 to 86400 seconds

6 The final config page should look like the page below. Once this done click
Apply to apply the configurations.
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Switch
General

Management
WLAN
Metwork

Radio

Advanced
RF Management
Calibration

Dptimization
Pratection
Manitaring
Advanced

Security
Roles

Folicies

A48 Servers
Authentication Methods
Firewall Settings

Secure Access

Secure Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue AP

Denial of Service
Mari-In-the-Middle
Signatures

Falicies

Security > VPN Settings > IPSEC

Chapter 12

figuration

IPSEC FFTF Dialers Emulate WP Servers Achvanced
L2TP and XAUTH Parameters
Enable LETP v

Authentication Protocols

Primary DN3 Server 101014
Secondary DNS Server  |10,10.1.2
Primary WINS Server i01.1.2

Secondary WINS Server  |0,0.0.0

Address Pools

Pool Name  Start Address  End Address Actions
COC_POOL 192,168.200.1 192,168.200,100 Edit| Delete
Add
Source NAT

Enable Source NAT

NAT Pool

IKE Agaressive Group Narme (Only needed Far ¥AUTH)

IKE Shared Secrets

I~ pap I cHap [ mscHar ¥ mscHapvz

Subnet  Subnet Mask Length Key Actions
0.0.0.0 0.0.0.0 wkkkbdkick Edit| Delete

Add
IKE Policies

Priority  Encryption Hash = Authentication Group Lifetime Action
2 3DES MDS PRE-SHARE GROUP 2 300 seconds, no valume limit Edit Delete
Default 3DES SHA RSA GROUP 2 [300 - 86400] seconds, na volume limit

Add

7 Configure the dialer by configuring the key to match the IKE shared secret
key in “Configure the IKE policies.” Click Apply when done to apply the

changes.
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Configuration
Sl Security > VPN Settings > Dialers> Add Dialer
Management
WLAN Digler Narne:
Rk Enable PETP 5
Radin
Advanced Enable L2TP I~
RF Management Send Direct Network Traffic In Clear(Split Tunneling) [~
S Disable Wireless Devices Whan Clint is Wired i
Optirization
: Enable SecurlD Mew and Mesxt Fin Mads &
Frotection
Moritoring Authentication I pap [ cHap I mscHar W MscHapvz | Cache SecurelD Token
General IKE Lifetime {secs) C
Security
el IKE Encryption
Policies IKE Diffie Helman Group
AAA Servers IKE Hash Algorithm & sHp O MDS
Autheritication Methods
IKE Authentication " RSA Signatures  Preshared Key Password [seesses||
YPN Settings
Global Firewsl Settings IRl R ) 7200
Advanced IPSEC Mods Group @20
WLAN Intrusion Detection  [pSEc Encryption O gt
Rogue AP
i + ESp-SHA- ¢ ESp-MDS-
Denial of Servics IPSEC Hash Algerithm ESP-SHA-HMAC (" ESP-MDS-HMAC
Man-In-the-Middle Apply
Signatures

8 Configure the dialer in the captive portal user role that will be used to
download the dialer.

Configuring PPTP

1. Navigate to the PPTP configuration page as explained in the previous
sections
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Canfiguration liag 5 | Maintenance | Plan e Configuration

Switch - q
p— Security > VPN Settings > PPTP
EmEEEmEE IPSEC FPTF Dialers Ermulate YPM Servers Advanced
WLAN
[A— PPTP Parameters
Radio Enable PPTP v
Advanced PPTP Echo Timeout{secs)
RF Management A
PSR- Authentication Protocols W mMscHaPyz
Optimization Primary DMS Server 0112
Protection Secondary DS Server 10113
Maritoring Primary WINS Server 10.1.1.3
Advanced
: Secondary WINS Server |0.0.0.0
Security
Roles Address Pools
Falicies

Pool Name  Start Address  End Address Actions
AAA Servers

Authentication Methods PRTP_poal 192.165.200.1 192,168.200,100 Edit| Delete

YPN Settings | add

Firewall Settings
Apply

Secure Access

Commands Yiew Commands

Secure Service Interfaces

2 Configure the DNS and WINS server. Check the Enable PPTP and
MSCHAPvV2 checkbox.

3 Configure the PPTP pool

Configuration Diagnostics Maintenance Plan it: ports ‘ Configuration
Switch = A
P Security > VPN Settings > PPTP > Add
Management Address Pool
WLAN
Hetwork Paol Name
Radio Start Address
fAdvanced End Address
RF Management
Calibration M

4 Click Apply for the configurations to take effect.
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Configuration

Manitaring

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
YPN Settings |

Firewall Settings

onfiguration
Security > VPN Settings > PPTP

Maintenance

IPSEC PPTP Dialers Ermulate YPH Servers Advanced
PPTP Parameters
Enable PPTP v

PPTP Echo Timeout{secs)

Authentication Protocols W mMscHapvz

Confirm enable, MSCHAPv2

Primary DNS Server 10.1.1.2 a

and the pool is correct then
Secondary DNS Server 10113 click appw to save settings
Primary WINS Server 10.1.1.3

Secondary WINS Server  |0.0,0.0

Address Pools

Pool Name  Start Address  End Address Actions
PFTP_pool 192,1658.200.1 192,168,200,100 Edit| Delete
Add

Apply

5 Configure the dialer. Check the Enable L2TP and MSCHAPvV2 checkbox.
Ensure that all the Authentication types are unchecked. Apply the changes.

Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio

Advanced
RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service

Part 031650-00

Maintenance

Configuration

Plan

Diagno

Security > VPN Settings > Dialers> Add Dialer

Dialer Mame pptp_dialer
Enable PPTP v
Enable LETP r

Send Direct Metwark Traffic In Clear r
(Split Tunneling}

Disable Wireless Devices When Client is r
Wired

Enable SecurID New and Mext Pin Mode [

Authentication )

Ensure that only the
desired Authentication
method(s) is checked

IKE Lifetime (secs)

TKE Encrypion * 3pEs " DES

[ par [ cHap [ macHar W mscHervz [ Cache Secur@

IKE Diffie Hellman Group 2
IKE Hash algorithm * sHa O MDS
IKE Authentication " RS Signatured ™ Preshared Key Password l:l
IPSEC Lifetime {secs) 7200 5 - 4
A key is required to create the dialer
IPSEC Mode Group 2

IPSEC Encryption * Esp-30ES  ESP-DES

IPSEC Hash Algarithm (¥ ESP-sHA-HMAC © ESP-MDS-HMAC

Apply
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6 Configure the dialer in the captive portal user role that will be used to
download the dialer by navigating to the Configuration > Security > Authentica-
tion > Methods > Captive Portal Authentication page.
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CHAPTER 13
Intrusion Detection

This document outlines the steps needed to configure the various
IDS capabilities present in an Alcatel network. Like most other
security related configuration on the Alcatel system, the IDS
configuration is completely done on the Master switch in the
network.

The Alcatel solution offers a variety of IDS/IPS features that can
be configured and deployed as required. The following are the
important IDS/IPS features provided in the Alcatel solution:

Rogue/Interfering AP Detection

The most important IDS functionality offered in the Alcatel
solution is the ability to detect an interfering/rogue AP and
classify it as an interfering or a rogue AP. An interfering AP is an
Access Point that the Alcatel Access points/Air Monitors
detected in the air. A rogue AP is an Access Point that is detected
as interfering AND is connected to the network on the wired side.
An Access Point that is connected to the network is the one that
presents a security threat while an AP that is not part of the
network only contributes to the interference in the air. The
administrator can enable rogue AP containment. If this feature is
enabled, the APs that are detected as rogue

NoTeE—Interfering APs are contained by disallowing clients from
associating to this AP. Refer to the “Configuring Rogue AP
Detection” on page 166 section for more details on how to con-
figure Rogue AP detection/classification/containment.

Intrusion Detection
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Denial of Service Detection

DoS attacks are designed to prevent or inhibit legitimate users from accessing
the network. This includes blocking network access completely, degrading
network service, and increasing processing load on clients and network
equipment. Denial of Service attack detection encompasses both rate analysis
and detection of a specific DoS attack known as FakeAP.

® Rate Analysis: Many DoS attacks flood an AP or multiple APs with 802.11
management frames. These can include authenticate/associate frames,
designed to fill up the association table of an AP. Other management frame
floods, such as probe request floods, can consume excess processing
power on the AP. The Alcatel Mobility Controller can be configured with the
thresholds that indicate a DoS attack and can detect the same. Refer to the
Configuring Denial of Service attack detection section for more details.

® Fake AP: FakeAP is a tool that was originally created to thwart wardrivers
by flooding beacon frames containing hundreds of different addresses.
This would appear to a wardriver as though there were hundreds of differ-
ent APs in the area, thus concealing the real AP. While the tool is still effec-
tive for this purpose, a newer purpose is to flood public hotspots or
enterprises with fake AP beacons to confuse legitimate users and to
increase the amount of processing client operating systems must do. Refer
to the Configuring Denial of Service attack detection section for more
details.

Man-In-The-Middle Detection

A successful man-in-the-middle attack will insert an attacker into the data path
between the client and the AP. In such a position, the attacker can delete, add,
or modify data, provided he has access to the encryption keys. Such an attack
also enables other attacks that can learn a user’s authentication credentials.
Man-in-the-middle attacks often rely on a number of different vulnerabilities.

® Station disconnection: Spoofed deauthenticate frames form the basis for
most denial of service attacks, as well as the basis for many other attacks
such as man-in-the-middle. In a station disconnection attack, an attacker
spoofs the MAAC address of either an active client or an active AP. The
attacker then sends deauthenticate frames to the target device, causing it
to lose its active association.

® EAP Handshake analysis: EAP (Extensible Authentication Protocol) is a
component of 802.1x used for authentication. Some attacks, such as
“ASLEAP” (used to attack Cisco LEAP) send spoofed deauthenticate mes-
sages to clients in order to force the client to re-authenticate multiple times.
These attacks then capture the authentication frames for offline analysis.
EAP Handshake Analysis detects a client performing an abnormal number
of authentication procedures and generates an alarm when this condition is
detected.
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® Sequence number analysis: During an impersonation attack, the attacker
will generally spoof the MAC address of a client or AP. If two devices are
active on the network with the same MAC address, their 802.11 sequence
numbers will not match - since the sequence number is usually generated
by the NIC firmware, even a custom driver will not generally be able to
modify these numbers. Sequence number analysis will detect possible
impersonation attacks by looking for anomalies between sequence num-
bers seen in frames in the air.

® AP Impersonation: AP impersonation attacks can be done for several pur-
poses, including as a Man-In-the-Middle attack, as a rogue AP attempting
to bypass detection, and as a possible honeypot attack. In such an attack,
the attacker sets up an AP that assumes the BSSID and ESSID of a valid
AP.

Signature Detection

Many Wireless LAN intrusion and attack tools generate characteristic
signatures that can be detected by the Alcatel network. The system comes
pre-configured with several known signatures, and also includes the ability for
network managers to create and edit new signatures. For more details on how
to configure and create new signatures refer to the Configuring Signature
detection section.

Wireless LAN Policies

® Adhoc network detection/containment: As far as network administrators
are concerned, ad-hoc wireless networks are uncontrolled. If they do not
use encryption, they may expose sensitive data to outside eavesdroppers.
If a device is connected to a wired network and has bridging enabled, an
ad-hoc network may also function like a rogue AP. Additionally, ad-hoc
networks can expose client devices to viruses and other security vulnera-
bilities. For these reasons, many administrators choose to prohibit ad-hoc
networks. The Alcatel system can perform both ad-hoc network detection
and also disable ad-hoc networks when they are found.

® \Wireless bridge detection: Wireless bridges are normally used to connect
multiple buildings together. However, an attacker could place (or have an
authorized person place) a wireless bridge inside the network that would
extend the corporate network somewhere outside the building. Wireless
bridges are somewhat different from rogue APs in that they do not use
beacons and have no concept of association. Most networks do not use
bridges - in these networks, the presence of a bridge is a signal that a
security problem exists.
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® Misconfigured AP detection: If desired, a list of parameters can be config-
ured that defines the characteristics of a valid AP. This is primarily used
when non-Alcatel APs are being used in the network, since the Alcatel
Mobility Controller cannot configure the Srd—party APs. These parameters
can include preamble type, WEP configuration, OUI of valid MAC
addresses, valid channels, DCF/PCF configuration, and ESSID. The system
can also be configured to detect an AP using a weak WEP key. If a valid AP
is detected as misconfigured, the system will deny access to the miscon-
figured AP. In cases where someone gains configuration access to a
Srd—party AP and changes the configuration, this policy is useful in blocking
access to that AP until the configuration can be fixed.

® Weak WEP detection: The primary means of cracking WEP keys is by cap-
turing 802.11 frames over an extended period of time and searching for
patterns of WEP initialization vectors (IVs) that are known to be weak. The
Alcatel system will monitor for devices using weak WEP implementations
and generate reports for the administrator of which devices require
upgrades.

® Multi Tenancy: The Alcatel system provides the ability to configure
reserved channel and SSID lists, and disable unrecognized APs using these
reserved resources. This feature can be used in a multi-tenant building
where different enterprises must share the RF environment. This feature
can also be used to defend against “honeypot” APs. A “honeypot” AP is an
attacker’'s AP that is set up in close proximity to an enterprise, advertising
the ESSID of the enterprise. The goal of such an attack is to lure valid cli-
ents to associate to the honeypot AP. From that point, a MITM attack can
be mounted, or an attempt can be made to learn the client’s authentication
credentials. Most client devices have no way of distinguishing between a
valid AP and an invalid one - the devices only look for a particular ESSID
and will associate to the nearest AP advertising that ESSID.

® MAC OUI: The Alcatel system provides the ability to match MAC addresses
seen in the air with known manufacturers. The first three bytes of a MAC
address are known as the MAC OUI (Organizationally Unique Identifier) and
are assigned by the IEEE. Often, clients using a spoofed MAC address will
not use a valid OUI, and instead use a randomly generated MAC address.
By enabling MAC OUI checking, administrators will be notified if an unrec-
ognized MAC address is in use.

Configuring Rogue AP Detection

Follow the steps below to configure the Alcatel network to detect insecure APs
and classify them as rogue and interfering respectively as defined in the section
above.

1. Navigate to the Configuration > Wireless LAN Intrusion Detection > Rogue AP
page on the WebUI of the Master switch.
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Maritaring ey NE I Diagnostics | Maintenance: Reports Save Configuration
Switch

General ROg ue AP
PRI Disable Users from Connecting to Rogue Access Poinks v
WLAN
Tetwark Mark All New Access Points as Valid Access Points v
Radio Mark Unknown Access Points as Rogue Access Points v
Advanced
Clear | Appl
RF Management 4 M

i~ alikratinn

2 The following table explains the fields for this configuration and what it
means to select each of them.

Field Description

1. Disable Users from By default, rogue APs are only
Connecting to Rogue Access detected, but are not automatically
Points disabled. Enable this option to

automatically shut down rogue
APs. When this option is enabled,
clients attempting to associate to a
rogue AP will be disconnected from
the rogue AP through a denial of
service attack.

2. Mark All New Access Points  When installing an Alcatel Mobility
as Valid Access Points Controller in an environment with

an existing 3"¥-party wireless
network, it is necessary to manually
classify existing enterprise APs as
valid - a time-consuming process if
a large number of APs are installed.
Enable this option to mark all
detected APs as valid. Leave this
option enabled until all enterprise
APs have been detected and
classified as valid. After this
process has completed, disable this
option and re-classify any unknown
APs as interfering.

v
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3. Mark Unknown Access Points In an environment where no
as Rogue Access Points interfering APs should exist - for

example, a building far away from
any other buildings or an RF
shielded building - enable this
option to turn off the classification
process. Any AP detected that is
not classified as valid will be
marked as rogue.

Note: Use caution when enabling
both “Mark Unknown APs as
Rogue” and “Disable Users from
Connecting to Rogue APs”. If the
system is installed in an area where
APs from neighboring locations can
be detected, these two options will
disable all APs in the area.

Configuring Denial of Service Attack Detection

Follow the steps below to configure Denial of Service attack detection:

1. Navigate to the Configuration > Wireless LAN Intrusion Detection > Denial of
Service page on the WebUI. To configure Rate Analysis, select Rate Analysis.
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Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service

Chapter 13

Diagnostics Maintenance onfiguration
Rate Analysis
Rate Analysis Fake &P
Rate Analysis
Enable Rate Anomaly Checking r

Detection Parameters

Frame Type Channel Threshold Channel Time{sec) Channel Quiet Time(sec)
Association 30 3 Q00
Probe Request 200 3 Q00
Probe Response 200 3 Q00
Disassociation 30 3 Q00
Authentication 30 3 200
Deauthentication 30 3 200

ﬂ Cancel

Frame Type MNode Threshold Node Time{sec) Node Quiet Time(sec)
Association 30 60 Q00
Probe Request 200 15 Q00
Probe Response 150 15 Q00
Disassociation 30 60 Q00
Authentication 30 60 Q00
Deauthentication 20 60 Q00

ﬂ Cancel

Apply

2 Configuration is divided into two sections: Channel thresholds and node
thresholds. A channel threshold applies to an entire channel, while a node

threshold applies to a particular client MAC address.

All frame types are

standard management frames as defined by the 802.11 standard. The fol-
lowing table explains what each field implies. To edit any of the values
from the default values for a channel, click the Edit button in the appropri-
ate section (channel/node).

Field Description
1. Channel/Node threshold Specifies the number of a specific type of
frame that must be exceeded within a specific
interval to trigger an alarm.
2. Channel/Node time Specifies the time interval in which the

v
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threshold must be exceeded in order to trigger
an alarm.
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3. Channel/node Quiet
time

After an alarm has been triggered, specifies
the amount of time that must elapse before
another identical alarm may be triggered. This

option prevents excessive messages in the log
file.

To configure the Fake AP detection, select the Fake AP tab on the Configuration
> Wireless LAN Intrusion Detection > Denial of Service page.

Monitoring Configuration Diagnostics
Switch
General
MEmEEERTER Rate Analysis
WLAN
Tetwark, Eakelab
Radio

Advanced
RF Management

Flood Threshald
Calibration
Optimization Quigt Time (secs)
Pratection _Apply
IManitaring Commands
Acdiimmead

Maintenance

Flood Inc Time {secs)

Reports

Save Configuration

Fake AP

Fake AP

Enable Fake AP Flood Detection [

3
S0
Q0o

View Commands

The table below summarizes the meaning of each of the fields in this section.

Field
1. Enable Fake AP Flood
Detection
2. Flood Inc Time (secs)
3. Flood Threshold
4, Quiet Time (secs)
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Description

Enables or disables the feature

The time period in which a configured
number of FakeAP beacons must be
received.

The number of FakeAP beacons that
must be received within the Flood Inc
Time in order to trigger an alarm.

After an alarm has been triggered, the
amount of time that must pass before
another identical alarm may be
triggered.
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Configuring Man-In-The-Middle Attack Detection

Navigate to the Configuration > Wireless LAN Intrusion Detection >
Man-In-The-Middle page on the WebUI of the Master switch. Select the required
tab to configure each of the following:

1. To configure station disconnection detection, click Disconnect Station.

Monitaring Configuration Diagnostics Maintenance save Configuration
steh Disconnect Station
MEREZEELE Disconnect Station EAP Handshake Sequence Number AP Impersonation
WLnNNetwurk Disconnect Station Analysis
Radio Enable Discanneck Station Analysis r
advanced Discanneck Station Detection Quiet Time (secs) (200
RF Management Apply
Calibration
Optimization Commands Wiews Commands
Protection

The following table gives a brief description of the fields in this section.

Field Description

1. Enable Disconnect Station Enables/disables this feature.
Analysis

2. Disconnect Station After a station disconnection is
Detection Quiet Time detected, the amount of time that must
(secs) pass before another identical alarm can

be generated.

1. To configure EAP Handshake analysis, click the EAP Handshake.

Monitoring (el WERR Diagnostics | Maintenance Carfiguration
Switch
p— EAP Handshake
=g ETmE: Disconnect Station EAP HandShake Sequence Mumber AP Impersonation
WLAN -
J— EAP Handshake Analysis
Radio Enable EAP Handshake Analysis r
Advanced EAP Handshake Threshold 10
GF EmE EAP Time Interval (secs) &0
Calibration
Optimization EAP Rate Detection Quiet Time {secs) 900
Pratection Apply
Monitaring
d Commands Yiew Commands
Advanced

v
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The following table describes each of the fields in this section.

Field Description

1. Enable EAP Handshake Enables or disables this feature.
Analysis

2. EAP Handshake Threshold The number of EAP handshakes that

must be received within the EAP Time
Interval in order to trigger an alarm.

3. EAP Time Interval (secs) The time period in which a configured
number of EAP handshakes must be
received.

4. EAP Rate Detection Quiet After an alarm has been triggered, the

Time (secs) amount of time that must pass before

another identical alarm may be triggered.

1. To configure Sequence number analysis, click the Sequence Number.

Monitaring Canfiguration Diagnastics Maintenance Configuration
Switch
Sequence Number
General
W EHE: Disconnect Station EAP HandShake Sequence Kumber AP Impersonation
WLAN Sequence Number Analysis
Metwork a i
Enable Sequence Mumber Discrepancy Checking I
Radio
Advanced Sequence Mumber Difference Threshald 100
7 R Sequence Mumber Checking Time Tolerance {msec) 500
Calibration
Optimization Sequence Number Checking Quiet Time {secs) ann
Pratection Apply
Monitaring
d Commands Wiew Commands

Advanced

The following table gives a brief description of the fields in this section.

Field Description

1. Enable Sequence Number Enables or disables this feature.
Discrepancy Checking

2. Sequence Number Difference The maximum allowable tolerance
Threshold between sequence numbers within a

specific time interval.

3. Sequence Number Checking The time interval in which sequence

Time Tolerance (msec) numbers must exceed the sequence

number difference threshold in order
for an alarm to be triggered.
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4. Sequence Number Checking After an alarm has been triggered, the
Quiet Time (secs) amount of time that must pass before
another identical alarm may be
triggered.

1. To configure AP impersonation detection, click the AP Impersonation.

Monitaring Configuration Diagnostics Maintenance Reports

Save Configuration

AP Impersonation

Switch
General

Managernent

Disconnect Station E&4P HandShake Seguence Mumber AP Impersonation
WLAN

Enable AP Impersonation Detection [

Network.
Radio Enable AP Impersonation Protection [
Advanced Bearon Rate Increment Threshold S0
RF Management
Appl
Calibration M
Optimization Commands iew Commands
Protection

The following table gives a brief description of the fields in this section.

Field Description

1. Enable AP Impersonation Enables detection of AP
Detection impersonation.

2. Enable AP Impersonation When AP impersonation is detected,
Protection both the legitimate and the

impersonating AP will be disabled
using a denial of service attack.

3. Beacon Rate Increment The percentage increase in beacon
Threshold rate that will trigger an AP
impersonation event.

Configuring Signature Detection

Navigate to the Configuration > Wireless LAN Intrusion Detection > Signatures page
on the WebUI on the Master switch.

v
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Monitoring Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies
AAA Servers

Authentication Methods

Diagnostics Maintenance

Sighature Analysis

Signatures

Enable Signature Analysis r

Signature Analysis Quiet Time (secs) 200

Name
ASLEAP

Mull-Probe-Response
AirJack.

MetStumbler Generic

Category  Active

Pre-Defined  Yes
Pre-Defined  Yes
Pre-Defined  Yes

Pre-Defined  Yes

MetStumbler Wersion 3.3.0x Pre-Defined  Yes

Deauth-Broadcast

Add

Commands

Pre-Defined  Yes

Apply

The table below explains the configuration parameters in this section:

Field

Enable Signature Analysis

Signature Analysis Quiet

Time (secs)

Description

Enables or disables this feature.

After an alarm has been triggered, the
amount of time that must pass before
another identical alarm may be triggered.

The table below summarizes the pre-defined signatures that are supported by
AOS-W ver. 2.4 or higher.

Signature

ASLEAP

Null-Probe-Response

Part 031650-00

Description

A tool created for Linux systems that has

been used to attack Cisco LEAP
authentication protocol.

An attack with the potential to crash or lock
up the firmware of many 802.11 NICs. In this
attack, a client probe-request frame will be
answered by a probe response containing a
null SSID. A number of popular NIC cards
will lock up upon receiving such a probe

response.
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AirJdack Originally a suite of device drivers for
802.11(a/b/g) raw frame injection and
reception. It was intended to be used as a
development tool for all 802.11 applications
that need to access the raw protocol.. Alas,
one of the tools included allowed users to
force off all users on an Access Point.

NetStumbler Generic NetStumbler is a popular wardriving
application used to locate 802.11 networks.
When used with certain NICs (such as
Orinoco), NetStumbler generates a
characteristic frame that can be detected.

NetStumbler Version 3.3.0x Version 3.3.0 of NetStumbler changed the
characteristic frame slightly. This signature
detects the updated frame.

Deauth-Broadcast A deauth broadcast attempts to disconnect
all stations in range - rather than sending a
spoofed deauth to a specific MAC address,
this attack sends the frame to a broadcast
address.

Adding a New Signature Pattern
To add new signatures in addition to the pre-defined signatures described
above, follow the steps below:

1. On the Configuration > Wireless LAN Intrusion Detection > Signatures page,
click Add to start adding a new signature pattern.

Maritaring ey NE I Diagnostics | Maintenance: El vents eports g arfiguration
Switch A
i Add IDS Signature _« Back |
PRI Signature Mame
WLAN
Metwork Signature Mode [
Radio Signature Rules
Advanced Attribute  ¥alue = Action
RF Management Add
Calibration apply
Optimization
Protection Commands Yigw Commands
Manitoring

v
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2 Enter a name for the newly added signature pattern in the Signature Name
field and select the Signature Mode option to enable detection for this sig-
nature (leave this field disabled if only creating a signature but enabling
detection at this point).

3 Click Add to add a signature rule.

Maritaring ey NE I Diagnostics | Maintenance: Reports Save Configuration

Switch A
eh Add IDS Signature _« Back |
Managernenk .

Signature Mame | Test

WLAN

Network Signature Mode v

Radia Signature Rules

Advanced Attribute  ¥alue = Action
RF Management Add

Calibration Apply

Optimization

Protection Add Condition

Manitaring Attribute | bssid | Walue |00:00:00:00:00:0a

.ildvanced add i
Security

Roles

Falicies

Command . View Commands
AAA Servers

Authentication Methods

4 In the Add Condition section, add a rule that matches an attribute to a value.
The attribute can be one of the following:

® BSSID: This refers to the BSSID field in the 802.11 header of frames.

® Destination MAC address: This refers to the Destination MAC address in
802.11 header of frames.

® Frame Type: This refers to the type of 802.11 frame. For each type of frame
further details can be specified to filter and detect only the required frames.
It can be one of the following:

® Association
Auth

Control

Data

Deauth
Deassoc
Management
Probe-request

Probe-response

Beacon.
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® Payload: This looks for a pattern at a fixed offset in the payload of a 802.11
frame. The administrator can configure the pattern and the offset where
the pattern is expected to be found in the frame.

® Sequence Number: This refers to the sequence number of the frame.

® Source MAC address: This refers to the source MAC address of the
802.11 frame.

5 After completing configuring the rule to be added, click Add to add the rule
to the list of rule. In the example shown, a rule that matches the BSSID to
the value 00:00:00:00:00:0a has been added.

Maritaring ey NE I Diagnostics | Maintenance: vents | Reports Save Configuration
Switch A
eh Add IDS Signature _« Back |
EmEEEmEE Signature Mame |Test
WLAN
Network Signature Mode v
Radia Signature Rules
Advanced Attribute  ¥alue = Action
RF Management Add
Calibration Apply
Optimization
Protection Add Condition
Manitaring Attribute | bssid | Walue |00:00:00:00:00:0a
Advanced
Add | Cancel
Security JQ
Roles
Falicies

Commands Yiew Commands
AAA Servers

6 If required, add another rule to the list of the rules as shown above. When
the required number of rules has been added, click Apply to apply the con-
figuration.

NoTE—The configuration will not take effect if it is not applied.

v

ALCATEL

Intrusion Detection

177



OmniAccess RN: User Guide

Configuring Wireless LAN Policies

Navigate to the Configuration > Wireless LAN Intrusion Detection > Policies page on

the WebUI.
g Configuration Diagnostics Maintenance an wents Reports Save Configuration
Switch - A a-a
— Intrusion Prevention > Policies > Adhoc Networlk
Management Adhoc Networlk \Wireless Bridge Misconfigured AP \ieak WEP TMulti Tenancy MAC DL
WLAN
R Adhoc Network
Radio Enable Adhoc Mebworks Activity Detection [
Advanced Enable Adhoc Metwork Protection [~
RF M t
a;::;l:::ﬂn Adhoc Deteckion Quiet Time (secs)
Optimization Apply
Protection
Monitoring Commands

View Commands
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Configuring Ad-hoc Network Protection

The table below describes the parameters in this section.

Field Description

Enable Adhoc Networks Enable detection of Ad-hoc networks.

Activity Detection

Enable Adhoc Network When Ad-hoc networks are detected, they

Protection will be disabled using a denial of service
attack.

Adhoc Detection Quiet Time After an alarm has been triggered, the
(secs) amount of time that must pass before
another identical alarm may be triggered.

Configuring Wireless Bridge Detection

To configure detection of wireless bridges, navigate to Configuration > Wireless
LAN Intrusion Detection > Policies > Wireless Bridge, as shown in the figure
below.

(Wlegiue el Configuration Diagnostics Maintenance Reports Save Configuration
Switch - q
p— Wireless Bridge
Management Adhoc Metwork \Wireless Bridge Misconfigured &P \ilsak WEP rulti Tenancy MAC 0L
WLAN
Network wireless Bridge
Radia Enable Wireless Bridge Detection I~
Adwvanced Wireless Bridge Detection Quiet Time {secs) (900
RF Management
Calibration M
Opkimization
Commands Yiew Commands

Protection

The table below describes the fields in this section.

Field Description
Enable Wireless Bridge Enable detection of Ad-hoc networks.
Detection

Wireless Bridge Detection After an alarm has been triggered, the
Quiet Time (secs) amount of time that must pass before
another identical alarm may be triggered.

Misconfigured AP Protection: To configure protection of misconfigured APs,
navigate to Configuration > Wireless LAN Intrusion Detection > Policies >
Misconfigured AP, as shown in the figure below

v
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[Tl configuration Renorts rfiguration
Switch B -
Pt Misconfigured AP
ML Adhoc Hetwaork Wireless Bridge Misconfigured &P \Weak WEP Multi Tenancy [MAC OLT
WLAN
[— Misconfigured Access Points
Radio Detect Misconfigured Access Points r
Advanced Disabls Detected Misconfigured Access Points r
RF Management
P Walid Enterprise 802,11b/g Channels il 2 s el s®el 7 s al Wk
Gptimization Walid Enkerpriss 802, 114 Channels I oae v oan v aa W aa v sz v sa W en v ee v 149 W 153 v 157 v 161 ¥ 1es
Pratection Enfarce Shart Preamble as invalid AP configuration [
oo Pravent Clients from roaming to interfering APs |~
Advanced
e Enfarce WEP Encryption for al Traffic 3
Roles Enforce WP Encryption for al Traffic r
Plicies

AR Servers
Authentication Methods
WPN Settings

Firewall Settings

walid Access Point ManUfacturers OUI List
(OUIs must be entered in
the Format sxixxixxixzixzixs where x

Secure Access

Secure Service Interfaces

is a hexadecimal number, f being the wildcard)

Add | Delete | (adding/Deleting toffrom the OUI list will immediately update the switch configuration)

Apply

The table below describes the fields shown in this section.

Field

1. Detect Misconfigured
Access Points

2. Disable Detected
Misconfigured Access
Points

3. Valid Enterprise 802.11b/g
Channels

4, Valid Enterprise 802.11a
Channels

5. Prevent Clients from
roaming to interfering APs

6. Enforce WEP Encryption for
all Traffic

7. Enforce WPA Encryption for
all Traffic
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Description

Enable/disable the misconfigured AP
detection feature.

When valid APs are found that violate the list
of allowable parameters, prevents clients
from associating to those APs using a denial
of service attack.

Defines the list of valid 802.11b/g channels
that 3"9-party APs are allowed to use.

Defines the list of valid 802.11a channels
that 3"9-party APs are allowed to use.

If a valid enterprise client attempts to
associate with an AP classified as
“interfering”, the system will break the
association using a denial of service attack.

Any valid AP not using WEP will be flagged
as misconfigured.

Any valid AP not using WPA will be flagged
as misconfigured.

May 2005



8. Valid Access Point
Manufacturers OUI List
(OUls must be entered in
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A list of MAC address OUIs that define valid
AP manufacturers. Any valid AP with a
differing OUI will be flagged as

the format xx:xx:xx:xx:xx:xx misconfigured.

where x
is a hexadecimal number, f
being the wildcard)

Configuring Weak WEP Detection

1. To configure detection of weak WEP implementations, navigate to
Configuration > Wireless LAN Intrusion Detection > Policies > Weak WEP, as

shown in the figure below.

Monitoring Configuration Diagnostics Maintenance Reports Save Configuration
Switch
e Weak WEP
Management Adhoc Network Wireless Bridge Misconfigured AP Wieak WEP Multi Tenancy MAC QLT
WLAN
Jya— Weak WEP
Radio Detect APs and Clients Using Weak WEP IV [
Advanced Apply
RF Management
Calibration Commands

Optimization

Wiew Commands

2 Select the option to “Detect APs and Clients Using Weak WEP IV” to

enable this feature.

Configuring Multi-Tenancy Detection

To configure multi-tenancy policies, navigate to Configuration > Wireless LAN
Intrusion Detection > Policies > Multi Tenancy, as shown in the figure below.
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[=liel{gl= i Configuration s | Mantenance Save Configuration
Switch -
P Multi Tenancy
EEER: Achoc Network Wireless Bridge Migconfigured &P \eak WEP rulti Tenancy MAC DUL
WLAN
it Multi-Tenancy
Disable Access Points Violating
Radio Enterprise 55ID List r
Advanced
RF Management
Calibration
Optirization ‘alid Enterprise 5510 Lisk
IFElE=ETn Add | Delete | (adding/Deleting toffrom the SSIO list will immediatsly update the switch
Monitaring configuration)
Advanced Disable Access Points Yiolating Channel r
Security Allocation Agreements
Rk Eﬁsaweld B EEAT Azl sl 4l s el 72 sl sl i 1
annels
Policies

AR Servers Reserved Enterprise 302.11acChannels [ 35 a0 44 48 52 se eol 6a 140 153 157 161 165

The table below describes the fields in this section.

Field Description

1. Disable Access Points When an unknown AP is detected
Violating Enterprise SSID advertising a reserved SSID, the AP will be
List disabled using a denial of service attack.

Valid Enterprise SSID List A list of reserved SSIDs.

3. Disable Access Points When an unknown AP is detected using a
Violating Channel Allocation reserved channel, the AP will be disabled
Agreements using a denial of service attack.

4. Reserved Enterprise A list of reserved channel numbers for b/g
802.11b/g Channels mode.

5. Reserved Enterprise A list of reserved channel numbers for a
802.11a Channels mode.

Configuring MAC OUI Checking

To enable MAC OUI checking, navigate to Configuration > Wireless LAN Intrusion
Detection > Policies > MAC OUI, as shown in the figure below.
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Intrusion Prevention > Policies > MAC OUI

Chapter 13

3 Configuration

Reports

Misconfigured AP \ieak WEP Multi Tenancy MAC OUT

View Commands

il 1 Diagnostics | Maintenance
Switch
General
U Adhoc KNetwork Wireless Bridge
WLAN
Metwark Enable MAC OUI Check r
Radio MAC OLIT Quiet Time (secs)
Advanced
RF Management Apply
Calibration
Opkimization Commands

The table below describes the fields in this section.

Field
Enable MAC OUI Check
MAC OUI Quiet Time (secs)

v

ALCATEL

Description
Enables or disables the feature.

After an alarm has been triggered, the
amount of time that must pass before
another identical alarm may be triggered.

Intrusion Detection
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System and Network
Management

This document outlines the steps to configure SNMP and syslog
for an Alcatel wireless network.

Configuring SNIVIP for the Alcatel Mobility
Controller

Alcatel Mobility Controllers and APs support versions 1, 2c, and 3
of SNMP for reporting purposes only. In other words, SNMP
cannot be used for setting values in an Alcatel system in the
current version.

Follow the steps below to configure a switch’s basic SNMP
parameters:

1. Configure the host name by navigating to the Configuration >
Management > SNMP page on the WebUI.

System and Network Management
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Configuration

Switch
General

Managerent
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service

Field

1. Host Name

2. System Contact

3. System Location
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Diagnostics [ Maintenance
SNMP
SMMP Arcess Control Logging
System Group
Host Mame Arubaz400
Syskem Contack
Syskem Location
Add

Read Community Strings

Delete

Enable Trap Generation v

Trap Receivers

Canfiguration

IP Address SNMP ¥ersion Community String  UDP Port  Action
Add
SNMPY3 Users
User Authentication Protocol  Privacy Protocol  Action
Add
Apply
Commands Yiew Commands
.. Expected/recommend
Description

Host name of the switch.

Name of the person who
acts as the System Contact
or administrator for the
switch.

String to describe the
location of the switch.

ed Value

String to act as the host
name for the switch
being configured.

System contacts name/
contact information.

Description of the
location of the switch.
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Read Community
Strings

Enable Trap Generation

Trap receivers

Community strings used to
authenticate requests for
SNMP versions before
version 3. Note: This is
needed only if using SNMP
v2c and is not needed if
using version 3.

Enables generation of
SNMP traps to configured
SNMP trap receivers. Refer
to the list of traps in the
“SNMP traps” section
below for a list of traps that
are generated by the
Alcatel Mobility Controller.

Host information about a
trap receiver. This host
needs to be running a trap
receiver to receive and
interpret the traps sent by
the Alcatel Mobility
Controller

Chapter 14

These are the
community strings that
are allowed to access
the SNMP data from the
switch.

Select this option and
configure the details of
the trap receivers to
enable generation of
traps for various events
by the Alcatel Mobility
Controller.

Configure the following
for each host/trap

receiver:

® |P address

® SNMP version: can
be 1 or 2c.

® Community string

® UDP port on which

the trap receiver is
listening for traps.
The default is the
UDP port number
162. This is
OPTIONAL, and will
use the default port
number if not modi-
fied by the user.

If the administrator is using SNMPvVv3 for getting the values from the Alcatel
Mobility Controller, follow the steps below to configure valid users for

SNMPV3:

1. Click Add in the SNMPVv3 users section to add a new SNMPVv3 user.

ALCATEL

System and Network Management
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Configuration

Switch
General

Managerent |
WLAN
Mebwork

Radio

Advanced
RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Falicies

Management > SNMP

Maintenance

SHMP Arcess Control

Logging

2 Configuration

System Group

Host Mame
Syskem Contack
Syskem Location

Read Community Strings

Enable Trap Generation

L 1
[
L 1

Add

L]
Delete

i3

Trap Receivers
IP Address SNMP Yersion
Add

Community String

UDP Port  Action

SNMPY3 Users
User
Add

Authentication Protocol

Privacy Protocol

User Mame

Authentication
Protocal

Authentication
Protocol Password

Privacy Protocol

Privacy Protocol
Passwaord

Add Cancel

Action

SNPV3 support requires
these additional security
paramters to enable

SNMPv3 communcations

Apply

2 Enter the details for the SNMPvVv3 user as explained in the table below.

Field
1. User name
188 | Part 031650-00

Description

A string representing the

name of the user.

Expected/recommend
ed Values

A string value for the
user name.
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Authentication An indication of This can take one of the

protocol two values:
whether messages sent
MDb5:

on behalf of this user HMAC-MD5-96

can  be authenticated, t[i) ('jgnelit égzk;ﬁm'ca'

and if so, the type of ¢ SHA:HMAC-SHA-96
i i Digest Authentica-
authentication protocol tion Protocol

which is used.

Authentication
protocol password

String password for

If messages sent on
g . MD5/SHA depending on
behalf of this user canbe the choice above.

authenticated, the
(private) authentication
key for use with the
authentication
protocol.

An indication of This takes the value DES
(CBC-DES Symmetric
whether messages sent  Encryption Protocol).

on behalf of this user
can be protected from
disclosure, and if so, the
type of privacy protocol
which is used.

Privacy protocol

Privacy protocol
password

String password for

If messages sent on DES.

behalf of this user can be
en/decrypted, the
(private) privacy key for
use with the privacy
protocol.

Configuring SNIVIP for the Access Points

The Alcatel Access Points also support SNMP and the administrator can
configure all or some of the Access Points to access data using SNMP as well
as receive traps from the Access Points. The Access Points can be acting as
Air Monitors when they are used to access information about the wireless
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network using SNMP. The SNMP configuration for the Access Points can be
done at a global level (thereby being applicable for all the Alcatel Access Points
in the network) as well as for a particular set of Access Point(s) by using the
AP location codes. The steps required for each type of configuration is
explained below. Note: The configuration for Access Points is always done on
the Master switch only.

Follow the steps below to configure SNMP parameters for Access Points in
the network at a global level:

1. Navigate to the Configuration > Wireless LAN > Network > General page on the
WebUI of the Master switch. This page includes fields for configuring the
SNMP parameters on all Access Points in the network.
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Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Falicies

Chapter 14

Maintenance Plan

WLAN > Network > General

S5ID General
Tunnel MTL l:l If no value is specified, the MTU wil
be neqgotiated
Pawer
Management ¥ Double Encrypt (IPSEC AP} =
sl [ —
Threshold 3 Bootstrap Threshald 7

RF Band

Disable Radio For Time Range

Restore configuration ko Factory default [~
AP Debugging and Logging

Dump Server

|

AP Module  Logging Level

SAP Informational

SHMP Informational

SNMP System Information

L 1]
L 1]
L 1]

Enable SNMP Traps [

Host Mame
Syskem Location

Syskem Contack

Communities

Add | Delete

Trap Receivers

Server IP Yersion Community Strings UDP Port  Actions
Add
SNMPY3 Users
User Name  Authentication Protocol  Privacy Protocol  Actions
Add
Commands Yiew Commands

apply | Clear

2 Configure the basic SNMP parameters in the section “"SNMP System Infor-
mation”. The fields are similar to the ones explained for the switch and are
explained in the table below.

v

ALCATEL
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Field

Host Name

System Location

System Contact

Enable SNMP Traps

Communities

Trap receivers

Description

Host name for all Access
Points in the network.

Location for Access
Points in the network

Contact name or
information for
administrative contact.

Enables generation of
SNMP traps from all
Access Points. Refer to
the list of traps in “SNMP
traps” section for a
complete list of traps that
may be generated by
Alcatel Access Points in
the network.

Community strings used
to authenticate requests
for SNMP versions before
version 3. Note: This is
needed only if using
SNMP v2c and is not
needed if using version 3.

Host information about a
trap receiver. This host
needs to be running a trap
receiver to receive and
interpret the traps sent by
the Alcatel Access Points

Expected/recommended
Values

Any name to identify the
devices as Alcatel APs.

String to identify the
location of the APs.

String to identify
administrative contact for
all APs.

Select this option to enable
generation of traps. Note:
Ensure that at least one
trap receiver is configured
to complete the traps
configuration.

These are the community
strings that are allowed to
access the SNMP data
from the APs.

Configure the following for
each host/trap receiver:

® |P address

® SNMP version: can be 1
or 2c.

® Community string

UDP port on which the trap
receiver is listening for
traps. The default is the
UDP port number 162. This
is OPTIONAL, and will use
the default port number if
not modified by the user.

3 If the administrator is using SNMPv3 for getting the values from the Alcatel
Mobility Controller, follow the steps below to configure valid users for

SNMPvV3.
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Field

User name

Authentication
protocol

Authentication
protocol password

Privacy protocol

Privacy protocol
password

ALCATEL

Description

A string representing the
name of the user.

An indication of
whether messages sent
on behalf of this user
can be authenticated,
and if so, the type of
authentication protocol
which is used.

If messages sent on
behalf of this user can be
authenticated, the
(private) authentication
key for use with the
authentication

protocol.

An indication of
whether messages sent
on behalf of this user
can be protected from
disclosure, and if so, the
type of privacy protocol
which is used.

If messages sent on
behalf of this user can be
en/decrypted, the
(private) privacy key for
use with the privacy
protocol.

System and Network Management

Chapter 14

Expected/recommend
ed Values

A string value for the
user name.

This can take one of the
two values:

MDb5:
HMAC-MD5-96
Digest Authentica-
tion Protocol.

® SHA: HMAC-SHA-96
Digest Authentica-
tion Protocol.

String password for
MD5/SHA depending on
the choice above.

This takes the value DES
(CBC-DES Symmetric
Encryption Protocol).

String password for
DES.
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All the above parameters can also be configured for a subset of all the Access
Points in the Alcatel network by using the location code of the Access Points
in the building.floor.location format. The administrator can use O as the wild
card value for any of the fields in this format. As an example, all APs in building
10 can be represented by the location code 70.0.0. To configure the SNMP
parameters for a set of APs, follow these steps:

1. Navigate to Configuration > Wireless LAN > Advanced page on the WebUI of
the Master switch

Maritaring ey NE I Diagnostics | Maintenance: El vents eports Save Configuration
Switch
P WLAN > Advanced
Management Location Default ESSID 802.11 a Channel 802.11 b/g Channel Actions
WILAN 1.2.4 \a-ap 5z 1 Edit| Delete
Tetwark,
1 |1-1of1
Radio
Advanced | add

RF Management
Calibration

2 If the required set does not exist, click Add to add the set of APs repre-
sented by a location code (using O as the wild card value when required as
explained above). If the set already exists, click Edit for the chosen set and
proceed to step 4 to configure the SNMP parameters for the chosen set.

Maritaring ey NE I Diagnostics | Maintenance: Reports Save Configuration
Switch
P WLAN > Advanced
Management Location Default ESSID 802.11 a Channel 802.11 b/g Channel Actions
WILAN 1.2.4 a-ap 5z 1 Edit| Delete
Tetwark,
1 |1-1of1
Radio
Advanced | Add New Location
07 (R et 365 |Exi 1.2.3 (Bldg.Floor.Plan where Bldg=1, Floor=2, Plan=3
calbration ocation 6. w: 1,2.3 (Bldg.Floor Plan where Bldg=1, Floor=2, Plan=3)

Cptirnization Add| Cancel

3 Click Add to complete adding the location.
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Configuration Diagnostics Vaintenance Configuration
Switch
i WLAN > Advanced > SSID (3.6.5) _«Back |
e e SSID | B02.11k/g  802.11a  General
WLAN
Mebwork
Radio SSID  Radio Type SSID Default YLAMN  Encryption Type DTIM Period Actions
ezl a-ap 802.11a/b/g  Default Mo Encrypion 1 Edit
RF Management
Calibration
Optimization Add
Pratection
Manitoring

4 Click the General to configure the SNMP parameters for the set of APs.

Configuration nnfiguration
Switch
o WLAN > Advanced > General (1.2.4) _# Back |
TGN SEID 802.11b/g 202, 11a General
WLAN
Radio Tunnel MTU l:l InFenzt\ifaatlzz is specified, the MTU will be
Advanced = g
et
RF Management Management v Double Encrypt (IPSEC AP) r
Calibration padio OfF
Optirnization Threshold Boatstrap Threshald
Prokection RF Band
Monitaring
Advanced Disable Radio For Time Range
Security Reestare configuration ko Factory default [~
Roles
Palicies AP Debugging and Logging

AAR SErvers
Authentication Methods
WPN Settings

|

Dump Server

AP Module  Logging Level

SR Informational |+
Firewall Settings
Secure Access A
Secure Service Interfaces SHMP Informational |+
Ad d 5
vance: . SNMP System Information
VYLAN Intrusion Protection
tan-In-the-Middle
Signatures
Policies Enable SMMP Traps [
Communities

Add | Delete

5 Refer to the tables above for the fields to be configured for the set of APs.

6 Click Apply to apply the configuration.

v
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SNMP Traps from the Switch

The following is a list of key traps generated by the Alcatel Mobility Controller.”
1. Switch IP changed.
Description: This indicates the switch IP has been changed. The Switch IP is

either the Loopback IP address or the IP address of the VLAN 1 interface (if no
loopback IP address is configured).

Priority Level: Critical

2 Switch role changed

Description: This indicates that the switch has transitioned from being a
Master switch to a Local switch or vice versa.

Priority Level: Critical

3 User entry created/deleted/authenticated/de-authenticated/authentication
failed.

Description: Each of these traps are triggered by an event related to a user
event. The event can be a new user entry being created in the user table,
deletion of a user entry, a user getting authenticated successfully, a user
getting de-authenticated, or a failed authentication attempt. Each of these
traps will be generated by the switch on which the user event occurs. In other
words this is a local event to the switch where the user is visible.

Priority Level: Medium.

4 Authentication server request timed out.

Description: This trap indicates that a request to a authentication server did
not receive a response from the server within a specified amount of time and
therefore the request timed out. This usually indicates a connectivity problem
from the Alcatel Mobility Controller to the authentication server or some other
problem related to the authentication server.

Priority Level: High.

5 Authentication server timed out

1.For a complete list of traps, refer to the Alcatel MIB Reference (0600059).
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Description: This trap indicates that an authentication server has been taken
out of service. This is almost always same as AuthServerReqTimedOut except
when there is only one authentication server in which case the server will
never be taken out of service. In that case the AuthServerRegTimedOut will
continue to be raised but not then AuthServerTimedOut.

Priority level: High

6 Authentication server up.

Description: This trap indicates that an authentication server that was
previously not responding has started responding to authentication requests.
This will be triggered by a user event that causes the switch to send an
authentication request to the authentication server.

Priority Level: Low.

7 Authentication user table full.

Description: This trap indicates that the authentication user table has reached
its limit with the number of user entries it can hold. This event is local to the
switch that generates the traps. The maximum number of user entries that
can be present at the same time in the user table is 4096.

Priority Level: Critical.

8 Authentication Bandwidth contracts table full

Description: This trap indicates that the maximum number of configured
bandwidth contracts on the switch has been exceeded. The threshold for this
is 4096

Priority Level: High

9 Authentication ACL table full.

Description: This trap indicates that the maximum number of ACL entries in
the ACL table has been exceeded. The limit for this is 2048 entries on a
switch.

Priority Level: High

10 Power supply failure

Description: As the name indicates, this trap indicates the failure of one of the
two possible power supplies in the switch.

Priority Level: Critical

11 Fan failure
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Description: As the name indicates, this trap indicates a failure of the fan in the
switch.

Priority Level: Critical

12 Out of Range Voltage

Description: This trap indicates an out of range voltage being supplied to the
switch.

Priority Level: Critical

13 Out of Range temperature.

Description: This trap indicates an out of range operating temperature being
supplied to the switch.

Priority Level: Critical

14 Line card inserted/removed.

Description: These traps indicate that a Line Card has been inserted or
removed from the switch.

Priority Level: Critical.

15 Supervisor card inserted/removed.

Description: These traps indicate that a Supervisor card has been inserted or
removed from the switch

Priority Level: Critical

16 Power supply missing
Description: This trap indicates that one of the power supplies is missing.

Priority Level:. Critical.

SNMP traps from Access Point/Air Monitor

The following are the key traps that can be generated by the Access point or
an Air Monitor:'

1. Unsecure AP detected.

1.For a complete list of traps, refer to the Alcatel MIB Reference (0600059).
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Description: This trap indicates that an Air Monitor has detected and
classified an Access Point as unsecure. It will indicate the location of the Air
Monitor that has detected the unsecure AP, the channel on which the AP was
detected as well as the BSSID and SSID of the detected AP.

Priority Level: Critical.

2 Station impersonation.

Description: This trap indicates an Air Monitor has detected a Station
impersonation event. The trap will provide the location of the Air Monitor that
has detected the event and the MAC address of the Station.

Priority level: Critical

3 Reserved channel impersonation.

Description: This trap indicates an Access Point is being detected is violating
the Reserved Channels. The location of the AP/AM that detects the event is
provided in the trap. In addition to this, the BSSID and SSID of the detected AP
is also included.

Priority Level: High

4 Valid SSID violation

Description: This indicates a configuration in the configuration of the SSID of
the AP. The AP generates the trap and includes its BSSID, the configured SSID
and the location of the AP in the trap.

Priority Level: High

5 Channel misconfiguration

Description: This trap indicates an error in channel configuration of an AP.
The AP generates the trap and includes its BSSID, the configured SSID and the
location of the AP in the trap

Priority Level: High

6 OUIl misconfiguration.

Description: This trap indicates an error in the OUI configuration of an Access
Point. The AP generates the trap and includes its BSSID, the configured SSID
and the location of the AP in the trap

Priority: High

7 SSID misconfiguration.
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Description: This trap indicates an error in the SSID configuration of an Access
Point. The AP generates the trap and includes its BSSID, the configured SSID
and the location of the AP in the trap

Priority level: High

8 Short Preamble misconfiguration.

Description: This trap indicates an error in the Short Preamble configuration of
an Access Point. The AP generates the trap and includes its BSSID, the
configured SSID and the location of the AP in the trap. This check will be done
only if the short-preamble option is selected for the AP from the CLI or the
WebUI.

Priority level: High

9 AM misconfiguration.

Description: This trap indicates an error in the Short Preamble configuration of
an Access Point. The AP generates the trap and includes its BSSID, the
configured SSID and the location of the AP in the trap

Priority Level: High

10 Repeat WEP-IV violation.

Description: This trap indicates that the Air Monitor has detected a valid
station or a valid AP sending consecutive frames that has the same IV
(Initialization vector). This usually means that entity has a “flawed” WEP
implementation and is therefore a potential security risk.

Priority Level: High

11 Weak WEP-IV violation.

Description: This trap indicates that the Air Monitor has detected a valid
station or a valid AP sending frames with an IV that is in the range of IV that are
known to be cryptographically weak and therefore are a potential security risk.
Priority Level: High.

12 Adhoc networks detected.

Description: This trap indicates that the Air Monitor has detected Adhoc
networks.

Priority Level: High.

13 Valid station policy violation.
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Description: This trap indicates that a valid Station policy is being violated.

Priority Level: High.

14 AP interference.

Description: This trap indicates that the indicated Air Monitor (identified by
the BSSID/ SSID) is detecting AP interference on the indicated channel.

Priority Level: Medium

15 Frame Retry rate exceeded.

Description: This trap refers to the event when the percentage of received and
transmitted frames with the retry bit crosses the High watermark. This event
can be triggered for an AP, a station or a channel. The two values that should
be configured related to this event are Frame Retry Rate - High Watermark and
Frame Retry Rate -Low watermark. The High Watermark refers to the
percentage threshold which if surpassed triggers the event that causes the
trap to be sent. The Low Watermark refers to the percentage threshold such
that if the retry rate reaches a value lower than this value the event is reset.
What this means is that the trap will be triggered the first time the Frame Retry
rate crosses the High Watermark and then will only be triggered if the Frame
Retry Rate goes under the Low Watermark and then crosses the High
Watermark again. This holds true for all the thresholds explained below as
well.

Priority level: Medium.

16 Frame Bandwidth rate exceeded.

Description: This trap refers to the event of the bandwidth rate for a station
exceeding a configured threshold (High watermark). The terms High
Watermark and Low Watermark hold the same meaning as explained above.
Priority Level: Medium

17 Frame low speed rate exceeded.

Description: This trap refers to the event when the percentage of received and
transmitted frames at low speed (less that 5.56Mbps for 802.11b and less that
24 Mbps for 802.11a) exceeds the configured High Watermark. The terms

High Watermark and Low Watermark hold the same meaning as explained
above.

Priority level: Medium
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Configuring Logging

This section outlines the steps required to configure logging on an Alcatel
Mobility Controller. The logging level can be set for each of the modules in the
software system. The table below summarizes these modules:

Module Description

1. Management AAA The module responsible for authentication of
management users (telnet/ssh/WebUI).

2. Authentication The module responsible for authentication of
wireless clients.

3. Configuration Manager The module responsible for configuration
changes in the Alcatel network and
configuration synchronization amongst all
Alcatel Mobility Controllers.

4, VPN server The module responsible for all VPN
connections.

5. DHCP server The in-switch DHCP server.

Switching The module responsible for all layer 2/3

switching functionality.

7. Mobility The module responsible for inter- and
intra-switch mobility for wireless clients.

8. User The module responsible for user state
maintenance.

9. Access Point Manager The module responsible for managing the
Access Points in the network.

10. Station Manager The module responsible for all wireless
stations at a 802.11 level.

11. Traffic A logical module to track traffic patterns to
help troubleshooting.

12. RF Director The monitor responsible for monitoring the
wireless network for any rogues/intrusions
etc.

The administrator can configure the logging levels for each of these modules
as well as the IP address of a syslog server that the switch can direct these
logs to. Follow the steps below to configure the same:;

1. Navigate to the Configuration > Management > Logging page on the WebUI
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Manitaring Configuration Diagnostics Maintenance
Switch A
General Logglng
HEmEgETET SHMP Access Control Logging
WLAN Logging Servers
Mebwork ey
Radio
Advanced Add
RF Management Logging Levels
Calibration 5
Optimization [ Module Logging Level
Pratection [T Management AdA informational
IMonitaring [T Authentication informational
Advanced [T Configuration Manager  informational
Security
Roles [~ VPN Server informational
Palicies [T DHCP Server informational
ARA Servers [T Switching informational
Authentication Methods N _ _
YR Settings [~ Mobility informational
Firewall Settings [T Access Point Manager  informational
Secure Access [T Station Manager warnings
Secure Service Interfaces r Traffic informational
Advanced _ _ _
WLAN Intrusion Protection [”  RFDirector informational
REEUE A [T Secure Service Interface informational
Denial of Service . X
[T Management SNMP informational

Man-In-the-Middle

Signat
ignatures Apply

Palicies Commands Yiew Commands

2 To add a logging server, click Add in the Logging Server section.

3 Click Add to add the logging server to the list of logging servers. Ensure
that the syslog server is enabled and configured on this host.

4 If the logging levels of all the modules are as required, proceed to step 6.
To modify the logging level of any of the modules, select the required mod-
ule from the list of the modules shown. From the drop down list that
appears on the screen, choose the appropriate logging level. In the example
shown below, the logging level of the Authentication and VPN server mod-
ule is being modified to debugging.

v
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Configuration

Switch
General

Managerent |

WLAN

Mebwork
Radio

Advanced

RF Management

Calibration
Optimization
Pratection
Manitoring

Advanced

Security

Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced

WLAN Intrusion Protection

Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Falicies

Part 031650-00

Maintenance

Management >Logging

SHMP Arcess Control Logging

Logging Servers

104111 Delete |

Add
Logging Levels
[ Module
[T Management A48
W Authentication
I Configuration Manager
W WPHN Server
[~ DHCP Server
I~ Switching
[~ Mahility
I Access Point Manager
[T Station Manager
™ Traffic
[~ RFDirector
r
[T Management SHMP

Logging Level
informational
informational
informational
informational
informational
informational
informational
informational
Warnings
informational

informational

Secure Service Interface informational

informational

Logging Level | Informational s

Motifications

Commands |“amings
Alerts
Errars

Emergencies

Critical

Done | Cancel

5 Click Done to make the modification.

Inc., Al Rights

View Commands

d. | Email Support
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Confirmation that Ing.ang.
conﬁg_uratinns are accepted

eyl Tyl Configuration Maintenance
Switch A
p— Management >Logging
Management | SHMP Access Control Logging
WLAN _
Logging Servers
Mebwork ey
P 104111 Delete |
Advanced Add
RF Management Logging Levels
Calibration
Modul Logging Level
Optimization - odule e
Pratection [ Management A48 informational
IMonitaring [~ Authentication informational
Advanced [~ Corfiguration Manager  informational
Security
Roles [~ VPN Server informational
Palicies [~ DHCP Server informational
B S I~ sSwitching informational
Authentication Methods N _ _
VPN Settings [~ Mahility informational
Firewall Settings [~ AccessPoint Manager  informational
Secure Access [T Station Manager Warnings
Secure Service Interfaces I Traffic informational
Advanced
WLAN Intrusion Protection I~ RFDirectar informational
Rague AP [T Secure Service Inkerface informational
Denial of Service
[T Management SKNMP informational
Man-In-the-Middle
Signatures
Palicies COperation Performed Successfull
~ q

View Commands

Inc., All Rights R d. | Email Support

6 Click Apply to apply the configuration.

NoTE—Until this step is completed, none of the configuration changes will take

effect.

For more information on logging, refer to the Alcatel Mobility Controller

Software System Messages.

ALCATEL

System and Network Management
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CHAPTER 15
Configuring Quality of Service
for Voice Applications

This document outlines the steps required to configure QoS on an
Alcatel Mobility Controller for voice devices, including SIP phones
and SVP phones. Since voice applications are more vulnerable to
delay and jitter, the network infrastructure should be able to
prioritize the voice traffic over the data traffic.

The central concept of an Alcatel Mobility Controller is of a role.
The role of any wireless client determines its privileges including
the priority that every type of traffic to/from the client gets in the
wireless network. Thus the QoS configuration for voice
applications is mostly done as part of the firewall roles and
policies configuration (refer to the Configuring Firewall roles and
policies document for more details).

Thus in an Alcatel system, the administrator can configure two
roles - one for clients that do mostly data traffic such as laptops,
and the other for clients that do mostly voice traffic such as VolP
phones. There are different means for the client to derive a role
(refer to Configuring Firewall roles and policies for more details).
In most cases, the users on the data traffic will be assigned a role
after they get authenticated by using an authentication
mechanism such as 802.1x or VPN or captive portal. The role for
the VolP phones can be derived from the OUI of their MAC
addresses or the SSID they associate to. This role will typically be
configured to have access allowed only for the voice protocol
being used (for instance: SIP, SVP etc.).

The section below shows the steps to configure an Alcatel
network for the two roles with the required privileges (the
allowed protocols etc.) and the priorities assigned to different
types of traffic.
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Configuring QoS for SVP

Follow the steps below to configure a role for phones using SVP and provide

QoS for the same.

1. Create a policy called “svp-policy” that allows only SVP traffic.

(Refer to the Configuring Firewall roles and policies for more details on how to
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add a policy). If providing higher quality of service to the voice traffic, ensure
that the “high” priority option is selected for the rule allowing SVP traffic as
shown in the screen shot below. (Note: This is highly recommended when

deploying voice over Wireless LAN networks). If this option is not selected, no
QoS will be provided to the voice traffic.

Create a rule to allow SVP traffic with the high priority as show below.

ks Sawe Configuration Logout
Switch A
it Add New Policy

General

Management: & Bl
WLAN
Hetwork

Radio

Maonitaring Configuration agno Maintenance Plan

Policy Name SVP-policy

Rules
Adwanced — . _ _ - § e :
RF Management Source  Destination = Service Action Log Mirror Queue TimeRange BlackList TODS 802.1p Priority  Action

Calbration Add

e Source  Destination Service Action Log | Mirror | Queue | TimeRange  BlackList | TOS | 802.1p Priority
Protection service |
Monitaring Service
J— any || any v svesvp (1190] | | pemit v | Wlog [ Mirvar (W hd 5
Security Mew |
Roles Assign voice traffic to the high Queue cancel | add
Policiss to ensure high quality calls

Apply

Create a rule to allow TFTP traffic with low priority to allow for soft-
ware/firmware upgrades of the SVP phones/devices.

Moritoring (WEEREHETAN  Diagnostics | Maintenanre

Switch -
General Add New Policy
Management « Back
WLAN
Metwork
ro Policy Name 5y P-palicy
adio
Advanced fules
RF Management Source Destination Service Action Log Mirror Queue TimeRange BlackList TOS 802.1p Priority Action
Calbration ary ary “swe-swp'  permit Ves high Ho Delete | 4| ¥|
Optimization add
Protection
Source Destination Service Action Log Mirror Queue Time Range  Black List TO0S B0Z.1p Priority

Monitoring

service v
Advanced Service .

Security any EN v sveettp (udp 69] || pemit ~| Miog I Mird High | » [ - -
Rolss e

Folicies
Cancel Add
ARA Servers e |
Apply

Authentication Methods
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Create a rule to allow DHCP traffic with low priority to allow the phones to use
DHCP.

tonfiguration [EE e W onfiguration
Switch ;. N P .
Pt Security > Firewall Policies > Add New Policy
Managsment « Back
WLAN
Mebwork
Palicy Marme sV P-policy
Radio
Advanced Rules
RF Management Source Destination Service Action Log Mirror Queue TimeRange Blacklist TOS 802.1p Priority Action
Calibration any any "syc-svp permit  Yes high Mo Delete | & 7/
Optiization, any any Usvetftp' permit  Yes low N Delete | & 7
Protection any any "sye-dhep" permit lowr Mo & x
Maritaring T
Advanced
Security Apply
f Co d View Commands
Policies

4 Create a role for SVP phones called “svp-phones” and assign the policy
“svp-policy” to it. (Refer to Configuring Firewall Roles and Policies for more
details on adding and configuring a firewall role).

Configuration stics Maintenance eports Save Configuration

Switch
General

Management & Back

Security > User Roles > Add Role

WLAN

Mebwork

i Role Name

Advanced Firewall Policies
L7 [ e Name Rule Count Location Action

Calibration

o Add
Optimization Select SVP-policy from the pull down menu
Pratection "
@ Choose Fram Configured Policies | S%P-policy * |Lacation |[0.0.0 _>

Manitoring

Advanced " Create Mew Policy From Existing Policy | SWP-policy w | Create |
Security " Create Mew Policy Create

Roles

Done | Cancel
Falicies JQ

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Re-authentication Interval
Disabled l:l Change |(0 disables re-authentication. & positive value enables authentication)

5 Configure the devices to be placed in the role “svp-phones” on the basis of
the SSID used or OUI of their MAC address. Each of the two are explained
in the following two steps:

i. SSID based role derivation:

ii. Navigate to Configuration > Security > Authentication Methods >
SSID.

v Configuring Quality of Service for Voice Applications | 209
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Switch
General

Managernenk
WLAN
Mebwork
Radio
Advanced
RF Management
Calibration

Optimization

Switch
General

Managernenk
WLAN
Mebwork
Radio
Advanced
RF Management
Calibration
Optimization
Pratection
Manitoring
Advanced
Security
Roles
Falicies
AAA Servers

Configuration

Configuration

Diagna

Maintenance

Configuration

Security > Authentication Methods > SSID

Authentication
802, 1x PR Captive Portal MAC Address Stateful 802, 1x SSID
L2 Encryption Advanced
Condition Matching Yalue Role Name Actions
Add

iii.Add a condition “equals” with the SSID value being “voice-SSID”
(i.e the SSID being used for voice devices) and role name being
“svp-phones” (i.e. the role name configured in the step above).

Security > Authentication Methods > SSID

Maintenance

Authentication > Add Condition

Condition
Yalue

Role Mame
Apply

Commard

Authentication Methods

voice-SSI0

zvp-phones e

ap-ole
trugted-ap
default-vpr-role
guest
stateful-dot =

N

Afiguration

View Commands

Select the role created for svp phones
from the pull down menu

iv.Click Apply to apply the configuration.

NoOTE— The changes will not take effect until this step is completed.
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WelplileWEN G Diagnostics | Maintenance | Plan ] : Configuration

Switch q - -
";;;erd Security > Authentication Methods > SSID
e, Authentication
WLAN -
[A— 802, 1% WP Captive Portal MAC Address Stateful 802, 1x SSID
Radio LERCE WHLIDET SUvari_ed _'\
advanced Condition Matching ¥alue Role Name Actions
RF Management 351D equals  woice-5510 svp-phones Delete ﬂ ﬂ
Calibration A - A —pn g
. tadd] Confirm the new condition and prioritize if necessary
Optimization
Protection

v. OUIl based role derivation:
vi.Navigate to Configuration > Security > Authentication Methods

> Advanced.

Configuration Diagnostics Maintenance 4 g Configuration

Switch = a o
g Security > Authentication Methods > Advanced
e, Authentication
WLAN -
[A— 802, 1x PR Captive Portal MAC Address Stateful 802, 1x SSID
Radia L2 Encryption Advanced
Y p— R;.I;E Type Condition Yalue Role Mame Actions
RF Management &
Calibration
Ciokirmization

vii.Add a condition with rule type “Mac Address”, condition
“contains”, value being the first three octets or the OUI of the
devices being used (for instance, we are using the Spectralink
OUI 00:09:7a), and role name being “svp-phones”i.e. the role
configured in the steps above.

Configuring Quality of Service for Voice Applications | 211
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(T W Diagnostics [ Maintenance ‘eparts Save Configuration

Switch = a o
g Security > Authentication Methods > Advanced « Back
T— Authentication > Add Condition
WLAN

Ml Rule Type | Mac Address w

Radio Condition

i Value
RF Management

Calibration Rale Name

Optirization Apply

Pratection

- Commands Yiew Commands
Manitoring
Advanced

viii.Click Apply to apply this configuration. Note: The changes will
not take effect until this step is completed.

Canfiguration Jiagnostics | Maintenance ] i Save Configuration
sk Security > Authentication Methods > Advanced
General
L Authentication
WLAN -
[A— 802, 1x PR Captive Portal MAC Address Stateful 802, 1x SSID
Radio L2 Encryption Advanced
advanced Rule Type Condition ¥alue Role Name Actions
RF Management macaddr conkains 00:09:7a svp-phones Delete ﬂﬂ
Calibration Add
Optimization

NoOTE—For deployments where there is expected to be considerable delay between
the switch and the Access Points, for example in a remote location where an AP
is not in range of another Alcatel AP, Alcatel recommends that you enable the
“local probe response” feature. (Generating probe responses on the Alcatel
Mobility Controller is an optimization that allows AOS-W to take better deci-
sions.)

To do this, access the CLI of the switch (using the console connection or by per-
forming a Telnet/SSH into the switch) and using the following commands:

(Alcateld324) (config) #ap location 0.0.0
(Alcatel4d324) (sap-config location 0.0.0) #local-probe-response enable
(Alcatel4d324) (sap-config location 0.0.0) #

You can also increase the value for bootstrap-threshold and
radio-off-threshold to minimize the chance of AP re-booting due to tempo-
rary lost of connectivity with the Alcatel Mobility Controller.
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Configuring QoS for SIP

Follow the steps below to configure a role for phones using SIP and provide
QoS for the same.

1. Create a service for SIP traffic called “svc-sip” that corresponds to the
UDP protocol 5060.

i. Navigate to Configuration > Security > Advanced.

Configuration iaghostics | Maintenance e g onfiguration
Switch a
P Services
HEEERTEE Services Destinations Bandwidth Contracts MAT Pools Time Range
RELal Name Protocol Port  End Port Action

:::\;Drk svc-dhep udp 67 63 M Delete
N svesmb-tcp bcp 445 (U1 M Delete

RF Management sechitps  tep 443 WA _Edit | Delste
Calibration svedke udp 500 Wja _Edit | Delete
Cptimization svelztp udp 1701 Mja m Delete
Protection sve-syslog udp 514 Mia ﬂ Delete
svC-ppkp tep 1723 MiA m Delete
Se(ur.iqtdyvanced sve-telnet tep 23 Mia ﬂ Delete
Rales swetftp udp &3 (U1 M Delete
Palicies swC-sip-tep tep 5060 MiA M Delete

Al SErYErS svc-kerberos  udp &8 [I1EY M Delete
Authentication Methods sve-pop3 tep 110 o1 M Delete

WPH Settings svc-adp udp G200 WA M Delete
el svc-dns udp 53 [U1EY M Delete
zzzz:z 2:::5; Interfaces syC-msrpc-tcp bop 135 139 M Delete
e svc-http tep 80 WA _Edit | Delste
WLAN Intrusion Protection  Sventerm  tep 1026 1026 _Edit | Delete
Rogus AP svc-sip-udp udp 5060 WA m Delete
Dienial of Service svc-papi udp 8211 Nja ﬂ Delete
Man-In-the-tiddle svc-frp tcp 21 [T m Delste
Signatures svenatt udp 4500 Nja _Edit | Delete
Palies SWC-svp 119 1] (U1 M Delete
svC-gre are o [U1EY M Delete

swe-smbp tep 25 (U1 M Delete

svc-smb-udp  udp 445 [U1EY M Delete

swC-esp esp 1] (U1 M Delete

svc-boatp udp 67 69 M Delete

SWC-sNMp udp 161 (U1 M Delete

syC-icmp icmp 1] Mia m Delete

sve-nkp udp 123 Mia ﬂ Delete

syC-mstpc-udp udp 135 139 m Delete

sve-ssh tep 22 Mia ﬂ Delete

any any 1] Mia m Delete

Add

Manitoring

ii. Click Add to add a new service alias for SIP traffic. Enter the
details for SIP traffic i.e Service name = “svc-sip”, Protocol =
“UDP”, Starting port = “5060".

Configuring Quality of Service for Voice Applications | 213
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eyl Tyl Configuration eports | ¢ Canfiguration
Switch

P Security > Advanced > Services > Add _«Back |
Managernenk Serce
WLAN
Network Service Name
Radia Protacol TP & upe O Pr0t0c0||:|
Advanced )
Starting Port -5060
RF Management d
Calibration End Port l:l
Optimization Apply
eI Commands Yiew Commands
Manitoring

iii.Click Apply to apply the configuration.

NoTE—The changes will not take effect until this step is completed.

2 Create a policy called “sip-policy” that allows only SIP traffic (refer to Con-
figuring Firewall rules and policies for more details on creating a new pol-
icy). If providing higher quality of service to the voice traffic, ensure that the
“high” priority option is selected for the rule allowing SIP traffic as shown in

the screen shot below. If this option is not selected, no QoS will be pro-
vided to the voice traffic.

WMonitoring  WeeasWE el Cisgnostics | Maintenancs Reports Configuration
Switch . . - .
P Security > Firewall Policies > Add New Policy
Management 3 Bl
WLAN
Network
Policy Hame sip-palicy
Radio
Advanced Rules
A — Source | Destination | Service Action |Log  Mirror Queue | TimeRange Blacklist TS & 802.1p Priority | Action
Calbration Add
OpiElEn Source  Destination Service Action Log  Mirror Queue TimeRange Blacklist TOS | 802.1p Priority
Protection
Mnitaring Service
advanced svtsipeudp [udp SR
Security Mew
Roles cancel | add

Apply

3 Create a role for SIP phones called “sip-phones” and assign the policy
“sip-policy” to it.
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Configuration Diagnostics Maintenance Plan

Switch a
General Security > User Roles > Add Role
Management & Back
WLAN
Mebwork
e Role Name
Advanced Firewall Policies
37 T Name Rule Count Location Action
Calibration
Add
Optimization
Pratection - "
* Choose from Configured Policies | sip-palicy * |Location |0.0.0
Manitoring
Advanced " Create Mew Policy From Existing Policy | sip-palicy | Create |
Security " Create Mew Policy Create
Roles
I Done | Cancel
Palicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Re-authentication Interval
Disabled l:l Change |(0 disables re-authentication. & positive value enables authentication)

4 Configure the devices to be placed in the role “sip-phones” on the basis of
the SSID used or the OUI of their MAC address. Each of the two are
explained in the following two steps respectively:

i. SSID based role derivation:
ii. Navigate to Configuration > Security > Authentication Methods
> SSID.

(T W Diagnostics [ Maintenance

Switch = a o
";'e;erd Security > Authentication Methods > SSID
MErEmEt Authentication
WLAN -
[A— 802, 1x PR Captive Portal MAC Address Stateful 802, 1x SSID
Radio L2 Encryption Advanced
Condition Matching Yalue Role Name Actions
Advanced =
RF Management &
Calibration
Optimization

iii.Add a condition “equals” with the SSID value being
“voice-SSID” (i.e the SSID being used for voice devices) and role
name being “sip-phones” (i.e. the role name configured in the
step above).
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(T W Diagnostics [ Maintenance | Plan R onfiguration

Switch = - -
g Security > Authentication Methods > SSID _« Back |
Management Authentication > Add Condition
YLAN

Hetwark Candition

Radio Vale

Advanced Role Mame |28
RF Management

Calibration M

Optimization )

Commands Wiew Commands
Protection
Manitoring

iv.Click Apply to apply this configuration.

NoTE—The changes will not take effect until this step is completed

Configuration

Maintenance Ely t5

Security > Authentication Methods > SSID

Switch
General : )
Management Authentication
WLAN :
[A— 802, 1x WP Captive Portal MAC Address Stateful 802, 1x SSID
Radia L2 Encryption Advanced
Y p— Condition  Matching ¥alue Role Name Actions
RF Management 551D equals  woice-55ID sip-phones Delete ﬂ ﬂ
Calibration add
Optimization
Pratection

Afiguration

v. OUl based role derivation:
vi.Navigate to Configuration > Security > Authentication Methods

> Advanced.
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Switch
General

Managernenk
WLAN
Mebwork
Radio
Advanced
RF Management
Calibration
Optimization

Pratection

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection

Manitoring

Configuration

Configuration

Maintenance ts ] ! Canfiguration

Security > Authentication Methods > Advanced
Authentication

802, 1% WP Captive Portal MAC Address Stateful 802, 1x SSID
L2 Encryption Advanced

Rule Type Condition ¥alue Role Name Actions

macaddr contains 00:09:7a svp-phones Delete ﬂﬂ

Click to add new rule for sip-phones

vii.Add a condition with rule type “Mac Address”, condition
“contains”, value being the first three octets or the OUI of the
devices being used (for instance, we are using an example OUI
00:0a:0b), and role name being “sip-phones” i.e. the role
configured in the steps above.

Maintenance ! Configuration

Security > Authentication Methods > _« Back |

Advanced Authentication > Add Condition

Rule Type

Condition

Value

Role Mame
Apply

Commands Yiew Commands

viii.Click Apply to apply this configuration.

NoTE—The changes will not take effect until this step is completed.

ATEL
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Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection

Manitoring
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Diagnostics [ Maintenance ve Configuration

Security > Authentication Methods > Advanced
Authentication

802, 1% WP Captive Portal MAC Address Stateful 802, 1x SSID
L2 Encryption Advanced

Rule Type Condition ¥alue Role Name Actiop

macaddr contains 00:09:7a svp-phones Delets
macaddr contains 00:0a:0b sip-phones Delete
Add

Be sure to put the rules in priority
order using the arrow buttons
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CHAPTER 16
Topology Example One

The example included in this chapter require that the Alcatel
Mobility Controller has been set up according to the instructions
in the Quick Start Guide. These examples use specific Alcatel
Mobility Controllers and Access Points. However, these
configurations are valid for all Alcatel Mobility Controllers (6000,
4324, and 4308) and for all Alcatel Access Points (APs)
(AP52/60/61/70), unless explicitly mentioned otherwise.

This example is based on a topology which has the following
characteristics:

Single SSID

Directly Connected APs.

Static WEP encryption.

Captive portal authentication

Single user role : Authenticated/un-authenticated.

Rogue AP detection.

Topology Example One 219
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Topology 1:
Layer3 Access Points directly connected to
Router or Gateway the Alcatel Wireless LAN Switch

Master

FIGURE 16-1 Example One Topology
The following steps configure the topology shown in Figure 16-1.

1. Configure the DHCP server on the switch to serve the subnet that includes
the AP.

220 | Part 031650-00 May 2005



Chapter 16

(T W Diagnostics [ Maintenance ‘eparts Save Configuration

Suitch Switch > DHCP Server

General
P Gereral | Port | WLAN | Turnels | IPRoutng | WRRP | DHCP Server
WLANNetWOrk DHCP Server Start

Radio Pool Configuration

Mame Default Router MNetwork Range  Action

Advanced
RF Management M
Calibration
Optirnization Excluded Address Range
Pratection
Add
Manitoring

Excluded Address

Advanced Delete

Security
Roles
Policies Apply
AAA Servers Commands Yiew Commands

FIGURE 16-2 Configuring the DHCP Server

2 Click Add (Pool Configuration) and enter the details for the pool:

Monitaring Configuration Diagnostics Maintenance fents Reports Sa onfiguration
Switch A
i Switch > DHCP > Add DHCP Pool
Management & Back |
e
Network Pool Mame vlan 14
Radio Default Rouker |10.200.14.1
Advanced DNS Servers 10.4.0.12 {Multiple DS Servers should be separated by spaces)
RF Mana.genjlent Domain Mame | 14.ALCATEL.COM
Calibration
Optirization WINS Servers l:l (Multiple WINS Servers should be separated by spaces)
Pratection Lease | | Days | | Hrs | | Mins
Maritating Metwork 1P Address|10.200.14.0 |Metmask/z55 .255.255.0 |
Advanced -
Autharitative (I | (Thi i
STy (This should be left off in most cases)
Roles

Falicies M m

FIGURE 16-3 Adding the DHCP Pool

3 Apply this configuration and then start the DHCP server.
Add all the ports on the Alcatel Mobility Controller to the subnet 14.

5 On the Configuration > Switch > Port page, click Select All to select all ports
on the switch and configure:

® Add VLAN 14 in the Enter VLAN(s) field.
v
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® Select Make Port Trusted to make all ports trusted.
® Select Enable 802.3af Power Over Ethernet to enable PoE on all ports.

Corfiguration

Switch
General

Management
WLAN
Network,

Radio
Advanced

RF Management
Calibration

Opkimization
Protection
Monitaring
Advanced

Security
Roles

Palicizs

AAA Servers
Authentication Methods
WPM Settings

Firewall Settings

Secure Access

Securs Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue &P

Denial of Service
Man-In-the-Middle
Signatures

Falicies

Diagro: Maintenance

Port

General Part WLAN Tunnels 1P Routing YRRP DHCP Server

Port Selection Options

Use any aof the selection criteria to choose ports Far configuration
of manually select one or more ports by clicking on the parts,

‘fou can also select all the parts using the 'Select All' checkbox,

" Administrative State " Operational State  port Mode

3
~
" WLAN Association |2 > fu=ted

Port Selection

Ol =] [l ls ] Rllsl]s] w22

Ll [l (=== (il [s]23 24 ¥ bl

Select Al Clear all

Current configuration of the port under the mouse cursor will be displayed

Administrative State MiA  Dperational State Mi&
Power Over Ethernet Mia  Is Port Trusted MiA
Is Port an Access or a Trunk Port MiA  Port Policy A
Spanning Tree MJA
YLAN(s) HiA

Configure Selected Ports
Enable Port

Enable 802, 3aF Power Ower Ethernet
Enable Cisco Power Over Ethernet{Enabling this option will disable 802, 3af Power Ower Ethernet)
Make Part: Trusted

Part Mode
Enter YLAMN(S)

Firewall Policy

Enable MU

Spanning Tree

FIGURE 16-4 Configuring the Ports

Apply this configuration.

25

14

Configuration

Q11 T

@ Access ¢ Trunk

=--| 14 »
| [T Delete

r
[ Enabled
19 Port Cost
125 Priarity
[~ Port Fast

Apply

7 Plug the Alcatel AP into one of the fast Ethernet ports. The Alcatel AP will
be powered by PoE from the Alcatel Mobility Controller.

8 AP-provisioning steps: as per the WebUI.

Part 031650-00
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9 Configure the Wireless LAN network parameters on the Configuration >
Wireless LAN > Network > SSID page.

Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle

Signatures

Diagnostics [ Maintenance Configuration
Edit SSID _«Back |

Edit S5ID

351D demo-a

Radia Type 80211 albig v CHUL FwEP O TP AES-CCM

. M -
Hide SSID r Encryption Mixed TKIP/AES-CCM
Type WEP
S5ID Default YLAN 0 <-- || Mone |
J W static WP | Dynamic WEP

Ignore Broadcast Probe r

Reqguest

DTIM Period 1

If a global key is applied, then WEP keys do

I apply Globally (Always applied glabally) not have to be entered below

5. No Use as Tx Key WEP Key Size
1 i 10Hex »
z i 10Hex »
3 i 10Hex »
4 i 10Hex »

Enter 40-bit WEP keys as 10 hexadecimal digits{0-9.a-f, or A-F)
Enter 128-bit WEP keys as 26 hexadecimal digits{0-9.a-f, or A-F)

Commands View Commands

Apply

FIGURE 16-5 Configuring the SSID

10 Click Edit to change the parameters of the default Wireless LAN network.
Specify the following basic configuration:

® SSID (demo-Alcatel)
® Encryption type (Static WEP).

® \WEP key.

11 Apply this configuration.

12 Enable the AP to accept association requests from clients by configuring
the maximum number of clients permitted on each Access Point. Configure
this parameter on the Configuration > Wireless LAN > Radio page by increas-
ing the value of Max Clients from O to the required value (20 in this exam-

ple).

v
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Maintenance Configuration
Switch A
i WLAN > Radio > 802.11b/g
EmEEEmEE 802.11b/g | 802.11a

WLAN

Mebwork
7 RTS Threshold {bytes) 2333 Ageout {secs) 1000

Radio
Advanced Hide 551D r Deny Broadcast " Enable ™ Disable

RF Management M Retries DTIM Perind
Calibration X X

Max Clients Beacon Periad (ms)

Optimization
Prokection Tritial Radio State ®up © Down Made * pccess Point O Air Manitor
Mariitaring Default Channel Initial Transmit Power | 14 dBrm(25.119 miw]
Advanced Shart Preamble v

Security X
Roles Basic Rates (Mbps) Wi bz s e Mol a Moz lae Dze [as [as [ s
Palicies Supported Rates (Mbps) W1 W2 Ws We Wa Wi Wiz Wi Weea Was Wag Wse
AAA Servers
Authentication Methods Commands Wiew Commands

WPMN Settings Apply Clear

Firewall Settings

FIGURE 16-6 Configuring the Radio Parameters

13 Apply this configuration.

14 Configure the role for an authenticated user (called authenticated-user in
this example) on the Configuration > Security > Roles page.

Configuration liag 3 Maintenance

Switch a
P Security > User Roles
Management Name Firewall Policies Bandwidth Contrack Actions
WILAN ap-role control, ap-acl Mot Enforced Edit
Mebwork

trusted-aj allowal Mok Enforced Edit
Racia P IEE| |

Y p— default-vpn-role allowall Mot Enforced Edit| Delete

RF Management guest control,cplogout Mot Enforced Edit
S it stateful-dotlx Mot Configured Mot Enforced Edit
Optimization -
I svp-phones SWP-policy Mot Enforced Edit| Delete
rokection
e skateful control Mok Enforced Edit| Delete
ezl logon control,captiveportal, vpnlogon Mot Enforced Edit

Securit sip-phones sip-policy Mok Enforced Edit| Delete
Rales

Add

Falicies

FIGURE 16-7 Configuring the User Roles
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15 Click Add to add a new user-defined role called authenticated-user. Config-
ure the following:

® Name of the user-role : authenticated-user.

® Privileges for a user in this role : In this case, choose allowall to give all
privileges to an authenticated user. Click Done after choosing the policy
called allowall from the list to add the policy to this user-role.

16 Click Apply to apply this configuration.

Maritaring  [EliEMEdGE  Diagnostics | Maintenance | Plan Reports S Configuration
Switch
P User Roles
Management Name Firewall Policies Bandwidth Contrack Actions
WILAN ap-role control, ap-acl Mot Enforced Edit
Mebwork
trusted-aj allowal Mok Enforced Edit
Racia P IEE| |
Y p— default-vpn-role allowall Mot Enforced Edit| Delete
RF Management guest control,cplogout Mot Enforced Edit
S it stateful-dotlx Mot Configured Mot Enforced Edit
Optimization -
I svp-phones SWP-policy Mot Enforced Edit| Delete
rokection
e skateful control Mok Enforced Edit| Delete
ezl logon control,captiveportal, vpnlogon Mot Enforced Edit
Security sip-phones sip-policy Mok Enforced Edit| Delete
Rales
Add
Falicies

FIGURE 16-8 Adding User Roles

17 Configure the authentication parameters for Captive Portal Authentication
on the Configuration > Security >Authentication Methods page. Select the Cap-

tive Portal tab to configure the parameters. Configure the following param-
eters:

® Ensure that the Authentication Enabled option is selected.
® Change the default-role to authenticated-user from the list of roles.

® Add an authentication server that will be used to authenticate the user.
In this case, we will use the Internal authentication server that is pro-
vided in the switch.

18 Apply this configuration.

v
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Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Falicies

Diagnostics [ Maintenance o
Captive
Portal Authentication
802, 1x PR Captive Portal MAC Address Stateful 802, 1x

L2 Encryption Advanced

Authentication Enabled  [7

Default Role authenticated-user

Enable Guest Logan r
Enable User Logon v
Enable Logout Popup Windows v

Protocol Type
Redirect Pause Time(secs) 10
‘Welcome Page Location
Logon Wait Interwval 5 - |10
CPU Utilization Threshold 60 %
Authentication Failure Threshold For Station Blacklisting |0

Shaws FQON List r
Sygate On-Demand Agent

Enable Agent Suppart [

Remediation Failure role

Remediation Failure URL  NiA

Authentication Servers
Type IP Address
Internal  Local 10,200.14.211 nfa

Add

Name Authentication Port  Status

Configuration has been changed successfully

" http & https

Jauth/welcome html

seconds

({0 disables blacklisting]

Actions

Enabled Delete ﬂﬂ
Apply

Configuration

S5ID

FIGURE 16-9 Configuring Captive Port Authentication

19 This step is not needed if you are using an external authentication server. If
you are using the internal server, use the following CLI commands to add
the required users to the database:

(Wireless LAN-switch)

password <password> role authenticated-user

Part 031650-00

#local-userdb add username <username>

May 2005



CHAPTER 17
Topology Example Two

The example included in this chapter require that the Alcatel
Mobility Controller has been set up according to the instructions
in the Quick Start Guide. These examples use specific Alcatel
Mobility Controllers and Access Points. However, these
configurations are valid for all Alcatel Mobility Controllers (6000,
4324, and 4308) and for all Alcatel Access Points (APs)
(AP52/60/61), unless explicitly mentioned otherwise.

This example is based on a topology which has the following
characteristics:

® Indirectly connected APs (Layer 3 connected to the Alcatel
Mobility Controller).

® No location specific configuration for Access Points.

ADP enabled and configured in the network.
® Employee/guest roles.
® Employees authenticating using 802.1x, and

® Guests using guest logon using captive portal and using
static WEP encryption.
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Servers
DHCP RADIUS

[ Master )

Layer2 ' Topology 2:
Access Points indirectly connected to Alcatel

Wireless LAN Switch (different subnet)

D s

FIGURE 17-1 Example Two Topology

This section covers some basic network configuration required to allow the

Access Points to use the Alcatel Discovery Protocol to discover the Alcatel
Mobility Controller.

1. In this example, configure an IP helper address on the Layer-3 switch on
the same subnet as the Access Points with the IP address of the Alcatel
Mobility Controller. Additionally, configure an IP helper address on the Layer-3
switch for the DHCP server that serves the subnet of the APs.

Layer-3 Switch Configuration

layer3(config) #interface vlan 15

layer3 (config-if) #ip helper-address 10.4.0.12
; DHCP Relay
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layer3 (config-if) #ip helper-address 10.200.14.14
; ADP relay
2 Configure the Wireless LAN parameters for the Wireless LAN network on

the Configuration > Network > SSID page. Click Edit to modify the parameters
of the default Wireless LAN network.

Monitaring  [Wegu0 ey Diagnostics | Maintenance | Plan Reparts Save Canfiguration

Switch
- WLAN > Network > SSID
eneral
Management SSID | General
WLAN
Network | S5ID Radio Type SSID Default YLAN  Encryption Type DTIM Period Actions
Radio demo-a 802.11a/blg  Default Skatic WEP 1 Edit|
Advanced @mpany-ssid 302.11a/bjg  Default Skatic WEP 1 Edit Delete)
RF Management
Calibration Add a SSID called company-ssid, ifit exists, click
Optirnization add edit to confirm the confirmation
Pratection

FIGURE 17-2 Configuring SSIDs

3 Configure the SSID of the network as desired (company-ssid in the exam-
ple). Select WEP as the encryption type and select both Static WEP and
Dynamic WEP. Also enter the static WEP key to be used, as shown below.

v
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Configuration iagh Maintenance Plan ‘ Configuration
i WLAN > Network > Add SSID _«Back |
Managernenk Add 551D
WLAN .
— S50
Radio Radio Type 80211 alblg v CHUL FwEp O TP AES-CCM
i i -
Advanced Hide 551D - Encryption Mixed TKIPfAES-CCM
RF Management Type WEP
S 551D Defaulk VLA <--|IN v
Calibratian DJ W static WP | Dynamic WEP
TSR Ignore Broadcast
i Probe Request r
Pratection
DTIM Perind
Manitoring
Advanced
Security WEP Keys
Roles
- W apply Globally
el 5. No Use as Tx Key WEP Key Size
ARA Servers 1 v [enneennans | | 10Hex v|
Authentication Methods
i A
WPN Settings | | [28Hex v
Firewall Settings 3 - [ | | 2B Hex v |
Secure ACCess 4 i | | | 26 Hex V|
Secure Service Interfaces Enter 40-hit WEP kevs as 10 hexadecimal digits{0-9.a-f, ar A-F)
Advanced Enter 125-hit WEP keys as 26 hexadecimal digits{0-2,a-f, or 4-F)
WLAN Intrusion Protection
Rogue AP Commands Yiew Commands

Denial of Service
Man-In-the-Middle

Signatures M
FIGURE 17-3 Editing the SSID

4 Apply the configuration to complete the Wireless LAN network configura-
tion.
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5 To enable the APs to accept associations from clients, configure the Max
Clients value on the Wireless LAN > Radio > 802.11b/g page. ( Configure the
same on the 802.11a page if you are also using 802.11a clients).

Maritaring  [SEliEREdGES  Diagnostics | Maintenance | Plan Reports Save Configuration
Switch )
p— 802.11b/g If using 802.11a also configurate Max
i : Clients on this page as well
Anagemen 802.11b/g 802.113
WLAN
Mebwork
7 RTS Threshold {bytes) 2333 Ageout {secs) 1000
Radio
Advanced Hide 551D r Deny Broadcast " Enable ™ Disable
RF Management Max Retries 4 DTIM Period 1
Calibration T
@ax Clients z0 ) Beacon Period {ms) 100
Optimization
Prokection Tnitial Radio State ®up " Down Made * pccess Point O Air Manitor
Monitating Default Channel 1 » Initial Transmit Power 14 dBm[25.179 miwf] »
Advanced Shart Preamble v
Security
Roles Basic Rates (Mbps) Wi Wz s e Mol 11 M1z Mg 24 Nae [ ag [ 54
Palicies Supported Rates (Mbps) W1 Wz Ws We Wa Wi Wiz Wi Weea Was Wag Wse
AAA Servers
Authentication Methads Commands igw Commands
WPMN Settings
Firewall Settings apply | | Clear

Secure Access

FIGURE 17-4 Configuring the Radios

6 Apply this configuration to enable Access Points to accept associations.

For the RADIUS server configuration, the client IP address is the IP address of
the interface that connects the Alcatel Mobility Controller to the RADIUS
server. In this example, VLAN 14 is the interface. Therefore, the client IP
address for the RADIUS server configuration is the IP address of the VLAN 14
interface (10.200.14.6).

The NAS-IP-Address’ is the loopback IP address or the switch IP of the Alcatel
Mobility Controller. In this case, the value of this IP address if 10.200.14.14.

7 Configure the roles and their associated privileges for the users authenti-
cated using 802.1x and the guest users (authenticated by using guest
logon on captive portal). To do this, create a role called “authenti-
cated-user” on the Configuration > Security > Role page and configure it to
have all privileges by adding the pre-defined policy called allowall to the
list of policies for this role.

1.Effective with AOS-W 2.4 and higher, you can configure the NAS-IP-Address attribute per RA-
DIUS server (as opposed to one NAS IP address per system). This means you can configure a
Wireless LAN environment with multiple RADIUS servers, each owned by a different ISP.

v
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Configuration Diagnostics Maintenance
Switch a
P Security > User Roles
Management Name Firewall Policies Bandwidth Contrack Actions
WILAN ap-role control, ap-acl Mot Enforced Edit |
Mebwork
authenticated-user allowall Mot Enforced Edit| Delete )
Rado @ CEdi] [Belete]
Y p— trusted-ap alloweall Mot Enforced Edit| “E[ELE
RF Management default-vpr-role  allowall Mot Enforced Edit| Delete
S it guest control,cplogout Mot Enforced Edit
Optimization -
I skateful-dat1x Mot Configured Mok Enforced Edit
rokection

e svp-phones SWP-policy Mot Enforced Edit| Delete

Advanced skateful control Mok Enforced Edit| Delete
’MY—‘ logon contral, captiveportal, vpnlogon Mok Enforced Edit
Rales .

Mok Enforced Edit| Delete

sip-phones sip-policy
Falicies

Determine if an role exists for
authenticated-user: If it exists click
add, if not edit to confirm configuration

AAA Servers
Authentication Methods
WPMN Settings

FIGURE 17-5 Configuring User Roles

Canfiguration Jiagnostics | Maintenance ] anfiguration

Switch - A
p— Security > User Roles > Edit Role
T— (authenticated-user)
WLAN
Mebwork %
Radio
Advanced Firewall Policies
RF Management i i
Calibration allowall 1 0.0.0 Edit| Delste | ] ¥
Optimization E
Pratection
Manitoring
Re-authentication Interval
Advanced
Security Disabled l:l Change |{0 disables re-authentication. & positive value enables authentication)
Roles

FIGURE 17-6 Adding User Roles

8 Configure the pre-defined guest role to have privileges to only use HTTP
protocol. To do this, configure the pre-defined policy called guest on the
Configuration > Security > Policies page to add a rule to allow HTTP traffic.

9 Apply this configuration to complete configuring the guest policy.
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Maintenance
Security > Firewall Policies > Edit Policy(guest)

Aifiguration

Rules
Source  Destination Service Action Log Mirror Queue Time Range BlackList TOS  802.1p Priority Action
any any "syc-http"  permit lowy Mo Delete ﬂﬂ
Add
Source Destination Service Action Log Mirror Queue Time Range BlackList TOS  802.1p Priority
Service -
any W | any V_Lng ™ Miror % Low Fngh r
Cancel Add
Apply
Commands

iew Commands

FIGURE 17-7 Applying the User Role Configuration

Maintenance

Security > Firewall Policies > Edit Policy(guest)

+ Back

Rules

Source  Destination = Service Action Log Mirror Queue TimeRange | Blacklist TOS = 802.1p Priority Action

any any “syc-http”  permit low Ho Delete | 4| ¥]

any any “syc-hitps” parmit low Ho Delete | 4] ¥]

Add

um: Destination |~ Service Action Log | Mirror Queue Time Range  Blacklist TOS | 802.1p Priority
v| [ay | reiect v Miog T Minor @ Low O High O
k] |255:255:25500) Selecting "network! from the pull down menu will open up.
the rule configuration for a network rule. To reject an entire cancel | add
subnet use x.0.0.0 and a 266.0.0.0 subnet
Be sure to click Add Apply

Commands View Commands then Apply

FIGURE 17-8 Editing Policies

10 Add this policy to the list of applied policies to the pre-defined role guest to
complete configuration guest privileges on the network.
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Configuration

Switch
General

Managernenk
WLAN
Mebwork
Radio
Advanced
RF Management
Calibration
Optimization

Pratection

Maintenance

onfiguration

« Back

Firewall Policies

Name Rule Count  Location
contral 7 0.0.0
cplogout 1 0.0.0

Action

ﬂ Delete ﬂﬂ
ﬂ Delete ﬂﬂ

FIGURE 17-9 Adding Policies to Roles

Monitoring

Configuration
Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

[T P AU

Maintenance

Diagnostics

Security > User Roles > Edit

ts

Role(guest)

Reports

onfiguration

« Back

Firewall Policies

Name Rule Count  Location

contral 7 0.0.0

cplogout 1 0.0.0
Add

Action

ﬂ Delete ﬂﬂ
ﬂ Delete ﬂﬂ

* Choose from Configured Policies

" Create Mew Paolicy From Existing

" Create New Policy Create

guest

Location |0.0.0

Re-authentication Interval

Disabled:l Change | (0 disal

SWP-policy
control
waliduzer
zip-policy
captiveportal
allowal
wphlogon
srcnat
cplogout

stateful-dotlx
ap-acl

stateful-kerberos

FIGURE 17-10 Editing Roles

ZI Create
Done | Cancel

A positive value enables authentication)

11 Apply this configuration to complete the configuration of the guest privi-

leges.

12 Complete the 802.1x configuration for the deployment model by adding the
RADIUS server and its characteristics to the list of servers on the Configura-
tion > Security > AAA Servers > Radius page.
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!

S Security > AAA Servers > Radius Servers

Management

WLAN | General | Radiuz | LD&P | Internal DB Accounting

Metwork Name IP Address Authentication Port  AccountingPort  Status  Action
Radia Add

Advanced

FIGURE 17-11 Configuring RADIUS Servers

Maritarng ey VEld I Diagnostics | Maintenance: 3 : Configuration

Switch - -

g Security > AAA Servers > Radius Servers
FEREZENE General Radius LDAP Internal DB Accounting

WLAN

3 IP Address  Authentication Port  Accounting Port  Status  InService = Action
Mebwork
Radio

Advanced
RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies
AAR Servers

FIGURE 17-12 Adding a RADIUS Server

13 Apply this configuration.

The following screen should indicate that the RADIUS server configuration is
successfully applied.

v
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Configuration

General

Management
WLAN
Metwork,

Radic
Advanced

RF Management
Calibration

Optimization
Protection
Monitoring
Advanced

Security
Roles

Palicies
AbA Servers
Authentication Methods
WPM Settings
Firewall Settings
Secure Access
Secure Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue AP
Denial of Service
Man-In-the-Middle

Sianatures

Maintenance

Server Name

1P Address

Shared Secret
Werify Shared Secret
Authentication Port
Accounting Port
hum Retries

Timeout

Match ESSID

WMatch FQDM

Trim FQDN
Mode

Server Rules

Rule Action  Attribute = Condition

Matching ¥alue

Add

¥alue

Save Configuration

Add Radius Server

radon
104.0.21
sasnsnn
sasnsnn
181z
1813

3

5

’7 M Delete

’7 Add Delete
r

Enable +

Action

Apply

« Back

FIGURE 17-13 RADIUS Server Configuration Successful

14 Enable 802.1x authentication and configure the 802.1x parameter on the
Configuration > Security > Authentication Methods > 802.1x page.

15 Choose the newly created role called authenticated-user as the default-role
and User authentication as the default role.

16 Select Enable Authentication to enable 802.1x authentication and add the
RADIUS server to the list of authentication servers.

The following screen shot shows this configuration.
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17 Apply this configuration to complete 802.1x configuration.

Maritarng ey VEld I Diagnostics | Maintenance: vents Canfiguration
Switch = - - A a
";'e;eral Security > Authentication Methods > 802.1x Authentication
MEmEEERTER 802.1x YR Captive Portal MAC Address Stateful 802, 1x SSID L2 Encryptian
WLAN Advanced
Mebwork
Radio

ezl Default Role | authenticated-user
RF Management icati
Calibration
N Enable Reauthentication (|
Optimization
Proteckion Enable Opportunistic Key Caching (WPAZ) -
Monitoting Enforce Machine Authentication r
e Enable Wired Clients r
Security
Roles Machine Authentication Default Role guest v
Policies User Authentication Defaul Role authenticated-user v

AAA Servers
Authentication Methods

Authentication Failure Threshold For Station Blacklisting |0 (0 disables blacklisting]

Advanced Configuration Shiow
WPMN Settings
Firewall Sattings Click Add to get to "Choose an Authentication Server' panel below

I s
SecuUre ACCess  Authentication Servers
Secure Service Interfaces Name Type IP Address Authentication Port  Status = Actions
Advanced Add

WLAN Intrusion Protection  chggse an Authentication Server Apply

Rogue AP
Derial of Service radon(Server TypecRadiuz IP Addresz10.4.021) » | Add| Qancel Be sure to apply to
A —— radonf5erver Type:Radius [P Add ¥ save the changes!

FIGURE 17-14 Completing 802.1x Authentication Configu-
ration

18 Select the Captive Portal tab on Authentication Methods to enable guest
logon using Captive Portal.

19 Select Enable Guest Logon to allow for guest logon using the Captive Por-
tal.
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Manitaring Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies
AAA Servers
Authentication Methods
WPMN Settings
Firewall Settings
Secure Access
Secure Service Interfaces
Advanced

WLAN Intrusion Protection
Rogue AP
Denial of Service
Man-In-the-Middle

Diagnostics [ Maintenance Configuration
Security > Authentication Methods > Captive
Portal Authentication

802, 1% WP Captive Portal MAC Address Stateful 802, 1x SSID
L2 Encryption Advanced

Authentication Enabled  [7

Default Role authenticated-user
Enable Guest Logon @

Enable User Logon v

Enable Logout Popup Windows v

Protocol Type " http © hitps

Redirect Pause Timelsecs)

Welcome Page Location

Logon Wait Interwval seconds

CPU Utiization Thresheld %

Authentication Failure Threshold For Station Elacklisting D ({0 disables blacklisting]

Show FQDM List -

Sygate On-Demand Agent
Enable Agent Suppart [

Remediation Failure role l:l

Remediation Failure URL  NiA

FIGURE 17-15 Configuring Captive Portal Authentication
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Topology Example Three

The example included in this chapter require that the Alcatel
Mobility Controller has been set up according to the instructions
in the Quick Start Guide. These examples use specific Alcatel
Mobility Controllers and Access Points. However, these
configurations are valid for all Alcatel Mobility Controllers (6000,
4324, and 4308) and for all Alcatel Access Points (APs)
(AP52/60/61), unless explicitly mentioned otherwise.

This example is based on a topology which has the following
characteristics:

Redundant switch.
Indirectly connected APs.

WEP encryption:

® 802.1x/Dynamic WEP for employees, and

® Static WEP using Captive Portal (Guest Logon) for guests.

Different privileges for employees and guest on single SSID.

Rogue AP detection.
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240

Servers

DHCP RADIUS

[ Master ]

Layer3

| =3

Layer2 ' Topology 3:
Access Points indirectly connected to Alcatel

WLAN Switch in a redundant configuration

ey ()

FIGURE 18-1 Example Three Topology

Use the following steps to configure the topology shown in Figure 18-1 above:

This section applies only to Access Points in a different subnet from any
Alcatel Mobility Controller. If the Access Points are in the same subnet as the
Alcatel Mobility Controllers, skip this section. This section covers some basic
network configuration required to allow the Access Points to use the Alcatel
Discovery Protocol to discover the Alcatel Mobility Controller over a layer-3

network. There are various methods that can be used by this protocol

(including IP multicast/broadcast, DHCP Vendor Specific Options and DNS

resolution).

1. In this example, configure an IP helper address on the gateway for the IP
addresses of the Access Points with the IP address of the Alcatel Mobility

Controller.

2 Also configure an IP helper address on the Layer-3 switch for the DHCP

server that serves the subnet of the APs.
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Layer-3 switch configuration:

layer3 (config) #interface vlan 15

layer3(config-if) #ip helper-address 10.4.0.12
; DHCP Relay

layer3(config-if) #ip helper-address 10.200.14.14
; ADP relay

3 Configure the Virtual Router Redundancy Protocol (VRRP) on both the

switches on the subnet that connects the two Alcatel Mobility Controllers
as shown below:

Maritaring ey NE I Diagnostics | Maintenance: Reports Save Configuration
Switch A
P Virtual Router
MEmEEERTER General | Port | WLAM  Tunnels | IPRouting | WRRP | DHCF Server
WLAN
Netwark Virtual Router Table
" Router Name IP Address ¥LAN Admin State Operational State  Action
Radio ol
Advanced
RF Management
Calibration Database Synchronization Parameters
Optimization Enable periodic database synchronization r
Protection Database synchronization period in minutes
IManitarin
e Include RF Plan data v
Advanced
Security
Roles Apply
- Commands Yiew Commands
Falicies

FIGURE 18-2 Configuring VRRP

Click Add to create a new VRRP instance on the switch and configure var-
ious VRRP related parameters:

v
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nitaring Configuration 3 Maintenance Plan Configuration

Switch q -

e Switch > VRRP > Add Virtual Router _« Back |
FEREZENE Virtual Router Id

WLAN

Mebwork Advertisement Interval (msecs) l:l
Radio Authentication Password l:l
Fdvanced Description L ]

RF Management

Calibration IP Address 10.200.200.254
Ciptirnization Enable Router Pre-emption r
Pratection Friority
Manitoring
Admin State
Advanced
Security WLAN
Roles Add | Cancel
Falicies

FIGURE 18-3 Adding Virtual Routers
5 Click Add configuring the various parameters and configuring the Admin
state to Up.

6 The VRRP instance should be added to the list of VRRP instances as shown
below:

Canfiguration Jiagnostics | Maintenance Save Configuration

Switch q A
p—_ Switch > Virtual Router
EmEEEmEE General Port WLAN Tunnels IF Routing YRRP DHCP Server
WLAN
it Virtual Router Table
Radio Router Name  IP Address ¥LAN Admin State Operational State Action
20 10,200,200.254 1 P Edit| Delete
Advanced J Q
RF Management Add
Calibration
Optirnization Database Synchronization Parameters
Pratection Enable periodic database synchronization r
Monitori
P Database synchronization period in minutes l:l
Advanced
Security Include RF Plan data v
Roles
Policies Apply
B85 Servers Commands View Commands

Authentication Methods
WPMN Settings

FIGURE 18-4 Completing VRRP Configuration
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7 Configure the Wireless LAN parameters for the Wireless LAN network on
the Configuration > Network > SSID page. Click Edit to modify the parameters
of the default Wireless LAN network

Canfiguration liagnostics | Maintenance | Plan s leparts Save Configuration
Switch
WLAN > Network > SSID
General
e e SSID | General
WLAN
Hetwark | S5ID Radio Type SSID Default YLAN  Encryption Type DTIM Period Actions
Radio demo-a 302.11a/bjg  Default Skatic WEP 1 Edit
Advanced compary-ssid 802.11a/bjg  Default Static WEP 1 Edit| Delets
RF Management
Calibration
Optimization add
Pratection

FIGURE 18-5 Configuring SSIDs

v
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8 Configure the SSID of the network as desired (company-ssid) in the exam-
ple). Select WEP as the encryption type and select both Static WEP and
Dynamic WEP. Also enter the static WEP key to be used, as shown below.

(T W Diagnostics [ Maintenance

Switch A
P WLAN > Network > Edit SSID
Managernenk Edit S5ID
WLAN
Network 51D [company-ssid |
Radio Radio Type 80211 alblg v UL ®wep O TKP O AES-COM
i i -
Advanced Hide 5510 r Encryption Mixed TKIPfAES-CCM
WA D SSID Default YLAN e —
Sl efaul 1 <-- v
Calibration ¥ Static WEP ¥ Dynamic WEP
Optimization Ignore Broadcast Probe r
Reqguest
Pratection
DTIM Perind
Manitoring
Advanced
Security WEP Keys
Roles X
- I¥ apply Globally (always applied globally)
el 5. No Use as Tx Key WEP Key Size
FAAR SRS 1 o |oooooooooo | | 10Hex v|
Authentication Methods
i A
WPN Settings | | [28Hex v
Firewall Settings 3 - [ | | 26 Hex v|
Secure ACCess 4 i | | | 26 Hex V|
Secure Service Interfaces Enter 40-hit WEP kevs as 10 hexadecimal digits{0-9.a-f, ar A-F)
Advanced Enter 125-hit WEP keys as 26 hexadecimal digits{0-2,a-f, or 4-F)
WLAN Intrusion Protection
Rogue AP Commands Yiew Commands

Denial of Service

Man-In-the-Middle Apply

FIGURE 18-6 Editing SSIDs

9 Apply the configuration to complete the Wireless LAN network configura-
tion.
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10 To enable the APs to accept associations from clients, configure the Max
Clients value on the Wireless LAN > Radio > 802.11b/g page. (Configure the
same on 802.11a page if you are also using 802.11a clients).

Monitaring  [enENEag  Diagnostics | Maintenance vants | Reparts Save Canfiguration
Switch
General 802.11'),‘!9
EmEEEmEE 802.11b/g | 802.11a

WLAN

Mebwork
7 RTS Threshold {bytes) 2333 Ageout {secs) 1000

Radio
Advanced Hide 551D r Deny Broadcast " Enable ™ Disable

RF Management Max Retries 4 DTIM Period 1
Calibration e

@x Clients 20 _) Beacon Period {ms) 100

Optimization i
Prokection Tnitial Radio State “Up " Down Made * pccess Point O Air Manitor
Mariitaring Default Channel 1 & Initial Transmit Power | 14 dBrm(25.119 miw]
Advanced Shart Preamble ¥

Security
Roles Basic Rates (Mbps) Wi bz s e Mol a Moz e Dze [as [as [ s
Palicies Supported Rates (Mbps) W1 Wz Ws We Wa Wi Wiz Wi Waeea Was Wag Wse
AAA Servers
Authentication Methods Commands Wiew Commands
WPMN Settings Apply Claar

Firewall Settings

FIGURE 18-7 Configuring Radios

11 Apply this configuration to enable Access Points to accept associations.

12 For the RADIUS server configuration, the client IP address is the interface
IP address of the interface that connects the Alcatel Mobility Controller to
the RADIUS server.

In this example, VLAN 14 is that interface. Therefore, the client IP address for
the RADIUS server configuration is the IP address of the VLAN 14 interface
(10.200.14.86).

The NAS-IP-Address’! is the loopback IP address or the IP of the Alcatel
Mobility Controller. In this case the value of this IP address is 10.200.14.14.

13 Configure the roles and their associated privileges for the users authenti-
cated using 802.1x and the guest users (authenticated by using guest
logon on captive portal).

14 Create a role called authenticated-user on the Configuration > Security > Role
page and configure it to have all privileges by adding the pre-defined policy
called allowall to the list of policies for this role.

1.Effective with AOS-W 2.4 and higher, you can configure the NAS-IP-Address attribute per RA-
DIUS server (as opposed to one NAS IP address per system). This means you can configure a
Wireless LAN environment with multiple RADIUS servers, each owned by a different ISP.
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Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies
AAA Servers

Authentication Methods

WPMN Settings

Configuration

Maintenance

Security > User Roles > Edit Role(authenticated-user)

Plan

2 Configuration

« Back

Firewall Policies

Name Rule Count Location Action

Add

* Choose from Configured Policies

" Create Mew Paolicy From Existing

" Create New Policy Create

allowall

Location |0.0.0

SWP-policy
control
waliduzer
zip-policy

wphlogon
srcnat

Re-authentication Interval

Disabled:l Change | (0 disal

cplogout
guest
stateful-dotlx
ap-acl

FIGURE 18-8 Adding Roles

caEtiveEortal

stateful-kerberos

ZI Create
Done | Cancel

A positive value enables authentication)

15 Additionally configure the pre-defined guest role to have privileges to only
use HTTP protocol. To do this, configure the pre-defined policy called guest
on the Configuration > Security > Policies page to add a rule to allow HTTP

traffic.

16 Apply this configuration to complete configuring the guest policy.

Configuration Diagnostics Maintenance Plan
Switch a
P Security > User Roles
Management Name Firewall Policies
WILAN ap-role control, ap-acl
Mebwork
. authenticated-user Mot Configured
Radio
Y p— trusted-ap allovall
RF Management default-vpr-role  allowall
Calibration
guest control,cplogout, quest
Optimization
stateful-dot1x Mot Configured
Pratection
e svp-phones SWP-policy
ezl skateful control

Securit logon
Rales

e Configuration

Bandwidth Contract Actions

Falicies

AAA Servers

sip-phones sip-policy
Add

Mok Enforced
Mok Enforced
Mok Enforced
Mok Enforced
Mok Enforced
Mok Enforced
Mok Enforced
Mok Enforced

control,captiveportal, vpnlogon Mot Enforced

Mok Enforced

FIGURE 18-9 Configuring User Roles
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Diagnostics | Maintenance

Security > User Roles > Edit Role(guest) > Edit Policy(guest) + Back
Rules
Source Destination Service Action Log Mirror Queue Time Range Blacklist TOS 802.1p Action

any any svc-http permit low Delete ﬂﬂ
any any svc-https  permit law Delete ﬂﬂ

10,0,0,0 255,255,255.0 any ary deny send-deny-response Yes low Delete ﬂ ﬂ
Add
Apply

FIGURE 18-10 Editing Policies

17 Add this policy to the list of applied policies to the pre-defined role guest to
complete configuration guest privileges on the network.

Maritarng ey El I Disgnostics | Maintenance:

5“2:;:@ Security > User Roles > Edit Role(guest)

Management % Back

WLAN
Mebwork
Radio Firewall Policies
Advanced Name Rule Count  Location Action

RF Management contral 7 0.0.0 w Delete ﬂﬂ
S it cplogout 1 0.0.0 [Edit]_Delete | 4] ¥|

Optimization
Pratection

Manitoring

* Chaose from Configured Policies | quest  |[Location |(0.0.0
Advanced S P-mal
Security " Create New Policy From Existing contr;I ¥ | Create -

Ral waliduzer

lei::es " Create Mew Policy Create sip-policy
captiveportal Done || Cancel

Al SErvers allo\ivall 4 Q
vphlogon

Authentication Methods srlz:natg

WPMN Settings S

I d Re-authentication Interval
Firewall Settings Fstatebol-dotin—T
Disabled Change | (0 disal A positive value enables authentication)

Secure Access |:| 4 ap-acl

stateful-kerberos

FIGURE 18-11 Completing User Role Configuration
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eyl Tyl Configuration iagnostics | Maintenance | Plan Y ‘eparts Save Configuration
Switch - A
p— Security > User Roles > Edit Role(guest)
Managernenk poyw—y
WLAN
Tetwark,
Radio Firewall Policies
Advanced Name Rule Count Location Action
RF Management contral 7 0.0.0 Edit| Delete ﬂﬂ
Calbration cplogaut 1 0.0.0 Edit| Delete | & ¥]
Cipkirnization .
P @est 3 0.0.0 Edit| Delete ﬂﬂ)
Protection
Add
Manitoring
Advanced

FIGURE 18-12 Editing Roles

18 Apply this configuration to complete the configuration of the guest privi-
leges.

19 To complete the 802.1x configuration for the deployment model add the
RADIUS server and its characteristics to the list of servers on Configuration >
Security > AAA Servers > Radius page.

eyl Tyl Configuration stics | Maintenance ts ! Save Configuration
Switch - A
General Security > AAA Servers > Radius Servers
e e zeneral Fadius LOaR Internal OB ACCOUNTING
WLANN s Mame IP Address Authentication Port  Accounting Port  Status In Service Action
ElWor
Add
Radio 4

FIGURE 18-13 Configuring RADIUS Servers
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el Diaghostics | Malntenance Canfiguration
e Security > AAA Servers > Radius Servers > Add Radius Server
IManagement + Back |
WLAN 5 - ]
Nebwork erver hame __ra on
Radio IP Address
Advanced Shared Secret
RF Management
= albration Verify Shared Secret _m
Optimization Authentication Port
Protection Accounting Park
o
Security

Riolzs
Palicies Match ESSID
AfA Servers Add Delete

Authentication Methods

WP Settings Match FQDR

Firewall Settings Add Delete
r

Secure Access

) Trirn FQDM
iedij:c:rwca Interfaces ——
WLAN Intrusion Protection Server Rules
Rague AP Rule Action  Attribute Condition Matching Yalue V¥alue Action
Denial of Service M
Man-In-the-Midde apply
Signatures

FIGURE 18-14 Adding a RADIUS Server

20 Apply this configuration.

The following screen should indicate that the RADIUS server configuration was
successfully applied.

Canfiguration Maintenance

Switch - A
— Security > AAA Servers > Radius Servers
e e zeneral Fadius LOaR Internal OB ACCOUNTING
WLANN s Mame IP Address Authentication Port  Accounting Port  Status  In Service Action
sLnr radon  10.40.21 1812 1813 Enabled  ‘Yes Edit | Delete
Radio
Add
Advanced

FIGURE 18-15 Completing RADIUS Server Configuration

21 Enable 802.1x authentication and configure the 802.1x parameter on the
Configuration > Security > Authentication Methods > 802.1x page.

v
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22 Choose the newly created role called authenticated-user as the default-role
and User authentication default role. Select Enable Authentication to enable
802.1x authentication and add the RADIUS server to the list of authentica-

tion servers.

The following screen shows this configuration.

23 Apply this configuration to complete 802.1x configuration.

Configuration

Switch
General

Managernenk
WLAN
Mebwork

Radio
Advanced

RF Management
Calibration

Optimization
Pratection
Manitoring
Advanced

Security
Roles

Falicies

AAA Servers
Authentication Methods
WPMN Settings

Firewall Settings

Secure Access

Secure Service Interfaces

Advanced
WLAN Intrusion Protection
Rogue AP

Denial of Service
Man-In-the-Middle
Signatures

Falicies

Diagnostics Maintenance Save Configuration
802.1x
Authentication
802.1x WP Captive Portal MAC Address Stateful 802, 1x SSID Lz
Encryption
Acvanced
Default Rol
Enable Authentication @
Enable Reauthentication r
Enable Opportunistic Key Caching {WPAZ) r
Enforce Machine Authentication r
Enable Wired Clisnts r
Machine Authentication Defaulk Role guest w
User Authentication Defaulk Raole
Authentication Failure Threshold For Station Blacklisting |0 ({0 disables blacklisting)
Advanced Configuration Shiow
Authentication Servers
Name Type IP Address Authentication Port  Status  Actions

Choose an Authentication Server

@don[s erver Type:Radiuz IP Addres=10.4.0.21) b

Cnmmande

Apply
Add | Cancel

Wista Carnmands

FIGURE 18-16 Configuring 802.1x Authentication

24 Select the Captive Portal tab on Authentication Methods to enable guest
logon using Captive Portal.

25 Select Enable Guest Logon to allow guest logon using the Captive Portal.
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Maintenance
Security > Authentication Methods > Captive
Portal Authentication

802, 1x PR Captive Portal MAC Address Stateful 802, 1x SSID
L2 Encryption Advanced

Authentication Enabled  [7

Defaut Role

Enable Guest Logan r
Enable User Logon v
Enable Logout Popup Windows v
Protocol Type " http & https

Redirect Pause Time(secs)

‘Welcome Page Location Jauth/welcome html
Logon Wait Interwval - seconds
CPU Utiization Thresheld %

Authentication Failure Threshold For Station Elacklisting D ({0 disables blacklisting]
Shaws FQON List r

Sygate On-Demand Agent
Enable Agent Suppart [

Remediation Failure role l:l

Remediation Failure URL  NiA

Authentication Servers
Mame Type IP Address Authentication Port  Status Actions

Internal Local  10.200.14.211 nfa Enabled | Delste | 4] ¥|
radon  Radius 10.40.21 1812 Enabled | Delste | 4] ¥|
Add Apply

FIGURE 18-17 Configuring Captive Portal Authentication
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26 Rogue AP detection and classification is enabled by default. To enable the
feature that disables users from connecting to Access Points that have
been identified as Rogue Access Points, go to Configuration > Wireless LAN
Intrusion Detection > Rogue AP and select Disable Users from Connecting to
Rogue Access Points as shown in Figure 18-18 below.

Maritarng ey El I Disgnostics | Maintenance: i S Save Configuration
Switch
General ROg HE
e e Disable Users from Connecting to Rogue Access Poinks v
WLAN
Tetwork Mark All New Access Points as Valid Access Points r
Radio Mark Unknown Access Points as Rogue Access Points r
Advanced
Clear | Appl
RF Management BEY
Calibration
Optimization Commands Wiew Commands

Prntertinn

FIGURE 18-18 Configuring Rogue APs

27 Click Apply to apply this configuration.

& CAUTION—Be careful when enabling both Mark Unknown APs as Rogue
and Disable Users from Connecting to Rogue APs. If the system is
installed in an area where APs from neighboring locations can be
detected, these two options will disable all APs in the area.

252 | Part 031650-00 May 2005



CHAPTER 19
Topology Example Four

Consider a building with three floors looking to deploy a switch
on each floor. The APs on each floor would be connected via a
L2/L3 network to local switch on that floor and would bootstrap
with the same switch.

Each of these Local switches is on a different VLAN and subnet.
The clients associating with each of these would also belong to
the same VLAN and subnet. The switches can act as the DHCP

server for the subnet or can use an external DHCP server.

To enable seamless mobility between the subnets as the clients
move, mobility needs to be enabled

A brief description of the requirements that this topology satisfies
is discussed below.
® Redundancy
This topology consists of N local switches and 1 master switch. The
master switch serves as a backup for each of the local switches.

® SSID / User Firewall Policies

1. User Guest
SSID guest
Encryption None
Firewall Policies NAT users. Permission to access

internet only

Authentication method  Captive portal

VLAN Local VLAN on the switch and the
user is nated out.
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The guest users will be allowed to access the network using the
guest SSID. This will be an open system without encryption. All
the guest users will be allowed to access the internet alone. The
user |IP addresses will be nated. The users are authenticated
using captive portal to connect to the internet.

Alternative:
In this case the guest user traffic is unencrypted. If the guest access also needs to be
controlled, static WEP can be used to access to only those with the WEP key.

2. User Employee
SSID employeel
Encryption WPA-TKIP
Firewall Policies Access to the entire network
Authentication method MSFT PEAP using IAS RADIUS
VLAN Native VLAN of the local switch

The employee user will have to associate with the employee SSID and
authenticate using MSFT PEAP to access the intranet. The traffic, if
employee SSID used, will be encrypted.

3. User Employee
SSID employee2
Encryption Static WEP
Firewall Policies Access to the entire network
Authentication method VPN (PPTP and IPSEC)
VLAN Native VLAN of the local switch

This in itself is a valid and secure access. In this case however it is
used during the transitional phase before converting all system to
WPA-TKIP with PEAP authentication.
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VLAN 104 10.2
VLAN 101 10.1.1
VLAN 102 10.1.1

LOOPEACE 10.2.1.1
VLAN 104 10.2.1.2
. VLAN 101 10.1.101.11
y VLAN 102 10.1.102.11
VLAN 103 10.1.103.11
VLAN
101,102, 103,104, ¥
MASTER
VLAN 101

LOOPEACE: 10.1.101.20
VLAN 101 10.1.101.21 LOOPEACE 10.1.102.20 LOOPEACE: 10.1.103.20
\ VLAN 101 10.1.102.21 VLAN 101 10.1.103.21
| Local 1 | | Local 2 |
Local 3
) L2/L3
LYL3 NETWORE
\ NETWORK
'] F " F " F " E
f
B N ] ] A ‘q
f f {
1.101.1 1.101. 20 ] s . . - ]
1.102.1 1.102.15 1.103.1 1.103. 40

Topology Description
® Redundancy

This topology uses the N+1 redundancy. The master switch acts as a backup for
all local switches. The master is not redundant which means that if the master
goes down, the network will be affected as there is no redundant master to take

its place.

However if a local switch goes down, the master will take over the operations of
the local switch till the local switch recovers.

v
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During failover, the operation state of the client is not maintained and the client
will have to re-authenticate to gain access.

RRP instance
VLAN 101

Switches
involved

IVlaster and Local _T0T

RRP address

TO.T.TOT.7T2

RRP instance
on local_101

Priority = 160

Pre-empt = enable

RRP instance
on master

Priority = TOO

Pre-empt = disable

VRRP Instance
VLAN 102

Switches
involved

NMaster and Local_T0Z2

RRP address

T0.T.7T02.72

RRP instance
on local_102

Priority = T50

Pre-empt = enable

RRP instance
onNn master

Priority = TOO

Pre-empt = disable

VRRP instance
VLAN 103

Switches
involved

IVlaster and Local _T01

RRP address

TO.T.T03.2

RRP Iinstance

Priority = 150

on local_103

Pre-empt = enable
Priority = TOO

RRP instance
on master

Pre-empt = disable

Requirements on the Master Switch

® The master switch should have an interface on each of the vlans the
local switches belong to.

® The master switch also has a separate VRRP instance for each of the
local switches corresponding to the local switch’s VLAN and subnet.

® The VRRP instances on the master have a lower priority since the mas-
ter is a backup and needs to take over the Home agent functionality only
if the local switch goes down.

® The preemption on all the master switch’s VRRP instances is disabled.

Requirements on the Local Switch

® The local switch shares a VRRP instance with the master. The address
of the VRRP instance, VLAN ID on the local switch and the correspond-
ing instance on the master must be the same. Ex. The VRRP instance
between the switch local1l and master would have the VRRP address
10.1.101.10 and VLAN ID 101 configured on both switches.
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® The priority of the VRRP instance on the local switch should be higher
than that of the master

® The pre-emption on the local switch must be enabled to allow the local
switch to take over as master when it is functional.

® AP and RF Settings

AP Settings

This topology has all the APs bootstrapping to the local switch on the
corresponding floor. This would mean that each of these APs need to know
the Local switch address that they need to bootstrap with (the Imsip).

In addition to this, a good practice is to configure the VLAN ID the clients
associating to the APs would be placed in to ensure uniformity among the
clients associating to the L2 connected APs and L3 connected APs. All RF
settings are configured on the master switch.

Requirements

® The configuration on the APs is the same for APs on the same floor but
the vlan-id and Ims-ip differ for APs on the different floors. One
approach is to number the APs such that APs connected to local
switch have the same building and floor ID, but the APs on a different
switch will have a different floor ID, ex. APs connected to Local1 have
location ids 1.101.X, APs connected to Local2 have location ids
1.102.X and so on. The global configuration are then applied to location
1.101.0, 1.102.0 etc. where O is a wildcard.

® For each wildcard location (ex 1.101.0), the Imsip needs to be config-
ured to ensure that the APs bootstrap to the right local switch. Since
redundancy is used, this address would not the switch address of the
local but the VRRP instance address, ex. 10.1.101.1.10 for VLAN 101
on local 1

RF Settings

On the RF side three SSIDs are required under location 1.101.0, 1.102.0 etc.

The SSIDs, encryption, VLAN IDs and Ims-ip settings as per the topology are
listed below.

Parameters 1.101.0 1.102.0 1.103.0
Lms-ip (VRRP addresses) 10.1.10 10.1.1 10.1.10
1.10 02.10 3.10

A LC ATEL Topology Example Four
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SSID

258

guest Vian-ID 50 50 50
encryption |Open Open Open
system system system
employee1 Vian-ID 101 102 103
Encryption [WPA-TKIP WPA-TKI WPA-TKIP
P
employee?2 Vian-ID 101 102 103
Encryption [Static Static Static
WEP WEP WEP
WEP key 12345678 (12345678 (12345678
90.... 90.... 90...

® User Authentication and Access Policies

Guest Access

Guest users will use the SSID guest. Authentication method is captive portal with
guest logon enabled.

A local VLAN and subnet needs to be created on all the local switches
for the guest users associating with them. Since these VLANs are not
going to be visible outside the switch, we use the same VLAN ID on all
switches. Create a local VLAN on the switch, ex. on switch_101 create a
local VLAN 50 and a subnet 192.168.50.0/16 for that VLAN.

NOTE—If guest users are placed on different vlans on the local switches, these vlans

ids must be created on the master switch to allow failover.

Create a small NAT pool of 1 - 5 address belonging to the switches IP
address subnet and nat the guest users using that pool. For example,
on local users could be nated using a pool of two address
10.1.101.15-10.1.101.16.

Appropriate ACLs will be applied to the guest role. For example,
Internet_access with nat, ensure that the user has access to the gate-
way, DNS after nating and deny access to all internal subnets. All traffic
from the guest will be nated using the nat pool.

Employee Access with Static WEP and VPN

Part 031650-00

The PPTP and L2TP VPN configurations need to be made as described
in the user guides. The default roles for the VPN users would be
employee.

IAS server would be the authentication server of choice.

Captive portal for employee users needs to be configured to facilitate
downloading of the VPN dialers.
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Employee Access with WPA TKIP and PEAP
® 802.1x authentication must be enabled for MSFT PEAP

® Set the employee role as the default role for 802.1x authentication.

® Configure the IAS RADIUS server as the authentication server.

v
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