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The Resource Manager application, shown below, enables you to manage the firmware configuration files
in network switches. The Resource Manager application makes it possible to:

e  Backup the current firmware configuration files in network switches to the OmniVista server, and
restore the configuration files to the switches when desired.

e Import new or upgraded image and firmware files into OmniVista, and install the new files in
network switches when desired. (Note that all new image files must be provided by Alcatel
Customer Service.)

e Run Inventory Reports on network switches that enable you to examine a switch configuration
before performing the functions described above.

Resource Manager displays three tabs. The Backup/Restore tab enables you to manage the backing up and
restoring of current firmware configurations. The Upgrade Image tab enables you to manage the
importation and installation of new firmware files. The Inventory tab enables you to run switch Inventory
Reports and, for convenience, also enables you to initiate switch backups.

Resource Manager
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Backup/Restore Tab

The Backup/Restore tab enables you to backup configuration files to the OmniVista server, to view a
detailed list of the files saved to the server during an individual backup, and to restore configuration files to
the switches from which they were originally taken. As shown below, the top pane of the Backup/Restore
tab, labeled "Backup Files," lists the switch backups that currently exist on the server. Select any backup
listed and the bottom pane, labeled "File Details," lists the individual files that were saved to the server
during the backup.

Note: Backup/Restore support using the Resource Manager application is currently
available on 0S6200 devices.
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Backup/Restore Tab
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Icons in the Resource Manager Tool Bar, shown below, enable you to backup switches and restore the
backups when desired. Backups are performed from the Backup Configuration Wizard, shown below,
which opens when the Backup Device icon is clicked. Click here for further information on the
functionality available from the Backup/Restore tab.

Click the Restore Backup icon to restore selected
backups to switches.

Click the Backup Device icon to backup switches.
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Backup Configuration Wizard

When you click the Backup Device icon to backup switches, Page One of the Backup Configuration wizard
displays, as shown below. Page One of the wizard (shown below) displays two options, Backup By
Devices and Backup By Maps. The Backup By Devices option lets you back up switches by devices and
the Backup By Maps option lets you back up switches by regions. If you select the Backup By Devices
option and click the Next button, Page Two of the wizard will display a list of all the devices known to
OmniVista. However, if you select the Backup By Maps option and click the Next button, a list of all the
regions defined in the Topology application will be displayed in Page Two.

Select the desired option in Page One and click the Next button. Page Two of the Backup Configuration
wizard displays.

Backup Configuration Wizard (Page One)
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Page Two of the wizard (shown below) either displays a list of devices (note that the list does not include
all devices in the list of All Discovered Devices) or a list of regions to back up based on the options
selected in Page One. Select one or more devices/regions that you want to backup and click the Next
button. Page Three of the Backup Configuration wizard displays.
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Backup Configuration Wizard (Page Two)
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Page Three of the Backup Configuration wizard (shown below) enables you to enter a description of the
firmware to be saved, specify the type of backup you want performed, initiate the backup process, and
monitor its progress. Page Three of the wizard also enables you to schedule the backup for a later time or
date, if desired. Click here for further information on Page Three of the Backup Configuration wizard.
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Backup Configuration Wizard (Page Three)
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Upgrade Image Tab

The Upgrade Image tab enables you to upgrade software, firmware, and FPGA (9000 series only) files.
Import the latest files from the Customer Support Web Site and use the "Upgrade Software" Wizard to
upgrade a switch(es). As shown below, the top pane of the Upgrade Image tab, labeled "Upgrade Files,"
lists the imported firmware packages that currently exist on the server. When you select an import package
in the "Upgrade Files" area the individual files will be listed in the bottom pane, labeled "File Details".
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Upgrade Image Tab
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Caution: Never attempt to import or install firmware files or upgrade packages acquired
from any source other than Alcatel Customer Service. Image and Firmware files are
specially packaged by Alcatel Customer Server for importation into OmniVista, and
contain an LSM file that describes the package contents to OmniVista. Installing new
images files in XOS devices may cause configuration incompatibilities. Always check
with Alcatel Customer Support before installing new images files in XOS devices to
ensure that the image files being installed are compatible.

Resource Manager will prevent unsupported upgrades. When such an attempt is made, a message box
informing that the upgrade has been rejected is displayed. This message box also displays details of the
versions of the switch software required to successfully perform the upgrade.

Note: You must first complete the BootROM/Miniboot, U-Boot/Miniboot upgrade before
upgrading the FPGA or image files. If you are upgrading a 6800 series switch, you must first
upgrade the 5.3.1 software to 5.3.1.231.R02 or later.

Installation of firmware files takes place immediately when initiated; installation of firmware files cannot
be scheduled for a later time or date. Click here for further information on Page Two of the Install Upgrade
Software Wizard to install image files or click here for further information on Page Two of the Install
Upgrade Software Wizard to install BMF files.
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Inventory Tab

The Inventory tab, shown below, displays a list of the devices known to OmniVista that it is possible to
inventory and back up. (Note that the list does not include all devices in the list of All Discovered Devices.)
When the Inventory tab is displayed, icons in the Tool Bar enable you to create an Inventory Report for
selected switches and to backup selected switches, as shown below. Click here for further information on
the Inventory tab.

Inventory Tab

Click the Inventory icon to create an Inventory Report
for selected mr:iyw.s.

Click the Backup Device icon to backup selected switches,
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Note: A new system file named "U-Boot" is available on OS9000 devices. This file is not
supported on OmniVista 3.0. The Resource Manager can upload "Uboot" but it will not
be automatically installed.
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Backup/Restore Tab

The Backup/Restore tab enables you to backup firmware configuration files to the OmniVista server, to
view a detailed list of the files saved to the server during an individual backup, and to restore configuration
files. As shown below, the top pane of the Backup/Restore tab, labeled "Backup Files," lists the switch
backups that currently exist on the server. Select any backup listed and the bottom pane, labeled "File
Details," lists the individual files that were saved to the server during the backup.

Note: Backup/Restore support using the Resource Manager application is currently
available on OS6200 devices.

Backup/Restore Tab
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"Backup Files" Fields

The fields in the "Backup Files" window pane are described below.

Name
The name of the switch that was backed up.

Address
The IP address of the switch that was backed up.

Type
The chassis type of the switch that was backed up.

Backup Date
The date and time that the backup was initiated.

Backup Type

The type of backup performed. The Backup type can be Full Backup (both configuration files and image
files were backed up), Configuration Only (only configuration files were backed up), or Image Only
(only image files were backed up).



Backup/Restore Tab

Backup Version

The firmware version number of the files that were backed up. For AOS switches, this is read from the
operating system's image file. For XOS switches, this is the version number of the primary MPM module's
firmware. For the OmniStack 6024, 6048, 6124, 6148, 6300-24, and 8008, this is the version number of the
Agent firmware.

User Description
A description entered by the OmniVista user who initiated the backup.

"File Details" Fields

The fields in the "File Details" window pane are described below.

File Name

The name of the individual file that was backed up and is currently stored on the OmniVista server. Each
file name displays an icon to its left that identifies the type of the file. These icons indicate file types as
follows:

image file [
configuration file
log file

other file types [

Version
The firmware version number of the file.

Description

An Alcatel-provided description of the file. This field will supply a standard description according to the
filename extension, instead of displaying "Unknown". It will display the following values when the file
itself is unknown, but uses a standard extension:

log - Log file
.img - Software file
.cmd - Command file

Date
The date the file was loaded into the switch.

File Size (Bytes)
The size of the file, in bytes.

Initiating a Backup from the Backup/Restore Tab

To initiate backups for one or more switches from the Backup/Restore tab, merely click the Backup Device
icon i, or select Backup on the Resource Manager Menu, or press Ctrl B. The Backup Configuration
Wizard opens. The first page of the Backup Configuration Wizard (shown below) enables you to select the
switches that you want to backup. When the switches are selected, click the Next button to display page
two of the Backup Configuration Wizard, which enables you to perform the backup and monitor its
progress. Click here for further information on page two of the Backup Configuration Wizard.
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Click the Backup Device icon. The Backup Configuration
Wizard displays (shown below).
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10.255.211.71 |O58700 |Mov 16, 2005 81334 FM |Full Backup - All B.1.1.608.R0T (OSS700 full backup scheduled
10256 211,71 |DBGT0O0 |WNow 23, 2005 75448 PW Full Backup - Al |61 1606.R0T_|OSST00 Al backup schaduled ff_ |
10,255 21171 _[0DS8700 Moy 23, 2005 B.04:41 FW_Full Backug - & 6.1.1.606R0 -
I ¥
= o] SIHIE
L] | File Marne Dingcdary Vergion Diasicriplion Dt File Siza{brins)
wl | BOOTCFG |Mashicerdiied 6.1.1.606 R01 Configuraton File Ol 1608:34 i =]
| | [F] Jatwoutima [Mashicerdified 6.1.1.60%5 RO1 Alcatel Advanced R | Ol 24 1616 LELITIE -
Wl | L= Jeagedmg  |Mashicedined 6.1.1.606 R0 Alcabel Base Softwane | D01 24 1616 0ABEELE)] b~
it Jsagimg  [Mashicedined Uriknerm Softwang File Ol 24 1616 2490210
w [[Fdoniima  |[Mashicedified Lnknowm Software File Oc1 24 1617 1337339,
el [ Jeniimg iMashicerified 6.1.1.606 R01 Alcatel Kl softwars Ol 24 1617 FHE1 200
v |1 .Mpgaupgr., [Mashicedified Lnkncrm Lnkncram 0181534 1230723
a5 T Mashicerified 6.1.1.606.R01 Alcabel 05 D1 241617 1844259
! | Josmap  [Mashicedined Urikncwn Urikncrm [ERERERE] 750847
w! [[AJosiimg  |[Mashicedified Lnknowm Software File Oc1 16 02:07 1852021
| [ Jrelease... |Mashicerdined Unknowm S0ftwane File Ol 241617 o o
v |8 Jsecuimg  [Mashicedified Linknirem Software File [ FERLAN 46183 -
Date li:ation Type Message I
T Jan 19 1722050 PST 2006 Fﬁamﬁ Inf Slart atle Images... |«
This Jan 19 17:20:53 PST 2006 Resouwce Manager Inin Complated Fa ade -
il ] I
| status . Natifications.
Backup Configuration Wizard (Page One)
_||.I'H'2I._IEC r-‘|.1r|.1-:_|ir'_l1 L-unfl-:uratl.-:n o Py -Iﬂ

Thits wizard will walk you
Ihrough the processe of
croatingischeduling a
hackup Tor the salectad
Similchies. CRCH the Help
button for information on

Salect Backup Method

"Backup By Devicies™ aBoves you Lo add dices imlhidually (o the backup task,
hisever once tha task is scheduled the dmdces inthe task cannot be changed,

"Backup By Maps"can be used o backup dindices iy linking the backup task with
Topoopy Fiaps. The soope of 3 scladiled kackup task can ke dynamically modified
without hisding (o debete and recreat the task by addingdeleting Switches to the

maps in Topolom.

creatingischeduling backup

canfiguration aptions.

< fiack || Hext = || Eeackup Configuration gl Cloxse “ Cancel H Help |
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Initiating a Backup from the List of All Discovered Devices

You can also initiate backups from the list of All Discovered Devices in the Topology application. To do
this, follow the steps below.

1. With the Topology application current, select Switches in the Tree, as shown below. The list of All
Discovered Devices displays.

2. Select the switches in the list of All Discovered Devices that you want to back up. To select a single
switch, merely click on it. Shift-click to select multiple contiguous switches. Ctrl-click to select multiple
noncontiguous switches. Then click right to display a popup menu.

3. Select Backup Configuration on the popup menu. The Backup Configuration Wizard opens with page
two displayed. Page two of the Backup Configuration Wizard enables you to back up the selected switches
and monitor the backup process. Click here for further information on page two of the Backup
Configuration Wizard.

1. Select switches in 2. Select the switches that you want to backup
the tree. and click right. A popup menu displays.
3. select Current Window or 4. Select BﬂCkLp Cﬂﬂfigl.ll"ﬂﬂﬂﬂ. The
New Window. Backup Configuration Wizard displays.
Eile Apphcations View Swilches Help
.ﬂ@. B¢ [@ omEx 33% @ S swhes =] 2
Hetwork E;E:?nislur'(s ¥| A1 Discovered Devices sznsz[E &
Agtive Links | Addrgss DNE Marme Type Warsion | Backup Cale | Backup i
5 Maps . 10.255.11.104 OER200-42  |5.1.9.502 R0 -
pasect il 10.755.11.108 05680024 6121 30.AD1
o G3) Swithes T ELCEERETE ] 089700 [6.1.1.634R01 | | 7
..: Currert Wind 3 OE6200. 24 61,2144 01 I'n
& Logicsl Metwork L 2, | ¢ 1
Rew Window l{ Dendice Status i 1
Ping Hode Locate on Magp |' EELT i
Pall Hodie Haliications TR 1
| Configure Traps Health p133RO04
Pall for Traps S5H IE
mveln'ﬂhrw Siatistics G33A01 |
1 BSEII]EHB ¥ Locate Eml-Stations :-151F{EIJ 1
gl A _FUIEE |—| B3ZA0N
il 5000121 c"""mm Ta Working -4[%*3.5203 |
il Hirvk ".'.9 CopyWeridng To Conmiest |  [oseses | 5.4.199, R01
Iy OS6200-48  E1.21400R01 |
e 0DSEB00-24  |B.1.216.RIZ | l
Ll Orrni- GV |4.5.3.100 | |
L] DE-A 308 | ] id
Edit I
G Help
| Diabe %Eglin:mmn [ Type | Message
| Ths Jan 190 1FE0S0 P51 2006 Fesowce Manager [ Il | Slart Reading Upgrate Iinages... _al
Thu Jan 19 172053 PST 2006 Fasowrce Malaper m Infio Comgleted Faadi ade Imags =
1] [ 1»]

| Status | Wotifications. |
Restoring a Backup

Backups can be restored to the original switch from which the backup was taken. (Backups cannot be
restored to other switches, because doing so would cause mismatched IP addresses and other network
problems.) To restore a backup, follow the steps below.
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1. Select the backup that you want to restore in the "Backup Files" window pane, as shown below.

2. Click the Restore Backup icon #, or select Restore on the Resource Manager Menu, or press Ctrl R.
The Restore Backup Files window displays, as shown below.

2. Click the Restore Backup icon. The Restore

Backup Files window displays.

File  Applications  View  Besourceilanag Hedp

(11T = = &0 |8 [¥]®lel® =
Mtwork BackupRestore | Lmy—-hmue | imventony
Corifiguration i!ru:lulpli:s ﬁ ﬁ - Ej
 Mame | Address | Type Backup Dale Backup Type | Bsckup Version Us=er Descrpt
B HWE 1. 1026511125 |O8630.. Ocl 26, 2005 4059 PM_|Confiqurakion 0...[2.2.0.1 Q5620024 canfig backup
1. Select the — wTarget |10.255.211.71 |0S9700  Oct 26, 2005 501407 PW|Fill Backup - Al |6.1.1.567.R01  0S9700 full backup stheduls
b k 'H'I 1_ Falcor | 10,255 211,75 _OST?DIII _OLI X6, 2005 33308 PW |Irmages Dby _5 4.1 9“!:!01 _‘J'Q?TI]IZI image file onby backy
poppe b e . 95880 mage o bacun
you want to g T
- ADS Switchies) Onty 5 -
restore. @ =
File Details | oontic abie to backups with no “War king” files af v “Working” fles selecied) poree | [ & [EI[EH
[ Diabe File: Size iy
- Festore to Working Directo :
T s b p181342 | |~
I@a w] |2 Just Restore to Working & Certified Dingctory 131715 | 13
e .f__}.]ra = EEEEL] | 108|
vl [ s | Continue to restone when chassis has changped 1 31718 | |
¥ [0 g to restors when detecting new image fies 131716 2 2
ﬁ o[ [Hden — 131706 | il
= #| _%Ju Doy wrand to cortimes and restare thie selecled configurations? 1 31716 | 18
¥ |3 Jos T 1 (EREAT] 18
w| | [ Jral Cancel Heli 1 31716 | |
- w | Jee ' o ' 131716 3
Seciny | | (9 wbool bin |Mashicertified  Unknown Lin&nown Sep 181613 | 5
ael LI mnlice i s sk T iR R i SRT RO Cosdiomitation File A 791697 | . s
Agiminizired L1 | 1L
o
— rncwarce wiRBEAON N T [T
| Wed Oct 26 21:41:11 PDT 2005 Resource @ Infa Al Backup File 100255.1« |

|
| statug | Wotincations

| |

3. If the switch is an AOS switch, click Restore to Working Directory or Restore to Working &
Certified Directory on the Restore Backup Files window to specify the directories to which you want the
backup restored. These selections are not applicable to XOS devices. All the other selected files under
"switch" and "network" will go back to their respective directories on the switch. If one or more working
directory files are selected, then all the files selected will go back to their respective directories on the
switch. By default, the Restore to Working Directory radio button is selected.

4. For both AOS and XOS switches, activate checkboxes on the Restore Backup Files window to indicate
the action you want taken if the following changes are detected on the switch:

e  C(Click the Continue to restore when chassis has changed checkbox if you want to continue the
restore even if it is found that the chassis contents, or the chassis type, has changed since the
backup. If you do not enable this checkbox, the restore will not take place if the chassis has

changed.

e  Click the Continue to restore when detected new image files checkbox if you want to continue
the restore even if it is found that a new image file resides on the switch (i.e., a file that were not
previously backed up). If you do not enable this checkbox, the restore will not take place if a new
image file is found on the switch.

13



Backup/Restore Tab

| " RestoreBackup Fles x| A wit nl
ADS Switch(es) Oniy | Click to restore the con-
AOS and XO5 SWITCHES (Applicable to backups with ne “Wor king"” files of o " i 1= seleclid) ﬁgurﬂhon to the Workmg
Click to continue the restore 8 = ioe i Wity D erions directory only.
irtz:sli; Igolrfffeii:d;rhﬂeme\ Restors to Working & Certified Directory Click to restore the con-
ChﬂSS:S tvhe hﬂS‘ changed | Comtinue to restore when chassis has changped ﬁgul‘"ﬂfl{)ﬂ to both the
Ype. St » | Continue to restore vihen detecting new image flles working directory and the
Click to continue the restore” poyouwant to continue and rostore the solocied configurations? certified directory.
even if it is found that a new |_°_"_\ e— s

image file resides on the
switch (i.e., a file that was

not previously backed up). AQS and XOS Switches
Click OK to begin the restoration process.

5. For both AOS and XOS switches, click the OK button to start the restoration process. When the restore
is complete, a message reports the success or failure of the operation in the status panel.

6. When the restore has successfully completed, you are prompted to reboot AOS and XOS switches to
load the restored configuration into flash memory. A message similar to the following displays for AOS
switches:

instaliMessage X

:\L,.;' Pleasa po to Topology App o perform “Reboot From Working™ fof the install to 1ake effect

[ox ]

AOS switches can be rebooted from OmniVista's Topology application, by connecting to the switch and
using the Load From command. Refer to the Topology help for more information. XOS switches can be
rebooted via Telnet, etc. The OmniStack 6024, 6048, 6124, 6148, and 8008 will automatically reboot
without user intervention when the file transfer is complete.

Understanding the Restoration Process

Restoration Errors

Note that the status messages will report any error that occurred during the restoration process. The term
error refers to any problem that caused the restoration to fail -- perhaps because the switch went down
during the restoration process. The worst-case error is a partial restoration, which could occur if a switch
goes down between the server and the target switch. The network administrator must restore the file system
manually if a partial restoration occurs. Network administrators should investigate and resolve any error
listed, as the presence of an error means that the configuration was incompletely or imperfectly restored.

Pre-Restoration Checks

The restoration process checks the switch for compatibility before restoring any configuration files. The
following checks are made:

e  chassis type has not changed
e number of slots in the chassis has not changed
e  MPM module type has not changed
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e modules installed in individual slots have not changed
e new image files are not present on the switch

If any of the above changes are detected, the restore will proceed, or abort, according to the checkbox
settings on the Restore Backup Files window (explained above).

Restored Files on the Switch

When files are restored, the existing configuration files on the switch are overwritten. However, restored
files will overwrite existing files of the same name only. If other configuration files exist on the switch,
they will NOT be automatically deleted by the restoration process.

Rebooting the Switch

When the restore process is completed, the switch must be rebooted to load the restored configuration into
flash memory. You can reboot AOS switches via OmniVista's Load From command. You can reboot XOS
switches via Telnet, etc. Note that OmniStack devices (the OmniStack 6024, 6048, 6124, 6148, 6300-24,
and 8008) will automatically reboot without user intervention when the file transfer is complete.

Viewing Backup and Restore Status in the Audit Application

Whenever you backup or restore a configuration, entries are made in the audit log config.log that document
the backup or restore process. You can view these entries by going to the Audit application and selecting
config.log under Current Log Files in the Tree, as shown below. Select any entry in config.log to display
further information such as its date, type, log ID, etc.
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Audit Application Entries for Saved and Restored Configurations

 Select config.log under Current Log Files to view Audit application
entries for saved and restored configurations.

——Entries in config.log document backups and restores—

Current Log Files | - |
¢ =2 Curend Log Fite me
ur o Files
g e | T T T T —
 pckuprestore b Jan I3, J006 G536 PM (138 2513061 |admin_|infor copying (MashrworkingFwabroutim—|
) gl Jan I3, 006 61542 PM_[128.251.30.61 |admin_|Informaton |copied (MashiworkingF webrou im
@ mzcovarglog Jan 23, 2006 1542 PM_[120.251.30.61 |admin_Informabon |Removing remote file (Mashiwarkdn
[ lnginlag Jan 33, H006 61542 PM_|128.251.30.61 |admin_|Informaton |Remode file (MashiworkingFwebss
' palicylog Jan 23, 006 61547 PM[120.251.30061 |admin Informabon [copying (NashisorkingFwebsacui
5 palling.log Jdan 33, 3006 B1551 PW (138,251, 3061 |admin Infarmaton [copied (MashswarknpFwabsacy ir
(8 quaranting.log Jan 23, 2006 61551 PM_[120.251.30.61 |admin_Information | Executing an Install Command
 sanverbt Jar 23, 2006 61552 PM [128.251.30.61 |admin Informaton |Compleled execuling an Inslall com
[ felnetlog Jan I3, 3006 61552 FM 138 251.30.61 |admin_Informabon_|Restare configuration for devica: 10
A trapconda.log Jan 23, 2006 61552 PM [120.251. 3061 |admin |Informaton [Please golo Topology App bo penfor =
& wan.lop RER 138.761.30.61 |admin | Informafion |Finished Restare configuration for. | -
o g Archibvad Log Filos 1' i |
Lo Message:
intshied Reasiore configuraion for 10.255.211.150. The number of devites thal had erons is: 0oul ol 1
[ Ewon | tew |
Date Meszage |
RF-Dendce I = 025G X 11150 ' -
Mon Jan 23 175651 PST 2006 RM-Device IP = 10.255.211.150-- i oot et au fie
Bon Jan 23 175651 PST 2006 | Aesounce Managar I | RES-Dendce 1P = 102266.211.150-- Complieted Remoying miniboodefault Gile -
Status | Hotificalions

Deleting Backups

To delete a saved backup, merely select the backup in the "Backup Files" window pane and click the
Delete icon ¥, or select Delete on the Resource Manager Menu, or press the Del key. Note that you can
delete an entire backup, but you cannot selectively delete individual files in a backup.
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Selecting Devices/Regions for Backup

Page Two of the Backup Configuration wizard enables you to select either devices or regions that you want
to backup. This page displays either a list of the devices known to OmniVista (note that the list does not
include all devices in the list of All Discovered Devices) or a list of regions (as defined in the Topology
application) that is possible to back up. To select a single device/region in the list, merely click on it. Shift-
click to select multiple contiguous devices/regions. Ctrl-click to select multiple non-contiguous
devices/regions. Click the Next button when you have made your selections.

Note: The information fields displayed for each device are identical to those displayed in
the list of All Discovered Devices. For information on these fields, refer to the Topology
help.

~Select the devices you want to backup. Shift-click
to select multiple contiguous devices. Ctrl-click to
select multiple noncontiguous devices.

Resource Manager Back up Conliguration
EiCES
Marrsf | Addness DME Narmi | Ty Wirgion
Kile_53 10.255.11.59 |os6a00-48  |61.212R02
¥ile_i0 [T0.F5511 60 | [OEG6E00-48 _|B.1.2.97 ROY B
weTarget 10.255.11.61 |o=ABO0-24  |6.1.2.18.R0Z
welargel 102551162 | 0ZE200-24  |6.1.2 60ROt
Mibal_S7 10.255.11.97 [OS6E00-24 &1 2150.RM
falcon G 10.255.11.100 |osrTo0 5.1.6.393.R01
Kila_Fibar_U24 [T0.Z5511.001 | |OSRE00-UZA |5 30.181.R07 | L
NS _HAWE_102 10.255.11.102 |o=6624 51.6.157.R02
nrng-test-1032 1025511103 | |OenniSiR-9 445 1
no-Name [10.26511.104 | [056E00-48  |6.1.1.502R01
weTarged [10.25511.108 | |0E6a00-24  |61.2130R01 |
weTargel (1025511017 | OSI700  (B11G34R01 | Jan 19, 20066
Kited [10.25511.112 | [osaE00-34 [E1 2144 R0 |
fdrRare-110 [10.255.11.119 | |OernigR-5 452
To-N A DESSAAZ0 |OmniSR-3 452 |
wiTarget 10.255.11.121 |osavo0 6.1.1.633.R01
WY _HIAE_127 [10,35511.122 | | OShELS [SATATORD |
NS 123 _Hawk 10.255.11.123 [GELTTE] 51.5.133.R04
& M n e [10.255.11.124 | |O#-512 441 |
W HWS_125 [10.26511.125 | [086300-24 (22013 ]
Wiy _FLLI 136 10.255.11.126 |o=8700 £.1.1.633R00
BE0001 S (1035511037 | EEREIT] 516163 R02 |
WW_FLLIZ 124 10.255.11.129 |o=a800 6.1.1.633.R01
ESO001A-1 10.255.11.130 0SEEda 51.6.19.R02
Hawk_i1% (1025511132 | |oEEaE 541 28 R00 |
This wizard will walk you Kile_135 [10.255.11.135 | |os6e00-48  |6.1.2.140.R01
through the procass of Kilg2_MES [10.255.11.144 |[0SE200-24  |6.1.2.16.R02
creatingischeduling a MW S-test-146 10.255.11.148 [Omni-5we_|4.5.3.100
hackup for the selected il NO-niaTE 10.255.11.152 O#-512 4.3.3.118
swilches. Cck tha Help = OmniStack G148 (1075511154 | [OZ-6148 W3.40.21 | -
bustton far infafmation an 1] } ] ¥ |
creatingschaduling backup - - = =
configuration options. < Back Hext = [ Backup Configuration | Cancel Close | Help

If Select by region is selected in the Backup Configuration wizard, a list containing all maps defined in
Topology will be displayed. Click on the desired map. All the devices belonging to the selected map will be
displayed in Device(s) in Selected Map(s) section.
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Select the region for which
the backup has to be performed

3 Farent Map
logical network H
Lapical Netwark _fAlUzes il
Phwsical Metwark All Uisers
Physicsl Natwark Al Users
Physical Metwark All Users .
Physical Netwark Al Ugars All the maps defined
130.00.01E Physical Natwork All Uzens - H
130,301 00016 Physical Bghemrk A s Ir! Tﬂ'pﬂ IogY WI” bﬂ
136.18.000/16 Fhysical Hetwark TAllUsers dlSph:l‘de here
140,00, F18 Plipsical Mehwark Al Usess
1575600001 6 Physical Matenrk All Users
15313.0018 Physical Matwork Al Users
1721000016 Fhysical Hetwark Al Uses
172160018 Physlcal Matwork [AlUsers =]
Address DS Mame | Tyoe | Wierion
faleonCmm 10.255.11.100 ! JOSTIO0 151 BI93R0T ja |
b Fiber U278 [1028511.000 [ogeoon-U3d [s311@1R02 |=
MME_HAwa 103 10245511002 [SELTF [a1.6170.R02
ms-test103 10.255.11.103 lomnizma [aes t
""""" 1025511104 05E800-43 53,1 279R07 | All Thﬂ devices
1025511411 ! (08700 1611634, R0 belo nging to the
1038511112 [oEEa00-72 F1.7 46 02 .
no-name 110x 1026511118 ¥ selected map will be
This wizard wil walk yau 10255 11,420 OmnisR3  [453 _| || displayed here
thi onigh the peocess af 1025511421 ©B5700 61,2105, R01
creatingscheduing a VO_RENE_1 2211025611122 ] JEEERT 1516154 Rz
liackip o the FIM3_123_Hawk 1 [10255.11.123 e 515133 R0 |
switches. Clickthe Help | = il-name 10 25511124 EABT PR =
huttos Tar infarmton on ﬁ 1 [ 1l
crestingscheduling backup -
configuration options. | <Qack || Next» || Backup Configuration || Close || Cancel || el |

Select the devices you want to backup. Shift-click
to select multiple contiguous devices. Ctrl-click to
select multiple noncontiguous devices.

When the devices/regions are selected for back up, and some are not on-line, then a dialog box will pop up
warning you of the condition. You can cancel the backup by clicking the Cancel button in this dialog box.
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Resource Manager Rackup Configur stion - .ﬂ

- Comfiguration Parameter

Corfig file backups i
Description: =]
-
Far A0S Devicas
Backup Typ: Comfiguration oy [] | ® certined Diectory onte
3 Al Divecionies
- Schaduling

(] Scheduted x|
Start at: The fallowing devices are not ondne: | I:E

1025521177

= o e

I+

This wizand will vwalk you
through the process of
creating'scheduling a

hackup for the sefected |
swiiches. Click ihe Help =

bartton for information on | [
canfiguration optians, < Hack “ Meset = || Backup Configursticn : Cancel || Close || Heip |

Click to cancel the backup.

Click the Next button when you have made your selections.
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Performing the Backup

Page Three of the Backup Configuration wizard enables you to enter a description of the firmware to be
saved, specify the type of backup you want performed, select the directories that you want to back up, and
initiate and monitor the backup process. You can also schedule the backup for a later time or date, if
desired; and configure an incremental backup. (Note that all backups are scheduled via the Schedule
application, whether they are to start immediately or not. This creates an entry in the Schedule application
and enables the user to monitor the status of the save operation.)

Backup Configuration Wizard (Page Three)

Resource Manager Backup Configuration il
Corfiguration Parameter

Descrigtion

= chaduled backug

Backup Options

Backup Types | Full Backup =

For ADS Devices For 6200 Devices

& Certified Directary Only ® At Image Onby (recommendid)
Al Dineclories Ructise and active [rapes

Scheduling

v Sehduled ] IncrEmiental

Start af: Sep 29, 2006 F1314 PM —]' Time Between Backugg: |+

Message Area
This weirard will wallk you
throagh the wocess of
creatingschedulng a
hackup Tor the salected |
Swilches. Chek ihe Help -
button for information on : =
creatingscheduling backup F - 2 :
canfiguration aplions. |- Hack M Hackug Configuration Close Cance Hedp

How to Backup Firmware

1. Enter a description of the firmware to be saved. If you do not enter a description, the description will
display as blank description.

2. Select the type of backup from the Backup Type list. The types of backup are Full Backup,
Configuration only and Image only.

The Full Backup setting backs up both configuration files and image files. The Configuration only setting
backs up configuration files only. The Images only setting backs up image files only. Note the following:

For AOS devices, the certified and working directories are backed up.
For AOS devices, the Configuration only setting backs up *.cfg files
only. For XOS devices, the Configuration only setting backs up
*.cmd, *.cfg, and *.cnf files only.
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e  For both AOS and XOS devices, the Images only setting backs up .img
files only.

e For AOS devices, the Full Backup setting backs up whatever files are
in the certified directory of the switch.

e For XOS devices, the Full Backup setting backs up whatever files are
in the flash memory of the primary MPM module.

Note: For the OmniStack 6024, 6048, 6124, 6148, 6300-24, and 8008, it is only possible
to back up (and restore) configuration files.

3. .In the For AOS Devices area, you can select either of the two radio buttons, Certified Directory Only
or All Directories. These radio buttons will only be enabled if the devices to be backed up contain at least
one AOS device and the Full Backup type is selected. You need to select All Directories if you want to

nn

back up files from the "working", "certified", "switch", and "network" directories.

A Full Backup will cause all files in all directories to be saved, which includes "certified", "working",
"switch", and "network" directories. In the Backup Files table, the AOS full backups will be displayed in
the Backup Type column as:

e  Full Backup — All
e  Full Backup — Certified Only

If you select Certified Directory Only, the files within the"certified" and "working" directory will be
backed up. In the Backup Files table, AOS Configuration only will be displayed in the Backup Type
column as

e Configuration only
e Configuration only - Incremental

A Directory column showing the directory path that a file is in will be added to the File Details table for
AOS backup entries. By default, all files except "working"directory files will be selected in the File Details
table when the backup type is Full Backup — All. However, all files can be individually selected or
deselected. During the restore operation for this backup type, if none of the files under the "working"
directory is selected, the certified files will be restored either to the "working" directory only or to both the
"working" and "certified" directories on the switch.

Note: Although, avlan/ is a sub-directory, it will be backed up like the other directories.
4. If you want to schedule regular backups, perform steps a and b below. Otherwise, proceed to step 5.

a. Click the Scheduled checkbox.
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Setting Times Between Backups/Restores

1. Check the Scheduled box 2. Use the Time Between
and use the pull-down menu  Backups pull-down menu to

to set the day and time. set the time between
backups/restores.
Scheduling
¥| Scheduled Incremental
Start at: Sep 30, 2006 4:05:05 FM F=  Time Between Backups: | |-

Note: You can back up switch configuration files from either the certified or the working directory.

b. Click on the drop down list near Start at field. The calendar pop-up will be displayed as shown below.
Use the Up/Down arrows to set the month, year, or time.

Setting the Day

Janisary 2006
Click on the e e
day to set g 8 10 11 12 13 14
; 15 16 17 18 {08y 20 2
the day in 033 M I8 FE} WO
the month. 9 30 A
Today: 11906 Hone

You can also set the time between backups by selecting from Time Between Backups list. The valid times
available are 1 hour,1, 2, 3, 4, 5, or 6 days and 1 week.

Note: If the backup type selected in the Backup Type list is Configuration only, the
Incremental checkbox will be enabled. If the Incremental option is selected, Resource
Manager will initiate backup only when there are changes in switch configuration files
since the last Configuration only backup. The first incremental backup will be treated as a
normal ‘Configuration Only’ backup and any successive incremental backups will be
‘Configuration Only — Incremental’ backups.

5. Click the Backup Configuration button at the bottom of the wizard. When you click Backup
Configuration, the backup operation is scheduled for a later time/date if you so requested. If you specified
that the backup be performed immediately, AND if the device FTP Logic names and passwords for the
devices were previously defined to OmniVista via the Edit Discovery Manager Entry window, the
confirmation query shown below displays.

waming k|

5_?__| [yl wwand b continu and backup configuration of selectod dedoes?
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Click Yes and the backup process begins.

If the FTP Logic names and passwords for the devices were not previously defined to OmniVista via the
Edit Discovery Manager Entry window, the FTP Username Password window displays. An example is
shown below. This window queries you to supply the FTP user names and passwords required for the
backup. If this window displays, perform step 6 below.

FTP Usernadne Password =]
Pleasa specify all the missing FTP login ame{s)passwonds) I e
| Mame | Address | FTPWUsemame | FTP Password
[T argat 11025511 111 | |
|weTargeal 10.25511.1311

| OK Edit Cancel

6. Select a device in the FTP Username Password window and click the Edit button. The Specify FTP
Logic window displays, shown below. Enter the FTP user name and password for the selected device in the
appropriate fields. If the user name and password you enter also apply to the other devices, click the Same
for all Unspecified checkbox. Then click the OK button.

Speclly FTP Logen .ﬂ
|
Pieasa specify ail i T1P Usermame: | h | I
| Mame | FTP Passward: _FTP Password
[wTarpel [10.2r
[uxTargel 192 [ zamefor All Unspecified
oK Cancel |

If necessary, continue to enter FTP user names and passwords until they have been specified for all devices
listed. When all user names and passwords have been specified, the confirmation query shown below
displays

waming =l

| ?J Doy weand to continui and backup configuration of selectod dsvces?

Click Yes and the backup process begins.

Monitoring the Backup Process

If you leave the Backup Configuration Wizard open, you can view status messages that document the
backup process as it occurs (shown below). Note that the backup operation will continue even if the
Backup Configuration Wizard is closed.
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Status Messages in the Backup Configuration Wizard

Resource Manager Backup Conliguration 3'

Configuration Prarameter
Description
ekl Dackup
Backup Options
Backup Type: | Full Backug =
For A0S Denvices For 6200 Devices
& Certified Directony Onby & fctive Image Only irecommended)
'.-.' Al Directories £ ctine and Inacipes images
Scheduling
| Scheduled [ Incremerntal
Start at: —l Time Between Backups:
Message Area
[5:59:43 FH] > Saving che configueaticon =l
[6:59:51 FA] » Starting to backup configuration for device: LO.255.11.194
[E:59:51 FA] » Beqin beckup configuration for dewice: 10.2585.11.194 as (weekly
backup) -
This wirard will walk you [5:589:55 PM] > sawved file(/flashfcectified/boot.cfq) Erom Device: 10.255.11.194
through the process of [6:59:55 FM] » saved file([/flashfcectified/boot.cfg.bak) from Device: |
creatingscheduling a 10.255.11.104
backup for the selected [6:59:57 FM] » aaved file([/flash/cectified/bootrom.bin) Crom Devics: L
switches. CHoK the Help 10, 255,11, 194 [=]
button Tor infor mation on
creating/scheduling backup - = -
configuration options. < Back Hext > Backup Configuration Close | Cancel || Help |

Status messages documenting the backup process as it occurs also display in the Status Panel (shown
below).

Viewing Backup Entries in the Audit Application

Whenever you back up a switch, entries documenting the backup process are made in the audit log
config.log. You can view these entries by going to the Audit application and selecting config.log under
Current Log Files in the Tree, as shown below.
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Audit Application Entries for Configuration Backups

Select config.log under Current Log Files to view Audit application
entries for configuration backups.
Eile  fuppdication View Help

nNoEs @ @ X |=& comentiogFies |= =
= Audil b it Log "config.log” oo [ &[]
il kol [T o Tl
El el | [Jan4, 2006 80436 PM [128251.30 61 |admin [informaion |Begin batkup configuraban for device: 10,255,211 71 as (058700 |~
(¥ configlog Jan 4, 2006 BATIEFW [128.251.30.81 |sdmin |Wfornation |Added Backup Configuration: 10.255.211.71 |
_11 dise e log Jan 4, 2006 81238 P _1 28.251.20 61 _:|Jr|||r| | nlsariation _Eachuu configuralion for désice: 10.255.211.71 a3 (053700 ba chig
H loginlog Jan 4, 2006 BT PR (1262513061 |sdmin | nforrnation | Begin bachup confgursbon for device: 10.255.211.71 as (D387001
B policy.log Jan 4, 2006 B2006 W [128.251.30.61 |sdmin |Wfoernation |Added Backep Configuration: 10.255.211.71 |
[ polling.log Jan 4, 006 82016 PW 1282513067 | admin |information |Backup configuralion far device: 10.255.211.71 as (059700 fll bag
[ quarantne log Jan 18, 2006 7:54:44 PM_[128 2?1.?161 Fmin __'1r-:'|11a1|-:m | EEgin backup configurstion for device: 10 255._]_11 71 as (0587001
& zorerb Jan 18, 2006 7:54:44 PM 12825130 61 |admin_ |Emros |Failed 10 backup configuration of Device: 1025521171, Error ear|
[ teinetiog Jan 18, 2006 &:03:07 PM_{126.251. 3061 |sdmin |nforrnation | Begin bachup confguesbon for device: 10.255.11.111 as (Waekdy &y
3 rapeonmy.log 126.251.30.61 |admin_ |Wnfomation |Begin athup confiuration far device: 10.255.11.1 21 as (Weekty il
B wantog Jan 19, 2006 60313 PM [128 2513081 |admin_ |Eros |Failad 1o backup configuration of Device: 1025511131, Errar java
o <@ Archived Log Files Jan 18, 2006 5:06:30 PM_[126.251.30.61 [sdmin_|infomialion |Added Backup Configuration: 10.255.11.111 [=]
Jan 19, 2006 &:06:30 PM [128.251.2061 | admin |Wiernalion |Backup configuralion for desice: 10.255.11.111 a3 (Weekdy full bach -
i I [¥]
-
Log Message:
Eegin backup confguration for dewice: 10.255.11.121 a3 (Weekly Tull backup)
Export (| Help
T
Drate I Application Ty [ - Wassage
| Thus Jan 19 17:23:38 PST 2006 | Pesource Marager @ Info | Start Reading Backup Fls... =
| Thu an 19 1725446 PST 2006 | Resmarce Manaper @ Info Corngleted Poeading Backp Files |
This Jan 19 17:20:50 PST 2006 Fsource Maraper & Info Start Reading Upgrate Images... -
] b

| status | Motifications |

Important Facts About Backing Up

When performing a backup, firmware configuration files are FTPed from the switch to the OmniVista
server. To gain access to the switch, the FTP user name and password must to known to OmniVista. You
can specify FTP user names and passwords via the Edit Discovery Manager Entry window. (See the
Topology help for further information.) If you did not define FTP Logic names and passwords via the Edit
Discovery Manager Entry window, and you attempt to save or restore configuration files, you will be
queried for the FTP Logic name and password of each individual switch for which configuration files are
being saved or restored. This is described above. If the FTP Logic name and password are not supplied to
OmniVista, the FTP process will return errors and the configuration of the switch will not be backed up.
The process of backing up the configurations of other switches will continue.

Firmware is automatically copied and restored via FTP, and any errors that can occur when performing
these tasks outside of OmniVista are also possible when using OmniVista.

If a backup operation fails in the middle of the backup operation (which could occur if a switch goes down
between the server and the target switch), no configuration files are saved on the server. If the full
complement of configuration files are not saved, any initial files that were saved are deleted from the
server.

Backups of AOS devices include the contents of the certified directory and working directory. The files
saved for XOS devices are listed in the XylanChasFFSTable. Only files in the flash memory of the primary
MPM module are saved. No files are saved that end with .err, .dmp, /.., or /., as these files are either
temporary or will cause problems during the FTP process due to conflict with system file names.
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Important Notes: The configuration files saved are those in flash memory and are not
necessarily the configuration files that the switch is currently running. At present, the
files are not zipped to save disk space on the OmniVista server. The user may perform
multiple backups on the same day, if so desired.

Users should not attempt to copy configuration files saved on the OmniVista server to other machines. The
saved files contain binary configuration information, including the IP address/MAC address of the source
machine, and using these files on another machine could bring the network down.

Note: SFTP will be used when a device is configured in OmniVista to use SSH. If a
device is configured to use SSH in OmniVista, SSH must be enabled on the device itself.

26



Upgrade Image Tab

Upgrade Image Tab

The Upgrade Image tab enables you to upgrade software, firmware, and FPGA (9000 series only) files.
Import the latest files from the Customer Support Web Site and use the "Upgrade Software" Wizard to
upgrade a switch(es). As shown below, the top pane of the Upgrade Image tab, labeled "Upgrade Files,"
lists the imported firmware packages that currently exist on the server. When you select an import package
in the "Upgrade Files" area the individual files will be listed in the bottom pane, labeled "File Details".

Caution: Never attempt to import or install firmware files or upgrade packages acquired
from any source other than Alcatel Customer Service. Image and Firmware files are
specially packaged by Alcatel Customer Server for importation into OmniVista, and
contain an LSM file that describes the package contents to OmniVista. Installing new
images files in XOS devices may cause configuration incompatibilities. Always check
with Alcatel Customer Support before installing new images files in XOS devices to
ensure that the image files being installed are compatible.

Resource Manager will prevent unsupported upgrades. When such an attempt is made, a message box
informing that the upgrade has been rejected is displayed. This message box also displays details of the
versions of the switch software required to successfully perform the upgrade.

Note: You must first complete the BootROM/Miniboot, U-Boot/Miniboot upgrade before
upgrading the FPGA or image files. If you are upgrading a 6800 series switch, you must first
upgrade the 5.3.1 software to 5.3.1.231.R02 or later.

Upgrade Image Tab

Hia Applications  Wiew ResourcaManager  Help

o ES DN =
Metwicek BackupRestore | Upgrade Image  knentory |
Configuration | Lipgrade: Files ) 4 [ [E] . i
Thpe Ciate Varsian Dastription List of |m'|30f'1'5 b')"
gl OrnniSwilch oo |dan 23, 2006 44043 FM |51 6,87 R0Z OB 51,687 ROZ .
% OmniSwilch T Jan 23, 2006 4.4138 FW |5.1.6.054. ROZ A0S 5.1.6.154R02 de.\:’|c£ +YPB' 5F|8C1
I Byl DrnniSwilch Fax |Jan 23, 1006 44213 FM |5.1.5 54 RO4 His 51,554 F04 an Imp-nr‘T to view
|Bagl Drnn i SwilchStes: |dan 23, 2006 44354 FW 16.1.1 633.R01 AOS BN E3IRM dBTﬂlIS be.lﬂw.

g

[aw

= File Datails oo 2 [ S EEE
g wi File Mame Virgion Deseription Dt Fifia Sizefmyies)
Tt | w| | [F Jadvoutimg B1.1.633.RN CHl Advanced Rouling Dee 23, 2005 1387783
| ;‘l Jbaseimg |611.633R0T |CWM Base |Dee 23,2008 | 11011644 A detailed list O‘F
= | | | =] Jdiagimyg b.1.1.633.R0T CHM Diagnostics Dec 23, 2005 2499849 = et =
- w| A Jdniimg 6.1.1.68331.R0M NI Deagaostics Dee 23, 2005 2331737 ‘|’h£. II'I.dI'\-"IdUCt' fl |BS
- | [ [ Jeniima [B1.1633.R0__ |[Nlimage far all Elhernelbme Mis | Dac 23, 2005 JHEH 14 F .
7 | | I 1 ! ks in the import
MER)! Y Jippa.upgrads_kit 61.1.6331.RM Tpgs upgrade kit fimreare Dec 15, 2005 123873 h P
| ] | P Josirg [6.4.1.633.R01 | CMM Qparaing System [Dec 23,2008 1852473 selected above.
|; | |#| | =] Jrelease.img B.1.1.633.RN Release Anchive Crec 23, 2005 3145
Sty | v| |[B Jeecuimg 61.1.630.R1 | Tl Security (AWLAMS) |Drex: 23, 2005 46180
[ ¥| | [ minibont ubact B1.1.633.RN minsnoot finmreare Doc 16, 2005 8374
Adminisiral K = = = |
ax
e —— ATl iy P e | ramrerr—y ,_m'.“.“_": &
Felon Jan 20 1641 PST 2006 Resouree Manager @ Infa Adi Upgiade nage 0 =]
[ ]

Status | Hotifications
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Importing the Upgrade Files

Upgrade Image Tab

All upgrade files supplied by Alcatel Customer Service are packaged as WinZip executables and have a
.zip file extension. Do not attempt to unzip the firmware files manually. Import the WinZip executable and
OmniVista will automatically unzip the executable as part of the import process.

1. Download the upgrade files to your PC.

2. With the Upgrade Image tab displayed, click the Import Image icon [T , or select Import on the
Resource Manager menu, or press Ctrl + I. The Import Switch Software window is displayed.

Click the Import Image icon. The Import Switch
Software window displays.

Oenni¥ista 2500 - Application: Resource M2 nager  Windaw:0

=

-] =l = EEE]

Adobe [ Snaght Catalog
Bluatooth
Iy Captivate Projects
Ky eBooks
My Music
My Pictures
MyWebs
Elle File Sizefkr
[ Jawou 135
M1 .Jbasel  FileMame: | | 1101
2 Jdisg i 2=
] Jdni.im Files of Type: |thlBSIZZb} |v| 7
=] Jeni.im 96
] 123
ot Caneil -
| . 3 Sewiin

3. In the Import Switch Software window, navigate to the location of the zipped firmware files and select a
.zip executable. Then click the Import button. The import process begins immediately.
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Import Switeh Soltware g -ﬂ

Lok ||jsmnhm-.um [+ :IH_. ‘n'_* IUI.EIE

IDEE?_E.LW‘M! |

[ o57_518_154_Ra2.5 Navigate to the

:g xrﬁ: ;s“_za:ﬂéf:u-lw location of the

(L) 05.8.611R01_Ga.zp zipped image files
and select a .zip
executable.

Filr Mame: |87 51687 RO2zip

Filies of Type: | 7ip Files (zinh [+]

| mpont || cancer

|
Then click Import.

Messages in the Status Panel report the start, progress, and finish of the import process, and report any error
that may occur. When the process is complete, the imported firmware files are listed in the Upgrade Image
tab.

Import Status Messages in the Status Panel

"

[ Date _ Application __Tme [ ____ _____ Message

Mon Jan 23 16410 PST 2006 | Ressource Manager i nfn |AM.0% 5 Gi11_Ri_GArig:Stanting Import 1§ =
Flor Jan 23 16:43:10 PST 2006 |Resource Manajer @ nfe | - Copyang 0% _3_G611_R01_GA.0ip inlo sery
Mo Jan 23 164310 PST 2006 | Ressiour s Manager B infn | RM.Dane Copsing 05_8_611_F01_GAzip ik
Mon Jan 23 16:4310 PST 2006 | Ressnurce Manager 0 ro | AB.0%_0_fi11_Ril1_GiA_rip seopied {softeas)
Mon Jan 23 16:43:10 PST 2006 | Resource Manager @ Info |AM.0S_2 G11_RO1_Gizip Parsing {softws
Fon Jan 23 164510 PST 2006 | Resource Manager I infn |AMLO5 0 E11_R1_GAvig: copied {minibon
Mon Jan 23 16:43:10 PST 2006 |Ressource Manager .'E' Info | Al.05_9_611_Ri1_GAzip; copéed {Jdachrou
Fon Jan 23 164510 PST 2006 | Resource Manager 'EI Infoy |REL05_B_611_F01_GAzip: copéed {AMhase.ir
Mon Jan 23 16:4%10 PST 2006 | Ressource Manayger I nfo | AB.0% 9 fi11_Ri_GA_rig: copied {diag.in]
Mar Jar 23 16:43:10 PST 2006 | Resuree Manager B Info |AM.05 5 611_FiM_Giig: copbad {Mdnlimg
Fon Jan 23 164510 PST 2006 | Resource Manager D nfo |RM-05_0611_R01_GAvip: copéed {Jeniimg
Flor Jan 23 164310 PST 2006 |Resource Manajer @ Infx |RELO5 2 G111 R _GARTip; copsed {Mpoga.ug
Fon Jan 23 164510 PST 2006 | Ressourci Manager 'EI Infx |AML05_B_ 611 Pl _GAzig: copbed (s
Mon Jan 23 16:4510 PST 2006 | Ressnurce Manager A fo |AM.05_5_B11_RIM_GAsip: copied {dredeas
Flor .Jan 23 164310 PST 2006 |Resource Manager _'E' Infi | MOS8 611 _F1_GAzig: copbed {Jseci.i |
Fon Jan 23 164510 PST 2006 | Ressource Manager D infn |AMLO5 0 611 _Ril1_GAzip Finished lmpot || -
Mon Jan 23 16:43:10 PST 2006 |Ressource Manager .® Info | AMLO5_ 9 G611 _Rl_GAaip :Add Upgrade my |
Mon Jan 23 16:45%13 PST 2006 Ressource Manag @ info Aclil Upgradle kriage OmpiSwitchD: -

| status | Motifications |

Installing the Upgrade Files

Follow the steps below to install the upgrade files.

1. In the "Upgrade Files" window pane, select the desired import. The individual image files contained in

the import display in the "File Details" window pane. By default, the "select" checkbox by each image file
(shown below) is enabled and the "select" checkbox by each BMF file on AOS switches is disabled. Only
selected files will be installed.

2. Click to deactivate the "select" checkbox by any individual image file that you do NOT want installed.
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3. Click the Install New Image Files icon F , or select Install on the Resource Manager Menu, or press

Ctrl L. The Install Upgrade Software Wizard opens. The first page of the Wizard (shown below) lists all
devices that qualify for installation of the selected image files. Select the device or devices in which you
want to install the files. When your selections are complete, click the Next button to display page two of
the Wizard, which enables you to perform the installation and monitor its progress.

1. Select the import
that contains the
firmware files you
want to install.

2.Click to deactivate
the “select” check-
box by any firm-
ware file you do
not want to install.

Rt

3. Click the Install New Image Files icon. The Install
Upgrade Software Wizard displays (shown below).

HEE v e 8 (= a
| =
Nt I|’ BackupRestore | Upgrade Iiiha || New image Files)
' e Fles k2 [SHEE
Tipe Drate varsian Dazcaption
OmniSwilchTos Jan 23, 2008 440043 FM 5.16.87 RO2 A0S 51.68T ROZ
Q| Swth T Jan 23,2006 4:41:38 PH 5.16.154.R02 A03 5.1.6.154.R02
QrnniSwilch T Jir 23,2006 44212 FM 51554 R04 A0S 5.1.5 54 R4
Qrmn|Swilchame: Jan 13, 2006 44254 FM 6.1.1.633R01 ADSE1.1EIIRM
File Details oz 2] .ilm
= File Hame i Warsion i Description i Data File Sizaintes)
v | bostrom bin 5.1.6.87R02 boosrom firnware Aug 11, 2004 423033 [
#| [ Fachroulimg .1.687 RO CHM Atvancad Routing Jun 2T, 2005 [ELEDT
| ] [ Fhaseimg 5.1.6.87 RO2 CHM Base Jun 27, 2005 4300445
v |3 Fdiagirng 51,687 RO2 CHM Diagnoslics Jun 27, 2005 331338
v [ Fenlimg 5.1.6.87T RO Mlimage for il Etemettype Mis  LJun 27, 2005 1308842
L] |1 Fipga.upgrade_kit  |5.1.6.87. R02 Tpga upgrade kil finreare Agr 2T, 2005 15203437
v [ Filethimg 81,687 RO MM Layer I and Ethernet drivers  |Jun 37, 2006 927 208
] ([ Fozimp 5.1.6.87 RO2 CHIM Operating System Jun 27, 2005 1495009
] [[3 Faosirmg 51,687 RO2 CHM Quility o Senace Jur 27, 2005 313011
o[ [ Freleass.ima 5.1.6.87TRO2 Relzaze Archive Jun 27, 2005 551
- ] [ Froutirmg 5.1.6.87R02 Chil Routing (P and IF0 Jun 37, 2005 720233
w| [ Fsecuimg 61,687 ROZ CoWIE S ity GANLANE) Jun 3T, 0045 13040
Seonty ] [ Fwebimg 5.1.6.87 RO2 CHIM Wabwview - Maln Jun 77, 2005 | 1833250
Ackraristrat vl 1A Fegbashroutima 516287 RO2 CHIM Witbrvitw - Atvanee Routne  LJur 27, 2005 2495181~

Diabe
L e T D L)

Mezsane ]

Flon Jan 23 16:4310 PST 2006
Bon Jan 25 1624315 PST 2006

Apnlication L]
RESource Manafer Inf
R i@ il

AM.0S_9_611_RO1_GAzip sAdd Upgrade E‘

Acid Upgrade bnage OmniSesichSux

Status | Hotifcalions
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Install Upgrade Software Wizard (Page One)
Page One lists all devices that qualify for installation of the selected files.

Install Upgrade Softeares
Address OMS Nafme | Type Version Backup Cate Bat
1026519011 | CS4T00 |6.1.1.634.R01 | Jan 19, 2006 6:03:02 PM 6.1,
; [10.zs5.11.421 | 0EAT00 _|6.1.1.633R0T
g v FLUN 126 1025511126 QEITOD |6.1.1.633.R0
B WA _FLLI 128 10.255.11.129 | 058800 |6.1.1.633.R01
Bl 161 10.255.11.161 OEI700 |6.1.1.631.R01
ligl e Tarnget [10.255.11.18 | OEAT00 |6.1.1.631.R01 I
Bl mo-name M0.25513.3 | OE8T00 |6.1.1.633.R01
i MatCorel Fuil 102551393 QEIT00 |6.1.1.631.R01
10.255.211.70 | 058700 [6.1.1.631.R0 [ 1
10.255.711.71 OE9700 |6.1.1.632.R01 Jart 4, 2006 81335 PM[5.1.1
This wizand will wallk you
throusgh the prscess of
Incstalling) & ness images for
the selecied swilches, Click
the: Help utton for i ] Tw|
infior mation on Installing E - =
vV MRS Dptions, < Back Install Softwane Cancel | | Close || Help |

4. Select an Installation Option.

e Upgrade BMF Files - Upgrade the BootROM, MiniBoot, or FPGA files (AOS switches only).
e Upgrade Images Files - Upgrade the image files on the switch(es) (Default) .
e U-Boot Upgrade on all NIs - Perform u-boot upgrade for all the NIs on the switch(es) (9000
series switches only).
e 6200 Device(es) Installation Options (6200 Devices Only).
e Upgrade Master Unit Only - Upgrade the image files on the master switch in the stack.
o Upgrade All NIs in Stack - Upgrade the image files on all switches in a stack.
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Install Upgrade Software Wizard (Page 2)
Page 2 enables you to perform the upgrade and monitor its progress.

Install Upgrade Soltware

=

P e

This wizard will walk you
through the process of
Installing a nens imagpes for
the selected fwilches. Click
T Hiedg bt on Tor
infarmation on Installing
new images oplions.

|
Software hestall Parameter
Files To Instal _ _ (R = [S[HIE
Fileame | Version | Description | Dats | File Sisediyies) |
[ sowarerng [1.00.11-1.0238 |sofwarefile  |MNov7, 2006 3.53.33 PM | IT4EG45)|
[ Instaliation Cptions | | 6200 device(s) Installation Options

) Upgrade BMF files [ Ut Uipgrade on AR Nis

= Upgrade Image Files

Messae Area

) Upgrade Master Unit Onby

= Upgrade & Lnits in Stack

| <Back || Wext> | Install Software

: Cloge |
| S

[4

|t |

Warning: Do net attempt to use the BMF option on an AOS switch unless it has already
been upgraded to 5.1.5.R03 or later image files.

Note: The "U-boot Upgrade on All NIs" option will only be enabled when the imported
software files to be installed on the switch are for OS9000 devices.

5. Select "Install Software" to begin the installation process immediately.

Note: Click here for information on page two of the Install Upgrade Software Wizard on
image files or click here for information on page two of the Install Upgrade Software
Wizard on BMF (BootROM, MiniBoot, and FPGA) files.

Deleting Imported Firmware Files

To delete imported firmware files from the OmniVista server, merely select the import in the "Upgrade
Files" window pane and click the Delete icon ¥/, or select Delete on the Resource Manager Menu, or press
the Del key. Note that you can delete an entire import, but you cannot selectively delete individual files in

an import.
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Selecting Devices for Image Upgrades

The first page of the Install Upgrade Software Wizard, shown below, lists all known devices that qualify
for installation of the selected image files. Select the device or devices in which you want to install the
files. To select a single device in the list, merely click on it. Shift-click to select multiple contiguous
devices. Ctrl-click to select multiple non-contiguous devices. Click the Next button when you have made
your selections.

Note: The information fields displayed for each device are identical to those displayed in
the list of All Discovered Devices. For information on these fields, refer to the Topology
help.

Install Upgrade Software Wizard (Page One)
Page Ore lists all devices that qualify for installation of the selected files.

Install Upgrade Softears
Addrass DS Mame Typs Yersion Eal?HIJE Date H
1025511111 | | 020700 |6.1.1.634.R01 | Jan 19, 2006 6:03:02 PM]6.1.1
[1025511421 | [os0700 |6.1.163R0 | 1]
10.255.11.126 | | 60700 [6.9.1.633 R0 | |
10.255.11.129 | [o58800 [6.1.1.633.R01 |
10.255.11.161 OEI700 |6.1.1.631,R01 |
10385 11,318 | [oE97T00 [6.4.1.631.R01 | ]
10.255.13.51 [058700 [6.1.1.600.R01 |
gl MetCorel Fujil_ (10.765.1383 | [OEAT00_[6.1.1.631 R0
gl v Target 10.255.2111.70 | |oE8700_|6.1.1.631.R01_|
gl o Tanget 110.255.211.71 | [0E9700 |6.1.1.632R01 | Jan 4, 2006 8:13:35 PM[6.1.1
This wizand will wallk you
throusgh ihe proscess of
Iestalliveti & nesd ifnages fod
the selected switches, Click
thee Help hution for 4 | [
inilfsr i aicn an Installing — = '
IS ETNAGEE OIS, Back Hext > Insiall Software Cancel || Close I Help

Click the Next button when you have made your selections.
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Installing the Image Files

The second page of the Install Upgrade Software Wizard, shown below, enables you to install the image
files and monitor the installation process. Installation of image files takes place immediately when initiated;
installation of image files cannot be scheduled for a later time or date. Note that image files will be
installed into the working directory of AOS devices.

Caution for XOS Devices: Installing new images files in XOS devices may cause
configuration incompatibilities. Always check with Alcatel Customer Support before
installing new images files in XOS devices to ensure that the image files being installed
are compatible with image files resident in the device.

Install Upgrade Software Wizard (Page 2)
Page 2 enables you to perform the upgrade and monitor its progress.

Install Upgrade Soltware ﬁl
Software estall Parameter
Files ToInstall _ ) fn [ | S
_File Name | ‘Warsion | Description |  Date | Fila Size{brdes) |
[ sofwaredrng [10011-1.0238  |sofwarefile  |NovT, 2006 35339 PM | IT46645]
[ Installation Options G200 device(s) Installation Options
) Upgrade BMF files ] Wbt Lipgrade on Al Nis ) Upgrade Master Unit Onby
™ Upgrade Imape Files = Upgrade All Units in Stack
Message Area
Thi% wizard will walk you
through the process of
Installing a new imapes for
the selected swilches. Click | =]
The Hedp batt on Tor
infarmation on lnstalling T ) f : . : -
naw images oplions, <fack (| Mexto Install Software || Close Cancel || Help

How to Install Image Files

Make sure that the "Upgrade Image Files" button is selected. Next, click the Install Software button at the
bottom of the Wizard. If the device FTP login names and passwords for the devices were previously
defined to OmniVista via the Edit Discovery Manager Entry window, the confirmation query shown below
displays.
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werming £

? [ i wranl b contirue and install configur stion of selected dindoes??

Fr

Click Yes and the installation process begins.

If FTP User Names/Passwords are Undefined

If the FTP user names and passwords for the devices were not previously defined to OmniVista via the Edit
Discovery Manager Entry window, the FTP User Name Password window displays. An example is shown
below. This window queries you to supply the FTP user names and passwords required for the backup.

£
Pheares specily all the missing FTP login nameds)passwonis) |+
Mame | Addiess | FIP Usemame | TP Password

|veTargel 10,2551 &1

O Eclil Cancel

To supply the FTP user name and password for a device, select the device in the FTP User Name Password
window and click the Edit button. The Specify FTP Login window displays, shown below. Enter the FTP
user name and password for the selected device in the appropriate fields. If the user name and password
you enter also apply to the other devices, click the Same for all Unspecified checkbox. Then click the OK
button.

Specify FIP Lagin ] x|
2 FIP Usemname: | -’EI
Piaase specily all th b r=Yi:||
| Hame | FIPPassword FTF Pasowoed
|weTargel 0.2
1 o Al Urespiciied
8,1 Cancal

If necessary, continue to enter FTP user names and passwords until they have been specified for all devices
listed. When all user names and passwords have been specified, the confirmation query shown below
displays

werming x|

? [ i wranl b contirue and install configur stion of sebected dindoes??

[es || 1o |

Click Yes and the backup process begins.

If Version Numbers are Older

If the image files being installed have an older version number (or the same version number) than the
image files currently resident on the device, a message similar to the following displays. Note that
installing older versions of image files may result in a loss of functionality or, in the case of OmniStack
devices, the resetting of device parameters. Click Yes if you wish to perform the installation anyway. Click
No to cancel the installation.
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£

The falloswing sweitchies) havwe either an unknown software wersion or
a nender oF same version software of the new upgratle soffwara,
A0.255.11.1112 newer version

o you wand to comtinue install?

[ es || to |

When the Installation Completes

When the install has successfully completed, you are prompted to reboot both AOS and XOS switches.
Remember that image files are installed into the working directory of AOS devices. After the installation
completes, you should reboot AOS switches using the Load From Working command. You may also
want to save the working directory to the certified directory. You can perform these tasks by connecting to
the switch from OmniVista's Topology application. (To connect to a switch, merely select it in the
Topology application's Tree. Refer to the Topology help for more information.) You can reboot XOS
switches via Telnet, etc. Note that OmniStack devices (the OmniStack 6024, 6048, 6124, 6148, 6300-24,
and 8008) will automatically reboot without user intervention when the installation is complete.

Monitoring the Installation Process

If you leave the Install Upgrade Software Wizard open, you can view status messages that document the
installation process as it occurs. An example is shown below. Note that the install operation will continue
even if the Wizard is closed.

Status Messages in the Install Upgrade Software Wizard

Install Upgrade Softweares i _:KI
Software Insiall Paramatar

Files To Instal EOEIEE

[ File Name | Werstom | Cezcigtion | Data | _Fia Siz
21 Fawout img |51 6,87 RO |Che Advanced Routing LJun 3T, 2005 |

=] Fhase.img |5.16.67.R02 |CHl Baze Jun 27, 2005

B Fdiag.img |5.1 687 RO2 -_I.'ZHI-I Dimgrioslics ._.Iun 37, 2005 _

& Fenlirng |5.1.6.67.ROZ_|Wlirmage for all Etharnet-tpe Wis Juin 27, 2005

[ FiZethimg |5.16.67 RO2 | Ml Layer 2 and Ethernel drivers |Jun 27, 2005 |

1 Fos.img |50 6,67 RO | WM Operatng System LJun 37, 3005 |

=] Fyos.img |5.16.67.R02 | CHil Quality of Senice Jun 27, 2005

_;"I Froliase irmg _5 1687 RO2 -_H‘ulr:n:u Arching '_.qu 27, 2005

) Froutimg |5.1.6.67.RO2 |Gk Routing (IF snd IFH) Jun 27, 2005

B Fsecuimg [5.1.6.67.R02 | C MM Secuiity (AWLANS) LJun 37, 2005 |

21 Fwebimg |51 6,87 RO |CWs Wabvew - Main [lun 3T, 2005 |

(] Fuwebadwoutimg |5.16.67.R02 | Chik Webview - Advance Routing Jun 27, 2005

_;"I Fwirhl Zothimg _5 1 627 RO3 -_C,Ml-l Wibrwigw = Laegr 2 and ESemel divirs _Ju:l ‘.'-‘?__ 2005 |

3 Fwebgoz.img |5.1.6.67. ROZ | il Wabiew - Qualiy of Sarvice Jun 27, 2005

[ Fuwebroulimg |5.16.87 RO2 | CWl Webview - Rouling Jun 27, 2005 |

21 Fwebzecuimg |60 6.57.R02 | MM Wabviow - Securiy [Jun 37, 3005 |

[ ] ¥
Installation Ogptions

Upgyrade BIF files

& Upgrade Image Files

Thiss wizand will wiall you Massape Area

throgh the process of [5:30:37 FH] » Imstall configuration for device:r I0.Z55.Z11.150 from Saved a
Irestallitet] & new inaipes for Confiqueacion (A0S 5.1.6.87.R02) taken at: Jan 23, 2006 4:40:42 FM |:
the selecied swilches, Click |=
tihe Help button for

infoamation an Installing - :

eV EMaRes opthons, Back Hext Insiall Software Cancel || Chose 1 Help |
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Status messages documenting the installation process as it occurs also display in the Status Panel. An
example is shown below.

Caw

Status Messages in the Status Panel

[ Applicatian Tipe Migsane Tt

Mon Jan 23 17:35:26 PST 2006 | Resource Manager Info | RM-copying (Nashiworking Fwebnos.ime) (o device: 10.255.211,150 |

Mon Jan 23 17:35:30 PST 2006 |Resource Manager wn RM.copied (TlashworkingFwebgos.in) o device: 10.255.211,150

feon Jan 25 173500 PST 2006 |Hesource Managar RM-Remiving nemate e (Tashivorking Pwebro.img) iom dedce: 10.256.21

Fon Jan 23 17:35:30 PST 2006 | Resource Managar E Il RM-Hemie file {TashisorkingFeebr outimg) removed from device; 10,265.21

Flon Jfan 25 17235035 PST 2006 Resource Irifex RM-copying {TMazhiworkingFaebroutimyg) to device: 10.255.211.150

Mon Jan 23 173540 PST 2006 | Resource Manager Mo | RA-copied (Flashewosking bt img) to divice: 10.255.211.150 Status messages
Mon Jan 23 17:35:40 PST 2006 Resource Manager g Irifay RM.Femioing rafate e (Tashiworkng Fwebseciimdgh irom deica: 10,2552 gg
Mon Jan #3 17350 PST 2006 | Resource r Info | RM Rermie file (Mashiworking Feebsecuimng) remoed rom dedce: 10.255.2 document the
Mor Jam 23 173545 PST 2006 | Resounce Matager % Infa | Ri-copying {MashesorkingFeebsecuima) to device; 10,254,211,150 install

Klon Jan 23 173548 PST 2006 R Irifer M. bt Fwebisacilimg) to dedce: 10.255.211.150 a pmms
Fion Jan 23 173548 PST 2006 Resource Manaiger b Irfa RAd-Executing an nstall Comemand

Hon Jan 23 17:35:48 PST 2006 Mam&g Info|RM.Comy @RECIin] an Install commant

fon Jan 25 173548 PST 2006 |Hesource Manager Info RM-nstall configueation Tor device: 10.255.211.150 Trom Saved Co

Mo Jan 23 173548 PST 2006 |Resource Manager Irifia Ri-Please go to Topology App to perfoem “Rehoot From Working™ for the insta = |

Klon Jan 23 173548 PST 2006 Risource 8 Irifa RM-Finksled nsiall Software. The mimber of devsces thiat hadl errors is: 0 o c - |

Status | Hotications |

Viewing Install Entries in the Audit Application

Whenever you install new image files, entries are made in the audit log config.log. You can view these
entries by going to the Audit application and selecting config.log under Current Log Files in the Tree, as
shown below.

Audit Application Entries for Image File Installations

~Select config.log under Current Log Files to view Audit applica-
tion entries for image file installations.

Fle Applications  View Help

InEs B -

IE‘. |x: = Current Log Files |-| &

1 Ly
o J[& A5t | o oo Bran @] |G
D i, | B I T L R
& pckupresiore b Jan X3 H06 53509 PW (138,351,306 [admin_|informatan [Removing ramode file (Mlashéwaran —
] g.lag Jan I3, 3006 53510 FPM_(128.251.3061 |admin_|Informaton (Remode file (MashiwakingFaebl
@ drscoverslon Jan 23, 2006 53521 PM_[120,250.30.61 |admin informabon |Removing remee file (Mashdwark
[ loginlag Jan 33, 30046 53501 PW_[128.251.30.61 |admin_Informaton |Remoda file (MashiwarkinpFwebg
& palicelog Jan 23, 2006 53520 PM_[120.250.30.61 [admin Informaton |Removing remote file (Mashésark
A paolling.log Jan 3 3006 53530 PM | 138.361.30061 [admin_Informatan [Remode file (Mashiwakd npFwebnoy
S guaranting log Jan 33, 006 53540 FM | 120.251.30.61 |admin_Informaton | Removing ramote file (Mashdworkd
H servertt Jan 33, 2006 5 3540 PM_[128,250.30.61 [admin informabon |Remoe file (MashiworkingFwebs
o felrat log Jan 13, 0006 53548 PW_[138.251 3061 |admin |Informaton [Executing an Install Command
@ trapcondg.iog an 23, 2006 5.35:48 PW_|128.251.3061 |admin |Information [Install corfiguration for device: 10.2) =
™ wan.log Jan X3, HI06 53543 PM 138,251,306 |admin |infarmasan |Please ga fo Topolagy App bo perfar +
o= g Archived Log Files |:|‘ [ [¥l
Lovjj Mesgags:
stall configuration for devsea: 10.255.211.150 from Saved Configuration (A0S 5.1.6.87.R0Z) taken ak
n 23, 2006 4:40:4 1 P compleled succassiully

Drate
Mon Jan 23 173548 PST 2006 | i 5
on Jan 23 17:35:48 PST 2006 mmﬁenuluimmmemmmﬁmmrwmmm
Fon Jan 23 17-35:48 PST 2006 IRM-Finistved Install Software. Tiee number of devsces that hat eorors is: 0o o
Status | Hotifications
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Important Facts About Image File Installations

When performing an installation, image files are FTPed from the OmniVista server to the switch. To gain
access to the switch, the FTP user name and password must to known to OmniVista. (You can specify FTP
user names and passwords via the Edit Discovery Manager Entry window.) If you did not define FTP login
names and passwords via the Edit Discovery Manager Entry window, and you attempt to install image
files, you will be queried for the FTP login name and password of each individual switch in which the files
are being installed. This is described above. If the FTP login name and password are not supplied to
OmniVista, the FTP process will return errors and the files will not be installed in the device. The process
of installing the files in other switches will continue.

Image files are installed via FTP, and any errors that can occur when using FTP outside of OmniVista are
also possible when using OmniVista.

Note: The TFTP Setting tab in the Preferences window enables you to specify TFTP
(Trivial File Transport Protocol) parameters that apply to all FTP file transfers performed
from OmniVista. To display the Preferences window, select Preferences on the File
menu.

If an install operation fails in the middle -- which could occur if a switch goes down between the server and
the target switch -- the installation will be only partially completed. The user should check the status
messages to determine the files that were actually installed and take any necessary corrective action.

When the install has successfully completed, you are prompted to reboot both AOS and XOS switches.
Remember that image files are installed into the working directory of AOS devices. After the installation
completes, you should reboot AOS switches using the Load From Working command. You may also
want to save the working directory to the certified directory. You can perform these tasks by connecting to
the switch from OmniVista's Topology application. (To connect to a switch, merely select it in the
Topology application's Tree. Refer to the Topology help for more information.) You can reboot XOS
switches via Telnet, etc. Note that OmniStack devices (the OmniStack 6024, 6048, 6124, 6148, 6300-24,
and 8008) will automatically reboot without user intervention when the installation is complete.

Users should not attempt to copy image files installed on one machine to another machine. All image files
should be installed on the desired machines from OmniVista, using the Install Upgrade Software Wizard.

Note: SFTP will be used when a device is configured in OmniVista to use SSH. If a
device is configured to use SSH in OmniVista, SSH must be enabled on the device itself.
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Selecting AOS Devices for BMF Upgrades

The first page of the Install Upgrade Software Wizard, shown below, lists all known devices that qualify
for installation of the selected BootROM, MiniBoot, and FPGA (BMF) files. Select the device or devices in
which you want to install the files. To select a single device in the list, merely click on it. Shift-click to
select multiple contiguous devices. Ctrl-click to select multiple non-contiguous devices. Click the Next
button when you have made your selections.

Note: The information fields displayed for each device are identical to those displayed in
the list of All Discovered Devices. For information on these fields, refer to the Topology
help.

Install Upgrade Software Wizard (Page One)
Page One lists all devices that qualify for installation of the selected files.

Install Upgrade Softears
Alddrass DS MName Type Wersion Backup Date Bat
10.255.19.411 | OS58700 |6.1.1.634R0T | Jan 19, 2006 6:03:02 PM|6.1.1
[10.255.11.121 DEITO0 |6.4.1.633R0 ]
10.365.11.126 | [089700 [6.1.1 633RT |
10.255.11.129 | [o58a00 [6.9.1633R0T_|
10.265.11.1&1 DEATO0 |6.1.1.631.R01
10.255.11.19 | |oEaT00 |6.4.1.631.R0 | 1]
M1 10.255.13.1 [0E9700 [6.1.1.633.R01 |
MmtCorel Fujil | 10.765.1393 | [OEAT00_[6.1.1.631 R0
wTarget 10.255.111.70 | |oE8700_|6.1.1.631.R01_|
gl < Tanget [10.765.011.71 | (059700 [6.1.1.632R01 | Jan 4, 2006 8:13,35 PM|6.1.1
This wizand will walk you
throwgh the process of
Iestalliveti & nesd ifnages fod
the: selecied swilches, Click
thee Help hution for 4 | [
inilfsr i aicn an Installing — '
ey ETIAGES Opthans, Brack Hext > Install Softwane Cancel || Chse || Help

Click the Next button when you have made your selections.
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Installing the BMF Files

The second page of the Install Upgrade Software Wizard, shown below, enables you to install the
BootROM, MiniBoot, and FPGA (BMF) files and monitor the installation process for AOS switches with
5.1.5.R03 and later image files. Installation of BMF files takes place immediately when initiated;
installation of BMF files cannot be scheduled for a later time or date. Note that BMF files will be loaded
into the /flash directory during installation but are deleted after a successful installation.

Warning: Do not attempt to install BMF files on AOS switches unless they have already
been upgraded to 5.1.5.R03 or later image files.

Install Upgrade Software Wizard (Page Two)
Page Two enables you to perform the installation and monitor its progress.

|7 tnstall Upgrode Software |
-4 E Software Install Pararmeter 1
Fies Tomnstall IR e
File Mame “arsion | Cescription Crate | Fila &izg
} .JI'E-E.‘I upgra 1.1 63XR0 I'pgﬂggr.‘ldn Bt Nirrrevirs Do 15, 3005 12:00,00 A i |
(9 minmootus.. |6.1.1.633 R0 _rinihoot firmreare Dac 15, 7005 12:00:00 AW |
Insiallation Ogitions:
® Upgrade BRF files. ] W boat Upgrasie on Al His
2 Upgead Image Files
Message Area
Y
This weizard will walk you 1
Ihroagh the process of
InsAalling & mew images for |
Ihe selacied swichas, Click hd
b Ml buston far :
information on installing T - . : = =
new inages options. | <Back Mt || mstol Sottware || cwse || concer || pew |

Before You Begin

Before you attempt to upgrade BootROM, MiniBoot, and FPGA (BMF) files the follow prerequisites must
be met:

e  All switches must be running Release 5.1.5.R03 (or later) image files.

e All CMMs should have at least 4.2 MB of free space in /flash memory.

e A shunt connecting pins 1 and 2 on jumper block J64 (0S9000), J21 (OS8800), J345 (0S7800), or
J31 (0OS7700) or must installed on all CMMs. (This is the factory default configuration.)
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Installation Order

To ensure successful BootROM, MiniBoot, and FPGA (BMF) upgrades and to reduce possible network
down time, BMF upgrades should be performed in the following order:

1. Upgrade the applicable BootROM/MinBoot files (bootrom.bin/miniboot.default or u-
boot.bin/minboot.uboot).

Note: If you are upgrading the bootrom.bin file, wait a sufficient time to ensure that the BMF
upgrade was successful. (Alcatel recommends two weeks.)

2. After successfully upgrading the BootRom/MiniBoot files, upgrade the FPGA (click here for more
information.)

Note: You must upgrade the BootROM/MinBoot files before upgrading the FPGA. Also note that
you cannot upgrade only the U-Boot. You must update the U-Boot and MiniBoot at the same time.

Perform the steps described in How to Install BMF Files below.

How to Install BMF Files

Click the Install Software button at the bottom of the Wizard. If the device FTP login names and
passwords for the devices were previously defined to OmniVista via the Edit Discovery Manager Entry
window, the confirmation query shown below displays.

werming x|

|
| ? [ o weant 1o comtinue and install configurstion of sclected dindoes??

Lxes || o |

Click Yes and the installation process begins.

If FTP User Names/Passwords are Undefined

If the FTP user names and passwords for the devices were not previously defined to OmniVista via the Edit
Discovery Manager Entry window, the FTP User Name Password window displays. An example is shown
below. This window queries you to supply the FTP user names and passwords required for the backup.

FTP Lhsername Passworid 2
Please specily all the missng FTP login name{sipasswoniz) |3y [EH B
Hame | Address | FIPUsemame | FTP Passwoid
weTargel 10.255.11.61
O Edil Cancel

To supply the FTP user name and password for a device, select the device in the FTP User Name Password
window and click the Edit button. The Specify FTP Login window displays, shown below. Enter the FTP
user name and password for the selected device in the appropriate fields. If the user name and password
you enter also apply to the other devices, click the Same for all Unspecified checkbox. Then click the OK
button.

41



Installing the BMF Files

Specify FTP Login 3 x|
IR e usemame: | e
Phaase spacify all th M [ [ E
[ ame | FIP Password: FTP Passwied
|Target 102
H L puivcal il
0K Cancal

If necessary, continue to enter FTP user names and passwords until they have been specified for all devices
listed. When all user names and passwords have been specified, the confirmation query shown below
displays

warning Ed

|_? ! [ i wranl b contirue and install configur stion of selected dindoes??

Fr

Click Yes to begin the installation process.

When the Installation Completes

When the install has successfully completed, you are prompted to reload the AOS switches. After the
installation completes, you must reload the AOS switches by selecting the Reboot Entire Switch option
using the Load From Certified or Reboot From Certified command. Either command will bring up the
Load From Certified window, which is shown below. You can perform this task by connecting to the
switch from OmniVista's Topology application. (To connect to a switch, merely select it in the Topology
application's Tree. Refer to the Topology help for more information.)

The Load from Certified window
enables you to schedule the reboot.
Load from Certilied : 'El

#| Rehoot Entire Switch?

& Rizhool naw
Reshool i 1 Blinites

Rehoot at

OK Cancel

Note: When you select the Reboot Entire Switch option the operation does not
necessarily take place immediately since OmniVista needs to propagate the command to
all switches you have upgraded.

Monitoring the Installation Process

If you leave the Install Upgrade Software Wizard open, you can view status messages that document the
installation process as it occurs. An example is shown below. Note that the install operation will continue
even if the Wizard is closed.
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Status Messages in the Install Upgrade Software Wizard

Install Upgrade Software -3 x|
Saftware listall Parameter
—
Files To install ; . _ TGRS
File Hame | Warsion | Description [ Date | File Szeibyles)
[ boodrom.bin |9.1.6.87 R02 | bootram fimmwans |Pupg 11, H006 | 422032
™ Flaga.upgrade_ka |5.1.6.87 R02  |fppa upprade kit firrvare  |Aps 27, 2005 1520343
[ miniboot backup _5 1687 RO |backn miniboot firreaarn [fupg 11, Hos 1 E2106T
[ miniboot default 1516687 R0Z | deizult minlboot irmeare  |Aweg 11, 2004 581067

Installation Options
5 Upgrade BMF files

Upgrade mapa Fles

This witrard will walk you Meszage irea STGTUS mzssﬂggs
Ehrough the procass of [5:55:45 FH] > Dewvice IF & 10.255.211.150-- request CAN module completed. 1 -

Installing a rew Emages for MM module (=] foumd for this device = || document the

ATNH SN S ACIYG  CRCK = || install process.
e Heljy bnthom for ! |

infarrmation on installing —_—

new images options. < Batck Myt = livstall Softweare Catized Clirge Hedgy

Status messages documenting the installation process as it occurs also display in the Status Panel. An
example is shown below.

Status Messages in the Status Panel

A

Dale | Applicaion | Type | Meszage
Hon Jan 23 17459 PST 2006 | Resource Manager _@ Infn RM-Desice 1P = 10.255.211.150- Reguest CHM module Information | |
Kion Jai 23 175548 PST 2006 | Resource Manager (0 Info | RM.Device IF = 10.254.711.150-. reques! CHMM madule completed. 1 Ch8 mod
Hon Jan 25 1756256 PST 2006 | Resource Manager @ Info | RM-copying {CProgram Fileslcatel Dmndista 2500031 37 eE0Urcemanagens
Felon Jan 23 1745602 PST 2006 | Resource Managar @ Info |RM-copied (C2Program Files bicatel Omniista 28000da ayesourceEmanages in

Mor Jan 23 17-56:02 PST 2006 |Fesource Manager (@ Info | AM.Device IP = 10.265.211.150.. Instaling bootrom.bin file |

Hlon Jan 23 175647 PST 2006 | Resource Manager _@ Infn |RM-Desdee 1P = 1002552 11.150-. Completed installing bootrorbin file | STETUS FTI.BSSI]QBS
Mon Jan 23 17:56017 PST 2006 |Resource Manager (0 N0 | RM.Device IP = 10.264.211.150-. Remaving hoodranm.bin s | document the
Mlon Jan 23 1756:47 PST 2006 |Resource Manager (@ Info | RM.Device IP - 10.255.211.150-. Completed Reimoving Bootismin file | install process
Felon Jan 23 17245625 PST 2006 | Resource Managear @ ] | RM-copying {C:Program Filesiticatel Omndfista 25000dsl 8y esourcemanagend P "

Fon Jai 23 17:56:34 PST 2006 | Resource Manager _@ Irfo | RM.copied (CProgram FilesAicatel Omndvista 2500daiayesourcemanagesin
Mon Jan 25 1756:34 PST 2006 |Resouwrce Manager (D) Info | RM.Device IP = 10.255.211.150-. Instaling miniboot.defsul file

Feon Jaik 23 17256251 PST 2006 | Resource Manager @ Irifia | RM-Denice 1P = 100284, 11.150-- Completexd installing minihond def file

Mon Jan 23 175651 PST 2006 |Resource Manager (D) Info RM.Device IP = 10,255,211, 150... Rerowing minboat detaun e |
Hon Jan 23 17246251 PST 2006 | Resource Manager Q) Info | Ri-Denice IP = 10.265.211.150- Completed Removing miniboo.default file | -

| status | Hotincations |

Note: There is a 10 minute FTP timeout built into OmniVista. If a switch goes down or there is a
network interruption during an FTP session, OmniVista will continue to attempt to FTP the file(s)
to the switch(es) for 10 minutes. If the FTP session is unsuccessful, OmniVista will return an error
message at the end of the 10 minute period.

Viewing Install Entries in the Audit Application

Whenever you install new BMF files, entries are made in the audit log config.log. You can view these
entries by going to the Audit application and selecting config.log under Current Log Files in the Tree, as
shown below.
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Audit Application Entries for Image File Installations

Select config.log under Current Log Files to view Audit applica-
tion entries for image file installations.
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Important Facts About BMF File Installations

When performing an installation, BootROM, MiniBoot, and FPGA (BMF) files are FTPed from the
OmniVista server to the switch. To gain access to the switch, the FTP user name and password must to
known to OmniVista. (You can specify FTP user names and passwords via the Edit Discovery Manager
Entry window.) If you did not define FTP login names and passwords via the Edit Discovery Manager
Entry window, and you attempt to install BMF files, you will be queried for the FTP login name and
password of each individual switch in which the files are being installed. This is described above. If the
FTP login name and password are not supplied to OmniVista, the FTP process will return errors and the
files will not be installed in the device. The process of installing the files in other switches will continue.

BMF files are installed via FTP, and any errors that can occur when using FTP outside of OmniVista are
also possible when using OmniVista.

Note: The TFTP Setting tab in the Preferences window enables you to specify TFTP
(Trivial File Transport Protocol) parameters that apply to all FTP file transfers performed
from OmniVista. To display the Preferences window, select Preferences on the File
menu.

If an install operation fails in the middle -- which could occur if a switch goes down between the server and
the target switch -- the installation will be only partially completed. The user should check the status
messages to determine the files that were actually installed and take any necessary corrective action.
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When the install has successfully completed, you are prompted to reload the AOS switches. After the
installation completes, you should reload AOS switches using the Reboot Entire Switch option in the
Load From Certified or Reboot From Certified command. You can perform these tasks by connecting to
the switch from OmniVista's Topology application. (To connect to a switch, merely select it in the
Topology application's Tree. Refer to the Topology help for more information.)

Users should not attempt to copy BMF files installed on one machine to another machine. All BMF files
should be installed on the desired machines from OmniVista, using the Install Upgrade Software Wizard.

Note: SFTP will be used when a device is configured in OmniVista to use SSH. If a
device is configured to use SSH in OmniVista, SSH must be enabled on the device itself.
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Inventory Tab

The Inventory tab, shown below, displays a list of the devices known to OmniVista that is possible to
inventory and back up. (Note that the list does not include all the devices in the list of All Discovered
Devices.) When the Inventory tab is displayed, icons in the Tool bar enable you to quickly access the
Inventory window and the Backup Configuration wizard, as explained below.

Note: Inventory support using the Resource Manager application is currently available on
086200 devices.

Inventory Tab

The Inventory icon enables you to create an
Inventory Report for the selected switches.

The Backup Device icon enables you to initiate
backups of the selected switches.
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Information Fields in the Devices List

As stated, the Inventory tab displays a list of the devices known to OmniVista that is possible to inventory
and back up. Although this list does not include all the devices in the list of All Discovered Devices, the
information fields displayed for each switch are identical to those displayed in the list of All Discovered
Devices. The following section describes the information fields in the Devices table.

Information Fields in the List

Name
The name of the device.

Address
The address of the device.

46



Inventory Tab

DNS Name
The DNS name of the device.

Type
The type of the device chassis.

Version
The version number of the device firmware. Version numbers are not displayed for certain non-XOS
devices.

Last Upgrade Status
The status of the last firmware upgrade on the switch.

e "Successful" - Successful BMF and Image upgrade performed.
"Successful (BMF)" - Successful BMF upgrade performed.
"Successful (Image)" - Successful Image upgrade is performed.
"Failed (BMF, Image)" - BMF and Image upgrade failed.
"Failed (BMF)" - BMF upgrade failed.

"Failed (Image)" - Image upgrade failed.

In all "Failed" cases, "Reload From Working" will be disabled on the switch until a successful upgrade is
performed.

Backup Date
The date that the device's configuration and/or image files were last backed-up to the OmniVista server.

Backup Version
The firmware version of the configuration and/or image files that were last backed-up to the OmniVista
server

Last Known Up At
The date and time when the last poll was initiated on the device.

Description
A description of the device, usually the vendor name and model.

Status

This field displays the operational status of the device. It displays Up if the device is up and responding to
polls. (When a device is up, it displays green in both the List of All Discovered Devices and the tree.) It
displays Down if the device is down and not responding to polls. (When a device is down, it displays red in
both the List of All Discovered Devices and the tree.) This field displays Warning if the switch has sent at
least one warning or critical trap and is thus in the warning state. (When a device is in the warning state, it
displays orange in both the List of All Discovered Devices and the tree.)

Traps

This field indicates the status of trap configuration for the device. On means that traps are enabled. Off
means that traps are disabled. Not Configurable means that traps for this device are not configurable from
OmniVista. (Note that traps may have been configured for such devices outside of OmniVista.) Unknown
means that OmniVista does not know the status of trap configuration on this switch. OmniVista will read
the switch's trap configuration when traps are configured for the switch via the Configure Traps Wizard.
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Seen By

This field lists the Security Groups that are allowed to view the device. (The Security Groups that are
allowed to view a device can be defined when devices are autodiscovered, added manually, or edited.) The
default Security Groups shipped with OmniVista are as follows:

e  Default group. This group has read-only access to switches in the list of All Discovered Devices
that are configured to grant access to this group.

e Writers group. This group has both read and write access to switches in the list of All Discovered
Devices that are configured to grant access to this group. However, members of this group cannot
run autodiscovery nor can they manually add, delete, or modify entries in the list of All
Discovered Devices.

e Network Administrators group. This group has full administrative access rights to all switches
on the network. Members of this group can run autodiscovery and can manually add, delete, and
modify entries in the list of All Discovered Devices. Members of this group also have full read
and right access to entries in the Audit application and the Control Panel application. Members of
this group can do everything EXCEPT make changes to Security Groups.

e  Administrators group. This group has all administrative access rights granted to the Network
Administrators group AND full administrative rights to make changes to Security Groups.

Note that other Security Group names may display in this field if custom Security Groups were created.
Refer to help for the Security application Users and Groups for further information on Security Groups.

Running From

For AOS devices, this field indicates whether the switch is running from the certified directory or from the
working directory. This field is blank for all other devices. For AOS devices, the directory structure that
stores the switch's image and configuration files in flash memory is divided into two parts:

e The certified directory contains files that have been certified by an authorized user as the default
configuration files for the switch. When the switch reboots, it will automatically load its
configuration files from the certified directory if the switch detects a difference between the
certified directory and the working directory. (Note that you can specifically command a switch to
reboot from either directory -- click here for information.)

e The working directory contains files that may or may not have been altered from those in the
certified directory. The working directory is a holding place for new files to be tested before
committing the files to the certified directory. You can save configuration changes to the working
directory. You cannot save configuration changes directly to the certified directory.

Note that the files in the certified directory and in the working directory may be different from the running
configuration of the switch, which is contained in RAM. The running configuration is the current operating
parameters of the switch, which are originally loaded from the certified or working directory but may have
been modified through CLI commands, WebView commands, or OmniVista. Modifications made to the
running configuration must be saved to the working directory (or lost). The working directory can then be
copied to the certified directory if and when desired. Click here for more information.

Changes
For AOS devices, this field indicates the state of changes made to the switch's configuration. This field is
blank for all other devices. This field can display the following values:

e Unsaved. Changes have been made to the running configuration of the switch that have not been
saved to the working directory.

e  Uncertified. Changes have been saved to the working directory, but the working directory hasn't
been copied to the certified directory. The working directory and the certified directory are thus
different.
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e Blank. When this field is blank for an AOS device, the implication is that OmniVista knows of no
unsaved configuration changes and assumes that the working and certified directories in flash
memory are identical.

OmniVista is now capable of tracking AOS configuration changes made through CLI commands or
WebView, and so will reflect configuration changes made outside of OmniVista through these two
interfaces in the Changes field. Information in the Changes field will be accurate as long as OmniVista has
polled the switch since the last change was made (through any interface).

Note that it is possible a switch could be in a state where it is both Unsaved and Uncertified. In this
situation Unsaved displays in the Changes field. Whenever an AOS device is in the Unsaved or Uncertified
state, a blue exclamation mark displays on its icon ().

Discovered

This field displays the date and time when OmniVista successfully pings or polls the switch for the first
time. This value remains unchanged until the switch entry is deleted. This field will remain blank if
OmniVista does not ping or poll the switch at all.

Creating an Inventory Report

A Switch Inventory Report includes system information, detailed module information, chassis data, and
health information for an individual switch. You can request an Inventory Report for a single switch or for
multiple switches simultaneously. To Create an Inventory Report, follow the steps below.

Note: Refer to the Inventory help to view a sample Inventory Report and information on
the fields in Inventory Reports.

1. With the Inventory tab displayed, select the switches for which you want to generate an Inventory
Report. To select a single switch, merely click on it. Shift-click to select multiple contiguous switches.
Ctrl-click to select multiple noncontiguous switches.

2. Click the Inventory icon 1 , or select Inventory on the Resource Manager Menu, or press Ctrl I. The
Inventory window displays. The switches that you selected in step 1 are listed at the top of the window.

3. Click "Report Contents" checkboxes (shown below) to specify the types of information that you want
included in the Inventory Report.

4. Click Create Report to create the report.
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Initiating a Backup from the Inventory Tab

1. With the Inventory tab displayed, select the switches that you want to back up. To select a single switch,
merely click on it. Shift-click to select multiple contiguous switches. Ctrl-click to select multiple
noncontiguous switches.

2. Click the Backup Device icon #i , or select Backup on the Resource Manager Menu, or press Ctrl B.
The Backup Configuration wizard displays. The wizard opens at Page Two. (Page One of the Wizard
enables you to select the switches to backup, but in this case you have already selected the switches.) Page
Two of the Backup Configuration wizard enables you to perform the backup and monitor its progress.
Click here for more information on Page Two of the Backup Configuration wizard.
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