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Preface

This preface describes the audience, organization, and conventions of this publication and provides
information on how to obtain related documentation.

For definitions of terms and acronyms listed in this publication, see Appendix A “Acronyms.”

Audience

This publication is for experienced network administrators who are responsible for configuring and
maintaining Catalyst 6500 series switches.

Organization

This publication is organized as follows:

Chapter Title Description

Chapter 1 Command-Line Describes the two types of CLIs found on
Interfaces Catalyst 6500 series switches.

Chapter 2 Switch and ROM Lists alphabetically and provides detailed

Monitor Commandsfor |information for all Catalyst 6500 series
the Catalyst 6500 Series |switch and ROM-monitor commands.
Switches

Appendix A Acronyms Defines the acronyms used in this
publication.

Related Documentation

Other documents in the Catalyst 6500 series switch documentation set include:
» Catalyst 6000 Family Installation Guide
- Catalyst 6000 Family Module Installation Guide
» Catalyst 6500 Series Software Configuration Guide

Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Preface |

W Conventions

» System Message Guide—Catalyst 6500 Series, 4000 Family, Catalyst 2948G, and Catalyst 2980G

Switches

» Catalyst 6500 Series Quick Software Configuration Guide
- ATM Software Configuration Guide and Command Reference for the Catalyst 5000 Family and 6500

Series Switches

» Release Notes for Catalyst 6500 Series
For information about MIBs, refer to:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Conventions

This publication uses the following conventions:

Convention

Description

boldface font

Commands, command options, and keywords are in
boldface.

italic font Arguments for which you supply values are in italics.

[ 1 Elements in square brackets are optional.

{x]y|z} Alternative keywords are grouped in braces and separated by
vertical bars.

[x]ylz] Optional alternative keywords are grouped in brackets and
separated by vertical bars.

string A nonquoted set of characters. Do not use quotation marks

around the string or the string will include the quotation
marks.

screen font

Terminal sessions and information the system displaysarein
screen font.

bol df ace screen
font

Information you must enter isin bol df ace screen font.

italic screen font

Arguments for which you supply values are in italic screen
font.

The symbol » represents the key labeled Control—for
example, the key combination ~D in a screen display means
hold down the Control key while you press the D key.

Nonprinting characters, such as passwords are in angle
brackets.

Default responses to system prompts are in square brackets.

R [—

An exclamation point (!) or apound sign (#) at the beginning
of aline of code indicates a comment line.
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Notes use the following conventions:

~

Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
publication.

Obtaining Documentation

These sections explain how to obtain documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com

Translated documentation is available at this URL:
http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, which is shipped with your product. The Documentation CD-ROM is updated monthly and may
be more current than printed documentation. The CD-ROM package is available as a single unit or
through an annual subscription.

Ordering Documentation

You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

» Registered Cisco.com users can order the Documentation CD-ROM through the online Subscription
Store:

http://www.cisco.com/go/subscription

« Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco Systems Corporate Headquarters (California, U.S.A.) at 408 526-7208 or, elsewhere
in North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can submit comments electronically on Cisco.com. In the Cisco Documentation home page, click
the Fax or Email option in the “L eave Feedback” section at the bottom of the page.

You can e-mail your comments to bug-doc@cisco.com.

Catalyst 6500 Series Command Reference—Release 7.4
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You can submit your comments by mail by using the response card behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partners can
obtain online documentation, troubleshooting tips, and sampl e configurations from online tools by using
the Cisco Technical Assistance Center (TAC) Web Site. Cisco.com registered users have compl ete access
to the technical support resources on the Cisco TAC Web Site.

Cisco.com is the foundation of a suite of interactive, networked services that provides immediate, open
access to Cisco information, networking solutions, services, programs, and resources at any time, from
anywhere in the world.

Cisco.com is a highly integrated Internet application and a powerful, easy-to-use tool that provides a
broad range of features and services to help you with these tasks:

» Streamline business processes and improve productivity

» Resolve technical issues with online support

- Download and test software packages

» Order Cisco learning materials and merchandise

» Register for online skill assessment, training, and certification programs

If you want to obtain customized information and service, you can self-register on Cisco.com. To access
Cisco.com, go to this URL.:

http://www.cisco.com

Technical Assistance Center

The Cisco Technical Assistance Center (TAC) isavailableto all customerswho need technical assistance
with a Cisco product, technology, or solution. Two levels of support are available: the Cisco TAC
Web Site and the Cisco TAC Escalation Center.

Cisco TAC inquiries are categorized according to the urgency of the issue:

« Priority level 4 (P4)—You need information or assistance concerning Cisco product capabilities,
product installation, or basic product configuration.

« Priority level 3 (P3)—Your network performance is degraded. Network functionality is noticeably
impaired, but most business operations continue.

Catalyst 6500 Series Command Reference—Release 7.4
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- Priority level 2 (P2)—Your production network is severely degraded, affecting significant aspects
of business operations. No workaround is available.

» Priority level 1 (P1)—Your production network isdown, and a critical impact to business operations
will occur if serviceis not restored quickly. No workaround is available.

The Cisco TAC resource that you choose is based on the priority of the problem and the conditions of
service contracts, when applicable.

Cisco TAC Web Site

You can use the Cisco TAC Web Site to resolve P3 and P4 issues yourself, saving both cost and time.
The site provides around-the-clock access to online tools, knowledge bases, and software. To access the
Cisco TAC Web Site, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have avalid Cisco service contract have complete access to
the technical support resources on the Cisco TAC Web Site. The Cisco TAC Web Site requires a
Cisco.com login ID and password. If you have a valid service contract but do not have alogin ID or
password, go to this URL to register:

http://www.cisco.com/register/

If you are a Cisco.com registered user, and you cannot resolve your technical issues by using the Cisco
TAC Web Site, you can open a case online by using the TAC Case Open tool at this URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, we recommend that you open P3 and P4 cases through the Cisco TAC
Web Site.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2 issues. These
classifications are assigned when severe network degradation significantly impacts business operations.
When you contact the TAC Escalation Center with a P1 or P2 problem, a Cisco TAC engineer
automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, go to this URL:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the level of Cisco support
services to which your company is entitled: for example, SMARTnet, SMARTnet Onsite, or Network
Supported Accounts (NSA). When you call the center, please have available your service agreement
number and your product serial number.
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Switch CLI

CHAPTER 1

Command-Line Interfaces

This chapter describes the command-lineinterfaces (CLI) available on the Catalyst 6500 series switches
and contains these sections:

« Switch CLI, page 1-1
« ROM Monitor CLI, page 1-13

For information regarding the ATM CLI and commands, refer to the ATM Software Configuration Guide
and Command Reference—Catalyst 5000 Family and 6500 Series Switches publication.

For information regarding the IDSM CLI and commands, refer to the Catalyst 6000 Intrusion Detection
System Module Installation and Configuration Note publication.

Catalyst 6500 series switches are multimodul e systems. Commands you enter from the CL 1 can apply to
the entire system or to a specific module, port, or VLAN.

You can configure and maintain the Catalyst 6500 series switches by entering commands from the switch
CLI. The CLI is abasic command-line interpreter similar to the UNIX C shell. Using the CLI session
command, you can access the router configuration software and perform tasks such as history
substitution and alias creation.

N

Note  TheCatalyst 6500 series consistsof the Catalyst 6500 and 6000 series switches. The Catalyst 6500 series
consists of the Catalyst 6506, 6509, 6509-NEB, and 6513 switches; the Catalyst 6000 series consists of
the Catalyst 6006 and 6009 switches. Throughout this publication and all Catalyst 6500 series
documents, the phrase Catalyst 6500 series switches refers to these switches, unless otherwise noted.

Accessing the Switch CLI

You can access the switch CLI from a console terminal connected to an EIA/TIA-232 port or through a
Telnet session. The CLI allows fixed baud rates. Telnet sessions disconnect automatically after
remaining idle for a user-defined time period.

S

Note  EIA/TIA-232 was known as RS-232 before its acceptance as a standard by the Electronic Industries

Alliance and Telecommunications Industry Association.
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Accessing the Switch CLI through the Console Port (EIA/TIA-232)

To access the switch through the console (EIA/TIA-232) port, perform these steps:

Step 1

Step 2

Step 3

Step 4

Task Command
From the Cisco Systems Console

prompt, press Return.

At the prompt, enter the system <password>

password. The Console> prompt
appears indicating that you have
accessed the CLI in normal mode.

Enter the necessary commands to
complete your desired tasks.

Appropriate commands

When finished, exit the session.

quit

After connecting through the console port, you see this display:

Cisco Systens Consol e
Ent er password:

Consol e>

Consol e>

Accessing the Switch CLI through Telnet

Step 1

Step 2

Step 3

Step 4

To access the switch through a Telnet session, you must first set the IP address for the switch. You can
open multiple sessions to the switch via Telnet.

To access the switch from a remote host with Telnet, perform these steps:

Task

Command

From the remote host, enter the
telnet command and the name or
I P address of the switch you want
to access.

telnet hostname | ip_addr

At the prompt, enter the password
for the CLI. If no password has
been configured, press Return.

<password>

Enter the necessary commands to
complete your desired tasks.

Appropriate commands

When finished, exit the Telnet
session.

quit

After connecting through a Telnet session, you see this display:

host % t el net cat 6000- 1. ci sco.com

Trying 172.16.44.30 ...
Connected to cat 6000- 1.

i Catalyst 6500 Series Command Reference—Release 7.4

78-14885-01 |



| Chapterl Command-Line Interfaces

SwitchcLl W

Operating the Switch CLI

This section describes command modes and functions that allow you to operate the switch CLI.

Accessing the Command Modes

The CLI has two modes of operation: normal and privileged. Both are password-protected. Use
normal-mode commands for everyday system monitoring. Use privileged commands for system
configuration and basic troubleshooting.

After you log in, the system enters normal mode, which gives you access to normal-mode commands
only. You can enter privileged mode by entering the enable command followed by the enable password.
Privileged modeisindicated by the word “enable” in the system prompt. To return to normal mode, enter
the disable command at the prompt.

The following example shows how to enter privileged mode:

Consol e> enabl e
Ent er password: <password>
Consol e> (enabl e)

Using Command-Line Processing

Switch commands are not case sensitive. You can abbreviate commands and parameters as long as they
contain enough letters to be different from any other currently available commands or parameters. You
can scroll through the last 20 commands stored in the history buffer, and enter or edit the command at
the prompt. (See Table 1-1.)

Table 1-1 Command-Line Processing Keystroke

Keystroke Function

Ctrl-A Jumps to the first character of the command line.
Ctrl-B or the | eft arrow key Moves the cursor back one character.

Ctrl-C Escapes and terminates prompts and tasks.
Ctrl-D Deletes the character at the cursor.

Ctrl-E Jumps to the end of the current command line.

Ctrl-F or the right arrow key?!

Moves the cursor forward one character.

Ctrl-K

Deletes from the cursor to the end of the command line.

Ctrl-L; Ctrl-R

Repeats current command line on a new line.

Ctrl-N or the down arrow key*

Enters next command line in the history buffer.

Ctrl-P or the up arrow key*

Enters previous command line in the history buffer.

Ctrl-U; Ctrl-X

Deletes from the cursor to the beginning of the command line.

Ctrl-w

Deletes last word typed.

Catalyst 6500 Series Command Reference—Release 7.4



Chapter1  Command-Line Interfaces |

W SwitchCLI

Table 1-1 Command-Line Processing Keystroke (continued)

Keystroke Function

Esc B Moves the cursor back one word.

Esc D Deletes from the cursor to the end of the word.

Esc F Moves the cursor forward one word.

Delete key or Backspace key Erases mistake when entering a command; reenter command
after using this key.

1. The arrow keys function only on ANSI-compatible terminals such as V T100s.

Using the Command-Line Editing Features

Catalyst 6500 series switch software includes an enhanced editing mode that provides a set of editing
key functions similar to those of the Emacs editor. You can enter commands in uppercase, lowercase, or
amix of both. Only passwords are case sensitive. You can abbreviate commands and keywords to the
number of characters that allow a unique abbreviation.

For example, you can abbreviate the show command to sh. After entering the command at the system
prompt, press Return to execute the command.

Moving Around on the Command Line

Perform one of these tasks to move the cursor around on the command line for corrections or changes:

Task Keystrokes

Move the cursor back one character.

Press Ctrl-B or press the left arrow key?.

Movethe cursor forward one character.

Press Ctrl-F or presstheright arrow key™.

M ove the cursor to the beginning of the |Press Ctrl-A.
command line.

Move the cursor to the end of the Press Ctrl-E.
command line.

Move the cursor back one word. Press Esc B.
Move the cursor forward one word. Press Esc F.

1. The arrow keys function only on ANSI-compatible terminals such as V T100s.

Completing a Partial Command Name

If you cannot remember a complete command name, press the Tab key to allow the system to complete
apartial entry. To do so, perform this task:

Task

Keystrokes

Complete acommand name.

Enter the first few letters and press the
Tab key.

If your keyboard does not have a Tab key, press Ctrl-I instead.
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In the following example, when you enter the letters conf and press the Tab key, the system provides the
complete command:

Consol e> (enabl e) conf<Tab>

Consol e> (enabl e) configure

If you enter a set of characters that could indicate more than one command, the system beepsto indicate
an error. Enter aquestion mark (?) to obtain alist of commandsthat begin with that set of characters. Do
not |eave a space between the last letter and the question mark (?). For example, three commandsin
privileged mode start with co. To see what they are, enter co? at the privileged prompt. The system
displays all commands that begin with co, as follows:;

Consol e> (enable) co?
configure connect copy

Pasting in Buffer Entries

The system provides a buffer that contains the last ten items you deleted. You can recall these items and
paste them in the command line by performing this task:

Task Keystrokes
Recall the most recent entry inthe |Press Ctrl-Y.
buffer.

Recall the next buffer entry. PressEsc Y.

The buffer contains only the last ten items you have deleted or cut. If you press Esc Y more than ten
times, you cycle back to the first buffer entry.

Editing Command Lines That Wrap

The new editing command set provides awraparound feature for commands that extend beyond a single
line on the screen. When the cursor reaches the right margin, the command line shifts ten spaces to the
left. You cannot see the first ten characters of the line, but you can scroll back and check the syntax at
the beginning of the command. To scroll back, perform this task:

Task Keystrokes

Return to the beginning of a Press Ctrl-B or the left arrow key repeatedly until
command line to verify that you |you scroll back to the beginning of the command
have entered a lengthy command |entry, or press Ctrl-A to return directly to the
correctly. beginning of the line.

1. Thearrow keys function only on ANSI-compatible terminals such as VT100s.

Use line wrapping with the command history feature to recall and modify previous complex command
entries. See the “Using History Substitution” section on page 1-8 for information about recalling
previous command entries.

The system assumes your terminal screen is 80 columnswide. If your screen has a different width, enter
the terminal width command to tell the router the correct width of your screen.

[ 78-14885-01
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Deleting Entries

Perform one of these tasks to delete command entries if you make a mistake or change your mind:

Task Keystrokes

Erase the character to the left of the cursor. | Press the Delete or Backspace key.
Delete the character at the cursor. Press Ctrl-D.

Delete from the cursor to the end of the Press Ctrl-K.

command line.

Delete from the cursor to the beginning of the |Press Ctrl-U or Ctrl-X.
command line.

Delete the word to the left of the cursor. Press Ctrl-W.

Delete from the cursor to the end of theword. |Press Esc D.

Scrolling Down a Line or a Screen

When you use the help facility to list the commandsin a particular mode, thelist is often longer than the

terminal screen can display. In such cases, a---More--- prompt is displayed at the bottom of the screen.
To view the next line or screen, perform these tasks:

Task Keystrokes
Scroll down one line. Press the Return key.
Scroll down one screen. Press the Spacebar.

N

Note  The---More--- prompt is used for any output that has more lines than can be displayed on the terminal
screen, including show command output.

Scrolling to Specified Text

If you enter /text and press the Return key at the --More-- prompt, the display startstwo lines above the
line containing the text string. If the text string is not found, “Pattern Not Found” is displayed. You can
also enter “n” at the --More-- prompt to search for the last entered text string. You can use this search
method on all show commands that use the more buffer to display screen by screen ouput. Thefollowing
isalist of show commands that do not use the more buffer and do not support this feature:

« show cam
« show mls

» show tech-support
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If you enter a command and the system suddenly sends a message to your screen, you can recall your
current command line entry. To do so, perform this task:

Task

Keystrokes

Redisplay the current command line.

Press Ctrl-L or Ctrl-R.

Transposing Mistyped Characters

If you mistype a command entry, you can transpose the mistyped characters by performing this task:

Task

Keystrokes

Transpose the character to the left of the
cursor with the character located at the
Cursor.

Press Ctrl-T.

Controlling Capitalization

You can change words to uppercase or lowercase, or capitalize a set of letters, with simple keystroke

sequences:

Task Keystrokes
Capitalize at the cursor. Press Esc C.
Change the word at the cursor to lowercase. |PressEsclL.
Capitalize letters from the cursor to theend |Press Esc U.
of the word.

Designating a Keystroke as a Command Entry

You can use a particular keystroke as an executable command. Perform this task:

Task

Keystrokes

Insert acodeto indicate to the system that the
keystroke immediately following should be
treated as a command entry, not an editing
key.

Press Ctrl-V or Esc Q.
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Using Command Aliases

Likeregular commands, aliases are not case sensitive. However, unlike regular commands, some aliases
cannot be abbreviated. See Table 1-2 for alist of switch CLI aliases that cannot be abbreviated.

Table 1-2  Switch CLI Command Aliases

Alias Command
batch configure
di show

ear| cam

exit quit
logout quit

Using History Substitution
Commands that you enter during each terminal session are stored in a history buffer, which stores the
last 20 commands you entered during aterminal session. History substitution allows you to access these
commands without retyping them by using special abbreviated commands. (See Table 1-3.)

Table 1-3  History Substitution Commands

Command Function

To repeat recent commands:

1 Repeat the most recent command.

I-nn Repeat the nnth most recent command.

'n Repeat command n.

laaa Repeat the command beginning with string aaa.

| ?7aaa Repeat the command containing the string aaa.

To modify and repeat the most recent command:

Naaabbb Replace string aaa with string bbb in the most recent
command.

To add a string to the end of a previous command and repeat it:

laaa Add string aaa to the end of the most recent command.

'n aaa Add string aaa to the end of command n.

laaa bbb Add string bbb to the end of the command beginning with
string aaa.

1?aaa bbb Add string bbb to the end of the command containing string
aaa.
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Accessing Command Help

To see alist of top-level commands and command categories, type help in normal or privileged mode.
Context-sensitive help (usage and syntax information) for individual commands can be seen by
appending help to any specific command. If you enter acommand using the wrong number of arguments
or inappropriate arguments, usage and syntax information for that command is displayed. Additionally,
appending help to acommand category displays alist of commands in that category.

Top-Level Commands and Command Categories

In normal mode, use the help command to display alist of top-level commands and command categories,
as follows:

Consol e> hel p

Comrands:

cd Set default flash device

dir Show list of files on flash device

enabl e Enabl e privil eged npode

hel p Show this hel p screen

hi story Show contents of history substitution buffer
| 2trace Layer2 trace between hosts

pi ng Send echo packets to hosts

pwd Show default flash device

quit Exit fromthe Admi n session

sessi on Tunnel to ATM or Router nodul e

set Set commands, use 'set help' for nmore info
show Show commands, use 'show help' for nmore info
traceroute Trace the route to a host

verify Verify checksumof file on flash device

wai t Wait for x seconds

whi chboot Which file booted

Consol e>

In privileged mode, enter the help command to display alist of top-level commands and command
categories, as follows:

Consol e> (enable) help

Comrands:

cd Set default flash device

cl ear Clear, use 'clear help' for nore info
conmi t Commit ACL to hardware and NVRAM
configure Configure system from network

copy Copy files between TFTP/ RCP/ nodul e/ fl ash devi ces
del ete Delete a file on flash device

dir Show Iist of files on flash device

di sabl e Di sabl e privil eged node

di sconnect Di sconnect user session

downl oad Downl oad code to a processor

enabl e Enabl e privil eged npode

f or mat Format a flash device

hel p Show this hel p screen

hi story Show contents of history substitution buffer
| 2trace Layer2 trace between hosts

pi ng Send echo packets to hosts

pwd Show default flash device

quit Exit fromthe Admi n session

reconfirm Reconfirm VMPS

rel oad Force software reload to linecard

reset Reset system or nodul e

rol | back Rol | back changes made to ACL in editbuffer

[ 78-14885-01
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Command Categories

sessi on Tunnel to ATM or Router nodul e

set Set commands, use 'set help' for nore info
show Show commands, use 'show help' for nore info
slip Attach/detach Serial Line IP interface
squeeze Recl ai m space used by deleted files

switch Switch to standby <cl ock| supervisor>

tel net Telnet to a renote host

test Test conmand, use 'test help' for nore info
undel et e Undelete a file on flash device

upl oad Upl oad code from a processor

verify Verify checksum of file on flash device

wai t Wait for x seconds

whi chboot Which file booted

wite Wite system configuration to term nal/network

Consol e> (enabl e)

On some commands (such as clear, set, and show), typing help after the command provides alist of
commands in that category. For example, this display shows a partial list of commands for the clear
category:

Consol e> (enable) clear help

clear alias Clear aliases of commands

clear arp Clear ARP table entries

cl ear banner Cl ear Message OF The Day banner

cl ear boot Cl ear booting environment variable
cl ear cam Clear CAMtable entries

cl ear channel Cl ear PAgP statistical information

Context-Sensitive Help

Usage and syntax information for individual commands can be seen by appending help to any specific
command. For example, the following display shows usage and syntax information for the set length
command:

Consol e> set length help
Usage: set length <screenlength> [default]

(screenlength = 5..512, 0 to disable 'nore' feature)
Consol e>

Designating Modules, Ports, and VLANs

The Catalyst 6500 series modules (module slots), ports, and VLANSs are numbered starting with 1. The
supervisor engine module is module 1, residing in the top slot. On each module, port 1 is the leftmost
port. To reference a specific port on a specific module, the command syntax is mod/port. For example,
3/1 denotesmodule 3, port 1. In some commands, such as set trunk, set cam, and set vlan, you can enter
lists of portsand VLANS.
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You can designate ports by entering the module and port number pairs, separated by commas. To specify
arange of ports, use a dash (-) between the module number and port number pairs. Dashes take
precedence over commas. The following examples show several ways of designating ports:

Example 1: 2/1,2/3 denotes module 2, port 1 and module 2, port 3.
Example 2: 2/1-12 denotes module 2, ports 1 through 12.
Example 3: 2/1-2/12 also denotes module 2, ports 1 through 12.

Each VLAN is designated by a single number. You can specify lists of VLANSsthe same way you do for
ports. Individual VLANS are separated by commas (,); ranges are separated by dashes (-). In the
following example, VLANSs 1 through 10 and VLAN 1000 are specified:

1-10, 1000

Designating MAC Addresses, IP and IPX Addresses, and IP Aliases

Some commands require aMAC address that you must designate in astandard format. The MAC address
format must be six hexadecimal numbers separated by hyphens, as shown in this example:

00- 00- Oc-24-d2-fe

Some commands require an | P address. The IP address format is 32 bits, written as four octets separated
by periods (dotted decimal format). |P addresses are made up of a network section, an optional subnet
section, and a host section, as shown in this example:

126.2.54.1
If DNSis configured properly on the switch, you can use | P host names instead of |P addresses. For
information on configuring DNS, refer to the Catalyst 6500 Series Software Configuration Guide.

If the IP alias table is configured, you can use |P aliases in place of the dotted decimal |P address. This
istrue for most commands that use an | P address, except commands that define the |P addressor IP alias.

When entering the IPX address syntax, use the following format:
« IPX net address—1..FFFFFFFE
» IPX node address—x.x.x where x is 0..FFFF
» |PX address—ipx_net.ipx_node (for example 3.0034.1245.AB45, A43.0000.0000.0001)

Using Command Completion Features

The command completion features consist of these functions:
» Using Command Self-Repeat
» Using Keyword Lookup
» Using Partial Keyword Lookup

» Using Command Completion

Using Command Self-Repeat

Use the command self-repeat function to display matches to all possible keywords if a string represents
a unique match. If aunigue match is not found, the longest matching string is provided. To display the
matches, enter a space after the last parameter and enter ?. Once the matches are displayed, the system
comes back to the prompt and displays the last command without the ?. In the following example, notice
how the system repeats the command entered without the 2.

[ 78-14885-01
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Consol e> (enable) set ms nde
di sabl e Di sable nultilayer switching data export filter
enabl e Enable multilayer switching data export filter
engi neer Engi neer setting of the export filter
flow Setting nultilayer switching export filter
<col | ector_i p> | P address
Consol e> (enable) set nls nde
Using Keyword Lookup

Use the keyword-lookup function to display alist of valid keywords and arguments for a command. To
display the matches, enter a space after the last parameter and enter ?. For example, five parameters are
used by the set mls command. To see these parameters, enter set mls ? at the privileged prompt. In the
following example, notice how the system repeats the command entered without the ?:

Consol e> (enable) set ms ?

agi ngtime Set agingtinme for MLS cache entry

excl ude Set MLS excluded protocol ports

flow Set m ni mum fl ow mask

nde Configure Netflow Data Export

statistics Add protocols to protocol statistics |ist

Consol e> (enabl e) set mls

Using Partial Keyword Lookup

Use the partial keyword-lookup function to display alist of commands that begin with a specific set of
characters. To display the matches, enter ? immediately after the last parameter. For example, enter co?
at the privileged prompt to display alist of commands that start with co. The system displays all
commands that begin with co and repeats the command entered without the ?:

Consol e> (enable) co?

commi t Commit ACL to hardware and NVRAM
configure Configure system from network
copy Copy files between TFTP/ RCP/ nodul e/ fl ash devi ces

Consol e> (enable) CO

Using Command Completion

Use the command completion function to complete a command or keyword. When you enter a unique
partial character string and press Tab, the system completes the command or keyword on the command
line. For example, if you enter co at the privileged prompt and press Tab, the system compl etes the
command as configure because it is the only command that matches the criteria.

If no completion can be done, no action is carried out and the system returns to the prompt and the last
command. The cursor appears immediately after the keyword, allowing you to enter additional
information.
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ROM Monitor CLI

The ROM monitor isa ROM-based program that executes upon platform power-up, reset, or when afatal
exception occurs.

Accessing the ROM Monitor CLI

The system enters ROM-monitor mode if the switch does not find avalid system image, if the NVRAM
configuration is corrupted, or if the configuration register is set to enter ROM-monitor mode. From the
ROM-monitor mode, you can load a system image manually from Flash memory, from a network server
file, or from bootflash. You can also enter ROM-monitor mode by restarting the switch and pressing the
Break key during the first 60 seconds of startup.

Note  Break is always enabled for 60 seconds after rebooting the system, regardless of whether Break is
configured to be off by configuration register settings.

To connect through aterminal server, escape to the Telnet prompt, and enter the send break command
to break back to the ROM-monitor mode.

Operating the ROM Monitor CLI

The ROM monitor commands are used to load and copy system images, microcode images, and
configuration files. System images contain the system software. Microcode images contain microcode
to be downloaded to various hardware devices. Configuration files contain commands to customize
Catalyst 6500 series software.

The manual boot command has the following syntax:

Note  Enter the copy file-id {tftp | flash | file-id} command to obtain an image from the network.

+ boot—Boot from ROM

« boot [-xv] [device:][imagename]—Boot from thelocal device. If you do not specify an image name,
the system defaults to the first valid file in the device. The image name is case sensitive.

Onceyou arein ROM-monitor mode, the prompt changesto rommon 1>. While you arein ROM-monitor
mode, each time you enter a command, the number in the prompt increments by one.

Catalyst 6500 Series Command Reference—Release 7.4
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CHAPTER 2

Switch and ROM Monitor Commands for the
Catalyst 6500 Series Switches

This chapter contains an alphabetical listing of all switch and ROM monitor commands available on the
Catalyst 6500 series switches.

For information regarding ATM module-related commands, refer to the ATM Software Configuration
Guide and Command Reference for the Catalyst 5000 Family and 6500 Series Switches.

For information regarding | DS modul e-related commands, refer to the Catalyst 6000 I ntrusion Detection
System Module Installation and Configuration Note.

Except where specifically differentiated, the Layer 3 switching engine refers to either:
» Supervisor Engine 1 with Layer 3 Switching Engine WS-F6K-PFC (Policy Feature Card)
» Supervisor Engine 2 with Layer 3 Switching Engine Il (PFC2)

Catalyst 6500 Series Command Reference—Release 7.4
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alias

Use the alias command to set and display command aliases.

alias [name=val ue]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

name= (Optional) Name you give to the alias.
value (Optional) Value of the alias.

This command has no default settings.

ROM monitor command.

Normal.

If value contains white space or other special (shell) characters, you must use quotation marks. If value
has a space asiits |ast character, the next command line word is checked for an alias (normally, only the
first word on a command line is checked).

Without an argument, this command prints a list of all aliased names with their values.
An equal sign (=) is required between the name and value of the alias.

You must issue a sync command to save your change. If you do not issue a sync command, the change
is not saved and areset removes your change.

This example shows how to display alist of available alias commands and how to create an alias for the
set command:

romon 1 > alias
r=r epeat

h=hi story

?=hel p

b=boot

I's=dir

i =reset

k=st ack

ronmon 2 > alias s=set
rommon 3 > alias
r=r epeat

h=hi story

?=hel p

b=boot

I s=dir

i =reset
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alias W

k=st ack

s=set

romon 4 > s

PS1=rommon ! >

BOOT=boot f | ash: RTSYNC | l ue_11, 1;sl ot 0: f1, 1;

Related Commands  unalias
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boot

Use the boot command to boot up an external process.

boot [-x] [-V] [device:][imagename]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

-X (Optional) Load the image but do not execute.
-V (Optional) Toggle verbose mode.
device: (Optional) ID of the device.

imagename  (Optional) Name of the image.

This command has no default settings.

ROM monitor command.

Normal.

If you do not enter any arguments, the boot command boots the first image in bootflash. To specify an
image, enter the image name. To specify the device, enter the device ID.

If adeviceis not entered with an image name, the image is not booted.

If adevice name is not recognized by the monitor, the monitor passes the device ID to the boot helper
image.

This command will not boot the MSFC if the PFC is not present in the Catalyst 6500 series switch.

This example shows how to use the boot command:

ronmmon 2 > boot bootfl ash: cat 6000-sup. 6-1-1. bin

Unconpressing file:

HRHTHTHTHTHTHTHTHTHTHTHTHTHTTHTHTHTH T T T T THTHTHTHTH T HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH T T T
B B ittt ittt ittt aiaiaiisisisisisisisisiaii
HRHTHTHTHTHTHTHTHTHTHTHTHTHTTHTH THTHTHTHTHTHTHTHTHHHHHHHHHHHHHHHHHHHH HHHHHHHHHHHHHHHHHHHHHTHHTHTHTHTHTHTHTHTHTHTHTHTHTHTHTH
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cd W

Use the cd command to set the default Flash device for the system.

cd [[m/]device:]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

m/ (Optional) Module number of the supervisor engine containing the
Flash device.
device: (Optional) Valid devices include bootflash and slotO.

The default Flash device is bootflash.

Switch command.

Normal.

A colon (:) isrequired after the specified device.

With commands where the device is an option, if the default device is not specified, the device set by the
cd command is used.

This example shows how to set the system default Flash device to bootflash:

Consol e> cd bootfl ash:
Default flash device set to bootfl ash.
Consol e>

pwd

[ 78-14885-01

Catalyst 6500 Series Command Reference—Release 7.4



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

W clearalias

clear alias

Use the clear alias command to clear the abbreviated versions of commands.

clear alias{name | all}

Syntax Description name Alternate identifier of the command.

all Clears every alternate identifier previously created.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to erase the arpdel alias:

Consol e> (enable) clear alias arpdel
Command al i as del et ed.
Consol e> (enabl e)

This example shows how to erase all the aliases:

Consol e> (enable) clear alias all
Command alias table cleared. (1)
Consol e> (enabl e)

(1) indicates the number of command aliases cleared.

Related Commands  set alias
show alias
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clear arp

Use the clear arp command to delete a specific entry or all entries from the ARP table.

clear arp [all | dynamic | permanent | static] {ip_addr}

Syntax Description all (Optional) Clears all ARP entries.
dynamic (Optional) Clears all dynamic ARP entries.
permanent  (Optional) Clears all permanent ARP entries.

static (Optional) Clears all static ARP entries.
ip_addr IP address to clear from the ARP table.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to remove | P address 198.133.219.209 from the ARP table:

Consol e> (enable) clear arp 198.133.219. 209
ARP entry del et ed.
Consol e> (enabl e)

This example shows how to remove all entries from the ARP table:

Consol e> (enable) clear arp all
ARP table cleared. (1)
Consol e> (enabl e)

(1) indicates the number of entries cleared.
This example shows how to remove all dynamically learned ARP entries:

Consol e> (enable) clear arp dynamc
Unknown host

Dynami c ARP entries cleared. (3)
Consol e> (enabl e)

This example shows how to clear all permanently entered ARP entries:

Consol e> (enable) clear arp pernmanent
Unknown host

Per manent ARP entries cleared. (5)
Consol e> (enabl e)

Related Commands  set arp
show arp
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clear banner motd

Use the clear banner motd command to clear the message-of-the-day banner.

clear banner motd

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the message-of-the-day banner:

Consol e> (enabl e) clear banner notd
MOTD banner cl eared
Consol e> (enabl e)

Related Commands  set banner motd
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clear boot auto-config

Use the clear boot auto-config command to clear the contents of the CONFIG_FILE environment
variable used to specify the configuration files used during bootup.

clear boot auto-config [mod]

Syntax Description mod (Optional) Module number of the supervisor engine containing the Flash device.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the auto-config file:

Consol e> (enable) clear boot auto-config
CONFI G_FI LE variable =
Consol e> (enabl e)

Related Commands  set boot auto-config
show boot
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clear boot device

Use the clear boot device command to clear the contents of the CONFIG_FILE environment variable
used to specify the NAM startup configuration files used.

clear boot device mod

Syntax Description mod Number of the module containing the Flash device.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command is supported by the NAM module only.

Examples This example shows how to clear the NAM boot string from NVRAM for module 2:

Consol e> (enabl e) clear boot device 2
Devi ce BOOT variable =
Consol e> (enabl e)

Related Commands  set boot device
show boot device
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clear boot system

Use the clear boot system command to clear the contents of the BOOT environment variable and the
configuration register setting.

clear boot system all [mod]

clear boot system flash device:[filename] [mod]

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

all Clears the whole BOOT environment variable.

mod (Optional) Module number of the supervisor engine containing the
Flash device.

flash (Optional) Clears the Flash device.

device: Name of the Flash device.

filename (Optional) Filename of the Flash device.

This command has no default settings.

Switch command.

Privileged.

This example shows how to clear the whole BOOT environment variable:

Consol e> (enable) clear boot systemall
BOOT variable =
Consol e> (enabl e)

This example shows how to clear a specific device; note how the specified device is not listed:

Consol e> (enabl e) clear boot system flash bootflash: cat 6000-sup.5-5-1.bin
BOOT vari abl e = bootfl ash: cat 6000- sup. 6-1- 1. bi n, 1; boot f | ash: cat 6000- sup. 5- 5- 2.
bin, 1;

Consol e> (enabl e)

set boot system flash
show boot

[ 78-14885-01
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clear cam

Use the clear cam command to delete a specific entry or all entries from the CAM table.
clear cam mac_addr [vlan]

clear cam {dynamic | static | permanent} [vlian]

Syntax Description mac_addr One or more MAC addresses.

vlan (Optional) Number of the VLAN; valid values are from 1 to 1000 and from
1025 to 4094.

dynamic Clears the dynamic CAM entries from the CAM table.

static Clears the static CAM entries from the CAM table.

permanent  Clearsthe permanent CAM entries from the CAM table.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to remove MAC address 00-40-0b-a0-03-fa from the CAM table:

Consol e> (enabl e) clear cam 00-40-0b-a0-03-fa
CAM tabl e entry cl eared.
Consol e> (enabl e)

This example shows how to clear dynamic entries from the CAM table;

Consol e> (enabl e) clear cam dynanic
Dynam c CAM entries cleared.
Consol e> (enabl e)

Related Commands  set cam
show cam
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clear channel statistics

Use the clear channel statistics command to clear PAgP statistical information.

clear channel statistics

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear PAgP statistical information:

Consol e> (enable) clear channel statistics
PAgP statistics cleared.
Consol e> (enabl e)

Related Commands  show channel
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clear config

Use the clear config command to clear the system or module configuration information stored in
NVRAM.

clear config{mod | rmon | all | snmp | acl nvram}

Syntax Description mod Number of the module.
rmon Clearsall RMON configurations, including the historyControl Table, the alarmTable,
the eventTable, and the ringStation Control Table.
all Clears all module and system configuration information, including the | P address.
snmp Clears all SNMP configurations.

acl nvram Clearsall ACL configurations.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines When you use aMultilayer Switch Module (MSM), you can enter the clear config command to clear the
portion of the MSM configuration retained by the Catalyst 6500 series switch supervisor engine. You
must clear the portion of the configuration kept by the MSM at the router level (router> prompt).

Before using the clear config all command, save abackup of the configuration using the copy command.

Examples This example shows how to delete the configuration information in NVRAM on module 2:

Consol e> (enable) clear config 2

This command will clear nbdule 2 configuration.
Do you want to continue (y/n) [n]? y

Mbdul e 2 configuration cleared.

Consol e> (enabl e)

This example shows how to delete the configuration information stored in NVRAM on module 1
(the supervisor engine):

Consol e> (enable) clear config 1

This command will clear nodule 1 configuration.
Do you want to continue (y/n) [n]? vy

Modul e 1 configuration cleared.

host %
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Related Commands

clearconfiy W

This example shows how to delete all the configuration information for the Catalyst 6500 series
switches:

Consol e> (enable) clear config all

This command will clear all configuration in NVRAM
Do you want to continue (y/n) [n]? vy

Connection cl osed by foreign host

host %

This example shows how to delete all the SNMP configuration information for the Catalyst 6500 series
switches:

Consol e> (enable) clear config snnp

This command will clear SNMP configuration in NVRAM
Do you want to continue (y/n) [n]? vy

Connection cl osed by foreign host

host %

This example shows how to delete all ACL configuration information from NVRAM:

Consol e> (enable) clear config acl nvram

ACL configuration has been del eted from NVRAM

War ni ng: Use the copy commands to save the ACL configuration to a file
and the 'set boot config-register auto-config' conmands to configure the
aut o-config feature.

Consol e> (enabl e)

set config acl nvram
show config qos acl

[ 78-14885-01
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clear config pvlan

Use the clear config pvlan command to clear all private VLAN configurations in the system including
port mappings.

clear config pvlan

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear all private VLAN configurations in the system:

Consol e> (enable) clear config pvlan

This command will clear all private VLAN configurations.
Do you want to continue (y/n) [n]? vy

VLAN 15 del et ed

VLAN 16 del eted

VLAN 17 del eted

VLAN 18 del et ed

Private VLAN configuration cleared.

Consol e> (enabl e)

Related Commands  clear pvlan mapping
clear vlan
configure
set pvlan
set pvlan mapping
set vlan
show config
show pvlan
show pvlan mapping
show vlan
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clear cops

Use the clear cops command to clear Common Open Policy Service (COPS) configurations.
clear copsrolesrolel [role?]...
clear copsall-roles
clear cops server all [diff-serv | rsvp]
clear cops server ipaddr [diff-serv | rsvp]

clear cops domain-name

Syntax Description rolesrole# Specifies the roles to clear.

all-roles Clears al roles.

server Specifies the COPS server.

all Clears all server tables.

diff-serv (Optional) Specifies the differentiated services server table.
rsvp (Optional) Specifies the RSV P+ server table.

ipaddr IP address or IP alias of the server.

domain-name Specifies the domain name of the server.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can use the clear cops all-roles command to clear all roles from all ports.

Examples This example shows how to clear specific roles:

Consol e> (enable) clear cops roles backbone_port main_port
Rol es cl eared.
Consol e> (enabl e)

This example shows how to clear all roles:

Consol e> (enable) clear cops all-roles
Al roles cleared.
Consol e> (enabl e)
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Related Commands

This example shows how to clear all COPS servers:

Consol e> (enable) clear cops server all
Al'l COPS servers cleared.
Consol e> (enabl e)

This example shows how to clear a specific COPS server:

Consol e> (enable) clear cops server ny_serverl
Al'l COPS servers cleared.
Consol e> (enabl e)

This example shows how to clear the COPS domain name:

Consol e> (enabl e) clear cops domai n-name
Domai n nane cl ear ed.
Consol e> (enabl e)

set cops
show cops
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clear counters

Use the clear counters command to clear MAC counters, EtherChannel MAC counters, port counters,
and the channel traffic percentile.

clear counters[all | mod/ports]

Syntax Description all (Optional) Specifies all ports.
mod/ports (Optional) Number of the module and the ports on the module.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you do not specify arange of portsto be cleared, then al ports on the switch are cleared.

Examples This example shows how to reset MAC and port counters to zero:

Consol e> (enable) clear counters
This command will reset all MAC and port counters reported in CLI and SNWP.
Do you want to continue (y/n) [n]? vy

MAC and Port counters cleared.
Consol e> (enabl e)

This example shows how to reset MAC and port counters to zero for a specific module and port:

Consol e> (enable) clear counters 5/1
This command will reset MAC and port counters reported by the CLI for port(s) 5/1.
Do you want to continue (y/n) [n]? vy

MAC and Port counters cleared.
Consol e> (enabl e)

Related Commands  restore counters
show port counters
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clear crypto key rsa

Usethe clear crypto key rsa command to remove all RSA public-key pairs.

clear crypto key rsa

Syntax Description ~ This command has no keywords or arguments.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The crypto commands are supported on systems that run these image types only:
« supk9 image—for example, cat6000-supk9.6-1-3.bin
» supcvk9 image—for example, cat6000-supcvk9.6-1-3.bin

Examples This example shows how to clear RSA key pairs:

Consol e> (enable) clear crypto key rsa

Do you really want to clear RSA keys (y/n) [n]? y
RSA keys has been cl eared.

Consol e> (enabl e)

Related Commands  set crypto key rsa
show crypto key
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clear dotlx config

Use the clear dot1x config command to disable dotlx on all ports and return values to the default
settings.

clear dot1x config

Syntax Description ~ This command has no keywords or arguments.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to disable dotlx and return values to the default settings:

Consol e> (enable) clear dotlx config
This command will disable Dotlx and take val ues back to factory default.

Do you want to continue (y/n) [n]? vy
Dot 1x confi g cleared.
Consol e> (enabl e)

Related Commands  set port dotlx
show dot1x
show port dot1x
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clear gmrp statistics

Use the clear gmrp statistics command to clear al the GMRP statistics information from a specified
VLAN or all VLANSs.

clear gmrp statistics {vlan | all}

Syntax Description vlan Number of the VLAN; valid values arefrom 1 to 1000 and from 1025 to 4094.
all Specifies all VLANS.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear GMRP statistical information from all VLANS:

Consol e> (enable) clear gnrp statistics all
GWRP statistics cleared.
Consol e> (enabl e)

This example shows how to clear GMRP statistical information from VLAN 1:

Consol e> (enable) clear gnrp statistics 1
GWRP statistics cleared from VLAN 1.
Consol e> (enabl e)

Related Commands  show gmrp statistics
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clear gvrp statistics W

clear gvrp statistics

Use the clear gvrp statistics command to clear all the GV RP statistics information.

clear gvrp statistics { mod/port | all}

Syntax Description mod/port Number of the module and port.
all Specifies all ports.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear all GV RP statistical information:

Consol e> (enable) clear gvrp statistics all
GVRP statistics cleared for all ports.
Consol e> (enabl e)

This example shows how to clear GVRP statistical information for module 2, port 1:

Consol e> (enable) clear gvrp statistics 2/1
GVRP statistics cleared on port 2/1.
Consol e> (enabl e)

Related Commands  set gvrp
show gvrp configuration
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clear igmp statistics

Use the clear igmp statistics command to clear IGMP snooping statistical information.

clear igmp statistics

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear IGMP statistical information:

Consol e> (enable) clear ignp statistics
| GW statistics cleared.
Consol e> (enabl e)

Related Commands  set igmp
show igmp statistics
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clear ip alias

Use the clear ip alias command to clear |P aliases that were set using the set ip alias command.

clear ip alias{name | all}

Syntax Description name IP address alias to delete.

all Specifies that all previously set |P address aliases be deleted.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to delete a previously defined IP alias named babar:

Consol e> (enable) clear ip alias babar
I P alias del eted.
Consol e> (enabl e)

Related Commands  setip alias
show ip alias

Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M clear ip dns domain

clear ip dns domain

Use the clear ip dns domain command to clear the default DN'S domain name.

clear ip dnsdomain

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the default DN'S domain name;

Consol e> (enable) clear ip dns domain
Defaul t DNS donmmi n nane cl eared.
Consol e> (enabl e)

Related Commands  set ip dnsdomain
show ip dns
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clear ip dns server

Usethe clear ip dns server command to remove a DNS server from the DNS server listing.

clear ip dnsserver {ip_addr | all}

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

ip_addr IP address of the DNS server you want to remove. An |P aliasor a
host name that can be resolved through DNS can also be used.

all Specifies all the IP addresses in the DNS server listing to be
removed.

This command has no default settings.

Switch command.

Privileged.

This example shows how to remove the DNS server at |P address 198.92.30.32 from the DNS server
listing:
Consol e> (enable) clear ip dns server 198.92.30.32

198.92.30.32 cleared from DNS table.
Consol e> (enabl e)

This example shows how to remove all DNS servers from the DNS server listing:

Consol e> (enable) clear ip dns server all
Al'l DNS servers cleared
Consol e> (enabl e)

set ip dns server
show ip dns
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clear ip permit

Use the clear ip permit command to remove a specified | P address and mask or all |P addresses and
masks from the permit list.

clear ip permit all

clear ip permit {ip_addr} [mask] [telnet | ssh | snmp | all]

Syntax Description ip_addr IP address to be cleared. An IP alias or a host name that can be resolved
through DNS can also be used.
mask (Optional) Subnet mask of the specified IP address.
telnet (Optional) Clears the entries in the Telnet permit list.
ssh (Optional) Clears the entries in the SSH permit list.
snmp (Optional) Clears the entries in the SNMP permit list.
all (Optional) Clears all permit lists.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The clear ip permit all command clears the permit list but does not change the state of the IP permit
feature. A warning is displayed if all 1P addresses are cleared from the permit list, and the feature is
enabled. If amask other than the default (255.255.255.255) has been configured, you must provide both
the address and mask to clear a specific entry.

If thetelnet, ssh, snmp, or all keyword is not specified, the | P address is removed from both the SNMP
and Telnet permit lists.

Examples These examples show how to remove | P addresses:

Consol e> (enable) clear ip permt 172.100.101.102
172.100. 101. 102 cleared fromIP permt Iist.
Consol e> (enabl e)

Consol e> (enable) clear ip permt 172.160.161.0 255.255.192.0 snnp
172.160. 128.0 with mask 255.255.192.0 cleared fromsnnp permt |ist.
Consol e> (enabl e)

Consol e> (enable) clear ip permt 172.100.101.102 tel net
172.100. 101. 102 cleared fromtelnet permt |ist.
Consol e> (enabl e)
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Related Commands

Consol e> (enable) clear ip permt all
IP permit list cleared.

WARNI NG

IP permit list is still enabled.
Consol e> (enabl e)

set ip permit
show ip permit

clearip permit W
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clear ip route

Use the clear ip route command to delete IP routing table entries.

clear ip route destination gateway

Syntax Description

destination |P address of the host or network. An IP alias or a host name that
can be resolved through DNS can also be used.

gateway IP address or alias of the gateway router.

Defaults

Command Types

Command Modes

Examples

Related Commands

The default is destination. If the destination is not the active default gateway, the actual destination is
the default.

Switch command.

Privileged.

This example shows how to delete the routing table entries using the clear ip route command:

Consol e> (enable) clear ip route 134.12.3.0 elvis
Rout e del et ed.
Consol e> (enabl e)

set ip route
show ip route
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clear kerberos clients mandatory

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

Usetheclear kerberosclients mandatory command to disable mandatory Kerberos authentication for
services on the network.

clear kerberos clients mandatory

This command has no arguments or keywords.

Kerberos clients are not set to mandatory.

Switch command.

Privileged.

If you do not make Kerberos authentication mandatory and Kerberos authentication fails, the application
attempts to authenticate users using the default method of authentication for that network service. For
example, Telnet prompts for a password.

This example shows how to clear mandatory Kerberos authentication:

Consol e> (enable) clear kerberos clients mandatory
Kerberos clients mandatory cl eared
Consol e> (enabl e)

set kerberos clients mandatory
show kerberos
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clear kerberos credentials forward

Usethe clear kerberos credentials forward command to disable credentials forwarding.

clear kerberos credentialsforward

Syntax Description ~ This command has no arguments or keywords.

Defaults The default is forwarding is disabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you have aticket granting ticket (TGT) and are authenticated to a Kerberized switch, you can use the
TGT to authenticate to a host on the network. If forwarding is not enabled and you try to list credentials
after authenticating to a host, the output will show no Kerberos credentials are present.

Examples This example shows how to disable Kerberos credentials forwarding:

Consol e> (enable) clear kerberos credentials forward
Ker beros credentials forwarding di sabl ed
Consol e> (enabl e)

Related Commands  set kerberos clients mandatory
set kerberos credentials forward
show kerberos
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clear kerberos creds

Use the clear kerberos creds command to delete all the Kerberos credentials.

clear kerberos creds

Syntax Description ~ This command has no arguments or keywords.

Defaults The command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you have a TGT and are authenticated to a Kerberized switch, you can use the TGT to authenticate to
a host on the network.

Examples This example shows how to delete all Kerberos credentials:

Consol e> (enabl e) clear kerberos creds
Consol e> (enabl e)

Related Commands  set ker beros credentials forward
show kerberos
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clear kerberos realm

Use the clear kerberos realm command to clear an entry that maps the name of a Kerberos realm to a
DNS domain name or a host name.

clear kerberosrealm {dns_domain | host} kerberos realm

Syntax Description dns_domain DNS domain name to map to a Kerberos realm.
host I P address or name to map to a Kerberos realm.
kerberos realm | P address or name of a Kerberos realm.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can map the name of aKerberosrealm to a DNS domain name or a host name with the set ker beros
realm command.

Examples This example shows how to clear an entry mapping a Kerberos realm to a domain name:

Consol e> (enabl e) clear kerberos real m Cl SCO Cl SCO. COM
Ker ber os DnsDonmai n- Real mentry Cl SCO - Cl SCO. COM del et ed
Consol e> (enabl e)

Related Commands  set kerberoslocal-realm
set kerberosrealm
show kerberos
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clear kerberos server

Use the clear kerberos server command to clear a specified Key Distribution Center (KDC) entry.

clear kerberos server kerberos realm { hostname | ip_address} [port_number]

Syntax Description kerberos realm  Name of a Kerberos realm.

hostname Name of the host running the KDC.
ip_address I P address of the host running the KDC.
port_number (Optional) Number of the port on the module.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can specify to the switch which KDC to use in aKerberosrealm. This command clears a server entry
from the table.

Examples This example shows how to clear a KDC server entered on the switch:

Consol e> (enabl e) clear kerberos server Cl SCO COM 187.0.2.1 750
Ker beros Real m Server-Port entry Cl SCO. COM 187.0.2.1-750 deleted
Consol e> (enabl e)

Related Commands  set ker beros server
show kerberos
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clear key config-key

Use the clear key config-key command to remove a private 3DES key.

clear key config-key string

Syntax Description string Name of the 3DES key; the name should be no longer than 8 bytes.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to remove a private 3DES key:

Consol e> (enable) clear key config-key abcd
Ker beros config key del eted
Consol e> (enabl e)

Related Commands  set key config-key
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clear I2protocol-tunnel cos M

clear I12protocol-tunnel cos

Usethe clear |2protocol-tunnel cos command to clear the Layer 2 protocol tunneling CoS value for all
ingress tunneling ports.

clear 12protocol-tunnel cos

Syntax Description ~ This command has no arguments or keywords.

Defaults The CoS value is restored to 5.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the Layer 2 protocol tunneling CoS value;

Consol e> (enabl e) clear |2protocol-tunnel cos
Default Cos set to 5.
Consol e> (enabl e)

Related Commands  clear |2protocol-tunnel statistics
set [2protocol-tunnel cos
set port 12protocol-tunnel
show I2protocol-tunnel statistics
show port 12protocol-tunnel
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clear I12protocol-tunnel statistics

Use the clear |2protocol-tunnel statistics command to clear Layer 2 protocol tunneling statistics on a
port or on all tunneling ports.

clear 12protocol-tunnel statistics [mod/port]

Syntax Description mod/port (Optional) Number of the module and port on the module. See the “Usage
Guidelines” section for more information.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you do not specify amodule and port number, the Layer 2 protocol tunneling statisticsfor all tunneling
ports are cleared.

Examples This example shows how to clear the Layer 2 protocol tunneling statistics for a single port:

Consol e> (enabl e) clear |2protocol-tunnel statistics 7/1
Layer 2 Protocol Tunneling statistics cleared on port 7/1.
Consol e> (enabl e)

Related Commands  clear |2protocol-tunnel cos
set [2protocol-tunnel cos
set port 12protocol-tunnel
show I2protocol-tunnel statistics
show port 12protocol-tunnel
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clear lacp-channel statistics

Use the clear lacp-channel statistics command to clear Link Aggregation Control Protocol (LACP)
statistical information.

clear lacp-channel statistics

Syntax Description ~ This command has no keywords or arguments.

Defaults This command has no default settings.
Command Types Switch command.
Command Modes Normal.

Usage Guidelines For differences between PAgP and LACP, refer to the “Guidelines for Port Configuration” section of the
“Configuring EtherChannel” chapter of the Catalyst 6500 Series Software Configuration Guide.

Examples This example shows how to clear LACP statistical information:

Consol e> (enable) clear |acp-channel statistics
LACP channel counters are cleared.
Consol e> (enabl e)

Related Commands  set channelprotocol
set lacp-channel system-priority
set port lacp-channel
set spantree channelcost
set spantree channelvlancost
show lacp-channel
show port lacp-channel
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clear Ida

Use the clear Ida command to remove the accelerated server load balancing (ASLB) MLS entries or
MAC addresses from the switch.

clear lda mls

clear Ida mls[destination ip_addr_spec] [sourceip_addr_spec] [protocol protocol

src-port src_port dst-port dst_port]

clear Idavip {all | vip | vip tcp_port}

clear Ida mac {all | router_mac_address}

Syntax Description mls

Removesan LDA MLS entry.

destination (Optional) Full destination IP address or a subnet address in these

ip_addr_spec formats: ip_addr, ip_addr/netmask, or ip_addr/maskbit.

source (Optional) Full source IP address or a subnet address in these

ip_addr_spec formats: ip_addr, ip_addr/netmask, or ip_addr/maskbit.

protocol (Optional) Specifies additional flow information (protocol family

protocol and protocol port pair) to be matched; valid valuesincludetcp, udp,
icmp, or adecimal number for other protocol families.

src-port (Optional) Specifies the number of the TCP/UDP source port

src_port (decimal). Used with dst-port to specify the port pair if the protocol
istcp or udp. O indicates “do not care.”

dst-port (Optional) Specifies the number of the TCP/UDP destination port

dst_port (decimal). Used with src-port to specify the port pair if the protocol
istcp or udp. O indicates “do not care.”

vip all Removes all VIP couples (set using the set Ida command).

vip vip Specifiesa VIP.

vip vip Specifies a VIP and port couple.

tcp_port

mac all Clears al ASLB router MAC addresses.

mac Clears a specific router MAC address.

router_mac_

address

Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.
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Usage Guidelines

Examples

Related Commands

clearlda W

This command is supported only on switches configured with the Supervisor Engine 1 with Layer 3
Switching Engine WS-F6K-PFC (Policy Feature Card).

Entering the destination keyword specifiesthe entries matching the destination | P address specification,
entering the sour ce keyword specifies the entries matching the source | P address specification, and
entering an ip_addr_spec can specify afull 1P address or a subnet address. If you do not specify a
keyword, it is treated as a wildcard, and all entries are displayed.

When entering the ip_addr_spec, use the full IP address or a subnet address in one of the following
formats: ip_addr, ip_addr/netmask, or ip_addr/maskbit.

If you do not enter any keywords, the LD is removed from the switch and the LD configuration is
removed from NVRAM.

If you do not enter any keywords with the clear Ida mls command, all ASLB MLS entries are cleared.

This example shows how to clear the ASLB MLS entry at a specific destination address:

Consol e> (enable) clear Ida ms destination 172.20. 26. 22
M.S | P entry cl eared.
Consol e> (enabl e)

This example shows how to delete a VIP and port pair (V1P 10.0.0.8, port 8):

Consol e> (enable) clear Ida vip 10.0.0.8 8
Successful ly del eted vip/port pairs.
Consol e> (enabl e)

This example shows how to clear all ASLB router MAC addresses:

Consol e> (enable) clear Ida mac all
Successfully cleared Router MAC address.
Consol e> (enabl e)

This example shows how to clear a specific ASLB router MAC address:

Consol e> (enable) clear Ida mac 1-2-3-4-5-6
Successfully cleared Router MAC address.
Consol e> (enabl e)

commit lda
set lda
show lda
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clear log

Use the clear log command to delete module, system error log, or dump log entries.
clear log [mod]

clear log dump

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

mod (Optional) Module number.
dump Clears dump log entries.

This command has no default settings.

Switch command.

Privileged.

If you do not specify a module number, the system error log for the entire system is erased.

This example shows how to clear the system error log:

Consol e> (enable) clear |og

System error |og cleared.

Consol e> (enabl e)

This example shows how to clear the dump log:

Consol e> (enable) clear |og dunp
Consol e> (enabl e)

show log
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clear logcommand

clear log command

Use the clear log command command to clear the command log entry table.

clear log command [mod]

Syntax Description mod (Optional) Number of the module.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The command log entry table is a history log of the commands sent to the switch from the console or Telnet.

Examples This example shows how to clear the command log table for the switch:

Consol e> (enable) clear |og conmand
Local -1 og cl eared
Consol e> (enabl e)

This example shows how to clear the command log table for a specific module:

Consol e> (enable) clear |og command 3
Modul e 3 | og cl eared.
Consol e> (enabl e)

Related Commands  show log command
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clear logging buffer

Use the clear logging buffer command to clear the system logging buffer.

clear logging buffer

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the system logging buffer:

Consol e> (enabl e) clear |ogging buffer
System | oggi ng buffer cleared.
Consol e> (enabl e)

Related Commands  show logging buffer
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clear logging level

clear logging level W

Use the clear logging level command to reset the logging level for afacility or for all facilities to their

default settings.

clear logging level {facililty | all}

Syntax Description facility = Name of the facility to reset; facility types are listed in Table 2-1.

all Resets all facilities.

Table 2-1  Facility Types

Facility Name Definition

all All facilities

acl access control list

cdp Cisco Discovery Protocol

cops Common Open Policy Service Protocol
dtp Dynamic Trunking Protocol

dvlan Dynamic VLAN

ear| Enhanced Address Recognition Logic
filesys file system facility

gvrp GARP VLAN Registration Protocol
ip Internet Protocol

kernel Kernel

Id ASLB facility

mcast Multicast

mgmt Management

mls Multilayer Switching

pagp Port Aggregation Protocol

protfilt Protocol Filter

pruning VTP pruning

privatevlan Private VLAN facility

gos Quality of Service

radius Remote Access Dial-In User Service
rsvp ReSerVation Protocol

security Security

snmp Simple Network Management Protocol
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M clear logging level

Table 2-1  Facility Types (continued)

Facility Name Definition
spantree Spanning Tree Protocol
sys System
tac Terminal Access Controller
tep Transmission Control Protocol
telnet Terminal Emulation Protocol
tftp Trivial File Transfer Protocol
udld User Datagram Protocol
vmps VLAN Membership Policy Server
vtp Virtual Terminal Protocol
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to reset a specific facility back to its default settings:

Consol e> (enable) clear logging |level dtp
Current session and default severities of facility <dtp> set to factory default val ues.
Consol e> (enabl e)

This example shows how to reset all facilities back to their default settings:

Consol e> (enable) clear logging |level all
Current session and default severities of all facilities set to factory default val ues.
Consol e> (enabl e)

Related Commands  set logging level
show logging
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clear logging server

Use the clear logging server command to delete a syslog server from the system log server table.

clear logging server ip_addr

Syntax Description ip_addr I P address of the syslog server to be deleted.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to delete a syslog server from the configuration:

Consol e> (enable) clear |ogging server 171.69.192. 207
System |l og server 171.69.192.207 renoved from system | og server table.
Consol e> (enabl e)

Related Commands  set logging server
show logging
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clear mls cef

Use the clear mls cef command to clear CEF summary statistics.

clear mls cef

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command is supported on Catalyst 6500 series switches configured with the Supervisor Engine 2
with Layer 3 Switching Engine Il (PFC2) only.

Examples This example shows how to clear CEF summary information:

Consol e> (enable) clear nms cef
CEF statistics cleared.
Consol e> (enabl e)

Related Commands  show mls cef summary
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clear mls entry

Use the clear mils entry command to clear MLS entries in the Catalyst 6500 series switches.
clear mlsentry [ip | ipx] all

clear mlsentry ip destination ip_addr_spec [sourceip_addr_spec] [protocol protocol]
[src-port src_port] [dst-port dst_port]

clear mlsentry ipx destination ipx_addr_spec

Syntax Description ip (Optional) Specifies IP MLS.
ipXx (Optional) Specifies IPX MLS.
all Clearsall MLS entries.
destination Specifies the destination 1P address.
ip_addr_spec Full IP address or a subnet address in these formats: ip_addr,
ip_addr/netmask, or ip_addr/maskbit.
sourceip_addr_spec (Optional) Specifies the source IP address.
protocol protocol (Optional) Specifies additional flow information (protocol family and

protocol port pair) to be matched; valid values are 0 to 255 or ip, ipinip,
icmp, igmp, tcp, and udp.

src-port src_port (Optional) Specifiesthe source port | P address; valid values are 1 to 65535,
dns, ftp, smtp, telnet, x (X-Windows), www.

dst-port dst_port (Optional) Specifies the destination port | P address; valid values are 1 to
65535, dns, ftp, smtp, telnet, x (X-Windows), www.

ipx_addr_spec Full IPX address or a subnet address in these formats: src_net/[mask],

dest_net.dest_node, or dest_net/mask.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command is not supported on systems configured with the Supervisor Engine 2 with Layer 3
Switching Engine |1 (PFC2). To clear entries on systems configured with the Supervisor Engine 2 with
Layer 3 Switching Engine |1 (PFC2), you must enter the clear mis entry cef adjacency command.

When entering the IPX address syntax, use the following format:
» IPX net address—1..FFFFFFFE
» IPX node address—x.x.x where x is 0..FFFF
» |PX address—ipx_net.ipx_node (for example 3.0034.1245.AB45, A43.0000.0000.0001)

Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M clear misentry

Examples

Consol e> (enabl e)

Up to 16 routers can be included explicitly as ML S-RPs.

To use arouter as an MLS, you must meet these conditions:

The router must be included (either explicitly or automatically) in the MLS-SE.
The MLS feature must be enabled in the Catalyst 6500 series switches.
The Catalyst 6500 series switches must know the router’s MAC-VLAN pairs.

Use the following syntax to specify an | P subnet address:

ip_subnet_addr—Thisis the short subnet address format. The trailing decimal number 00 in an |P
address YY.YY.Y Y.00 specifies the boundary for an | P subnet address. For example, 172.22.36.00
indicates a 24-bit subnet address (subnet mask 172.22.36.00/255.255.255.0), and 173.24.00.00
indicates a 16-bit subnet address (subnet mask 173.24.00.00/255.255.0.0). However, thisformat can
identify only a subnet address of 8, 16, or 24 bits.

ip_addr/subnet_mask—This is the long subnet address format. For example,
172.22.252.00/255.255.252.00 indicates a 22-bit subnet address. This format can specify a subnet
address of any bit number. To provide more flexibility, the ip_addr is afull host address, such as
172.22.253.1/255.255.252.00.

ip_addr/maskbits—This is the simplified long subnet address format. The mask bits specify the
number of bits of the network masks. For example, 172.22.252.00/22 indicates a 22-bit subnet
address. Theip_addr isafull host address, such as 193.22.253.1/22, which has the same subnet
address as the ip_subnet_addr.

If you do not use the all argument in the clear mls entry command, you must specify at least one of the
other three keywords (sour ce, destination, or protocol) and its arguments.

If no value or O is entered for src_port and dest_port, all entries are cleared.

When you remove a Multilayer Switch Module (M SM) from the Catalyst 6500 series switch, it is
removed immediately from the inclusion list and all the MLS entries for the MSM are removed.

This example shows how to clear the MLS entries with destination |P address 172.20.26.22:

Consol e> (enable) clear m's entry destination 172.20.26.22
Mul tilayer switching entry cleared.
Consol e> (enabl e)

This example shows how to clear specific IP MLS entries for destination | P address 172.20.26.22;

Consol e> (enable) clear nls entry ip destination 172.20.26.22 source 172.20.22.113 protocol tcp 520 320
Mul tilayer switching entry cleared

This example shows how to clear specific IPX MLS entries for a destination IPX address:

Consol e> (enable) clear ms entry ipx destination 1.00e0.fefc.6000 source 3.0034.1245. AB45
I PX Multilayer switching entry cleared

Consol e> (enabl e)

Related Commands

show misentry
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clear mls entry cef adjacency

Use the clear misentry cef adjacency command to clear CEF adjacency statistics.
clear mlsentry cef adjacency
clear mlsentry cef ip [[ip_addr/]mask_len] adjacency

clear mlsentry cef ipx [[ipx_addr/]mask_|en] adjacency

Syntax Description ip Specifies IP entries.
ipXx Specifies IPX entries.
ip_addr (Optional) I1P address of the entry.

mask_len (Optional) Mask length associated with the I P or IPX address of
the entry; valid values are from 0 to 32.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command is supported on Catalyst 6500 series switches configured with the Supervisor Engine 2
with Layer 3 Switching Engine Il (PFC2).

To clear MLS entries on systems configured with the Supervisor Engine 1 with Layer 3
Switching Engine WS-F6K-PFC (Policy Feature Card), enter the clear mls entry command.

The ipx_addr value is entered as 32-bit hexadecimal digits.

Examples This example shows how to clear all adjacencies associated with CEF entries:

Consol e> (enable) clear ms cef entry adjacency
Adj acency statistics has been cleared.
Consol e> (enabl e)

Related Commands  show mls entry cef
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clear mls exclude protocol

Use the clear mis exclude protocol command to remove a protocol port that has been been excluded
from shortcutting using the set mls exclude protocol command.

clear mls exclude protocol tcp | udp | both port

Syntax Description tep Specifies a TCP port.
udp Specifies a UDP port.
both Specifies that the port be applied to both TCP and UDP traffic.
port Number of the port.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to set TCP packets in a protocol port to be hardware switched:

Consol e> (enable) clear nm's exclude protocol tcp 25
TCP packets with protocol port 25 will be MS swi tched.
Consol e> (enabl e)

Related Commands  set mls exclude protocol
show mls exclude protocol
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clear mls multicast statistics

Use the clear mls multicast statistics command to remove MLS multicast statistics maintained by the
M SFC on the switch.

clear mls multicast statistics [mod]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

mod (Optional) Number of the MSFC; valid values are 15 and 16.

This command has no default settings.

Switch command.

Privileged.

If you enter the clear mls multicast statistics command on a Catalyst 6500 series switch without MLS,
this warning message is displayed:

M.S Multicast is not supported on feature card.

If you place the MFSC on a supervisor engineinstalled in slot 1, the MFSC is recognized as module 15.
If you install the supervisor enginein slot 2, the MFSC is recognized as module 16.

The mod option is not supported on switches configured with the Supervisor Engine 2 with Layer 3
Switching Engine |1 (PFC2).

This example shows how to clear MLS statistics on a switch configured with the Supervisor Engine 1
with Layer 3 Switching Engine WS-F6K-PFC (Policy Feature Card):

Consol e> (enable) clear ms nmulticast statistics
Al statistics for the M.S routers in include list are cleared.
Consol e> (enabl e)

This example shows how to clear MLS statistics on a switch configured with the Supervisor Engine 2
with Layer 3 Switching Engine Il (PFC2):

Consol e> (enable) clear mis nulticast statistics
Al'l statistics cleared.
Consol e> (enabl e)

show mls statistics
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clear mls nde flow

Use the clear mis nde flow command to reset the NDE filtersin the Catalyst 6500 series switches.

clear mls nde flow

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Clearing both exclusion and inclusion filters results in exporting of all flows.

Examples This example shows how to clear the NDE exclusion and inclusion filters and export all flows:

Consol e> (enable) clear ms nde flow
Net fl ow data export filter cleared.
Consol e> (enabl e)

Related Commands  set mls nde
show mls exclude protocol
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clear mls statistics

Use the clear mls statistics command to clear hardware-installed MLS statistics entries.
clear mls statistics

clear mls statistics protocol {protocol port} | all

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

statistics Clears total packets switched and total packets exported (for NDE).
statistics protocol Clears protocols for statistics collection.

protocol Number of the protocol in the protocol statistics list.

port Number of the port.

all Clears al entries from the statistics protocol list.

This command has no default settings.

Switch command.

Privileged.

To use arouter as an MLS, you must meet these conditions:
« Therouter must be included (either explicitly or automatically) in the MLS-SE.
« The MLS feature must be enabled in the Catalyst 6500 series switches.
» Catalyst 6500 series switches must know the router’'s MAC-VLAN pairs.
If you enter any of the clear mls statistics commands on a Catalyst 6500 series switch without MLS,
this warning message displays:
Feature not supported in hardware.

When you remove an MSM from the Catalyst 6500 series switch, it is removed immediately from the
inclusion list and all the MLS entries for the MSM are removed.

Examples This example shows how to clear IP MLS statistics, including total packets switched and total packets
exported (for NDE):
Consol e> (enable) clear nls statistics
Net f1 ow data export statistics cleared.
Consol e> (enabl e)
This example shows how to clear protocol 17, port 19344 from the statistics collection:
Consol e> (enable) clear ms statistics protocol 17 19344
Protocol 17 port 1934 cleared from protocol statistics list.
Consol e> (enabl e)
Catalyst 6500 Series Command Reference—Release 7.4
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Related Commands  set mls statistics protocol
show mls statistics
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clear mls statistics entry

Use the clear mlis statistics entry command to clear statistics for MLS entries.

clear mls statisticsentry [ip | ipx] all

clear mls statisticsentry ip [destination ip_addr_spec] [source ip_addr_spec]
[protocol protocol] [src-port src_port] [dst-port dst_port]

clear mls statistics entry ipx destination ipx_addr_spec

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

ip (Optional) Specifies IP MLS.

ipXx (Optional) Specifies IPX MLS.

all Purges all matching MLS entries.

destination (Optional) Specifies the destination | P address.

ip_addr_spec (Optional) Full 1P address or a subnet address in these formats:
ip_addr, ip_addr/netmask, or ip_addr/maskbit.

source (Optional) Specifies the source I P address.

protocol protocol

(Optional) Specifies additional flow information (protocol family
and protocol port pair) to be matched; valid values are from 0 to
255 or ip, ipinip, icmp, igmp, tcp, and udp.

src-port src_port

(Optional) Specifies the source port | P address; valid values are
from 1 to 65535, dns, ftp, smtp, telnet, x (X-Windows), www.

dst-port dst_port

(Optional) Specifies the destination port | P address; valid values
are from 1to 65535, dns, ftp, smtp, telnet, x (X-Windows), www.

ipx_addr_spec

(Optional) Full IPX address or a subnet address in these formats:
src_net/[mask], dest_net.dest_node, or dest_net/mask.

This command has no default settings.

Switch command.

Privileged.

If you specify the ip keyword or do not enter a keyword, the command supports IP MLS. If you specify
the ipx keyword, the command supports IPX only.

When you remove an Multilayer Switch Module (MSM) from the Catalyst 6500 series switch, it is
removed immediately from the inclusion list and all the MLS entries for the MSM are removed.

When entering the IPX address syntax, use the following format:
« IPX net address—1..FFFFFFFE
« IPX node address—x.x.x where x is 0..FFFF

[ 78-14885-01
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Examples

Related Commands

» |IPX address—ipx_net.ipx_node (for example 3.0034.1245.AB45, A43.0000.0000.0001)
Up to 16 routers can be included explicitly as ML S-RPs.
To use arouter as an MLS, you must meet these conditions:

« Therouter must be included (either explicitly or automatically) in the MLS-SE.

« The MLS feature must be enabled in the Catalyst 6500 series switches.

» Catalyst 6500 series switches must know the router’'s MAC-VLAN pairs.
Use the following syntax to specify an | P subnet address:

« ip_subnet_addr—Thisis the short subnet address format. The trailing decimal number 00 in an IP
address YY.YY.Y Y.00 specifies the boundary for an | P subnet address. For example, 172.22.36.00
indicates a 24-bit subnet address (subnet mask 172.22.36.00/255.255.255.0), and 173.24.00.00
indicates a 16-bit subnet address (subnet mask 173.24.00.00/255.255.0.0). However, thisformat can
identify only a subnet address of 8, 16, or 24 bits.

» ip_addr/subnet_mask—Thisis the long subnet address format. For example,
172.22.252.00/255.255.252.00 indicates a 22-bit subnet address. This format can specify a subnet
address of any bit number. To provide more flexibility, the ip_addr is afull host address, such as
172.22.253.1/255.255.252.00.

» ip_addr/maskbits—Thisis the simplified long subnet address format. The mask bits specify the
number of bits of the network masks. For example, 172.22.252.00/22 indicates a 22-bit subnet
address. Theip_addr isafull host address, such as 193.22.253.1/22, which has the same subnet
address as the ip_subnet_addr.

A Ovaluefor src_port and dest_port clears all entries. Unspecified options are treated as wildcards, and
all entries are cleared.

If you enter any of the clear mls commands on a Catalyst 6500 series switch without ML S, thiswarning
message displays:

Feat ure not supported in hardware.

This example shows how to clear all specific MLS entries:

Consol e> (enable) clear nls statistics entry ip all
Mul tilayer switching entry cleared
Consol e> (enabl e)

This example shows how to clear specific IPX MLS entries for a destination I1PX address:

Consol e> (enable) clear m's statistics entry ipx destination 1.0002.00e0.fefc.6000
M.S | PX entry cl eared.
Consol e> (enabl e)

show mls
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clear module password

Usethe clear module passwor d command to clear the password set by the password [username] NAM
command.

clear module password mod

Syntax Description mod Number of the NAM.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command is supported by the NAM only.
The passwor d [username] command isaNAM command and not a supervisor engine console command.

A message is displayed when the password is successfully cleared. See the “ Examples” section for an
example of the message.

Examples This example shows how to clear the password from the NAM:

Consol e> (enabl e) clear npdul e password 6

Modul e 6 password cl eared.

Consol e> (enabl e) 2000 Apr 07 11:03: 06 %8YS-5- MOD_PASSWDCLR: Modul e 6 password cl
eared fromtelnet/10.6.1.10/tester

Consol e> (enabl e)

Related Commands  password (refer to the NAM Installation and Configuration Note)
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clear multicast router

Use the clear multicast router command to clear manually configured multicast router ports from the
multicast router port list.

clear multicast router { mod/port | all}

Syntax Description mod/port Number of the module and the port on the module.

all Specifies all multicast router ports to be cleared.
Defaults The default configuration has no multicast router ports configured.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear multicast router port 1 on module 3:

Consol e> (enable) clear nulticast router 3/1
Port 3/1 cleared fromnulticast router port |ist.
Consol e> (enabl e)

Related Commands  set multicast router
show multicast router
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clear ntp server

Use the clear ntp server command to remove one or more servers from the NTP server table.

clear ntp server {ip_addr | all}

Syntax Description ip_addr IP address of the server to remove from the server table.

all Specifies all server addresses in the server table to be removed.
Defaults The default configuration has no NTP servers configured.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to remove a specific NTP server from the server table:

Consol e> (enable) clear ntp server 172.20.22.191
NTP server 172.20.22.191 renoved.
Consol e> (enabl e)

This example shows how to remove all NTP servers from the server table:

Consol e> (enable) clear ntp server all
Al NTP servers cleared.
Consol e> (enabl e)

Related Commands  set ntp server
show ntp
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clear ntp timezone

Use the clear ntp timezone command to return the time zone to its default, UTC.

clear ntp timezone

Syntax Description ~ This command has no arguments or keywords.

Defaults The default time zoneis UTC.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The clear ntp timezone command functions only when NTP is running. If you set the time manually
and NTP is disengaged, the clear ntp timezone command has no effect.

Examples This example shows how to clear the time zone:

Consol e> (enable) clear ntp tinezone

This command will clear NTP tinmezone and sunmerti me zonenane
Do you want to continue (y/n) [n]? vy

Ti mezone nane and of fset cleared

Consol e> (enabl e)

Related Commands  set ntp timezone
show ntp
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clear pbf

Use the clear pbf command to remove the MAC address for the PFC2.

clear pbf

Syntax Description ~ This command has no keywords or arguments.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Refer to the “ Configuring Policy-Based Forwarding” section of Chapter 16, “Configuring Access
Control,” in the Catalyst 6500 Series Software Configuration Guide for detailed information about PBF.

Examples Consol e> (enable) clear pbf
PBF cl ear ed
Consol e> (enabl e)

Related Commands  set pbf
show pbf
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clear port broadcast

Usetheclear port broadcast command to disable broadcast/multicast suppression on one or more ports.

clear port broadcast mod/port

Syntax Description mod/port Number of the module and the port on the module.

Defaults The default configuration has broadcast/multicast suppression cleared (that is, unlimited
broadcast/multicast traffic allowed).

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to disable broadcast/multicast suppression:

Consol e> (enable) clear port broadcast 2/1
Broadcast traffic unlimted on ports 2/1.
Consol e> (enabl e)

Related Commands  set port broadcast
show port broadcast
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clear port cops

Use the clear port cops command to clear port roles.
clear port cops mod/port rolesrolel [role?]...

clear port cops mod/port all-roles

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

mod/port Number of the module and the port on the module.
rolesrole##  Specifiesthe rolesto clear.
all-roles Clearsall roles.

This command has no default settings.

Switch command.

Privileged.

The clear port cops command detaches the roles from the port only; it does not remove them from the
global table.

This example shows how to remove specific roles from a port:

Consol e> (enable) clear port cops 3/1 roles backbone_port nmin_port
Rol es cleared for port(s) 3/1-4.
Consol e> (enabl e)

This example shows how to remove all roles from a port:

Consol e> (enable) clear port cops 3/1 all-roles
Al roles cleared for port 3/1-4.
Consol e> (enabl e)

set port cops
show port cops
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clear port host

Use the clear port host command to clear the port configuration for optimizing a host connection.

clear port host mod/port

Syntax Description mod/port Number of the module and the port on the module.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command is not supported by the NAM.

The clear port host command sets channel mode to auto, disables spanning tree PortFast, and sets the
trunk mode to auto.

Examples This example shows how to remove specific roles from a port:

Consol e> (enable) clear port host 5/5
Port(s) 5/5 trunk nbpde set to auto.
Spantree port 5/5 fast start disabl ed.
Port(s) 5/5 channel npde set to auto.
Consol e> (enabl e)

Related Commands  set port host
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clear port qos cos

Use the clear port qos cos command to return the values set by the set port qos cos command to the
default settings for all specified ports.

clear port qos mod/ports.. cos

Syntax Description mod/ports..  Number of the module and ports on the module.

Defaults The default CoS for aport isO.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to return the values set by the set port qos cos command to the default settings
for module 2, port 1:
Consol e> (enable) clear port qos 2/1 cos

Port 2/1 qgos cos setting cleared.
Consol e> (enabl e)

Related Commands  set port qos cos
show port qos
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clear port security

Use the clear port security command to clear all MAC addresses or a specific MAC address from the
list of secure MAC addresses on a port.

clear port security mod/port { mac_addr | all}

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

mod/port Number of the module and the port on the module.
mac_addr MAC address to be deleted.
all Removes all MAC addresses.

This command has no default settings.

Switch command.

Privileged.

This example shows how to remove a specific MAC address from a port’s list of secure addresses:

Consol e> (enable) clear port security 4/1 00-11-22-33-44-55
00- 11- 22-33-44-55 cleared from secure address list list for port 4/1.
Consol e> (enabl e)

set port security
show port security
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clear pvlan mapping

Use the clear pvlan mapping command to delete a private VLAN mapping.

clear pvlan mapping primary_vlan {isolated_vlan | community_vlian | twoway community vlan}
mod/port

clear pvlan mapping mod/port

Syntax Description primary_vlan Number of the primary VLAN.
isolated vlan Number of the isolated VLAN.
community_vlan Number of the community VLAN.
twoway _community vian  Number of the two-way community VLAN.
mod/port Number of the module and promiscuous port.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you do not specify the mapping to clear, all the mappings of the specified promiscuous ports are
cleared.

Examples This example shows how to clear the mapping of VLAN 902 to 901, previously set on ports 3/2-5:;

Consol e> (enabl e) clear pvlan nmapping 901 902 3/2-5
Successfully cl eared mappi ng between 901 and 902 on 3/2-5
Consol e> (enabl e)

Related Commands  clear config pvlan
clear vlan
set pvlan
set pvlan mapping
set vlan
show pvlan
show pvlan mapping
show vlan

Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M clear qos acl

clear qos acl

Use the clear qos acl command to remove various access control list (ACL) configurations.

clear qos acl acl_name [editbuffer_index]

clear qos acl default-action {ip | ipx | mac | all}

clear qos acl map {acl_name} { mod/port | vian}

clear qos acl map {acl_name | mod/port | vian | all}

Syntax Description

acl_name

Unique name that identifies the list to which the entry belongs.

editbuffer_index

(Optional) ACE position in the ACL.

default-action

Removes default actions.

ip Clears | P ACE default actions.

ipXx Clears IPX ACE default actions.

mac Clears MAC-layer ACE default actions.

all Clears all ACE default actions.

map Detaches an ACL.

mod/port Number of the module and the port on the module.

vlan Number of the VLAN; valid values are from 1 to 1000 and from
1025 to 4094.

all Detaches an ACL from all interfaces.

Defaults The default is no ACLs are attached.

Command Types Switch command.

Command Modes Privileged.

Changes you make by entering this command are saved to NVRAM and hardware only after you enter
the commit command.

Usage Guidelines

Use the show qos acl editbuffer command to display the ACL.

Examples This example shows how to detach an ACL from all interfaces:

Consol e> (enable) clear qos acl map ny_acl all
Har dwar e progranm ng in progress...

ACL nmy_acl is detached fromall interfaces.
Consol e> (enabl e)
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cleargosacl

This example shows how to detach an ACL from a specific VLAN:

Consol e> (enable) clear qos acl map ftp_acl 4
Har dwar e progranm ng in progress...

ACL ftp_acl is detached fromvlan 4.

Consol e> (enabl e)

This example shows how to delete a specific ACE:

Consol e> (enable) clear qos acl nmy_ip_acl 1

ACL my_ip_acl ACE# 1 is deleted.

my_ip_acl editbuffer nodified. Use ‘conmt’ command to apply changes.
Consol e> (enabl e)

This example shows how to delete an ACL :

Consol e> (enable) clear qos acl ny_ip_acl

ACL my_ip_acl is deleted.

my_ip_acl editbuffer nodified. Use ‘conmt’ command to apply changes.
Consol e> (enabl e)

This example shows how to detach a specific ACL from all interfaces:

Consol e> (enable) clear qos acl map ny_acl all
Har dwar e programm ng in progress...

ACL my_acl is detached fromall interfaces.
Consol e> (enabl e)

This example shows how to detach a specific ACL from a specific VLAN:

Consol e> (enable) clear qos acl map ftp_acl 4
Har dwar e progranm ng in progress...

ACL ftp_acl is detached fromvlan 4.

Consol e> (enabl e)

This example shows how to delete I|P ACE default actions configured by the set qos acl default-action
command:

Consol e> (enable) clear qos acl default-action ip

Har dwar e progranm ng in progress...

QS default-action for IP ACL is restored to default setting.
Consol e> (enabl e)

Related Commands  commit
rollback
show qos acl editbuffer
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clear gos config

Usetheclear qosconfig command to return the values set by the set gos command to the default settings
and delete the CoS assigned to MAC addresses.

clear gos config

Syntax Description ~ This command has no arguments or keywords.

Defaults The default is QoS is disabled.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to return the values set by the set gos command to the default settings and
delete the CoS assigned to MAC addresses:

Consol e> (enable) clear qos config

This command will disable QS and take val ues back to factory default.
Do you want to continue (y/n) [n]? vy

QoS config cleared.

Consol e> (enabl e)

Related Commands  set qos
show gosinfo
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clear qos cos-dscp-map

Use the clear qos cos-dscp-map command to clear CoS-to-DSCP mapping set by the set qos

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

cos-dscp-map command and return to the default setting.

clear qos cos-dscp-map

This command has no arguments or keywords.

The default CoS-to-DSCP configuration is listed in Table 2-2.

Table 2-2  CoS-to-DSCP Default Mapping

clear qos cos-dscp-map M

CoS 0 1 2 3 4 5 6

DSCP 0 8 16 24 32 40 48

56

Switch command.

Privileged.

This example shows how to clear the CoS-to-DSCP mapping table:

Consol e> (enable) clear qos cos-dscp-nap
QoS cos-dscp-map setting restored to default.
Consol e> (enabl e)

set qos cos-dscp-map
show qos maps

[ 78-14885-01
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M clear qos dscp-cos-map

clear qos dscp-cos-map

Use the clear qos dscp-cos-map command to clear DSCP-to-CoS mapping set by the set qos
dscp-cos-map command and return to the default setting.

clear qos dscp-cos-map

Syntax Description ~ This command has no arguments or keywords.

Defaults The default DSCP-to-CoS configuration is listed in Table 2-3.

Table 2-3  DSCP-to-CoS Default Mapping

DSCP Oto7 8tol5 [16t023 [24to31 |32t039 (40to47 |48to55 |56to 63
CoS 0 1 2 3 4 5 6 7

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the DSCP-to-CoS mapping table;

Consol e> (enabl e) clear qos dscp-cos-nap
QoS dscp-cos-map setting restored to default.
Consol e> (enabl e)

Related Commands  set qos dscp-cos-map
show qos maps
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clear qos ipprec-dscp-map

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

clear qos ipprec-dscp-map W

Usethe clear qosipprec-dscp-map command to reset the mapping set by the set qosipprec-dscp-map

command to the default setting.

clear qosipprec-dscp-map

This command has no arguments or keywords.

The default | P precedence-to-DSCP configuration is listed in Table 2-4.

Table 2-4  IP Precedence-to-DSCP Default Mapping
IPPREC 0 2 3 4 5 6 7
DSCP 0 16 24 32 40 48 56

Switch command.

Privileged.

This example shows how to clear the | P precedence-to-DSCP mapping table:

Consol e> (enabl e) clear qos ipprec-dscp-mp
QoS i pprec-dscp-map setting restored to default.

Consol e> (enabl e)

set qosipprec-dscp-map
show qos maps

[ 78-14885-01

Catalyst 6500 Series Command Reference—Release 7.4



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

W clear qos mac-cos

clear JoS macC-C0S

Use the clear qos mac-cos command to clear the values set by the set gos mac-cos command.
clear qos mac-cos dest_mac [vlian]

clear qos mac-cos all

Syntax Description dest_mac Number of the destination host MAC address.

vlan (Optional) Number of the VLAN; valid values are from 1 to 1000
and from 1025 to 4094.
all Clears CoS values for all MAC and VLAN pairs.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If the vlan value is not entered, all entries for the MAC address are cleared.

Examples This example shows how to clear the values set by the set gos mac-cos command and return to the
default settings for all MAC address and VLAN pairs:
Consol e> (enabl e) clear qos mac-cos all

All CoS to Mac/Vlan entries are cleared.
Consol e> (enabl e)

This example shows how to clear the values set by the set gos mac-cos command and return to the
default settings for a specific MAC address:
Consol e> (enable) clear qos mac-cos 1-2-3-4-5-6 1

CoS to Mac/Vlan entry for mac 01-02-03-04-05-06 vlan 1 is cleared.
Consol e> (enabl e)

Related Commands  set qos mac-cos
show gos mac-cos
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clear qos map

Use the clear qos map command to return the values to the default settings.

clear qos map port_type tx | rx

clearqosmap M

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

port_type Port type; valid values are 2g2t, 1p3qlt, and 1p2g2t for transmit and 1plg4t
and 1p1qOt for receive. See the “Usage Guidelines” section for additional
information.

tx | rx Specifies the transmit or receive queue.

The default mappings for all ports are shown in Table 2-5 and Table 2-6 and appliesto all ports.

Table 2-5 Default Transmit Queue and Drop-Threshold Mapping of CoS Values
Low Delay High Delay Priority Delay

Port Type |Drop Threshold Type (Queue 2) (Queue 1) (Queue 3)
2qg2t Low drop (Threshold 2) 7,6 3,2 N/A

High drop (Threshold 1) 54 1,0 N/A
1p2g2t Low drop (Threshold 2) 7 3,2 N/A

High drop (Threshold 1) 54 1,0 5
Table 2-6  Default Receive Drop-Threshold Mapping of CoS Values

Threshold 1 Threshold 4 Priority
Port Type |(highest drop) Threshold 2 Threshold 3 (lowest drop) |Queue
1plq0t 0,1 2,3 4,5 7 6
1plg4t 0,1 2,3 4,5 7 6

Switch command.

Privileged.

The 1p2qlt and 1p1qg8t port types are not supported.

Examples This example shows how to return the values to the default settings:
Consol e> (enable) clear qos nmap 2qg2t
This command will take map val ues back to factory default.
QS nap cl eared.
Consol e> (enabl e)
Catalyst 6500 Series Command Reference—Release 7.4
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M clear gos map

Related Commands  set qos map
show qos maps
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clear qos policed-dscp-map M

clear qos policed-dscp-map

Use the clear qos policed-dscp-map to reset the policer-to-dscp mapping table to the defaults.

clear gqos policed-dscp-map

Syntax Description ~ This command has no arguments or keywords.

Defaults The default is theidentity function; for example, DSCP 63 to policed DSCP 63 and DSCP 62 to policed
DSCP 62.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to reset the mapping to the defaults:

Consol e> (enabl e) clear qos policed-dscp-map
QoS policed-dscp-map setting restored to default.
Consol e> (enabl e)

Related Commands  set qos policed-dscp-map
show qos maps
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M clear qos policer

clear gos policer

Use the clear qos policer command to clear policing rules from NVRAM.
clear qos policer microflow microflow_name | all

clear qos policer aggregate aggregate name | all

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

microflow Specifies the name of the microflow policing rule.
microflow_name

aggregate Specifies the name of the aggregate policing rule.
aggregate_name

all Clears all policing rules.

This command has no default setting in systems configured with the Supervisor Engine 1 with Layer 3
Switching Engine (PFC); in systems configured with Supervisor Engine 2 with Layer 3 Switching
Engine Il (PFC2), the default is to apply the given map to the normal rate only.

Switch command.

Privileged.

Policing isthe process by which the switch limits the bandwidth consumed by aflow of traffic. Policing
can mark or drop traffic.

You cannot clear an entry that is currently being used in an ACE. You must first detach the ACEs from
the interface.

You cannot use the all keyword if a microflow rate limit is currently being used in an ACE.

The normal and excess keywords are supported on systems configured with the Supervisor Engine 2
with Layer 3 Switching Engine Il (PFC2) only. With these keywords, you can specify a map for the
normal rate and one for the excess rate. Because this selection is optional in the CLI, the default
(unspecified) action isto apply the given map to the normal rate only.

This example shows how to clear a specific microflow policing rule:

Consol e> (enable) clear qos policer mcroflow ny_micro
my_mcro QoS mcroflow policer cleared.
Consol e> (enabl e)

This example shows how to clear all microflow policing rules:

Consol e> (enable) clear qos policer mcroflow all
Al'l QoS mcroflow policers cleared.
Consol e> (enabl e)
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clear gos policer M

This example shows how to clear a specific aggregate policing rule:

Consol e> (enable) clear qos policer aggregate ny_micro
my_mcro QoS mcroflow policer cleared.
Consol e> (enabl e)

This example shows how to clear all aggregate policing rules:

Consol e> (enable) clear qos policer aggregate all
Al'l QoS aggregate policer cleared.
Consol e> (enabl e)

Related Commands  set qos policer
show qos policer
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clear qos statistics

Use the clear qos statistics command to clear QoS statistic counters.

clear qos statistics [aggregate-policer [policer_name]]

Syntax Description aggregate-policer (Optional) Clears QoS aggregate policer statistics.
policer_name (Optional) Name of the aggregate policer.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you enter the clear qos statistics command without the entering the aggregate-policer keyword, all
QoS statistics are cleared, including all QoS aggregate policer statistics.

If you enter the aggr egate-policer keyword without specifying a policer name, all aggregate policer
statistics are cleared.

Examples This example shows how to clear the QoS statistic counters:

Consol e> (enable) clear qos statistics
QoS statistical cleared.
Consol e> (enabl e)

This example shows how to clear all QoS aggregate policer statistics:

Consol e> (enable) clear qos statistics aggregate-policer
QoS aggregate policers statistical counters cleared.
Consol e> (enabl e)

This example shows how to clear the QoS aggregate policer statistics for aggr_1:

Consol e> (enable) clear qos statistics aggregate-policer aggr_1
Aggregate policer 'aggr_1' statistical counters cleared.
Consol e> (enabl e)

Related Commands  show gos statistics
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clearradius

clear radius

Usetheclear radius command to clear one or all of the RADIUS serversfrom the RADIUS server table
or remove a shared key entry.

clear radius server all
clear radius server ipaddr

clear radius key

Syntax Description server Specifies RADIUS servers.
all Specifies all RADIUS servers.
ipaddr Number of the IP address or IP alias.
key Specifies the RADIUS shared key.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Theipaddr valueis an IP alias or an IP address in dot notation; for example, 101.102.103.104.

Examples This example shows how to clear the RADIUS key:

Consol e> (enabl e) clear radius key
Radi us server key cleared.
Consol e> (enabl e)

This example shows how to clear a specific RADIUS server from the RADIUS server table:

Consol e> (enable) clear radius server 128.56.45. 32
128.56.45.32 cleared fromradi us server table.
Consol e> (enabl e)

Related Commands  set radius key
set radius server
show radius

Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M clearrcp

clearrcp

Use the clear rcp command to clear rcp information for file transfers.

clear rcp

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear rcp information:

Consol e> (enable) clear rcp
Consol e> (enabl e)

Related Commands  set rcp username
show rcp
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clear rgmp statistics

clear rgmp statistics

Use the clear rgmp statistics command to clear RGMP statistics information for all VLANS.

clear rgmp statistics

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the RGMP statistics on the switch:

Consol e> (enable) clear rgnp statistics
RGW statistics cleared.
Consol e> (enabl e)

Related Commands  set rgmp
show rgmp statistics
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M clear security acl

clear security acl

Usethe clear security acl command to remove a specific access control entry (ACE) or all ACEsfrom
aVLAN access control list (VACL) and delete the VACLSs from the edit buffer.

clear security acl all

clear security acl acl_name

clear security acl capture-ports{all | mod/ports}

clear security acl log flow

clear security acl acl_name O[editbuffer_index]

clear security acl adjacency adjacency_name

clear security acl map {acl_name | vlan | all}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

all Removes ACEsfor all the VACLSs.

acl_name Name of the VACL whose ACEs are to be removed.

capture-ports Removes ports from the capture list.

all Removes all ports from the capture list.

mod/ports Variable to remove specific port from the capture list; mod/numis the
number of the module and the port on the module.

log flow Removes logging table flow entries.

editbuffer_index (Optional) Index number of the ACE in the VACL.

adjacency Removes an adjacency ACE.

adjacency_name Name of the adjacency ACE.

map Clears security ACL to aVLAN mapping.

vlan Variable to clear ACL mappings for a specific VLAN.

all Clearsall ACL VLAN mappings.

This command has no default settings.

Switch command.

Privileged.

Changes you make by entering this command are saved to NVRAM and hardware only after you enter
the commit command.

Use the show security acl command to display the VACL list.
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Examples

Related Commands

clear securityacl W

The adjacency ACE cannot be cleared before the redirect ACE. The redirect ACE and the adjacency ACE
in PBF VACLs should be cleared in the following order:

1. Clear the redirect ACE.
Commit the VACL.

Clear the adjacency ACE.
Commit the adjacency.

> w

This example shows how to remove ACEs for all the VACLSs:

Consol e> (enable) clear security acl all
Al editbuffer nodified. Use ‘conmt’ command to apply changes.
Consol e> (enabl e)

This example shows how to remove a specific ACE from a specific VACL:

Consol e> (enable) clear security acl |PACL1 2
| PACL1 editbuffer nodified. Use ‘commt’ command to apply changes.
Consol e> (enabl e)

This example shows how to remove an adjacency ACE:

Consol e> (enable) clear security acl adjacency a_1
a_1l editbuffer nodified. Use 'commit’ conmand to apply changes.
Consol e> (enabl e)

commit
rollback
show security acl

[ 78-14885-01
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M clear security acl capture-ports

clear security acl capture-ports

Use the clear security acl capture-ports command to remove a port from the capture port list.

clear security acl capture-ports{ mod/ports...}

Syntax Description mod/ports... Number of the module and the ports on the module.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Configurations you make by entering this command are saved in NVRAM. This command does not
require that you enter the commit command.

If you have several ports and a few are removed, the remaining ports continue to capture the traffic.

Examples This example shows how to remove entries from the capture port list:

Consol e> (enable) clear security acl capture-ports 1/1,2/1
Successfully cleared the foll owi ng ports:

1/1,2/1

Consol e> (enabl e)

Related Commands  set security acl capture-ports
show security acl capture-ports
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clear security acl log flow

clear security acl log flow

Use the clear security acl log flow command to clear al flowsin the security ACL log table.

clear security acl log flow

Syntax Description ~ This command has no keywords or arguments.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command is supported on systems configured with Supervisor Engine 2 with Layer 3 Switching
Engine Il (PFC2) only.

Examples This example shows how to clear all flows in the security ACL log table:

Consol e> (enable) clear security acl log flow
Security acl log table cleared successfully
Consol e> (enabl e)

Related Commands  set security acl log
show security acl log
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M clear security acl map

clear security acl map

Use the clear security acl map command to remove VACL-to-VLAN mapping.
clear security acl map acl_name vlian

clear security acl map {acl_name | vlan | all}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

acl_name Name of the VACL whose VLAN isto be deleted.

vlan Number of the VLAN whose mapping is to be deleted; valid values are
from 1 to 1000 and from 1025 to 4094.

all Removes all VACL-to-VLAN mappings.

This command has no default settings.

Switch command.

Privileged.

Changes you make by entering thiscommand are saved to NVRAM; you do not need to enter the commit
command.

Use the show security acl command to display the ACL list.

This example shows how to remove a VACL-to-VLAN mapping from a specific VLAN:

Consol e> (enable) clear security acl map ipl 3
Map del etion in progress.

Successfully cleared mappi ng between ACL i pl and VLAN 3.
Consol e> (enabl e)

This example shows how to remove a specific VACL-to-VLAN mapping from all VLANS;

Consol e> (enable) clear security acl map ipl
Map del etion in progress.

Successfully cl eared mappi ng between ACL ipl and VLAN 5.

Successfully cleared mappi ng between ACL i pl and VLAN 8.
Consol e> (enabl e)
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Related Commands

clear securityacimap

This example shows how to remove all VACL-to-VLAN mappings from a specific VLAN:

Consol e> (enable) clear security acl
Map del etion in progress.

map

5

Successfully cl eared mappi ng between ACL i px1l and VLAN 5.

Successfully cl eared mappi ng between ACL mac2 and VLAN 5.

Consol e> (enabl e)

This example shows how to remove all VACL-to-VLAN mappings from all VLANS;

Consol e> (enable) clear security acl
Map del etion in progress.

Successfully cl eared
Successfully cleared
Successfully cl eared
Successfully cl eared

Successfully cleared
Consol e> (enabl e)

commit
rollback
show security acl

mappi ng bet ween
mappi ng bet ween
mappi ng bet ween
mappi ng bet ween

mappi ng bet ween

map

ACL

ACL

ACL

ACL

ACL

al |

i p2 and VLAN 12.
i px1 and VLAN 12.
i px1 and VLAN 45.
i p2 and VLAN 47.

i p3 and VLAN 56.
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W clear snmp access

clear SNMpP aCcess

Use the clear snmp access command to remove the access rights of an SNMP group.
clear snmp access [-hex] {groupname} {security-model {v1|v2c}}

clear snmp access { security-model v3 { noauthentication | authentication | privacy}}
[context [-hex] contextname]

Syntax Description -hex (Optional) Displays the groupname or contextname in a hexadecimal
format.

groupname SNMP access table name.
security-model v1 |v2c Specifies the security model v1 or v2c.
security-model v3 Specifies security model v3.
noauthentication Specifies groups with security model type set to noauthentication.
authentication Specifies groups with security model type authentication protocol.
privacy Specifies groups with security model type privacy.

context contextname (Optional) Specifies the name of a context string.

Defaults The default contextname isa NULL string.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use special characters for groupname (nonprintable delimiters for this parameter), you must use
a hexadecimal keyword, which is one or two hexadecimal digits separated by a colon (:); for example,
00:ab:34.

If you do not enter a context name, a NULL context string is used.

Examples This example shows how to clear SNMP access for a group:

Consol e> (enable) clear snnp access cisco-group security-nodel v3 authentication
Cl eared snnp access cisco-group version v3 | evel authentication.
Consol e> (enabl e)

Related Commands  set snmp access
show snmp access
show snmp context
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clear snmp community

clear snmp community

Usetheclear snmp community command to remove the mappings between different community strings
and security modes.

clear snmp community index [-hex] {index_name}

Syntax Description index Specifies clearing an index.
-hex (Optional) Displays the index_name value in a hexadecimal format.
index_name Name of the SNMP index.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use special characters for the index_name value (nonprintable delimiters for this parameter), you
must use a hexadecimal keyword, which is one or two hexadecimal digits separated by a colon (:); for
example, 00:ab:34.

If you do not enter an index_name value, aNULL context string is used.

Examples This example shows how to clear SNMP access for a group:

Consol e> (enable) clear snnmp conmunity index indl
Cleared snnp conmmunity indl.
Consol e> (enabl e)

Related Commands  set snmp community
show snmp community

Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M clear shmp group

clear snmp group

Use the clear snmp group command to remove the SNMP user from an SNMP group.

clear snmp group [-hex] groupname {user [-hex] username} {security-model {v1 |v2c|v3}}

Syntax Description -hex (Optional) Displays the groupname and username as a hexadecimal
format.
groupname Name of the SNMP group that defines an access control.
user Specifies the SNMP group username.
username Name of the SNMP user.
security model  Specifies security model v1, v2c, or v3.
vl|v2c|v3
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use special charactersfor the groupname value or the username value (nonprintable delimitersfor
these parameters), you must use a hexadecimal keyword, which is one or two hexadecimal digits
separated by a colon (:); for example, 00:ab:34.

Examples This example shows how to remove an SNMP user from a group:

Consol e> (enable) clear snnmp group cisco-group user joe security-nodel v3
Cl eared snnp group cisco-group user joe version v3.
Consol e> (enabl e)

Related Commands  set snmp group
show snmp group
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clear snmp notify Il

clear snmp notify

Use the clear snmp notify command to clear the SNMP notifyname in the snmpNotifyTable.

clear snmp notify [-hex] { notifyname}

Syntax Description -hex (Optional) Displays the notifyname value as a hexadecimal format.
notifyname  Identifier to index the snmpNotifyTable.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use special characters for the notifyname value (nonprintable delimiters for this parameter), you
must use a hexadecimal keyword, which is one or two hexadecimal digits separated by a colon (:); for
example, 00:ab:34.

Examples This example shows how to clear an SNMP notifyname from the snmpNotifyTable:

Consol e> (enable) clear snnmp notify joe
Cleared SNWP notify table joe.
Consol e> (enabl e)

Related Commands  set snmp notify
show snmp notify
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M clear shmp targetaddr

clear snmp targetaddr

Use the clear snmp targetaddr command to clear the SNMP target address entry in the
TargetAddressTable.

clear snmp targetaddr [-hex] {addrname}

Syntax Description -hex (Optional) Displays the addrname value as a hexadecimal format.

addrname Name of the target agent; the maximum length is 32 bytes.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use special characters for the addrname value (nonprintable delimiters for this parameter), you
must use a hexadecimal keyword, which is one or two hexadecimal digits separated by a colon (:); for
example, 00:ab:34.

Examples This example shows how to clear an SNMP target address entry in the snmpTargetAddressTable:

Consol e> (enable) clear snnp targetaddr joe
Cl eared SNWP targetaddr joe.
Consol e> (enabl e)

Related Commands  set snmp targetaddr
show snmp targetaddr
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clear snmp targetparams

Use the clear snmp targetparams command to clear the SNMP target parameters used in the
snmpTargetParamsTable.

clear snmp targetparams [-hex] { paramsname}

Syntax Description -hex (Optional) Displays the paramsname value as a hexadecimal format.

paramsname Name of the target parameter in the snmpTargetParamsTable; the
maximum length is 32 bytes.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use special charactersfor the paramsname value (nonprintable delimiters for this parameter), you
must use a hexadecimal keyword, which is one or two hexadecimal digits separated by a colon (:); for
example, 00:ab:34.

Examples This example shows how to remove the SNMP target parameters:

Consol e> (enable) clear snnp targetparans joe
Cl eared SNWP targetparans table joe.
Consol e> (enabl e)

Related Commands  set snmp targetparams
show snmp targetparams
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clear snmp trap

Use the clear snmp trap command to clear an entry from the SNMP trap receiver table.

clear snmp trap {rcvr_addr} [all]

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

rcvr_addr IP address or IP alias of the trap receiver (the SNMP management
station) to clear.
all (Optional) Specifies every entry in the SNMP trap receiver table.

The default configuration has no entries in the SNMP trap receiver table.

Switch command.

Privileged.

This example shows how to clear an entry from the SNMP trap receiver table:

Consol e> (enable) clear snnp trap 192.122.173.82
SNWP trap receiver deleted.
Consol e> (enabl e)

set snmp trap
show port counters
test snmp trap
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clear snmp user

Use the clear snmp user command to remove an SNM P user.

clear snmp user [-hex] {username} [remote engineid]

Syntax Description -hex (Optional) Displays the username value as a hexadecimal format.
username Name of the user on the host that connects to the agent.
remoteengineid  (Optional) Specifies the username value on a remote SNMP engine.

Defaults If aremote engine ID is not provided, the default local SNMP engine ID is used.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use special characters for the username value (nonprintable delimiters for this parameter), you
must use a hexadecimal keyword, which is one or two hexadecimal digits separated by a colon (:); for
example, 00:ab:34.

Examples This example shows how to remove a user from an SNMP group:

Consol e> (enabl e) clear snnp user joe
Cl eared SNWP user joe.
Consol e> (enabl e)

This example shows how to remove a user on a remote SNMP engine:

Consol e> (enable) clear snnp user joe renote 00: 00: 00: 09: 00: dO: 00: 4c: 18: 00
Cl eared SNWP user.
Consol e> (enabl e)

Related Commands  set snmp user
show snmp user
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clear snmp view

Usethe clear snmp view command to remove the MIB view entry from the vacmViewTreeFamilyTable.

clear snmp view [-hex] {viewname subtree}

Syntax Description -hex (Optional) Displays the viewname value as a hexadecimal format.
viewname Name of aMIB view.
subtree Name of the subtree.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use special characters for the viewname value (nonprintable delimiters for this parameter), you
must use a hexadecimal keyword, which is one or two hexadecimal digits separated by a colon (:); for
example, 00:ab:34.

A MIB subtree used with amask defines aview subtree that can bein OID format or atext name mapped
toavalid OID.

Examples This example shows how to clear the SNMP MIB viewname:

Consol e> (enable) clear snnmp view myview 1.1.3
Cleared snnp view nyview with subtree 1.1.3
Consol e> (enabl e)

Related Commands  set snmp view
show snmp view

Catalyst 6500 Series Command Reference—Release 7.4
m. 78-14885-01 |



| Chapter2 Catalyst 6500 Series Switch and ROM Monitor Commands

clear spantreemst

clear spantree mst

Use the clear spantree mst command to clear the mapping of VLANsto an MST instance.

clear spantree mst instance [vlan vlang]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

instance Number of the instance or range of instances; valid values are from 0 to 15.
See the “Usage Guidelines” section for more information.
vlan vlans (Optional) Specifiesthe VLAN number; valid values are from 1 to 1005 and

from 1025 to 4094.

This command has no default settings.

Switch command.

Privileged.

If you enter only one instance number, you also can enter a VLAN number. If you enter a range of
instance numbers, you cannot enter a VLAN number.

If you do not specify aVLAN, all VLANSs are unmapped from the specified instance and added to MST
instance 0 (IST).

This example shows you how to clear VLAN 2 from MST instance 2:

Consol e> (enable) clear spantree mst 2 vlan 2
Consol e> (enabl e)

set spantree mst redetect-protocol
show spantree mst
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clear spantree portcost

Use the clear spantree portcost command to clear the port cost of a port on the switch.

clear spantree portcost mod/port [mst]

Syntax Description mod/port Number of the module and the port on the module.

mst (Optional) Restores the default path cost to an MST instance on a port.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to restore the default path cost on a port:

Consol e> (enabl e) clear spantree portcost 3/1
Port 3/1 is using the cost O.
Consol e> (enabl e)

This example shows how to restore the default path cost to all MST instances on a port:

Consol e> (enable) clear spantree portcost 8/ 1 nst
Port 8/ 1 MST is using the cost 20000 in MST node.
Consol e> (enabl e)

Related Commands  set spantree portcost
show spantree statistics
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clear spantree portinstancecost

Use the clear spantree portinstancecost command to restore the default path cost to an instance on a
port.

clear spantree portinstancecost mod/port [mst] instances

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

mod/port Number of the module and the port on the module.
mst (Optional) Restores the default path cost to an MST instance on a port.
instances Number of the instance; valid values are from 0 to 15.

The default path cost is based on port speed; see Table 2-7 for default settings.

Table 2-7  Default Port Cost—Short Mode
Port Speed Default Port Cost

4 Mb 250

10 Mb 100

16 Mb 62

100 Mb 19

155 Mb 14

1Gb

10 Gb 2

Switch command.

Privileged.

This command isvalid in MISTP and MST modes only.

This example shows how to restore the default path cost to an instance on a port:

Consol e> (enabl e) clear spantree portinstancecost 5/1 2
Port 5/1 m stp-instance 1-16 have path cost 200000.
Consol e> (enabl e)

This example shows how to restore the default path cost to all MST instances on a port:

Consol e> (enable) clear spantree portinstancecost 8/ 1 nmst 0-15
Port 8/ 1 MST Instance 0-15 have path cost 20000.
Consol e> (enabl e)
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Related Commands  set spantree portinstancecost
show spantree statistics
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clear spantree portinstancepri

Use the clear spantree portinstancepri command to reset the spanning tree port instance priority.

clear spantree portinstancepri mod/port [mst] [instances]

Syntax Description mod/port Number of the module and the port on the module.
mst (Optional) Resets the spanning tree port MST instance priority.
instances (Optional) Number of the instance; valid values are from 0 to 15.
Defaults The default is the port priority is set to O with no instances specified.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command isvalid in MISTP and MST modes only.

Examples This example shows how to reset the spanning tree port instance priority:

Consol e> (enabl e) clear spantree portinstancepri 5/1 2
Port 5/1 instances 1-16 using portpri 32.
Consol e> (enabl e)

This example shows how to reset the spanning tree port priority for all MST instances:

Consol e> (enabl e) clear spantree portinstancepri 8/ 1 nmst 0-15
Port 8/ 1 MST I|nstances 0-15 using portpri 32
Consol e> (enabl e)

Related Commands  set spantree portinstancepri
show spantree
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clear spantree portpri

Use the clear spantree portpri command to clear the port priority of a port on the switch.

clear spantree portpri mod/port [mst]

Syntax Description mod/port Number of the module and the port on the module.
mst (Optional) Resets the MST port priority.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the spanning tree port priority:

Consol e> (enable) clear spantree portpri 3/1
Port 3/1 is using the cost 32.
Consol e> (enabl e)

This example shows how to clear the MST port priority:

Consol e> (enable) clear spantree portpri 8/ 1 nst
Port 8/1 is using the priority 32 in MST npde.
Consol e> (enabl e)

Related Commands  set spantree portpri
show spantree
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clear spantree portvlancost

Use the clear spantree portvlancost command to restore the default path cost to a VLAN on a port.

clear spantree portvlancost mod/port [vians]

Syntax Description mod/port Number of the module and the port on the module.

vlans (Optional) Number of the VLAN; valid values are from 1 to 1000 and from
1025 to 4094.
Defaults The default path cost is based on port speed; see Table 2-8 and Table 2-9 for default settings.

Table 2-8 Default Port Cost—Short Mode

Port Speed Default Port Cost
4 Mb 250

10 Mb 100

16 Mb 62

100 Mb 19

155 Mb 14

1Gb

10Gb 2

Table 2-9  Default Port Cost—Long Mode

Port Speed Default Port Cost
100 Kb 200,000,000
1Mb 20,000,000

10 Mb 2,000,000

100 Mb 200,000

1Gb 20,000

10 Gb 2,000

100 Gb 200

1Thb 20

10Th 2

Command Types Switch command.

Command Modes Privileged.
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Usage Guidelines This command is valid in PV ST+ mode only.
If you do not specify aVLAN, all VLANSs are cleared.

Examples These examples show how to restore the default path cost to aVLAN on a port:

Consol e> (enable) clear spantree portvlancost 2/10 1-10
Port 2/10 VLANs 11-21 have path cost 6

Port 2/10 VLANs 1-10,22-1000 have path cost 10.

Consol e> (enabl e)

Consol e> (enabl e) clear spantree portvlancost 2/10
Port 2/10 VLANs 1-1000 have path cost 10.
Consol e> (enabl e)

Related Commands  set spantree portvlancost
show spantree statistics
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clear spantree portvlanpri

Use the clear spantree portvlanpri command to reset the spanning tree port VLAN priority.

clear spantree portvlanpri mod/port [vlans]

Syntax Description mod/port Number of the module and the port on the module.

vlans (Optional) Number of the VLAN; valid values are from 1 to 1000
and from 1025 to 4094.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to reset the spanning tree port VLAN priority:

Consol e> (enabl e) clear spantree portvlanpri 1/2 23-40
Port 1/2 vlans 3, 6-20,23-1000 using portpri 32

Port 1/2 vlans 1-2,4-5,21-22 using portpri 30

Consol e> (enabl e)

Related Commands  set spantree portvlanpri
show spantree
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clear spantree root

Use the clear spantree root command to restore the spanning tree bridge priority, hello time, maxage,
and forward delay on the switch to their default values.

clear spantree root [vlang]
clear spantree root mistp-instance instances

clear spantree root mst instances

Syntax Description vlans (Optional) Number of the VLAN; valid values are from 1 to 1000
and from 1025 to 4094.

mistp-instance Specifies the instance number; valid values are from 1 to 16.
instances

mst instances Specifies the M ST instance number; valid values are 0 to 15.

Defaults The defaults are as follows:
» switch priority is 32768
- forward delay is 15 seconds
» hellotimeis 2 seconds

» maxageis 20 seconds

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the spanning tree root on a range of VLANS:

Consol e> (enable) clear spantree root 1-20

VLANs 1-20 bridge priority set to 32678.

VLANs 1-20 bridge hello tinme set to 2 seconds.
VLANs 1-20 bridge max aging tinme set to 20 seconds.
VLANs 1-20 bridge forward delay set to 15 seconds.

This example shows how to clear the spanning tree root on two specific VLANS:

Consol e> (enabl e) clear spantree root 22,24

VLANs 22,24 bridge priority set to 32678.

VLANs 22,24 bridge hello tinme set to 2 seconds.
VLANs 22,24 bridge max aging time set to 20 seconds.
VLANs 22,24 bridge forward delay set to 15 seconds.
Consol e> (enabl e)
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This example shows how to clear the spanning tree root on an instance:

Consol e> (enable) clear spantree root mstp-instance 1
Instance 1 bridge priority set to 32768.

Instance 1 bridge max aging time set to 20.

Instance 1 bridge hello tine set to 2.

Instance 1 bridge forward delay set to 15.

Consol e> (enabl e)

This example shows how to clear the spanning tree root on an MST instance:

Consol e> (enable) clear spantree root nst O
MST Instance s O bridge priority set to 32768.
Instances O bridge nmax aging tinme set to 20.
Instances O bridge hello tine set to 2.
Instances O bridge forward delay set to 15.
Consol e> (enabl e)

Related Commands  set spantree root
show spantree
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clear spantree statistics

Use the clear spantree statistics command to clear the spanning tree statistics.
clear spantree statistics mod/port
clear spantree statistics vlans
clear spantree statistics mistp-instance instances

clear spantree statistics mst instances

Syntax Description

mod/port Number of the module and the port on the module.

Defaults

Command Types

Command Modes

Examples

vlans (Optional) Number of the VLAN; valid values are from 1 to 1000
and from 1025 to 4094.

mistp-instance Specifies the instance number; valid values are from 1 to 16.
instances

mst instances Specifies the MST instance number; valid values are from 0 to 15.

This command has no default settings.

Switch command.

Privileged.

This example shows how to clear the spanning tree statistics for VLAN 1:

Consol e> (enable) clear spantree statistics 1
Cleared all VLAN counters for VLAN 1
Statistics cleared for vlians 1

Consol e> (enabl e)

This example shows how to clear the spanning tree statistics for a port:

Consol e> (enable) clear spantree statistics 3/1
Statistics cleared for nmodule 3/1
Consol e> (enabl e)

This example shows how to clear the spanning tree statistics for an instance;

Consol e> (enable) clear spantree statistics mstp-instance 2
Statistics cleared for instances 2
Consol e> (enabl e)

This example shows how to clear the spanning tree statistics for an MST instance:

Consol e> (enable) clear spantree statistics nmst 0
Statistics cleared for MST instance: O
Consol e> (enabl e)
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clear spantree statistics

Related Commands  show spantree statistics
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clear spantree uplinkfast

Usetheclear spantree uplinkfast command to turn off the UplinkFast feature and to return the switch
priority and port costs to the default settings.

clear spantree uplinkfast

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command might disable load balancing on the switch.

Examples This example shows how to turn off the UplinkFast feature and to return the switch priority to the default
settings:

Consol e> (enable) clear spantree uplinkfast

This command will cause all portcosts, portvlancosts, and the
bridge priority on all vlians to be set to default.

Do you want to continue (y/n) [n]? vy

VLANs 1-1005 bridge priority set to 32768.

The port cost of all bridge ports set to default val ue.

The portvlancost of all bridge ports set to default val ue.
upl i nkfast disabled for bridge.

Consol e> (enabl e)

Related Commands  set spantree uplinkfast
show spantree uplinkfast

Catalyst 6500 Series Command Reference—Release 7.4
m. 78-14885-01 |



| Chapter2 Catalyst 6500 Series Switch and ROM Monitor Commands

cleartacacskey W

clear tacacs key

Use the clear tacacs key command to remove the key setting used for TACACS+ authentication
and encryption.

clear tacacs key

Syntax Description ~ This command has no arguments or keywords.

Defaults The default key value is null.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear the key setting used for authentication and encryption:

Consol e> (enabl e) clear tacacs key
TACACS server key cl eared.
Consol e> (enabl e)

Related Commands  set tacacs key
show tacacs
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clear tacacs server

Use the clear tacacs server command to remove a host from the list of TACACS+ servers.

clear tacacs server ip_addr

Syntax Description ip_addr IP address of the server to be removed from the list of TACACS+
servers.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to remove a server from the list of TACACS+ servers:

Consol e> (enable) clear tacacs server 170.1.2.20
170.1.2.20 cleared from TACACS tabl e
Consol e> (enabl e)

Related Commands  show tacacs
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clear timezone

Use the clear timezone command to return the time zone to its default, UTC.

clear timezone

Syntax Description ~ This command has no arguments or keywords.

Defaults The default time zoneis UTC.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The clear timezone command functions only when NTP is running. If you set the time manually and
NTP is disengaged, the clear timezone command has no effect.

Examples This example shows how to clear the time zone:

Consol e> (enable) clear tinmezone
Ti mezone name and of fset cleared.
Consol e> (enabl e)

Related Commands  set timezone
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clear top

Use the clear top command to stop the TopN process.

clear top {all | report_num}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

all Stops all nonpending TopN results.
report_ num  TopN report number to kill; valid values are from 1 to 5.

This command has no default settings.

Switch command.

Privileged.

The clear top all command will not kill any pending TopN reports. Only the reports with a done status
arekilled.

You can terminate TopN processes without the background option (use the show top background
command to find out if the background option is used) by pressing Ctrl-C in the same Telnet/console
session, or by entering the clear top [report_num] command from a separate Telnet/console session. The
prompt is not printed before the TopN report is completely displayed. Other commands will be blocked
until the report has been displayed.

This example shows how to stop the TopN 1 process from a console session:

Consol e> (enable) clear top 1
10/ 29/ 1998, 12: 05: 38: MGMTI-5: TopN report 1 killed by Console//.
Consol e> (enabl e)

This example shows how to stop the TopN 4 process from a Telnet session:

Consol e> (enable) clear top 4
10/ 29/ 1998, 12: 06: 00: MGMI-5: TopN report 4 killed by telnet/172.22.34.2/.
Consol e> (enabl e)

show top
show top report
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cleartrunk

Use the clear trunk command to restore atrunk port to its default trunk type and mode or to clear

specific VLANs from the allowed VLAN list for atrunk port.

clear trunk mod/port [vlang]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

mod/port Number of the module and the port on the module.

vlans (Optional) Number of the VLAN to remove from the allowed
VLAN list; valid values are from 2 to 1005 and 1025 to 4094.

For all ports except Multilayer Switch Module (MSM) ports, the default is auto negotiate. For MSM
ports, the default is off negotiate mode.

Switch command.

Privileged.

If you specify VLANSs, those VLANs are removed from the list of VLANs allowed on the trunk. Default
VLANS cannot be cleared on the trunk.

Traffic for the removed VLANS are not forwarded over atrunk port. To add VLANS that you have
removed, use the set trunk mod/port vilans command.

If you are trying to clear extended-range VLANSs and sufficient space in NVRAM is not available, a
warning message displays and the command fails.

This example shows how to clear VLANSs 200 through 500 from the trunk port on port 2 of module 1:

Consol e> (enable) clear trunk 1/2 200-500

Renmovi ng Ml an(s) 200-500 from allowed Iist.

Port 1/2 allowed vlans nodified to 1-199, 501-1000.
Consol e> (enabl e)

This example shows the output if you attempt to clear a trunk when not enough NVRAM spaceis
available:

Consol e> (enable) clear trunk 2/18 1030-1999

Failed to clear extended range vlians fromallowed |ist.

Not enough NVRAM space. Use the ‘set trunk’ conmand to restore

some existing entries to the default val ue.
Consol e> (enabl e)

set trunk
show trunk
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clear vlan

Use the clear vlan command to delete an existing VLAN from a management domain.

clear vlan vlans

Syntax Description vlans Number of the VLAN; valid values are from 1 to 1000 and from 1025 to 4094.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Follow these guidelines for deleting VLANS:

« When you delete a normal-range Ethernet VLAN in VTP server mode, the VLAN isremoved from
all switches in the same VTP domain.

» When you delete anormal-range VLAN in VTP transparent mode, the VLAN is deleted only on the
current switch.

« You can delete an extended-range VLAN only on the switch where it was created.

When you clear aVLAN, all ports assigned to that VLAN become inactive. However, the VLAN port
assignments are retained until you move the portsto another VLAN. If the cleared VLAN isreactivated,
all portsthat are still configured on that VLAN are also reactivated. A warning is displayed if you clear
aVLAN that exists in the mapping table.

When you clear aprivate VLAN (primary, isolated, or community), the ports are set to inactive and are
not assigned to any VLAN. The private VLAN mappings for the selected VLAN are also cleared. ACL
to VLAN mappings are also deleted.

Examples This example shows how to clear existing VLAN 4000 from a management domain:

Consol e> (enable) clear vlan 4000

This comand will de-activate all ports on vlian 4
in the entire managenent domain

Do you want to continue(y/n) [n]? y

VLAN 4 del et ed

Consol e> (enabl e)

Related Commands  set vlan
show vlan
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clear vlan counters

Use the clear vlan counters command to return the software-cached countersto O for all VLANS.

clear vlan counters{vlans| all}

clear vlan counters

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

vlans Number of the VLAN or range of VLANS; valid values are from 1 to 1005
and from 1025 to 4094
all Clears counters for all VLANS.

This command has no default settings.

Switch command.

Privileged.

This example shows how to clear counters for VLAN 1005:

Consol e> (enable) clear vlan counters 1005
This command will reset vlan couters for vlan 1005

Do you want to continue (y/n) [n]?y
Consol e> (enabl e)

show vlan counters
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clear vlan mapping

Usetheclear vlan mapping command to delete existing |EEE 802.1Q VLAN-to-1SL VLAN mappings
or reserved-to-nonreserved VLAN mapping.

clear vlan mapping dot1q {dotlq vian | all}

clear vlan mapping reserved {reserved vlan | all}

Syntax Description dotlg dotlqg vlan Clearsthe IEEE 802.1Q VLAN-to-ISL VLAN mapping.

dotlq all Clearsall IEEE 802.1Q VLAN-to-ISL VLAN mappings.
reserved Clears the specified reserved-to-nonreserved VLAN mapping.
reserved_vlan
reserved all Clears all reserved-to-nonreserved VLAN mappings.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines When you clear aVLAN, all ports assigned to that VLAN become inactive. However, the VLAN port
assignments are retained until you move the portsto another VLAN. If the cleared VLAN isreactivated,
all portsthat are still configured on that VLAN are also reactivated.

Examples This example shows how to clear an existing mapped VLAN from the dot1q mapping table:

Consol e> (enable) clear vlan mappi ng dotlq 444
VI an Mappi ng 444 Del et ed.
Consol e> (enabl e)

This example shows how to clear all mapped VLANSs from the mapping table:

Consol e> (enabl e) clear vlan mapping dotlq all
Al'l Vlan Mappi ng Del et ed.
Consol e> (enabl e)

This example shows how to clear mapped reserved VLANSs from the mapping table:

Consol e> (enable) clear vlan mapping reserved 1007
VI an Mappi ng 1007 Del et ed.
Consol e> (enabl e)

Related Commands  set vlan
show vlan
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clear vmps rcp

Use the clear vmps rcp command to delete the VMPS rcp username from the VMPS table.

clear vmpsrcp username

Syntax Description username Username up to 14 characters long.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you do not enter a username, all rcp usernames are del eted.

Examples This example shows how to clear a specific VMPS rcp username from the VMPS table:

Consol e> (enable) clear vnps rcp jdoe
Consol e> (enabl e)

Related Commands  set rcp username
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clear vmps server

Use the clear vmps server command to delete aVLAN Membership Policy Server (VMPS) from the
VMPS table.

clear vmps server ip_addr

Syntax Description ip_addr IP address or host name of the VMPS to be del eted.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear a VMPS from the VM PS table:

Consol e> (enable) clear vnps server 192.168. 255. 255
VMPS donmmi n server 192.168. 255. 255 cl eared from VMPS tabl e.
Consol e> (enabl e)

This example shows the results of trying to clear a nonexistent VMPS from the VMPS table;

Consol e> (enable) clear vnps server 192.168. 255. 255
VMPS donmai n server 192.168. 255.255 not in VMPS table.
Consol e> (enabl e)

Related Commands  reconfirm vmps
set vmps ser ver
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clear vmps statistics

Use the clear vmps statistics command to delete existing VMPS statistics.

clear vmps statistics

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to delete existing VMPS statistics:

Consol e> (enable) clear vnps statistics
VMPS and dynanic vlan statistics cleared.
Consol e> (enabl e)

Related Commands  show vmps statistics
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clear vtp pruneeligible

Use the clear vtp pruneeligible command to specify which VLANs in the VTP domain are ineligible
for pruning.

clear vtp pruneeligible vlans...

Syntax Description vlans... Number of VLANS to make pruning ineligible; valid values are
from 2 to 1000.

Defaults The default is VLANSs 2 through 1000 are eligible for pruning.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines VTP pruning causes information about each pruning-eligible VLAN to be removed from VTP updates
if no stations belong to that VLAN out aparticular switch port. Use the set vtp command to enable VTP
pruning.

If VLANSs are pruning ineligible, use the set vtp pruneeligible command to make the VLANS pruning
eligible again.

Examples This example shows how to make VLANSs 200 through 500 pruning ineligible:

Consol e> (enable) clear vtp pruneeligible 200-500

VI ans 1, 200- 500, 1001- 1005 wi || not be pruned on this device.
VTP domai n Conpany nodified.

Consol e> (enabl e)

Related Commands  set vtp
set vtp pruneeligible
show vtp domain
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clear vtp statistics

Usethe clear vtp statistics command to delete VTP statistics.

clear vtp statistics

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to clear VTP statistics:

Consol e> (enable) clear vtp statistics
vtp statistics cleared.
Consol e> (enabl e)

Related Commands  set vtp
show vtp statistics
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commit

Use the commit command to commit all access control entries (ACESs) or a specific ACE in NVRAM
that has not been written to hardware.

commit qos acl {acl_name | all | adjacency}

commit security acl {acl_name| all | adjacency}

Syntax Description gos acl Specifies QoS ACEs.
acl_name Name that identifies the VACL whose ACEs are to be committed.
all Commits ACEsfor all the ACLs.

adjacency Commits adjacency table entries.
security acl  Specifies security ACEs.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The commit command commits all ACEsin NVRAM that have not been written to hardware. Any
committed ACL with no ACEs is deleted. We recommend that you enter ACESs in batches and enter the
commit command to save all of them in hardware and NVRAM.

Examples This example shows how to commit a specific QoS ACE to NVRAM:

Consol e> (enable) commit qos acl mny_acl
Har dwar e programm ng in progress...

ACL my_acl is conmmtted to hardware.
Consol e> (enabl e)

This example shows how to commit a specific security ACE to NVRAM:

Consol e> (enable) conmmit security acl |PACL2
ACL commit in progress.

ACL IPACL2 is conmitted to hardware.

Consol e> (enabl e)

This example shows how to commit an adjacency table entry to NVRAM:

Consol e> (enable) comit security acl adjacency
Commit operation in progress.
Adj acency successfully comm tted.
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Related Commands  rollback
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commit Ida

Use the commit Ida command to commit accelerated server load balancing (ASLB) configuration that
has not been written to hardware to NVRAM.

commit lda

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to commit ASLB configuration to NVRAM:

Consol e> (enable) conmit |da

Conmit operation in progress...

Successfully conmtted Local Director Accelerator.
Consol e> (enabl e)

Related Commands  clear |da
set lda
show lda
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Use the configure command to download a configuration file from an rcp server or the network and
execute each command in that file.

configure { host file}[rcp]

configure network

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

host IP address or IP alias of the host.

file Name of thefile.

rcp (Optional) Specifies rcp as the file transfer method.
networ k Specifies interactive prompting for the host and the file.

This command has no default settings.

Switch command.

Privileged.

Refer to the Catalyst 6500 Series Software Configuration Guide on how to construct a configuration file
to download using the configure command.

Following is a sample file called system5.cfg in the /tftpboot directory:

begi n

show tinme

set ip alias conc7 198.133. 219. 207
set ip alias nontreux 198.133.119. 42
set ip alias cres 192.122.174.42

set pronpt systenb>

set password

# enpty string old password

pi ngpong
pi ngpong
end

#

Each line contains a command, except lines that begin with ! or #.

Examples This example shows how to download the system5.cfg configuration file from the 192.122.174.42 host:
Consol e> (enable) configure 192.122.174.42 systenb. cfg
Configure using systenb.cfg from192.122.174.42 (y/n) [n]? y
/
Done. Fini shed Network Downl oad. (446 bytes)
>> show time
Catalyst 6500 Series Command Reference—Release 7.4
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Wed May 19 1999, 17:42:50

>>
IP
>>
I P
>>
I P
>>
>>

set ip alias conc7 198.133.219. 207
al i as added.

set ip alias nontreux 198.133.219. 40
al i as added.

set ip alias cres 192.122.174.42
al i as added.

set pronpt systenb>

set password

Enter ol d password:

Ent er new password: pingpong
Ret ype new password: pingpong
Password changed.

systenb> (enabl e)

Related Commands  copy
show config
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confreg

Use the confreg command to configure the configuration register utility.

confreg [num]

Syntax Description num (Optional) Valid values are 0 = ROM monitor, 1 = boot hel per
image, and 2 to 15 = boot system.

Defaults This command has no default settings.
Command Types ROM monitor command.
Command Modes Normal.

Usage Guidelines Executed with the confreg argument num, the virtual configuration register (V CR) changes to match the
number specified.

Without the argument, confreg dumps the contents of the VCR in English and allows you to alter the
contents.

You are prompted to change or keep the information held in each bit of the VCR. In either case, the new
VCR valueiswritten into NVRAM and does not take effect until you reset or power cycle the platform.

You must issue a sync command to save your change. Otherwise, the change is not saved and a reset
removes your change.

Examples This example shows how to use the confreg command:

ronmon 7 > confreg

Configuration Summary
enabl ed are:

consol e baud: 9600
boot: the ROM Monitor

do you wi sh to change the configuration? y/n [n]: vy
enabl e “diagnostic nmobde”? y/n [n]: y

enable “use net in IP bcast address”? y/n [n]:
enable “load romafter netboot fails”"? y/n [n]:
enable “use all zero broadcast”? y/n [n]:

enable “break/abort has effect”? y/n [n]:

enable “ignore systemconfig info”"? y/n [n]:

change consol e baud rate? y/n [n]: y

enter rate: 0 = 9600, 1 = 4800, 2 = 1200, 3 = 2400 [0]: O
change the boot characteristics? y/n [n]: vy

enter to boot:

0 = ROM Moni tor

1 = the boot hel per inage
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2-15 = boot system
[0]: O

Configuration Sunmmary
enabl ed are:

di agnosti ¢ node
consol e baud: 9600
boot: the ROM Monitor

do you wi sh to change the configuration? y/n [n]:

You nust reset or power cycle for new config to take effect

Related Commands  show boot
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context

Use the context command to display the context of aloaded image.

context

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.
Command Types ROM monitor command.
Command Modes Normal.

Usage Guidelines The context from the kernel mode and process mode of a booted image are displayed, if available.

Examples This example shows how to display the context of aloaded image:

ronmmon 6 > context
Kernel Level Context:

Reg MBW LSW | Reg MBW LSW
.......................... | [ e e e e e e e e e e me -
zero : 00000000 00000000 | sO : 00000000 34008301
AT : 00000000  3e800000 | si : 00000000 00000001
VO . 00000000 00000003 | s2 : 00000000 00000003
vl . 00000000 00000000 | s3 : 00000000 00000000
a0 : 00000000  0000002b | s4 : 00000000  60276af 8
al : 00000000 00000003 | s5 COFEFFEfff  FEFEffff
a2 . 00000000 00000000 | s6 . 00000000  60276c58
a3 : 00000000 60276af8 | s7 © 00000000  0000000a
to : 00000000 00000b84 | t8 : 00000000 34008300
t1 . 00000000  3e800004 | t9 . ffffffff  ac000000
t2 : 00000000 00000239 | kO : 00000000 00000400
t3 : 00000000 34008301 | k1 : 00000000  6024eb5c
t4 CfEEFfEff  ffff83fd | gp : 00000000 60252920
t5 : 00000000  0000003f | sp : 00000000 60276298
t6 : 00000000 00000000 | s8 : 00000000  601f bf 33
t7 COfEEFEEfE FEFEFFff | ra : 00000000  6006d380
H : 00000000 00000008 | LO : 00000000 00000000
EPC  : 00000000 60033054 | ErrPC : ffffffff  bfc070c8

|

St at . 34408302 Cause : 00002020

Process Level Context:

Reg MBW LSW | Reg MSW LSW
__________________________ | ----- et -
zero : 00000000 00000000 | sO : 00000000 00000074
AT : 00000000 3e820000 | s1 : 00000000 60276c58
vO0 : 00000000 00000081 | s2 : 00000000 601f bacO
vl : 00000000 00000074 | s3 : 00000000 00000036
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a0
al
a2
a3
to
tl
t2
t3
t4
t5
t6
t7
H
EPC
St at

00000000
00000000
00000000
00000000
00000000
00000000
00000000
fEEEFqefef

00000000
00000000
00000000
fEFfFfff

00000000
00000000
34008303

00000400
60276c58
00000074
00000000
00000400
00000400
00000000
ffffooff
600dcc10
0000003f
00000000
ffEfffff
00000008
600df d38

s4
s5
s6
s7
t8
t9
kO
k1
ap
sp
s8
ra
LO
Err PC
Cause

00000000
FEEFFfff
00000000
00000000
00000000
fEEFFFff
00000000
00000000
00000000
fEEFEFfff
00000000
00000000
00000000
fEEFFfff
fEEFFfff

0000000f
fREfffff
60276¢c58
0000000a
34008300
ac000000
30408401
30410000
60252920
80007ce8
601f bf 33
600df d20
00000000
fREfffff
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Use the copy command to upload or download aFlash image or aswitch configuration to or from aFlash
device, rcp server, or TFTP server.

copy file-id {tftp | rcp | flash | file-id | config}

copy tftp {flash |file-id | config}

copy rcp {flash | file-id | config}

copy flash {tftp | rcp | file-id | config}

copy config {flash | file-id | tftp | rcp} [all]

copy acl config {flash | file-id | tftp | rcp}

copy cfgl {tftp | rcp | flash | config | cfg2} [all]

copy cfg2 {tftp | rcp | flash | config | cfgl} [all]

Syntax Description

file-id Format used to specify the file on the Flash device, where the format is
m/device:filename.
m/ = Option that gives access to different modules, such as the standby
supervisor engine or an Ethernet module.
device: = Device where the Flash resides.
filename = Name of the configuration file.

tftp Copiesto or from a TFTP server.

rcp Specifies the file be copied to or from an rcp server.

flash Supports downloading of multiple modules.

config Copiesthe configuration to Flash memory, another Flash device, or afileon a
TFTP server.

acl config Copiesthe ACL configuration manually to afile. See the “Usage Guidelines”
section before using this command.

cfgl Specifies the first startup configuration file on the supervisor engine.

cfg2 Specifies the second startup configuration file on the supervisor engine.

all (Optional) Specifies that the entire configuration be copied to the specified

destination configuration file.

Defaults If a source or destination device is not given, the one specified by the cd command is used. If a
destination filename is omitted, the source filename is used.
Catalyst 6500 Series Command Reference—Release 7.4
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Command Types

Command Modes

Usage Guidelines

A

Switch command.

Privileged.

Use the copy command to perform these tasks:
- Download a system image or configuration file from a TFTP or rcp server to a Flash device.
» Upload a system image or configuration file from a Flash device to a TFTP or rcp server.
» Configure the switch using a configuration file on a Flash device or on a TFTP or rcp server.
» Copy the current configuration to a Flash device or to a TFTP or rcp server.
« Manually copy the ACL configuration to afile.

Caution

Manual copying can only be used if acl config is set to flash and you enable the auto-config append
option. If you disable the append option, the configuration clears before executing the auto-config file;
see the set boot config-register auto-config command.

If you do not specify the source or destination device, the command uses the ones specified by the cd
command. If you omit the destination filename, the source filename is used.

The copy config, copy cfgl, and copy cfg2 commands copy only nondefault commands to the
destination configuration file. Use the keyword all to copy both default and nondefault configurations.

If you do not specify a source or destination Flash device, the default Flash device (specified by the cd
command) is used. Use the pwd command to display the current default Flash device. If you omit the
destination filename, the system uses the source filename.

The system stores image and configuration files in the sysname.cfg file when you define a system name
using the set system name command; otherwise, it uses the default myswitch.cfg file.

A colon (:) isrequired after the specified device.

If you use the flash keyword as the copy source or destination, you are prompted for the Flash device
name.

If you are copying a software image to multiple intelligent switching modul es of the same type, use the
flash keyword as the copy destination. The switch automatically determines which modules to copy the
image to based on the header in the source image file. If you want to copy a software image to asingle
intelligent switching module in a switch with multiple modules of the same type, you must specify the
destination file-id as m/bootflash: (do not specify a filename).
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Examples This example shows how to use the copy command to upload the switch configuration to a file named
cat.cfg on the slotO Flash device:
Consol e> (enable) copy config slotO:cat.cfg
Upl oad configuration to slotO:cat.cfg
649324 bytes avail able on device slotO, proceed (y/n) [n]? y
/
Configuration has been copied successfully. (10200 bytes)
Consol e> (enabl e)
This example shows how to use the copy command to upload the switch configuration to a file named
lab2.cfg on the TFTP server:
Consol e> (enable) copy config tftp:lab2.cfg
| P address or nanme of renmote host [172.20.22.7]? y
Upl oad configuration to tftp:lab2.cfg (y/n) [n]? y
/
Configuration has been copied successfully. (10299 bytes).
Consol e> (enabl e)
This example shows how to use the copy command to upload the switch configuration to the cat.cfg file
on the slotO Flash device:
Consol e> (enable) copy config flash
Fl ash device [bootflash]? slotO
Name of file to copy to [test_image]? cat.cfg
Upl oad configuration to slotO:cat.cfg
749124 bytes avail able on device slotO, proceed (y/n) [n]? y
/
Configuration has been copied successfully. (200345 bytes).
Consol e> (enabl e)
These examples show how to use the copy command to download a configuration from a TFTP server:
Consol e> (enable) copy slotO:cat.cfg config
Configure using slotO:cat.cfg (y/n) [n]? y
/
Fi ni shed downl oad. (10900 bytes)
>> set password $1$FMFQEHF ZR5DUszVHI Rhr z4h6V70
Password changed
>> set enabl epass $1$FMFQEHF ZR5DUszVHI Rhr z4h6V70
Password changed
>> set pronpt Consol e>
>> set length 24 default
Screen length set to 24.
>> set |ogout 20
Consol e> (enabl e)
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Consol e> (enable) copy tftp config

| P address or name of renote host? 172.20.22.7
Name of configuration file? cat.cfg

Configure using cat.cfg from172.20.22.7 (y/n) [n]? y
/

Fi ni shed network downl oad. (10900 bytes)

>> set password $1$FMFQEHF ZR5DUszVHI Rhr z4h6V70
Password changed.

>> set enabl epass $1$FMFQEHF ZR5DUszVHI Rhr z4h6V70
Password changed.

>> set pronpt Consol e>

>> set length 24 default

Screen length set to 24.

>> set | ogout 20

Consol e> (enabl e)

Consol e> (enable) copy flash config

Fl ash device [bootflash]?

Narme of configuration file? test.cfg

Configure using bootflash:test.cfg (y/n) [n]?y
/

Fi ni shed downl oad. (10900 bytes)

>> set password $1$FMFQEHF ZR5DUszVHI Rhr z4h6V70
Password changed.

>> set enabl epass $1$FMFQEHF ZR5DUszVHI Rhr z4h6V70
Password changed.

>> set pronpt Consol e>

>> set length 24 default

Screen length set to 24.

>> set |ogout 20

Consol e> (enabl e)

This example shows how to copy the running configuration to an rcp server for storage:

Consol e> (enable) copy config rcp
| P address or nanme of renmote host []? 172.20.52.3
Name of file to copy to []? cat6000_config.cfg

Upl oad configuration to rcp: cat6000_config.cfg, (y/n) [n]?y

Configuration has been copied successfully.
Consol e> (enabl e)
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This example shows how to configure a Catalyst 6500 series switch using a configuration file
downloaded from an rcp server:

Consol e> (enable) copy rcp config
| P address or nanme of renmote host []? 172.20.52.3
Name of file to copy from[]? dns-config.cfg

Configure using rcp:dns-config.cfg (y/n) [n]? vy

/

Fi ni shed network downl oad. (134 bytes)

>>

>> set ip dns server 172.16.10.70 prinary

172.16.10.70 added to DNS server table as primary server.
>> set ip dns server 172.16.10.140

172.16.10. 140 added to DNS server table as backup server.
>> set ip dns enable

DNS i s enabl ed

>> set ip dns domain corp.com

Default DNS domain name set to corp.com

Consol e> (enabl e)

This example shows how to upload an image from a remote host into Flash using an rcp server:

Consol e> (enable) copy rcp flash

| P address or nanme of renmote host []? 172.20.52.3
Name of file to copy from[]? cat6000-sup-d.6-1-1.bin
Fl ash device [bootflash]?

Name of file to copy to [cat6000-sup-d.6-1-1.bin]?

4369664 bytes avail abl e on device bootflash, proceed (y/n) [n]?y

Fil e has been copied successfully.
Consol e> (enabl e)

This example shows how to download a configuration to the first startup configuration file (cfgl) on a
supervisor engine:

Consol e> (enable) copy tftp cfgl

| P address or name of renpte host [172.20.32.10]?

Name of file to copy from[/tftpboot/ny.cfg]?

Downl oad config file from/tftpboot/my.cfg to cfgl (y/n) [n]?
File has been copied to cfgl.

Consol e> (enabl e)

This example shows how to copy the ACL configuration to a bootflash file manually:

Consol e> (enabl e) copy acl config bootflash:sw tchapp.cfg
Upl oad configuration to bootflash: dan.cfg
2843644 bytes avail able on device bootflash, proceed (y/n) [n]? y

Configuration has been copi ed successfully.
Consol e> (enabl e)
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Related Commands  configure
set boot config-register
set boot config-register auto-config
write
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Use the delete command to delete a configuration file.

delete [[m/]device:]filename

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

m/ (Optional) Module number of the supervisor engine containing the Flash
device.

device: (Optional) Device where the Flash resides.

filename Name of the configuration file.

This command has no default settings.

Switch command.

Privileged.

A colon (:) isrequired after the specified device.

This example shows how to del ete the cat6000-sup-d.5-5-1.bin configuration file from the Flash device
and then verify the deletion by entering the show flash command:

Consol e> (enabl e) del ete bootfl ash: cat 6000- sup-d. 5-5-1. bin

Consol e> (enabl e)

Consol e> (enable) show fl ash

-#- ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ nane
1 .Dffffffff 5415406e 3300b8 25 3080247 Jan 12 2000 13:22: 46

cat 6000-sup-d. 6-1-1. bin
2 .. ffffffff 762950d6 6234d0 25 3093399 Jan 13 2000 12:33:14

cat 6000- sup-d. 6-1-1. bin

1428272 bytes available (6173904 bytes used)
Consol e> (enabl e)

dir—switch
show flash
squeeze
undelete
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dev

Syntax Description

Defaults

Command Types

Command Modes

Examples

Use the dev command to list the device IDs available on a switch.

dev

This command has no arguments or keywords.

This command has no default settings.

ROM monitor command.

Normal.

This example shows how to use the dev command:

rommon 10 > dev
Devices in device table:
id nanme
boot fl ash: boot fl ash
slot0: PCMCIA slot O
eprom eprom

i Catalyst 6500 Series Command Reference—Release 7.4
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Use the dir command to list the files of the named device.

dir device

Syntax Description

Defaults

Command Types

Command Modes

device ID of the device.

This command has no default settings.

ROM monitor command.

Normal.

Examples This example shows how to use the dir command:
rommon 11 > dir flash:
File size Checksum File nanme
65 bytes (0x41) 0xb49d cl ev/ oddfil e65
2229799 bytes (0x220627) 0x469e clev/isierra-k.Zz
Catalyst 6500 Series Command Reference—Release 7.4
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dir—switch

Use the dir command to display alist of files on a Flash memory device.

dir [[m/]device:][filename] [all | deleted | long]

Syntax Description m/ (Optional) Module number of the supervisor engine containing the Flash
device.

device: (Optional) Device where the Flash resides.

filename (Optional) Name of the configuration file.

all (Optional) Displays all files, deleted or not.

deleted (Optional) Displays only deleted files.

long (Optional) Displays files that have not been deleted, in long format.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Normal and privileged.

Usage Guidelines A colon (:) isrequired after the specified device.

When you specify the all keyword, the file information is displayed in long format.

When you omit all keywords (all, deleted, or long), the system displaysfileinformation in short format.
Short format is shown in Table 2-10.

Table 2-10 Short Format

Column Heading

Description

#

File index number

length

File length

date/time

Date and time the file was created

name

Filename

When you use one of the keywords (all, deleted, or long), the system displays file information in long
format. The long format is shown in Table 2-11.

Catalyst 6500 Series Command Reference—Release 7.4
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Related Commands

dir—switch W
Table 2-11 Long Format
Column Heading Description
# File index number
ED L etter to indicate whether the file contains an error (E) or is
deleted (D)
type Filetype (1 = configuration file, 2 = image file); when thefiletypeis
unknown, the system displays a zero or FFFFFFFF in this field
cre File cyclic redundancy check
seek Offset into the file system of the next file
nlen Filename length
length File length
date/time Date and time the file was created
name Filename

This example shows how to display the file information in short format:

Consol e> (enable) dir

-#- -length- ----- date/time------ name
1 6061822 Mar 03 2000 15:42:49 cat 6000-sup.6-1-1.bin
2 6165044 Mar 13 2000 14:40:15 cat 6000-sup.5-5-1.bin

3763660 bytes avail abl e (12227124 bytes used)
Consol e> (enabl e)
This example shows how to display the file information in long format:

Consol e> (enable) dir |ong
-#- ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ nane

1 .. ffffffff f3a3e7cl 607f80 24 6061822 Mar 03 2000 15:42:49 cat 6000-sup.

6-1-1.bin

2 .. ffffffff aa825ac6 be9234 24 6165044 Mar 13 2000 14:40: 15 cat 6000-sup.

5-5-1.bin

3763660 bytes avail abl e (12227124 bytes used)
Consol e> (enabl e)

show flash

[ 78-14885-01
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Use the disable command to return to normal mode from privileged mode.

disable

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to return to normal mode;

Consol e> (enabl e) disable
Consol e>

Related Commands  enable

Catalyst 6500 Series Command Reference—Release 7.4
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Use the disconnect command to close an active console port or Telnet session.

disconnect {ip_addr | console}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

ip_addr IP address or IP alias.
console Denotes an active console port.

This command has no default settings.

Switch command.

Privileged.

If multiple sessions from the same I P address exist, the disconnect command checks if the current
processisalso from the same |P address. If itisnot, all Telnet sessions from the specified | P address are
disconnected. If it is, all sessions, other than the current session, are disconnected. The system prompts
whether to disconnect the current Telnet session. You can answer n and remain connected or answer y
and be disconnected.

This example shows how to close a Telnet session to host 198.134.214.4:

Consol e> (enabl e) di sconnect 198.134.214.4
Tel net session from 198.134. 214. 4 di sconnected. (1)
Consol e> (enabl e)

This example shows how to close the current console session:

Consol e> (enabl e) disconnect console
Consol e sessi on di sconnect ed.
Consol e> (enabl e)

telnet

[ 78-14885-01
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Use the download command to copy a software image from a specified host to the Flash memory of a
designated module.

download host file [mod] [rcp]
download serial
download vmps

download boot flash_device:filename mod_num

Syntax Description host Name or |P address of host.
file Name of file to be downloaded.
mod (Optional) Number of the module to receive the downloaded image.
rcp (Optional) Specifies rcp as the file transfer method.
serial Specifies download through a serial port.
vmps Downloads VMPS.
boot Downloads an image to the boot ROM of a module.
flash_device: Name of the software image to be downloaded.
filename
mod_num Number of the module to receive the downloaded image.
Defaults If amodule number is not specified, theimage is downloaded to all modules for which theimageis valid.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Catalyst 6500 series switches download new code to the processors using Kermit serial download
through the EIA/TIA-232 console port.

The download command downloads code to the module Flash memory. Catalyst 6500 series switch
software rejects an image if it is not avalid image for the module.

The download serial command uses Kermit through the serial EIA/TIA-232 console port. The
download serial command is not allowed from a Telnet session.

Before you can execute the download vmps command successfully, you must use the set vmps
downloadserver command to configure the IP address of the TFTP server and the name of the VMPS
configuration file on that server. If the | P address of the TFTP server is not configured, the

download vmps command reports an error. If the configuration filename is not configured, the
download vmps command uses the default filename vmps-config-database. 1.

Catalyst 6500 Series Command Reference—Release 7.4
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After a successful download, the new VMPS information replaces any existing information. If there are
not enough resources to build the new configuration database, the VMPS is made inactive.

If you specify the module number, the download goes to the specified module, but the download will fail
if the module is of adifferent type than is indicated by the download header. If you do not specify the
module number, the download goes to all modules of that type.

Caution  After starting the serial download using Kermit, do not attempt to abort the serial download by pressing
Ctrl-C. Pressing Ctrl-C interrupts the download process and could leave the switch in a problematic
state. If this occurs, reboot the switch.
Examples This example shows how to download the c6000_spv11.bin file from the mercury host to the supervisor

engine (by default):

Consol e> (enabl e) downl oad nercury c6000_spvl1l. bin

Downl oad i mage ¢6000_spvl1l.bin frommercury to nodule 1FLASH (y/n) [n]? vy

\

Fi ni shed network single nodul e downl oad. (2418396 bytes)

FLASH on Catal yst:

Type Addr ess Locati on

I ntel 28F008 20000000 NVP (P3) 4MB SIM

Erasing flash sector...done.

Progranm ng flash sector...done.

Erasing flash sector...done.

Progranm ng flash sector...done.

The system needs to be reset to run the new i nage.

Consol e> (enabl e)

This example shows how to download the acpflash_1111.bbi file from the mercury host to module 3:

Consol e> (enabl e) downl oad nercury acpflash_1111. bbi 3

This comand will reset Mdule 3.

Downl oad i mage acpflash_1111. bbi fromnercury to Module 3 FLASH (y/n) [n]? vy

/

Done. Finished network downl oad. (1964012 bytes)

Consol e> (enabl e)

This sample session shows how to connect to a remote terminal from a Sun workstation and how to use

the download serial command to copy a software image to the supervisor engine;

[At local Sun workstation]

host % kermi t

C-Kermit 5A(172) ALPHA, 30 Jun 95, SUNGS 4.0 (BSD)

Type ? or "help for help

C-Kermt> set line /dev/ttyb

C-Kermt>c

Connecting to /dev/ttyb, speed 9600.

The escape character is ~ (ASCI| 28).

Type the escape character followed by C to get back,

or followed by ? to see other options.

Consol e> enabl e

Ent er Password:

Consol e> (enable) set system baud 19200

M C

[Back at | ocal Sun workstation]

C-Kermt> set speed 19200

Catalyst 6500 Series Command Reference—Release 7.4
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/dev/ttyb, 19200 bps

CKermt>c

Connecting to /dev/ttyb, speed 19200.

The escape character is ~ (ASCI| 28).

Type the escape character followed by C to get back,
or followed by ? to see other options.

Consol e> (enabl e) downl oad seri al
Downl oad Supervi sor inmage via console port (y/n) [n]?y

Concentrator Boot ROM (Ver 1.00)

Wai ting for DOMLOAD! !
Return to your |local Machine by typing its escape sequence
I ssue Kermt send command fromthere[ Send ‘Fil enane']

"N C
[Back at Local Systeni
C-Kerm t> send c6000_xx. bin
SF
c6000_xx. bin => C6000_XX.BIN, Size: 1233266

X to cancel file, CR to resend current packet
Z to cancel group, A for status report

E to send Error packet, Crl-Cto quit imediately: ........................

ZB
C-Kermt> quit
host %

This example shows the download vmps command and typical system responses:

Consol e> (enabl e) downl oad vnps

Re-initialization of Vlan Menbership Policy Server with the downl oaded
configuration file is in progress.

6/ 14/ 1998, 17: 37: 29: VMPS- 2: PARSER: 82 lines parsed, Errors 0O

This example shows how to download a ROM image to module 9:

Consol e> (enabl e) downl oad boot bootfl ash: boot 542. ubin 9
Warni ng!! This command repl aces the existing boot code on Mdule 9.

Pl ease verify with TAC that the file specified is appropriate for W5- X6408-GBI C.

Use this command with caution.

Do you want to continue (y/n) [n]? vy
Downl oad boot image start...

Downl oad boot code conpl et ed.

Consol e> (enabl e)

i Catalyst 6500 Series Command Reference—Release 7.4
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Related Commands  reset—switch
show flash
show rep
show vmps

Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

W enable

enable

Use the enable command to activate privileged mode. In privileged mode, additional commands are
available, and certain commands display additional information.

enable

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.
Command Types Switch command.
Command Modes Normal.

Usage Guidelines The (enable) in the prompt indicates that the system isin privileged mode and that commands can be
entered.

Examples This example shows how to enter privileged mode:

Consol e> enabl e
Ent er password:
Consol e> (enabl e)

Related Commands  disable
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Use the format command to format bootflash or a Flash PC card (a Flash device must be formatted
before it can be used).

format [spare spare-num] [m/]devicel: [[device2:][monlib-filename]]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

spare spare_num (Optional) Number of spare sectors to reserve when other sectors
fail.

m/ (Optional) Module number of the supervisor engine containing the
Flash device.

devicel: Flash device to be formatted.

device2: (Optional) Flash device that contains the monlib file to be used to

format devicel:.

monlib-filename (Optional) Name of the monlib file.

The default number of spare sectorsis 0.

Switch command.

Privileged.

A colon (:) isrequired after the specified device.

You can reserve up to 16 spare sectorsfor use when other sectorsfail. 1f you do not reserve a spare sector
and later some sectors fail, you will have to reformat the entire Flash memory, which will erase all
existing data.

The monlib file is the ROM monitor library used by the ROM monitor to access files in the Flash file
system. It isalso compiled into the system image. Inthe command syntax, devicel: is the device to
format and device2: contains the monlib file to use.

When you omit the [[device2:][monlib-filename]] argument, the system formats devicel: using the
monlib that is bundled with the system software.

When you omit device2: from the [[device2:][monlib-filename]] argument, the system formats devicel:
using the named monlib file from the device specified by the cd command.

When you omit monlib-filename from the [[device2:][monlib-filename]] argument, the system formats
devicel: using themonlib filefrom device2:. When you specify the whole[[device2:][monlib-filename]]
argument, the system formats devicel: using the specified monlib file from the specified device.

You can also specify devicel:monlib-filename as the device and filename to be used, as follows:
format devicel: [devicel: [monlib-filename]]

If monlib-filename is omitted, the system formats devicel: using the built-in monlib file on the device.

[ 78-14885-01
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Y
Note  When the system cannot find a monlib file, the system terminates the formatting process.
Y
Note  If the Flash device has avolume ID, you must provide the volume ID to format the device. The volume
ID is displayed using the show flash m/device: filesys command.
Examples This example shows how to format a Flash PC card:

Consol e> (enable) format slotO:

Al sectors will be erased, proceed (y/n) [n]?y
Enter volunme id (up to 31 characters):
Formatting sector 1

Format device slot0 conpl et ed.

Consol e> (enabl e)
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frame

Use the frame command to display an individual stack frame.

frame[-d | -p] [num]

Syntax Description -d (Optional) Specifies a monitor context.

-p (Optional) Specifies a booted image process level context.

num (Optional) Number of the frame to display, where 0 = youngest frame.
Defaults The default is a booted image kernel context, which is the youngest frame.
Command Types ROM monitor command.
Command Types Normal.
Usage Guidelines The minus sign (-) is required with the -d and -p options.
Examples This example shows how to use the frame command to specify a booted image process level context,

frame 1:

rommon 6 > frame -p 1
Stack Frame 1, SP = 0x80007ed8, Size = 32 bytes

[ 0x80007ed8 : sp + 0x000] = 0x6031de50
[ 0x80007edc : sp + 0x004] = 0x6031c000
[ 0x80007ee0 : sp + 0x008] = 0x00000000
[ 0x80007eed4 : sp + 0x00c] = 0x80007ec4
[ Ox80007ee8 : sp + 0x010] = 0x00000002
[ 0x80007eec : sp + 0x014] = 0x00000000
[ 0x80007ef0 : sp + 0x018] = 0x60008770
[ 0x80007ef4 . sp + 0x0lc] = 0x600087f0

Catalyst 6500 Series Command Reference—Release 7.4
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history—ROM monitor

Use the history command to display the command history (the last 16 commands executed in the ROM
monitor environment). This command is aliased to “h” by the ROM monitor for convenience.

history

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types ROM monitor command.

Command Modes Normal.

Examples This example shows how to use the history command:

rommon 13 > history

hel p

break -s 0x20090
break -s 10090
break -s 0xa0001000
cont

hel p

dev

dir

9 dir bootflash:
10 dis

11 dis 0xa0001000
12 dis 0xbe000000
13 history

oO~NO O~ WNPR
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history—switch

Use the history command to show the contents of the command history buffer.

history

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.
Command Types Switch command.
Command Modes Normal.

Usage Guidelines Thehistory buffer sizeisfixed at 20 commands. Seethe “Command-Line Interfaces’ chapter for detailed
information about the command history feature.

Examples In this example, the history command lists the contents of the command history buffer:

Consol e> history
1 help
2 history
Consol e> 12
hi story
1 help
2 history
3 history
Consol e>
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Usethel2trace command to display the Layer 2 path taken by the packets that start at a specified source
address and end at a specified destination address.

[2trace src_mac_addr dest_mac_addr [vlan] [detail]

[2trace src_ip_addr dest_ip_addr [detail]

Syntax Description

Defaults

Command Types

Command Types

Usage Guidelines

src_mac_addr Source MAC address.

dest_mac_addr Destination MAC address.

vlan (Optional) Number of the VLAN.
src_ip_addr Source | P address or alias.

dest_ip_addr Destination |P address or alias.

detail (Optional) Specifies detailed information.

This command has no default settings.

Switch command.

Privileged.

All the intermediate devices should be Catalyst 5000 family or Catalyst 6500 series switches running
supervisor engine software release 6.1 or later. Catalyst 4000 family switches must be running
supervisor engine software release 6.2 or |ater.

The I2trace command displays the Layer 2 path when the specified source and destination addresses
belong to the same VLAN. If you specify source and destination addresses that belong to different
VLANS, 12trace aborts with an error message.

You must enable CDP on all the Catalyst 4000, Catalyst 5000, or Catalyst 6500 series switches in the
network.

When the switch detects a device (in the Layer 2 path) that does not belong to the Catalyst 4000,
Catalyst 5000, or Catalyst 6500 series switch, the switch continuesto send Layer 2 trace queries and lets
them time out.

This command isrejected if you enter a multicast source or destination MAC address.

If a source or the destination address bel ongs to multiple VLANS, you must specify the VLAN to be used for
determining the Layer 2 path.
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The Layer 2 trace feature is not supported when multiple devices are attached to one port through hubs
(for example, multiple CDP neighbors detected on a port). When more than one CDP neighbor is
detected on the port, 12trace is aborted.

If you specify the | P address of the source and destination systems instead of the MAC addresses, the switch
looks at the ARP table to determine the I P address to MAC address mapping of the source and destination
systems. If an ARP entry exists for the specified |P address, the corresponding MAC address is used. If no
matching ARP entry exists, the system does an ARP query and tries to resolve the | P address. If thisisthe
case, arestriction isimposed that requires the source and destination systemsto be in the same subnet asthe
switch in order for the ARP query to be resolved.

Examples This example shows how to display the Layer 2 packet path for a specified source and destination MAC
address:
Consol e> (enable) |2trace 00-01-22-33-44-55 10-22-33-44-55-66 detail
| 2trace vlan nunber is 10.
00-01- 22-33-44-55 found in C5500 naned wiring-1 on port 4/1 10Md hal f dupl ex
C5500: wiring-1: 192.168.242.10: 4/1 10Mo hal f duplex -> 5/2 100MB full dupl ex
C5000: backup-wiring-1: 192.168.242.20: 1/1 100Mo full duplex -> 3/1-4 FEC attached
C5000: backup-core-1: 192.168.242.30: 4/1-4 FEC attached -> 1/1-2 GEC attached
C6000: core-1: 192.168.242.40: 1/1-2 GEC attached -> 2/1 10MB hal f dupl ex.
10- 22- 33-44-55-66 found in C6000 nanmed core-1 on port 2/1 10MB hal f dupl ex.
Consol e> (enabl e)
This example shows how to display the Layer 2 packet path for a specified source and destination |P
aias:
Consol e> (enable) |2trace user-1-pc user-2-pc detail
Mappi ng | P address to MAC Address
user-1-pc -> 00-01-22-33-44-55
user-2-pc -> 10-22-33-44-55-66
| 2trace vlan nunber is 10
00- 01- 22- 33-44-55 found in C5500 named wiring-1 on port 4/1 10Mo hal f dupl ex
C5500: wiring-1: 192.168.242.10: 4/1 10M> half duplex -> 5/2 100MB full dupl ex
C5000: backup-wiring-1: 192.168.242.20: 1/1 100Mo full duplex -> 3/1-4 FEC attached
C5000: backup-core-1: 192.168.242.30: 4/1-4 FEC attached -> 1/1-2 GEC attached
C6000: core-1: 192.168.242.40: 1/1-2 GEC attached -> 2/1 10MB hal f dupl ex.
10- 22-33-44-55-66 found in C6000 nanmed core-1 on port 2/1 10MB hal f dupl ex.
Consol e> (enabl e)
This example shows how to display asummary of Layer 2 packet path information for a specified source
and destination IP address:
Consol e> (enable) | 2trace 9.7.0.7 9.7.0.6
Starting L2 Trace
sc0 :9.7.0.7 : 3/7
4/16 :9.7.0.2 : 4/10
Consol e> (enabl e)
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This example shows how to display a summary of Layer 2 packet path information for a specified source
and destination MAC address:

Consol e> (enable) |2trace 00-01-22-33-44-55 10-22- 33-44-55-66
Starting L2 Trace

sc0 :9.7.0.7 : 3/7

4/16 :9.7.0.2 : 4/10

Consol e> (enabl e)
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meminfo

Use the meminfo command to display information about the main memory, packet memory, and
NVRAM. With the -| option, the supported DRAM configurations are displayed.

meminfo [-1]
Syntax Description -l (Optional) Specifies the long listing, which displays the DRAM configurations.
Defaults This command has no default settings.
Command Types ROM monitor command.
Command Modes Normal.

Usage Guidelines The minus sign (-) is required with the -1 option.

Examples This example shows how to use the meminfo command:

rommon 9 > neminfo

Main menory size: 16 MB in 32 bit node.

Avail able main nenory starts at 0xa000e000, size 16328KB
| O (packet) nenory size: 25 percent of nmin menory.
NVRAM si ze: 32KB
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Usethe ping command to send | CM P echo-request packetsto another node on the network. You can also
use the ping command without arguments to configure ping.

ping -s host

ping -s host [packet_size] [packet_count]

ping
Syntax Description -S Causes ping to send one datagram per second, printing one line of output
for every response received.
host IP address or |P alias of the host.

packet_size (Optional) Number of bytesin a packet, from 56 to 1472 bytes.

packet_count (Optional) Number of packets to send; valid values are from O to
2,147,483,647.

Defaults The defaults for ping -s are as follows:
- packet_sizeis56 bytes.
» packet _countis?2,147,483,647.
The defaults for ping with no arguments are as follows:
» packet_sizeis56 bytes.
- packet_count is5.
- Wait timeis 2 seconds.
» Target IP addressis none (this is a mandatory field).
- Source address is the host | P address.

Command Types Switch command.

Command Modes Normal or privileged.

Usage Guidelines General ping command guidelines are as follows:
» Press Ctrl-C to stop pinging.

» Continuous ping means that, unless you press Ctrl-C to stop pinging, packets are generated
continually and dispatched to the host.

» The actual packet sizeis 8 bytes larger than the size you specify because the switch adds
header information.

« Normal response—The normal response occursin 1 to 10 seconds, depending on network traffic.
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The guidelines for the ping -s command are as follows:
» The maximum waiting time before timing out is 2 seconds.

« A new ping packet is generated after 1 second of sending the previous packet, regardless of whether
an echo-reply is received or not.

» If you do not enter a packet count, continuous ping results.
« Network or host unreachable—The switch found no corresponding entry in the route table.

» Destination does not respond—If the host does not respond, a “no answer from host” appearsin
2 seconds.

- Destination unreachable—The gateway for this destination indicates that the destination is
unreachable.

The guidelines for the ping command without arguments are as follows:

» The ping host command is accepted in normal mode only. The parameters take the default values
automatically.

» Thetarget IP addressis a mandatory field to be entered.

» The maximum waiting time is configurable.

« A new ping packet is generated only when an echo-reply is received.
« If you enter a packet count of 0, this results in continuous ping.

» Returns output only when a response is received or you press Return.
» Availablein privileged mode only.

« When configuring ping, you must either press Return or enter a response. Valid responses and
appropriate values are as follows:

— Target IP address; | P address or host name of the destination node you plan to ping.

— Number of Packets: Number of ping packets to be sent to the destination address; valid values
are from 0 to 2,147,483,647 (0 specifies continuous ping).

— Datagram size: Size of the ping packet; valid values are from 56 to 1472 bytes.
— Timeout in seconds: Timeout interval; valid values are from 0 to 3600 seconds.
— Source |P Address [(default)]: I P address or P alias of the source.

This example shows how to ping a host with IP alias elvis a single time;

Consol e> ping elvis

----- 172.20.52.19 PING Statistics------

5 packets transmitted, 5 packets received, 0% packet |oss
round-trip (nms) mn/avg/max = 1/1/1

Consol e>

This example shows how to ping ahost with IP alias elvis once per second until you press Ctr-C to stop
pinging:

Consol e> ping -s elvis

ping elvis: 56 data bytes

64 bytes fromelvis: icnp_seq=0. tinme=1
64 bytes fromelvis: icnp_seqg=1l. tinme=8
64 bytes fromelvis: icnp_seqg=2. tinme=8
64 bytes fromelvis: icnp_seq=3. tinme=7

[ 78-14885-01
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64 bytes fromelvis: icnp_seq=4. tinme=11 s
64 bytes fromelvis: icnp_seq=5. tinme=7 ns
64 bytes fromelvis: icnp_seqg=6. tinme=7 ns
nC

----elvis PING Statistics----

7 packets transmitted, 7 packets received, 0% packet |oss
round-trip (nms) min/avg/ max = 7/8/11

Consol e>

This example shows how to configure ping:

Consol e> (enabl e) ping

Target | P Address []: 172.20.52.19
Nunmber of Packets [5]: 6

Dat agram Si ze [56]: 75

Ti meout in seconds [2]: 1

Source | P Address [172.20.52.18]:
e

----172.20.52.19 PING Statistics----

6 packets transmtted, 6 packets received, 0% packet |oss
round-trip (nms) mn/avg/max = 1/1/1

Consol e> (enabl e)

Related Commands  set interface
set ip route
show interface
show ip route
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pwd

Use the pwd command to show the current setting of the cd command.

pwd [[m/]device:]
Syntax Description m/ (Optional) Module number of the supervisor engine containing the
Flash device.

device: (Optional) Device where the Flash resides.
Defaults If no module number or device is specified, pwd defaults to the first module of the active device.
Command Types Switch command.
Command Modes Privileged.
Usage Guidelines A colon (:) isrequired after the specified device.
Examples This example shows how to use the pwd command to display the current listing of the cd command:

Consol e> cd sl otO:

Default flash device set to slotO.
Consol e> pwd

slotO

Related Commands cd

Catalyst 6500 Series Command Reference—Release 7.4
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quit
Use the quit command to exit a CLI session.

quit

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.
Command Types Switch command.
Command Modes Normal.

Usage Guidelines The exit and logout commands perform the same function as the quit command.

Examples This example shows how to quit a CLI session:

Consol e> qui't
Connection cl osed by foreign host.
host %
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reconfirm vmps

Use the reconfirm vmps command to reconfirm the current dynamic port VLAN membership
assignments with the VMPS server.

reconfirm vmps

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines VMPS database changes are not conveyed automatically to switches participating in VMPS. Therefore,
after making a VM PS database change, use this command on VMPS clients and servers to apply the
database changes.

Examples This example shows how to reconfirm the current dynamic port VLAN membership with VMPS;

Consol e> (enable) reconfirm vnps

reconfirm process started

Use 'show dvl an statistics' to see reconfirm status
Consol e> (enabl e)

Related Commands  show dvlan statistics

Catalyst 6500 Series Command Reference—Release 7.4
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reload

Use the reload command to force amodule to accept a download through Service Control Point (SCP).
This command resets the module and prompts you to initiate a download when the reset is compl ete.

reload module

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

module Number of the module.

This command has no default settings.

Switch command.

Privileged.

This command is used if amodule is accidently reset during the downloading of an image. After the
reset, a normal download will not work. You must enter the reload module command followed by the
download host file [mod] command.

This example shows how to reset module 3 and download the acpflash_1111.bbi file from the mercury
host to the module:

Consol e> (enable) reload 3

Consol e> (enabl e) downl oad nercury acpflash_1111. bbi 3

This command will reset Module 3.

Downl oad i mage acpflash_1111.bbi frommercury to Module 3 FLASH (y/n) [n]? vy
/

Done. Fini shed network downl oad. (1964012 bytes)

Consol e> (enabl e)

download
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Use the repeat command to repeat a command.

repeat [num | string]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

number

(Optional) Number of the command.

string

(Optional) Command string.

If no argument is specified, the last command is repeated.

ROM monitor command.

Normal.

The optional command number (from the history buffer list) or match string specifies which command
to repeat.

In the match string, the most recent command to begin with the specified string is executed again.

If the string contains white space, you must use quotation marks.

This command is usually aliased to the letter “r.”

Examples These examples show how to use the repeat command. You use the history command to display the list
of previously entered commands:
rommon 22 > history
8 dir
9 dir bootflash:
10 dis
11  di s 0xa0001000
12 di s 0xbe000000
13 hi story
14 mem nf o
15 mem nfo -1
16 mem nf o
17 mem nfo -1
18 meni nf o
19 mem nf o
20 mem nfo -1
21 mem nfo -1
22 hi story
ronmon 23 > repeat dir
dir bootflash:
File size Checksum File nanme
1973032 bytes (0x1lelb28) Oxdadf 5e24 I'lue
rommon 24 > repeat
Catalyst 6500 Series Command Reference—Release 7.4
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dir bootflash:

File size Checksum
1973032 bytes (0xlelb28)

ronmon 25 > repeat 15
mem nfo -1

Mai n menory size: 16 MB.
Packet menory size: 0 MB
Mai n menory size: 0x1000000

Avail abl e main menory starts at 0xa000e000,

NVRAM si ze: 0x20000

Parity Map for the DRAM Banks

Socket
Socket
Socket
Socket

0

1
0
1

in Bank 0 Has No Parity
in Bank 0 Has No Parity
in Bank 1 Has No Parity
in Bank 1 Has No Parity

Oxdadf 5e24

File name
I'lue

size Oxff2000
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reset—ROM monitor

Use the reset ROM monitor command to perform a soft reset of the switch.

reset [-g]

Syntax Description

S (Optional) Resets the entire switch.

Defaults The default Flash device is slotO.
Command Types ROM monitor command.
Command Modes Normal.

Usage Guidelines This command will not boot the MSFC if the PFC is not present in the Catalyst 6500 series switch.

Examples This example shows how to use the reset command:

rommon 26 > reset

System Boot strap, Version 3.1(1.69)

Copyright (c) 1994-1997 by cisco Systens, Inc.

Supervi sor processor with 16384 Kbytes of mmin menory

romon 1 >
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reset—switch

Usethereset command to restart the system or an individual module, schedul e a system reset, or cancel
a scheduled reset.

reset [mod | system | mindown]

reset [mindown] at { hh:mm} [mnvdd] [reason]

reset [mindown] in [hh:] {mm} [reason]

reset [cancel]

reset {mod} [bootdevice[,bootdevice]]

Syntax Description mod

(Optional) Number of the module to be restarted.

system (Optional) Resets the system.
mindown (Optional) Performs areset as part of aminimal downtime software
upgrade in a system with a redundant supervisor engine.
at Schedules a system reset at a specific future time.
hh:mm Hour and minute of the scheduled reset.
mm/dd (Optional) Month and day of the scheduled reset.
reason (Optional) Reason for the reset.
in Schedules a system reset in a specific time.
hh (Optional) Number of hours into the future to reset the switch.
mm Number of minutes into the future to reset the switch.
cancel (Optional) Cancels the scheduled reset.
mod Number of the Network Ananlysis Module (NAM) or Intrusion
Detection System Module (IDSM).
bootdevice  (Optional) Boot device identification; for format guidelines, seethe
“Usage Guidelines” section.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you do not specify a module number (either a switching module or the active supervisor engine
module), the command resets the entire system.

You can use the reset mod command to switch to the redundant supervisor engine, where mod is the
module number of the active supervisor engine.

Catalyst 6500 Series Command Reference—Release 7.4
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You can use the reset mindown command to reset the switch as part of a minimal downtime software
upgrade in a system with a redundant supervisor engine. For complete information on performing a
minimal downtime software upgrade, refer to the Catalyst 6500 Series Software Configuration Guide for
your switch.

Caution

Examples

If you make configuration changes after entering the reset mindown command but before the active
supervisor engine resets, the changes are not saved. Input from the CL1 is still accepted by the switch
while the redundant supervisor engine is reset. Changes that you make to the configuration between the
time when you enter the reset mindown command and the time when the supervisor engine comes
online running the new software image are not saved or synchronized with the redundant supervisor
engine.

If you reset an intelligent module (such as the Catalyst 6500 series MSM or MSFC), both the module
hardware and software are compl etely reset.

When entering the bootdevice, use the format device[:device_qualifier] where:
» device = pcmcia, hdd, network
» device_qualifier hdd = number from 1 to 99

e pcmcia=dglot0 or slotl

This example shows how to reset the supervisor engine on a Catalyst 6500 series switch with redundant
supervisor engines:

Consol e> (enable) reset 1

This command will force a switch-over to the standby supervisor nodul e
and di sconnect your telnet session.

Do you want to continue (y/n) [n]? vy

Connection cl osed by foreign host.

host %

This example shows how to reset module 4:

Consol e> (enable) reset 4

This comand will reset nmbdule 4 and may di sconnect your tel net session.
Do you want to continue (y/n) [n]? vy

Resetting nodule 4...

Consol e> (enabl e)

This example shows how to schedule a system reset for a specific future time:

Consol e> (enabl e) reset at 20:00

Reset schedul ed at 20:00: 00, Wed Mar 15 2000.

Proceed with scheduled reset? (y/n) [n]? y

Reset schedul ed for 20:00: 00, Wed Mar 15 2000 (in O day 5 hours 40 m nutes).
Consol e> (enabl e)

This example shows how to schedule areset for a specific future time and include a reason for the reset:

Consol e> (enable) reset at 23:00 3/15 Software upgrade to 6.1(1).

Reset schedul ed at 23:00: 00, Wed Mar 15 2000.

Reset reason: Software upgrade to 6.1(1).

Proceed with scheduled reset? (y/n) [n]? vy

Reset schedul ed for 23:00: 00, Wed Mar 15 2000 (in O day 8 hours 39 nminutes).
Consol e> (enabl e)

[ 78-14885-01
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This example shows how to schedule a reset with minimum downtime for a specific future time and
include a reason for the reset:

Consol e> (enable) reset mindown at 23:00 3/15 Software upgrade to 6.1(1).

Reset schedul ed at 23:00: 00, Wed Mar 15 2000.

Reset reason: Software upgrade to 6.1(1).

Proceed with schedul ed reset? (y/n) [n]? y

Reset mi ndown schedul ed for 23:00:00, Wed Mar 15 2000 (in O day 8 hours 39 m nutes).
Consol e> (enabl e)

This example shows how to schedule a reset after a specified time:

Consol e> (enable) reset in 5:20 Configuration update

Reset scheduled in 5 hours 20 m nutes.

Reset reason: Configuration update

Proceed with scheduled reset? (y/n) [n]? vy

Reset schedul ed for 19:56:01, Wed Mar 15 2000 (in 5 hours 20 m nutes).
Reset reason: Configuration update

Consol e> (enabl e)

This example shows how to cancel a scheduled reset:

Consol e> (enabl e) reset cancel
Reset cancel | ed.
Consol e> (enabl e)

Related Commands  commit
show reset

Catalyst 6500 Series Command Reference—Release 7.4
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restore counters

Use the restor e counter s command to restore MAC and port counters.

restore counters[all | mod/ports]

Syntax Description all (Optional) Specifies all ports.
mod/ports (Optional) Number of the module and the ports on the module.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you do not specify arange of ports to be restored, then all ports on the switch are restored.

Examples This example shows how to restore MAC and port counters:

Consol e> (enable) restore counters all

This command will restore all counter values reported by the CLI to the hardware counter
val ues.

Do you want to continue (y/n) [n]? vy

MAC and Port counters restored.

Consol e> (enabl e)

Related Commands  clear counters
show port counters
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rollback

Usetherollback command to clear changes made to the ACL edit buffer sinceitslast save. The ACL is
rolled back to its state when you last entered the commit command.

rollback gos acl {acl_name | all}

rollback security acl {acl_name | all | adjacency}

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

gos acl Specifies QoS ACEs.

acl_name Name that identifies the VACL whose ACEs are to be affected.
all Rolls back all ACLs.

security acl  Specifies security ACEs.

adjacency Rolls back all adjacency tables.

This command has no default settings.

Switch command.

Privileged.

This example shows how to clear the edit buffer of a specific QoS ACL.:

Consol e> (enable) rollback qos acl ip-8-1
Rol | back for QoS ACL ip-8-1 is successful.
Consol e> (enabl e)

This example shows how to clear the edit buffer of a specific security ACL:

Consol e> (enable) rollback security acl |PACL1
| PACL1 editbuffer nodifications cleared.
Consol e> (enabl e)

commit
show qos acl info
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session

Usethe session command to open a session with amodule (for example, the MSM, NAM, or ATM). This
command allows you to use the module-specific CLI.

session mod
Syntax Description mod Number of the module.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines After you enter thiscommand, the system responds with the Enter Password: prompt, if oneis configured
on the module.

To end the session, enter the quit command.
Use the session command to toggle between router and switch sessions.

For information on ATM commands, refer to the ATM Software Configuration Guide and Command
Reference for the Catalyst 5000 Family and 6500 Series Switches.

For information on NAM commands, refer to the Catalyst 6000 Network Analysis Module Installation
and Configuration Note.

Examples This example shows how to open a session with an MSM (module 4):

Consol e> session 4
Trying Router-4...
Connected to Router-4.
Escape character is “"]"'.

Rout er >

Related Commands  quit
switch console
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set

Use the set command to display all of the ROM monitor variable names with their values.

set

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.

Command Types ROM monitor command.

Command Modes Normal.

Examples This example shows how to display all of the ROM monitor variable names with their values:

romon 2 > set
PS1=rommon ! >
BOOT=

?=0

Related Commands  varname=
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set accounting commands

Use the set accounting commands command to enable command event accounting on the switch.
set accounting commands enable { config | enable | all} [stop-only] {tacacs+}

set accounting commands disable

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

enable Enables the specified accounting method for commands.

config Permits accounting for configuration commands only.

enable Permits accounting for enable mode commands only.

all Permits accounting for all commands.

stop-only (Optional) Applies the accounting method at the command end.
tacacs+ Specifies TACACS+ accounting for commands.

disable Disables accounting for commands.

The default is accounting is disabled.

Switch command.

Privileged.

You must configure the TACACS+ servers before you enable accounting.

This example shows how to send records at the end of the event only using a TACACS+ server:

Consol e> (enable) set accounting commands enabl e config stop-only tacacs+
Accounting set to enable for commands-config events in stop-only node.
Consol e> (enabl e)

set accounting connect
set accounting exec

set accounting suppress
set accounting system
set accounting update
set tacacs server

show accounting
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set accounting connect

Use the set accounting connect command to enable accounting of outbound connection events on the
switch.

set accounting connect enable {start-stop | stop-only} {tacacs+ | radius}

set accounting connect disable

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

enable Enabl es the specified accounting method for connection events.
start-stop Applies the accounting method at the start and stop of the connection event.

stop-only Applies the accounting method at the end of the connection event.
tacacst  Specifies TACACS+ accounting for connection events.

radius Specifies RADIUS accounting for connection events.

disable Disables accounting of connection events.

The default is accounting is disabled.

Switch command.

Privileged.

You must configure the RADIUS or TACACS+ servers and shared secret keys before you enable
accounting.

This example shows how to enable accounting on Telnet and remote login sessions, generating records
at stop only using a TACACS+ server:
Consol e> (enabl e) set accounting connect enable stop-only tacacs+

Accounting set to enable for connect events in stop-only node..
Consol e> (enabl e)

set accounting commands
set accounting exec

set accounting suppress
set accounting system

set accounting update

set radius key

set radius server

set tacacs key

set tacacs server

show accounting

Catalyst 6500 Series Command Reference—Release 7.4
m. 78-14885-01 |



| Chapter2 Catalyst 6500 Series Switch and ROM Monitor Commands

setaccountingexec M

set accounting exec

Use the set accounting exec command to enable accounting of normal login sessions on the switch.
set accounting exec enable { start-stop | stop-only} {tacacs+ | radius}

set accounting exec disable

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

enable Enabl es the specified accounting method for normal login sessions.

start-stop Specifies the accounting method applies at the start and stop of the
normal login sessions.

stop-only Specifies the accounting method applies at the end of the normal
login sessions.

tacacs+ Specifies TACACS+ accounting for normal login sessions.

radius Specifies RADIUS accounting for normal login sessions.

disable Disables accounting for normal login sessions.

The default is accounting is disabled.

Switch command.

Privileged.

You must configure the RADIUS or TACACS+ servers and shared secret keys before you enable
accounting.

This exampl e shows how to enable accounting of normal login sessions, generating records at start and
stop using a RADIUS server:
Consol e> (enable) set accounting exec enable start-stop radius

Accounting set to enable for exec events in start-stop node.
Consol e> (enabl e)

This example shows how to enable accounting of normal login sessions, generating records at stop using
aTACACSH server:
Consol e> (enable) set accounting exec enable stop-only tacacs+

Accounting set to enable for exec events in stop-only node.
Consol e> (enabl e)

set accounting commands
set accounting connect
set accounting suppress
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set accounting system
set accounting update
set radius key

set radius server

set tacacs key

set tacacs server

show accounting
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set accounting suppress

Use the set accounting suppress command to enable or disable suppression of accounting information
for a user who has logged in without a username.

set accounting suppress null-username { enable | disable}

Syntax Description null-username  Specifies users must have a user ID.

enable Enables suppression for a specified user.
disable Disables suppression for a specified user.
Defaults The default is accounting is disabled.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You must configure the TACACS+ servers before you enable accounting.

Examples This example shows how to suppress accounting information for users without a username:

Consol e> (enable) set accounting suppress null-usernanme enabl e
Accounting will be suppressed for user with no usernane.
Consol e> (enabl e)

This example shows how to include users without the usernames’ accounting event information:

Consol e> (enabl e) set accounting suppress null-usernanme disable
Accounting will be not be suppressed for user with no usernane.
Consol e> (enabl e)

Related Commands  set accounting commands
set accounting connect
set accounting exec
set accounting system
set accounting update
set tacacs server
show accounting
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set accounting system

Use the set accounting system command to enable accounting of system events on the switch.
set accounting system enable { start-stop | stop-only} {tacacs+ | radius}

set accounting system disable

Syntax Description enable Enabl es the specified accounting method for system events.
start-stop Specifies the accounting method applies at the start and stop of the
system event.
stop-only Specifies the accounting method applies at the end of the system
event.
tacacs+ Specifies TACACS+ accounting for system events.
radius Specifies RADIUS accounting for system events.
disable Disables accounting for system events.
Defaults The default is accounting is disabled.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You must configure the RADIUS or TACACS+ servers and shared secret keys before you enable
accounting.

Examples This example shows how to enable accounting for system events, sending records only at the end of the
event using a RADIUS server:
Consol e> (enable) set accounting system enable stop-only radius

Accounting set to enable for systemevents in start-stop node..
Consol e> (enabl e)

This example shows how to enable accounting for system events, sending records only at the end of the
event using a TACACS+ server:
Consol e> (enable) set accounting system enable stop-only tacacs+

Accounting set to enable for systemevents in start-stop node..
Consol e> (enabl e)
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set accounting commands
set accounting connect
set accounting exec

set accounting suppress
set accounting update

set radius key

set radius server

set tacacs key

set tacacs server

show accounting

set accounting system
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set accounting update

Use the set accounting update command to configure the frequency of accounting updates.

set accounting update { new-info | { periodic [interval]}}

Syntax Description new-info Specifies an update when new information is available.
periodic Specifies an update on a periodic basis.
interval (Optional) Periodic update interval time; valid values are from 1 to

71582 minutes.

Defaults The default is accounting is disabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You must configure the TACACS+ servers before you enable accounting.

Examples This example shows how to send accounting updates every 200 minutes:

Consol e> (enabl e) set accounting update periodic 200
Accounting updates will be periodic at 200 m nute intervals.
Consol e> (enabl e)

This example shows how to send accounting updates only when there is new information:

Consol e> (enabl e) set accounting update newinfo
Accounting updates will be sent on new information only.
Consol e> (enabl e)

Related Commands  set accounting commands
set accounting connect
set accounting exec
set accounting suppress
set accounting system
set tacacs server
show accounting
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set aclmerge algo

Use the set aclmerge algo command to select the ACL merge algorithm.

set aclmerge algo {bdd | odm}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

bdd Specifies the ACL merge function based on binary decision diagram
(BDD).
odm Specifies the ACL merge function based on order dependent merge (ODM).

The merge algorithm is ODM.

Switch command.

Privileged.

If BDD isdisabled, the merge algorithm can only be ODM. When BDD isenabled, you can choose either
the BDD algorithm or the ODM algorithm. Use the set aclmerge bdd command to enable or disable
BDD.

The ACL merge algorithm that you select isin effect for all new ACL merges. The ACL s already
configured are not modified, and they use the ACL merge algorithm that was enabled when the ACLs
were merged.

This example shows how to select ODM as the ACL merge algorithm:

Consol e> (enable) set acl nmerge al go odm
Acl merge algorithmset to odm
Consol e> (enabl e)

set aclmerge bdd
show aclmerge
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set aclmerge bdd

Usethe set aclmerge bdd command to enable or disable the binary decision diagram (BDD) ACL merge
algorithm.

set aclmerge bdd {enable | disable}

Syntax Description enable Enables the BDD-based ACL merge function.
disable Disables the BDD-based ACL merge function.

Defaults BDD is disabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines When you enable or disable BDD, the change takes effect when your system is restarted.
BDD must be enabled in order to change the ACL merge algorithm.

Enabling BDD on a supervisor engine with 64 MB of RAM could cause memory to run low. To avoid
this situation, upgrade the memory or disable BDD.

Examples This example shows how to disable BDD:

Consol e> (enable) set acl nmerge bdd disabl e
Bdd wi Il be disabled on systemrestart.
Consol e> (enabl e)

This example shows how to enable BDD:

Consol e> (enabl e) set acl nerge bdd enabl e

WAr ni ng: enabl i ng bdd on a supervisor with 64MB RAM
could cause nmenory to run low, to avoid this situation
pl ease upgrade the nmenory or disable BDD.

Bdd wi |l be enabled on systemrestart.
Consol e> (enabl e)

Related Commands  set aclmerge algo
show aclmerge
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set alias

Use the set alias command to define aliases (shorthand versions) of commands.

set alias name command [parameter] [parameter]

Syntax Description name Alias being created.
command Command for which the alias is being created.
parameter (Optional) Parameters that apply to the command for which an aliasis being
created.
Defaults The default is no aliases are configured.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The name all cannot be defined as an alias. Reserved words cannot be defined as aliases.

For additional information about the parameter value, see the specific command for information about
applicable parameters.

Examples This example shows how to set the alias for the clear arp command as arpdel:

Consol e> (enable) set alias arpdel clear arp
Command al i as added.
Consol e> (enabl e)

Related Commands  clear alias
show alias
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setarp

Use the set arp command to add | P address-to-MAC address mapping entries to the ARP table and to
set the ARP aging time for the table.

set arp [dynamic | permanent | static] {ip_addr hw_addr}

set arp agingtime agingtime

Syntax Description dynamic (Optional) Specifies that entries are subject to ARP aging updates.

permanent  (Optional) Specifiesthat permanent entries are stored in NVRAM until they
are removed by the clear arp or clear config command.

static (Optional) Specifies that entries are not subject to ARP aging updates.
ip_addr IP address or IP aias to map to the specified MAC address.
hw_addr MAC address to map to the specified IP address or IP alias.

agingtime Sets the period of time after which an ARP entry is removed from the ARP
table.

agingtime Number of seconds that entries will remain in the ARP table before being
deleted; valid values are from 0 to 1,000,000 seconds. Setting thisvalueto 0

disables aging.
Defaults The default is no ARP table entries exist; ARP aging is set to 1200 seconds.
Command Types Switch command.
Command Modes Privileged.
Usage Guidelines When entering the hw_addr value, use a 6-hexadecimal byte MAC address in canonical

(00-11-22-33-44-55) or noncanonical (00:11:22:33:44:55) format.

Static (nonpermanent) entries remain in the ARP table until you reset the active supervisor engine.

Examples This example shows how to configure a dynamic ARP entry mapping that will age out after the
configured ARP aging time:
Consol e> (enable) set arp dynami c 198.133.219. 232 00- 00- Oc- 40- Of - bc

ARP entry added.
Consol e> (enabl e)

This example shows how to set the aging time for the ARP table to 1800 seconds:

Consol e> (enable) set arp agingtine 1800
ARP aging tine set to 1800 seconds.
Consol e> (enabl e)

Catalyst 6500 Series Command Reference—Release 7.4
m. 78-14885-01 |



| Chapter2 Catalyst 6500 Series Switch and ROM Monitor Commands

setarp WM

This example shows how to configure a permanent ARP entry, which will remain in the ARP cache after
a system reset:

Consol e> (enable) set arp permanent 198. 146.232.23 00-00-0c-30-0f - bc
Per manent ARP entry added as

198. 146. 232. 23 at 00- 00- Oc- 30-0f -bc on vlan 5

Consol e> (enabl e)

This example shows how to configure a static ARP entry, which will be removed from the ARP cache
after a system reset:

Consol e> (enable) set arp static 198.144.239.22 00-00-0c-50-0f-bc
Static ARP entry added as

198. 144. 239. 22 at 00- 00- Oc- 50- 0f -bc on vlan 5

Consol e> (enabl e)

Related Commands  clear arp
show arp
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set authentication enable

Use the set authentication enable command to enable authentication using the TACACS+, RADIUS,
or Kerberos server to determine if you have privileged access permission.

set authentication enable {radius | tacacs | kerberos} enable [console | telnet | http | all]
[primary]

set authentication enable { enable | disable} [console | telnet | http | all] [primary]

set authentication enable local {enable | disable} [console | telnet | http | all] [primary]

set authentication enable attempt count [console | telnet]

set authentication enable lockout time [console | telnet]

Syntax Description

Defaults

radius Specifies RADIUS authentication for login.

tacacs Specifies TACACS+ authentication for login.

kerberos Specifies Kerberos authentication for login.

enable Enables the specified authentication method for login.

console (Optional) Specifiesthe authentication method for consol e sessions.

telnet (Optional) Specifies the authentication method for Telnet sessions.

http (Optional) Specifies the specified authentication method for HTTP
sessions.

all (Optional) Applies the authentication method to all session types.

primary (Optional) Specifies the specified authentication method be tried
first.

disable Disables the specified authentication method for login.

local Specifies local authentication for login.

attempt count Specifies the number of connection attempts before initiating an
error; valid values are 0, from 3 to 10, and O to disable.

lockout time  Specifies the lockout timeout; valid values are from 30 to 600

seconds, and O to disable.

The default islocal authentication is enabled for console and Telnet sessions. RADIUS, TACACS+, and
Kerberos are disabled for all session types. If authentication is enabled, the default attempt count is 3.
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Command Types

Command Modes

Usage Guidelines

set authentication enable 1l

Switch command.

Privileged.

Use authentication configuration for both console and Telnet connection attempts unless you use the
console or telnet keywords to specify the authentication methods for each connection type individually.

Examples This example shows how to use the TACACS+ server to determine if a user has privileged access
permission:
Consol e> (enable) set authentication enable tacacs enable
tacacs enabl e authentication set to enable for console, telnet and http session
Consol e> (enabl e)
This example shows how to use the local password to determine if the user has privileged access
permission:
Consol e> (enable) set authentication enable |ocal enable
| ocal enable authentication set to enable for console, telnet and http session
Consol e> (enabl e)
This example shows how to use the RADIUS server to determine if a user has privileged access
permission for all session types:
Consol e> (enabl e) set authentication enabl e radius enable
radi us enabl e authentication set to enable for console, telnet and http session
Consol e> (enabl e)
This example shows how to use the TACACS+ server to determine if a user has privileged access
permission for all session types:
Consol e> (enable) set authentication enable tacacs enabl e consol e
tacacs enabl e authentication set to enable for consol e session
Consol e> (enabl e)
This example shows how to set the Kerberos server to be used first:
Consol e> (enabl e) set authentication enable kerberos enable prinary
ker beros enabl e authentication set to enable for console, telnet and http session as
primary authentication nethod
Consol e> (enabl e)
This example shows how to limit enable mode login attempts:
Consol e> (enable) set authentication enable attenpt 5
Enabl e npde authentication attenpts for console and telnet logins set to 5
Consol e> (enabl e)
This example shows how to set the enable mode lockout time for both console and Telnet connections:
Consol e> (enabl e) set authentication enable | ockout 50
Enabl e node | ockout tine for console and telnet |ogins set to 50
Consol e> (enabl e)
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Related Commands  set authentication login
show authentication
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set authentication login

Use the set authentication login command to enable TACACS+, RADIUS, or Kerberos as the
authentication method for login.

set authentication login {radius | tacacs | kerberos} enable [console | telnet | http | all]
[primary]

set authentication login {radius | tacacs | kerberos} disable [console | telnet | http | all]
set authentication login { enable | disable} [console | telnet | http | all]

set authentication login local {enable | disable} [console | telnet | http | all]

set authentication login attempt count [console | telnet]

set authentication login lockout time [console | telnet]

Syntax Description

Defaults

Command Types

Command Modes

radius Specifies the use of the RADIUS server password to determine if you have
access permission to the switch.
tacacs Specifies the use of the TACACS+ server password to determine if you have

access permission to the switch.

kerberos Specifies the Kerberos server password to determine if you have access
permission to the switch.

enable Enabl es the specified authentication method for login.

console (Optional) Specifies the authentication method for console sessions.
telnet (Optional) Specifies the authentication method for Telnet sessions.
http (Optional) Specifies the authentication method for HTTP sessions.
all (Optional) Specifies the authentication method for all session types.

primary (Optional) Specifies that the method specified is the primary authentication
method for login.

disable Disables the specified authentication method for login.

local Specifies alocal password to determine if you have access permission to the
switch.

attempt Specifies the number of login attempts before initiating an error; valid values

count are 0, from 3 to 10, and O to disable.

lockout Specifies the lockout timeout; valid values are from 30 to 43200 seconds, and
time 0 to disable.

The default is local authentication is the primary authentication method for login.

Switch command.

Privileged.
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Usage Guidelines This command allows you to choose the authentification method for the web interface. If you configure
the authentification method for the HTTP session as RADIUS, then the username or password is
validated using the RADIUS protocol, and TACACS+ and Kerberos authentication is set to disable for
the HTTP sessions. By default, the HTTP login is validated using the local login password.

You can specify the authentication method for console, telnet, http, or all by entering the console,
telnet, http, or all keywords. If you do not specify console, telnet, http, or all, the authentication
method default is for all sessions.

Examples This example shows how to disable TACACS+ authentication access for Telnet sessions:

Consol e> (enable) set authentication |ogin tacacs disable tel net
tacacs login authentication set to disable for the tel net sessions.
Consol e> (enabl e)

This example shows how to disable RADIUS authentication access for console sessions:

Consol e> (enabl e) set authentication |ogin radius disable console
radius login authentication set to disable for the consol e sessions.
Consol e> (enabl e)

This example shows how to disable Kerberos authentication access for Telnet sessions:

Consol e> (enable) set authentication |ogin kerberos disable telnet
kerberos | ogin authentication set to disable for the tel net sessions.
Consol e> (enabl e)

This example shows how to set TACACS+ authentication access as the primary method for HTTP
Sessions:

Consol e> (enable) set authentication login tacacs enable http primry

tacacs |l ogin authentication set to enable for HTTP sessions as primary authentification
met hod.

Consol e> (enabl e)

This example shows how to limit login attempts:

Consol e> (enable) set authentication login attenpt 5
Login authentication attenpts for console and telnet |ogins set to 5.
Consol e> (enabl e)

This example shows how to set the lockout time for both console and Telnet connections:

Consol e> (enable) set authentication [ogin |ockout 50
Login | ockout tine for console and telnet |ogins set to 50.
Consol e> (enabl e)

Related Commands  set authentication enable
show authentication
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set authorization commands

Use the set authorizaton commands command to enable authorization of command events on the

switch.

set authorization commands enable {config | enable | all} {option} {fallbackoption}
[console | telnet | both]

set authorization commands disable [console | telnet | both]

Syntax Description

enable Enables the specified authorization method for commands.
config Permits authorization for configuration commands only.
enable Permits authorization for enable mode commands only.

all Permits authorization for all commands.

option Switch response to an authorization request; valid values are

tacacs+, if-authenticated, and none. See the “Usage Guidelines”
section for valid value definitions.

fallbackoption

Switch fallback response to an authorization request if the
TACACS+ server is down or not responding; valid values are
tacacst+, deny, if-authenticated, and none. See the “Usage
Guidelines” section for valid value definitions.

disable Disables authorization of command events.

console (Optional) Specifies the authorization method for console sessions.
telnet (Optional) Specifies the authorization method for Telnet sessions.
both (Optional) Specifies the authorization method for both console and

Telnet sessions.

Defaults

Command Types

Command Modes

Usage Guidelines

The default is authorization is disabled.

Switch command.

Privileged.

When you define the option and fallbackoption values, the following occurs:;
» tacacst+ specifies the TACACS+ authorization method.
« deny does not let you proceed.
- if-authenticated allows you to proceed with your action if you have been authenticated.

« none allows you to proceed without further authorization in case the TACACS+ server does not
respond.
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Examples This example shows how to enable authorization for all commands with the if-authenticated option and
none fallbackoption:
Consol e> (enable) set authorization commands enable all if-authenticated none

Successful ly enabl ed commands aut hori zati on.
Consol e> (enabl e)

This example shows how to disable command authorization:

Consol e> (enable) set authorization commands di sabl e
Successful |l y di sabl ed commands aut hori zati on.
Consol e> (enabl e)

Related Commands  set authorization enable
set authorization exec
show authorization
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set authorization enable

Use the set authorization enable command to enable authorization of privileged mode sessions on the

switch.

set authorization enable enable {option} {fallbackoption} [console | telnet | both]

set authorization enable disable [console | telnet | both]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

enable

Enabl es the specified authorization method.

option

Switch response to an authorization request; valid val ues are tacacs+,
if-authenticated, and none. See the “Usage Guidelines” section for valid
value definitions.

fallbackoption

Switch fallback response to an authorization request if the TACACS+
server is down or not responding; valid values are tacacs+, deny,
if-authenticated, and none. See the “Usage Guidelines” section for valid
value definitions.

disable Disables the authorization method.

console (Optional) Specifies the authorization method for console sessions.
telnet (Optional) Specifies the authorization method for Telnet sessions.

both (Optional) Specifiesthe authorization method for both console and Telnet

sessions.

The default is authorization is disabled.

Switch command.

Privileged.

When you define the option and fallbackoption values, the following occurs:

- tacacst specifies the TACACS+ authorization method.

- deny does not let you proceed.

- if-authenticated allows you to proceed with your action if you have authentication.

« none allows you to proceed without further authorization in case the TACACS+ server does not

respond.
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Examples This example shows how to enable authorization of configuration commandsin enable, privileged login
mode, sessions:;
Consol e> (enabl e) set authorization enable enable if-authenticated none

Successful ly enabl ed enabl e aut hori zati on.
Consol e> (enabl e)

This example shows how to disable enable mode authorization:

Consol e> (enable) set authorization enable disable
Successful |l y disabl ed enabl e aut hori zati on.
Consol e> (enabl e)

Related Commands  set authorization commands
set authorization exec
show authorization
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set authorization exec

Use the set authorization exec command to enable authorization of exec, normal login mode, session
events on the switch.

set authorization exec enable { option} {fallbackoption} [console | telnet | both]

set authorization exec disable [console | telnet | both]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

enable

Enabl es the specified authorization method.

option

Switch response to an authorization request; valid val ues are tacacs+,
if-authenticated, and none. See the “Usage Guidelines” section for valid
value definitions.

fallbackoption

Switch fallback response to an authorization request if the TACACS+
server is down or not responding; valid values are tacacs+, deny,
if-authenticated, and none. See the “Usage Guidelines” section for valid
value definitions.

disable Disables authorization method.

console (Optional) Specifies the authorization method for console sessions.
telnet (Optional) Specifies the authorization method for Telnet sessions.

both (Optional) Specifies the authorization method for both console and Telnet

sessions.

The default is authorization is denied.

Switch command.

Privileged.

When you define the option and fallbackoption values, the following occurs:

- tacacst specifies the TACACS+ authorization method.

- deny fails authorization if the TACACS+ server does not respond.

- if-authenticated allows you to proceed with your action if the TACACS+ server does not respond
and you have authentication.

« none allows you to proceed without further authorization if the TACACS+ server does not respond.
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Examples This example shows how to enable authorization of configuration commands in exec, normal login
mode, sessions:
Consol e> (enabl e) set authorization exec enable if-authenticated none

Successful |y enabl ed exec authorization.
Consol e> (enabl e)

This example shows how to disable exec mode authorization:

Consol e> (enable) set authorization exec disable
Successful |y di sabl ed exec authorization.
Consol e> (enabl e)

Related Commands  set authorization commands
set authorization enable
show authorization
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set banner Icd

Usethe set banner Icd command to configure the Catalyst 6500 series Switch Fabric Module LCD user
banner.

set banner Icd c [text] ¢

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

c Delimiting character used to begin and end the message.
text (Optional) Message of the day.

This command has no default settings.

Switch command.

Privileged.

The user banner can not contain more than 800 characters, including tabs. Tabs display as eight
characters but use only one character of memory.

After you configure the user banner, it is sent to all Catalyst 6500 series Switch Fabric Modulesin the
switch.

The Switch Fabric Module front panel has a 2 line by 20 character LCD display. To see the LCD user
banner, push the SELECT button on the front panel and scroll to the USER CONFIGURATION option.
Push the NEXT button to see the user banner.

To clear the LCD user banner, use the set banner lcd cc command.

This example shows how to set the Catalyst 6500 series Switch Fabric Module LCD user banner:;

Consol e> (enable) set banner |cd &Hel | oWorl d! &
LCD banner set
Consol e> (enabl e)

set banner motd
set banner telnet
show banner
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set banner motd

Use the set banner motd command to program an MOTD banner to appear before session login.

set banner motd c [text] ¢

Syntax Description c Delimiting character used to begin and end the message.
text (Optional) Message of the day.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The banner may contain no more than 3,070 characters, including tabs. Tabs display as eight characters
but take only one character of memory.

You can use either the clear banner motd command or the set banner motd cc command to clear the
message-of -the-day banner.

Examples This example shows how to set the message of the day using the pound sign (#) as the delimiting
character:

Consol e> (enable) set banner notd #

** System upgrade at 6: 00am Tuesday.

** Pl ease | og out before |eaving on Monday. #
MOTD banner set.

Consol e> (enabl e)

This example shows how to clear the message of the day:

Consol e> (enable) set banner notd ##
MOTD banner cl ear ed.
Consol e> (enabl e)

Related Commands  clear banner motd
set banner Icd
set banner telnet
show banner
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set banner telnet

Use the set banner telnet command to display or suppress the “ Cisco Systems Console” Telnet banner
message.

set banner telnet {enable | disable}

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

enable Displays the Telnet banner.
disable Suppresses the Telnet banner.

The “Cisco Systems Console” Telnet banner message is enabled.

Switch.

Privileged.

This example shows how to display the Telnet banner message:

Consol e> (enabl e) set banner telnet enable
Cisco Systens Consol e banner will be printed at telnet.
Consol e> (enabl e)

This example shows how to suppress the Telnet banner message:

Consol e> (enable) set banner tel net disable
Cisco Systens Consol e banner will not be printed at telnet.
Consol e> (enabl e)

set banner lcd
set banner motd
show banner
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set boot auto-config

Usethe set boot auto-config command to specify one or more configuration filesto useto configure the
switch at bootup. The list of configuration filesis stored in the CONFIG_FILE environment variable.

set boot auto-config device:filename [;device: filename...] [mod]

Syntax Description device: Device where the startup configuration file resides.

filename Name of the startup configuration file.

mod (Optional) Module number of the supervisor engine containing the Flash device.
Defaults The default CONFIG_FILE is slotO:switch.cfg.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The set boot auto-config command always overwritesthe existing CONFIG_FIL E environment variable
settings (you cannot prepend or append afile to the variable contents).

If you specify multiple configuration files, you must separate the files with a semicolon (;).

To set the recurrence on other supervisor engines and switches, use the set boot config-register
auto-config command.

Examples This example shows how to specify a single configuration file environment variable;

Consol e> (enable) set boot auto-config slotO:cfgfile2

CONFI G_FI LE variable = slotO:cfgfile2

WARNI NG nvram configuration nmay be | ost during next bootup,
and re-configured using the file(s) specified.

Consol e> (enabl e)

This example shows how to specify multiple configuration file environment variables:

Consol e> (enabl e) set boot auto-config slotO:cfgfile;slotO:cfgfile2
CONFI G_FI LE variable = slotO:cfgfilel;slotO:cfgfile2
WARNI NG nvram configuration may be |ost during next bootup,
and re-configured using the file(s) specified.
Consol e> (enabl e)

Related Commands  set boot config-register
set boot system flash
show boot
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set boot config-register

Use the set boot config-register command to configure the boot configuration register value.

set boot config-register Oxvalue [mod]

set boot config-register baud {1200 | 2400 | 4800 | 9600 | 19200 | 38400} [mod]

set boot config-register ignore-config { enable | disable} [mod]

set boot config-register boot {rommon | bootflash | system} [mod]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Oxvalue

Sets the 16-bit configuration register value.

mod

(Optional) Module number of the supervisor engine containing the Flash
device.

baud 1200 | 2400
| 4800 | 9600 |
19200 | 38400

Specifies the console baud rate.

ignore-config

Sets the ignore-config feature.

enable Enables the specified feature.

disable Disables the specified feature.

boot Specifies the boot image to use on the next restart.
rommon Specifies booting from the ROM monitor.
bootflash Specifies booting from the bootflash.

system Specifies booting from the system.

The defaults are as follows:

» Configuration register value is 0x10F, which causes the switch to boot from what is specified by the
BOOT environment variable.

- Baudrateis set to 9600.
» ignore-config parameter is disabled.

Switch command.

Privileged.

We recommend that you use only the rommon and system options with the set boot config-register

boot command.

Each time you enter one of the set boot config-register commands, the system displays all current
configuration-register information (the equivalent of entering the show boot command).
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The baud rate specified in the configuration register is used by the ROM monitor only and is different
from the baud rate specified by the set system baud command.

When you enable the ignor e-config feature, the system software ignores the configuration. Enabling the
ignore-config parameter isthe same as entering the clear config all command,; that is, it clearsthe entire
configuration stored in NVRAM the next time the switch is restarted.

Examples This example shows how to specify booting from the ROM monitor:

Consol e> (enabl e) set boot config-register boot rommon
Configuration register is 0x100

i gnore-config: disabled

consol e baud: 9600

boot: the ROM nonitor

Consol e> (enabl e)

This example shows how to specify the default 16-bit configuration register value;

Consol e> (enable) set boot config-register 0x12f
Configuration register is 0x12f

break: disabl ed

i gnore-config: disabled

consol e baud: 9600

boot: image specified by the boot system comands
Consol e> (enabl e)

This example shows how to change the ROM monitor baud rate to 4800:

Consol e> (enabl e) set boot config-register baud 4800
Configuration register is 0x90f

i gnore-config: disabled

consol e baud: 4800

boot: image specified by the boot system comuands
Consol e> (enabl e)

This example shows how to ignore the configuration information stored in NVRAM the next time the
switch is restarted:

Consol e> (enabl e) set boot config-register ignore-config enable
Configuration register is 0x94f

i gnore-config: enabled

consol e baud: 4800

boot: image specified by the boot system comands

Consol e> (enabl e)

This example shows how to specify rommon as the boot image to use on the next restart:

Consol e> (enabl e) set boot config-register boot rommon
Configuration register is 0x100

i gnore-config: disabled

consol e baud: 9600

boot: the ROM nonitor

Consol e> (enabl e)
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Related Commands

copy
set boot auto-config

set boot system flash
set config acl nvram
show boot

show config

set boot config-register M
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set boot config-register auto-config

Use the set boot config-register auto-config command to configure auto-config file dispensation.
set boot config-register auto-config {recurring | non-recurring} [mod]
set boot config-register auto-config { overwrite | append}

set boot config-register auto-config sync {enable | disable}

Syntax Description recurring Sets auto-config to recurring and specify the switch retains the contents of the
CONFIG_FILE environment variable after the switch is reset or power cycled
and configured.

non-recurring Sets auto-config to nonrecurring and cause the switch to clear the contents of
the CONFIG_FILE environment variable after the switch is reset or power
cycled and before the switch is configured.

mod (Optional) Module number of the supervisor engine containing the Flash
device.

overwrite Causes the auto-config file to overwrite the NVRAM configuration.

append Causes the auto-config file to append to the file currently in the NVRAM
configuration.

sync enable | Enables or disables synchronization of the auto-config file.

disable

Defaults The defaults are as follows:

e overwrite
e non-recurring

e syncisdisable

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The auto-config overwrite command clears the NVRAM configuration before executing the Flash
configuration file. The auto-config append command executes the Flash configuration file before
clearing the NVRAM configuration.

If you delete the auto-config Flash files on the supervisor engine, the files will also be deleted on the
standby supervisor engine.

If you enter the sync enable keywords, this enables synchronization to force the configuration files to
synchronize automatically to the redundant supervisor engine. The files are kept consistent with what is
on the active supervisor engine.
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If you use the set boot auto-config bootflash:switch.cfg with the overwrite option, you must use the
copy config bootflash:switch.cfg command to save the switch configuration to the auto-config file.

If you use the set boot auto-config bootflash: switchapp.cfg with the append option, you can use the
copy acl config bootflash: switchapp.cfg command to save the switch configuration to the auto-config
file.

If the ACL configuration location is set to Flash memory, the following messageis displayed after every
commit operation for either security or QoS. Use the copy command to save your ACL configuration to
Flash memory. If you reset the system and you made one or more commits but did not copy commands
to one of the files specified in the CONFIG_FILE variable, the following message displays:

Warni ng: System ACL configuration has been nodified but not saved to Flash

The files used with the recurring and non-recurring options are those specified by the CONFIG_FILE
environment variable.

Examples This example shows how to specify the ACL configuration Flash file at system startup:
Consol e> (enable) set boot auto-config bootflash:swi tchapp.cfg
Consol e> (enable) set boot config-register auto-config recurring
Consol e> (enabl e)
This example shows how to ignore the configuration information stored in NVRAM the next time the
switch is restarted:
Consol e> (enable) set boot config-register auto-config non-recurring
Configuration register is 0x2102
i gnore-config: disabled
auto-config: non-recurring, overwite, auto-sync disabled
consol e baud: 9600
boot: image specified by the boot system comands
Consol e> (enabl e)
This example shows how to append the auto-config file to the file currently in the NVRAM
configuration:
Consol e> (enabl e) set boot config-register auto-config append
Configuration register is 0x2102
i gnore-config: disabled
aut o-config: non-recurring, append, auto-sync disabled
consol e baud: 9600
boot: image specified by the boot system comands
Consol e> (enabl e)
This example shows how to use the auto-config overwrite option to save the ACL configuration to a
bootflash file:
Consol e> (enable) copy config bootflash: swtch.cfg
Consol e> (enable) set boot auto-config bootflash:switch.cfg
Consol e> (enable) set boot config-register auto-config overwite
Consol e> (enabl e)
Caution  The following two examples assume that you have saved the ACL configuration to the
bootflash:switchapp.cfg file.
Catalyst 6500 Series Command Reference—Release 7.4
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Related Commands

This example shows how to enable synchronization of the auto-config file:

Consol e> (enable) set boot config-register auto-config sync enable
Configuration register is 0x2102

i gnore-config: disabled

aut o-config: non-recurring, append, auto-sync enabled

consol e baud: 9600

boot: image specified by the boot system comands

Consol e> (enabl e)

This example shows how to disable synchronization of the auto-config file:

Consol e> (enable) set boot config-register auto-config sync disable
Configuration register is 0x2102

i gnore-config: disabled

aut o-config: non-recurring, append, auto-sync disabl ed

consol e baud: 9600

boot: image specified by the boot system comands

Consol e> (enabl e)

set boot config-register
set boot system flash
show boot

i Catalyst 6500 Series Command Reference—Release 7.4
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set boot device

Use the set boot device command to set the Network Analysis Module (NAM) or Intrusion Detection
System (IDS) boot environment.

set boot device bootseq[,bootseq] mod [mem-test-full]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

bootseq Device where the startup configuration file resides; see the “Usage
Guidelines” section for format guidelines. The second bootseq is optional.
mod Number of the module containing the Flash device.

mem-test-full Specifies a full memory test.

The default is a partial memory test.

Switch command.

Privileged.

When you enter the set boot device command, the existing boot string in the supervisor engine NVRAM
is always overwritten.

When entering the bootseq, use the format bootdevice]: bootdevice-qualifier] where:

- bootdevice is the device where the startup configuration file resides; valid values are pcmcia, hdd,
or network.

» bootdevice-qualifier isthe name of the startup configuration file; valid values for hdd arefrom 1 to
99, and valid values for pcmcia are slotO or slotl.

The colon between bootdevice and bootdevice-qualifier is required.

You can enter multiple bootseqs by separating each entry with a comma; 15 is the maximum number of
boot sequences you can enter.

The supervisor engine does not validate the boot device you specify, but stores the boot device list in
NVRAM.

This command is supported by the NAM or IDS only.

Examples This example shows how to specify the boot environment to boot to the maintenance partition of the
NAM on module 2:
Consol e> (enabl e) set boot device hdd:2 2
Devi ce BOOT variable = hdd: 2
Warning: Device list is not verified but still set in the boot string.
Consol e> (enabl e)
Catalyst 6500 Series Command Reference—Release 7.4
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This example shows how to specify multiple boot environments on module 5:

Consol e> (enabl e) set boot device hdd, hdd: 5, pcnti a: sl ot 0, network, hdd: 6 5
Devi ce BOOT variabl e = hdd, hdd: 5, pcnti a: sl ot 0, net wor k, hdd: 6

Warning: Device list is not verified but still set in the boot string.
Consol e> (enabl e)

Related Commands  clear boot device
show boot device
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set boot sync now

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

Use the set boot sync now command to immediately initiate synchronization of the system image
between the active and redundant supervisor engine.

set boot sync now

This command has no arguments or keywords.

The default is synchronization is disabled.

Switch command.

Privileged.

The set boot sync now command is similar to the set boot config-register auto-config command with
the sync keyword added. The set boot sync now command initiates synchronization to force the
configuration files to synchronize automatically to the redundant supervisor engine. The files are kept
consistent with what is on the active supervisor engine.

This example shows how to initiate synchronization of the auto-config file:

Consol e> (enable) set boot sync now
Consol e> (enabl e)

set boot auto-config
show boot
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set boot system flash

Use the set boot system flash command to set the BOOT environment variable that specifies alist of
images the switch loads at startup.

set boot system flash device:[filename] [prepend] [mod]

Syntax Description device: Device where the Flash resides.

filename (Optional) Name of the configuration file.

prepend (Optional) Places the device first in the list of boot devices.

mod (Optional) Module number of the supervisor engine containing the Flash device.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines A colon (:) isrequired after the specified device.

You can enter several boot system commands to provide a problem-free method for booting the switch.
The system stores and executes the boot system commands in the order in which you enter them.
Remember to clear the old entry when building a new image with adifferent filename in order to use the
new image.

If thefile does not exist (for example, if you entered the wrong filename), then the filename is appended
to the bootstring, and this message displays, “Warning: File not found but still added in the bootstring.”

If thefile does exist, but is not a supervisor engine image, the file is not added to the bootstring, and this
message displays, “Warning: file found but it is not a valid boot image.”

Examples This exampl e shows how to append the filename cat6000-sup.5-5-1.bin on device bootflash to the BOOT
environment variable:

Consol e> (enable) set boot system flash bootflash: cat 6000-sup.5-5-1.bin
BOOT vari abl e = bootfl ash: cat 6000-sup. 5-4-1. bin, 1; boot f| ash: cat 6000- sup. 5- 5- 1. bi n, 1;
Consol e> (enabl e)

This example shows how to prepend cat6000-sup.5-5-1.bin to the beginning of the boot string:

Consol e> (enable) set boot system flash bootfl ash: cat 6000-sup.5-5-1. bin prepend
BOOT vari abl e = bootfl ash: cat 6000- sup. 5-5- 1. bi n, 1; boot f | ash: cat 6000- sup. 5-4-1. bin, 1;
Consol e> (enabl e)
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setboot system flash

Related Commands  clear boot system
show boot
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set cam

Use the set cam command to add entries into the content-addressable memory (CAM) table, set the
aging time for the CAM table, and configure traffic filtering from and to a specific host.

set cam {dynamic | static | permanent} {unicast_mac | route_descr} mod/port [vlian]

set cam {static | permanent} { multicast_mac} mod/ports.. [vian]

set cam {static | permanent} filter {unicast_mac} vlian

set cam agingtime vlan agingtime

Syntax Description

Defaults

Command Types

Command Modes

dynamic Specifies entries are subject to aging.

static Specifies entries are not subject to aging.

permanent Specifies permanent entries are stored in NVRAM until they are
removed by the clear cam or clear config command.

unicast_mac MAC address of the destination host used for a unicast.

route_descr Route descriptor of the “next hop” relative to this switch; valid values
are from 0 to Oxffff.

mod/port Number of the module and the port on the module.

vlan (Optional) Number of the VLAN; valid values are from 1 to 1005 and

from 1025 to 4094.

multicast_mac

MAC address of the destination host used for a multicast.

mod/ports.. Number of the module and the ports on the module.

filter Specifies atraffic filter entry.

agingtime Sets the period of time after which an entry isremoved from the table.
agingtime Number of seconds (0 to 1,000,000) dynamic entries remain in the

table before being del eted.

The default configuration has alocal MAC address, spanning tree address (01-80-c2-00-00-00), and
CDP multicast address for destination port 1/3 (the supervisor engine). The default aging time for all
configured VLANSs is 300 seconds.

The vlan variable is required when you configure the traffic filter entry.

Setting the aging time to 0 disables aging.

Switch command.

Privileged.

i Catalyst 6500 Series Command Reference—Release 7.4
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Usage Guidelines

Examples

Related Commands

setcam W

If the given MAC address is a multicast address (the least significant bit of the most significant byteis
set to 1) or broadcast address (ff-ff-ff-ff-ff-ff) and you specify multiple ports, the ports must all bein the
same VLAN. If the given address is a unicast address and you specify multiple ports, the ports must be
in different VLANS.

The MSM does not support the set cam command.

If you enter aroute descriptor with no VLAN parameter specified, the default isthe VLAN already
associated with the port. If you enter aroute descriptor, you may only use a single port number (of the
associated port).

The MAC address and VLAN for ahost can be stored in the NVRAM it is maintained even after areset.

Thevlan valueisoptional unlessyou are setting CAM entriesto dynamic, static, or permanent for atrunk
port, or if you are using the agingtime keyword.

If port(s) are trunk ports, you must specify the VLAN.
Static (nonpermanent) entries remain in the table until you reset the active supervisor engine.

Enter the route_descr variable as two hexadecimal bytesin the following format: 004F. Do not use a
to separate the bytes.

This example shows how to set the CAM table aging time to 300 seconds:

Consol e> (enable) set camagingtine 1 300
Vlan 1 CAM aging time set to 300 seconds.
Consol e> (enabl e)

This example shows how to add a unicast entry to the table for module 2, port 9:

Consol e> (enable) set cam static 00-00-0c-a0-03-fa 2/9
Static unicast entry added to CAM table.
Consol e> (enabl e)

This example shows how to add a permanent multicast entry to the table for module 1, port 1, and
module 2, ports 1, 3, and 8 through 12:
Consol e> (enable) set cam permanent 01-40-0b-a0-03-fa 1/1,2/1,2/3,2/8-12

Permanent nulticast entry added to CAMtabl e.
Consol e> (enabl e)

This example shows how to add atraffic filter entry to the table:

Consol e> (enable) set camstatic filter 00-02-03-04-05-06 1
Filter entry added to CAMtabl e.
Consol e> (enabl e)

clear cam
show cam
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set cdp

Use the set cdp command to enable, disable, or configure Cisco Discovery Protocol (CDP) features
globally on all ports or on specified ports.

set cdp {enable | disable} {mod/ports...}

set cdp interval interval

set cdp holdtime holdtime

set cdp version v1 | v2

set cdp format device-id { mac-address | other}

Syntax Description

Defaults

Command Types

Command Modes

enable Enables the CDP feature.

disable Disables the CDP feature.

mod/ports..  Number of the module and the ports on the module.

interval Specifies the CDP message interval value.

interval Number of seconds the system waits before sending a message;
valid values are from 5 to 900 seconds.

holdtime Specifies the global time-to-live value.

holdtime Number of seconds for the global time-to-live value; valid values
are from 10 to 255 seconds.

version Specifies the CDP version number.

vl|v2

format Sets the device-ID TLV format.

device-id

mac-address Specifies that the device-ID TLV carry the MAC address of the
sending device in ASCII, in canonical format.

other Specifies that the device's hardware serial number concatenated

with the device name between parenthesis.

The default system configuration has CDP enabled. The message interval is set to 60 seconds for every
port; the default time-to-live val ue has the message interval globally set to 180 seconds. The default CDP
version isversion 2.

Switch command.

Privileged.
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Usage Guidelines

Examples

Related Commands

setcdp W

The set cdp version command allows you to globally set the highest version number of CDP packetsto
send.

If you enter the global set cdp enable or disable command, CDP is globally configured. If CDPis
globally disabled, CDP is automatically disabled on all interfaces, but the per-port enable (or disable)
configuration is not changed. If you globally enable CDP, whether CDP isrunning on an interface or not
depends on its per-port configuration.

If you configure CDP on a per-port basis, you can enter the mod/ports... value as a single module and
port or arange of ports; for example, 2/1-12,3/5-12.

This example shows how to enable the CDP message display for port 1 on module 2:

Consol e> (enable) set cdp enable 2/1
CDP enabl ed on port 2/1.
Consol e> (enabl e)

This example shows how to disable the CDP message display for port 1 on module 2:

Consol e> (enable) set cdp disable 2/1
CDP di sabl ed on port 2/1.
Consol e> (enabl e)

This example shows how to specify the CDP message interval value:

Consol e> (enable) set cdp interval 400
CDP interval set to 400 seconds.
Consol e> (enabl e)

This example shows how to specify the global time-to-live value:

Consol e> (enable) set cdp hol dtine 200
CDP hol dtinme set to 200 seconds.
Consol e> (enabl e)

This example shows how to set the device ID format to MAC address:

Consol e> (enable) set cdp format device-id nac-address
Device Id format changed to MAC- address
Consol e> (enabl e)

show cdp
show port cdp
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set channelprotocol

Use the set channelprotocol command to set the protocol that manages channeling on a module.

set channelprotocol {pagp | lacp} mod

Syntax Description pagp Specifies PAgP.

lacp Specifies LACP.

mod Number of the module.
Defaults The default for the channel protocol is PAgP.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines LACP is supported on all Ethernet interfaces.

PAgP and L ACP manage channels differently. When all the portsin a channel get disabled, PAgP
removes them from its internal channels list; show commands do not display the channel. With LACP,
when all the ports in a channel get disabled, LACP does not remove the channel; show commands
continue to display the channel even though al its ports are down. To determine if a channel is actively
sending and receiving traffic with LACP, use the show port command to seeif the link is up or down.

LACP does not support half-duplex links. If a port isin active/passive mode and becomes half duplex,
the port is suspended (and a syslog message is generated). The port is shown as “connected” using the
show port command and as “not connected” using the show spantree command. This discrepancy is
because the port is physically connected but never joined spanning tree. To get the port to join spanning
tree, either set the duplex to full or set the channel mode to off for that port.

For more information about PAgP and LACP, refer to the “ Configuring EtherChannel” chapter of the
Catalyst 6500 Series Software Configuration Guide.

Examples This example shows how to set PAgP for module 3:

Consol e> (enabl e) set channel protocol pagp 3
Channel ing protocol set to PAGP for nodul e(s) 3.
Consol e> (enabl e)

This example shows how to set LACP for modules 2, 4, 5, and 6:

Consol e> (enabl e) set channel protocol |acp 2,4-6
Channel i ng protocol set to LACP for nodul e(s) 2,4,5,6.
Consol e> (enabl e)
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Related Commands

clear lacp-channel statistics

set lacp-channel system-priority
set port lacp-channel

set spantree channelcost

set spantree channelvlancost
show channelprotocol

show lacp-channel

set channelprotocol Il
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set channel vlancost

Use the set channel vlancost command to set the channel VLAN cost.

set channel vlancost channel id cost

Syntax Description

channel _id Number of the channel identification; valid values are from 769 to 896.

Defaults

Command Types

Command Modes

Usage Guidelines

N

Note

Note

Examples

cost Port costs of the ports in the channel.

The default isthe VLAN cost is updated automatically based on the current port VLAN costs of the
channeling ports.

Switch command.

Privileged.

When you do not enter the cost, the cost is updated based on the current port VLAN costs of the
channeling ports.

You can configure only one channel at atime.

The set channel vlancost command creates a “ set spantree portvlancost” entry for each port in the
channel. You must then manually reenter the set spantree portvlancost command for at least one port
in the channel, specifying the VLAN or VLANS that you want associated with the port. When you
associate the desired VLAN or VLANswith one port, all portsin the channel are automatically updated.
Refer to Chapter 6, “ Configuring EtherChannel,” in the Catalyst 6500 Series Software Configuration
Guide for more information.

With software releases 6.2(1) and earlier, the 6- and 9-slot Catalyst 6500 series switches support a
maximum of 128 EtherChannels.

With software releases 6.2(2) and later, due to the port ID handling by the spanning tree feature, the
maximum supported number of EtherChannelsis 126 for a 6- or 9-slot chassis and 63 for a 13-slot
chassis. Note that the 13-slot chassis was first supported in software release 6.2(2).

This example shows how to set the channel 769 path cost to 10:

Consol e> (enable) set channel vlancost 769 10
Port(s) 1/1-2 vlan cost are updated to 24.
Channel 769 vlancost is set to 10.

Consol e> (enabl e)
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After you enter this command, you must reenter the set spantree portvlancost command so that the
desired VLAN or VLANS are associated with all the channel ports.

This example shows how to associate the channel 769 path cost to 10 for VLAN 1 through VLAN 1005:

Consol e> (enable) set spantree portvlancost 1/1 cost 24 1-1005
Port 1/1 VLANs 1025-4094 have path cost 19.

Port 1/1 VLANs 1-1005 have path cost 24.

Port 1/2 VLANs 1-1005 have path cost 24.

Consol e> (enabl e)

Related Commands  set spantree portvlancost
show channel
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set config acl nvram

Use the set config acl nvram command to copy the current committed ACL configuration from DRAM
back into NVRAM.

set config acl nvram

Syntax Description ~ This command has no arguments or keywords.

Defaults The default is NVRAM.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines This command fails if there is not enough space in NVRAM.

This command copies the current committed configuration to NVRAM; this configuration might be
different from the configuration in the auto-config file. After the ACL configuration is copied into
NVRAM, you must turn off the auto-config options using the clear boot auto-config command.

Examples This example shows how to copy the ACL configuration to NVRAM:

Consol e> (enable) set config acl nvram
ACL configuration copied to NVRAM
Consol e> (enabl e)

Related Commands  clear config
copy
set boot config-register
set boot system flash
show boot
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set config mode

Use the set config mode command to change the configuration mode from a binary model to a text
model.

set config mode binary

set config mode text { nvram | device:file-id}

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

binary Sets the system configuration mode to a binary model.

text Sets the system configuration mode to a text model.

nvram Specifies the saved configuration be stored in NVRAM.

device:file-id Name of the device and filename where the saved configuration will be
stored.

The default setting of this command is binary, saving the configuration to NVRAM.

Switch command.

Privileged.

This example shows how to set the configuration mode to binary:

Consol e> (enable) set config node binary
System configuration copied to NVRAM Configuration node set to binary.
Consol e> (enabl e)

This example shows how to set the configuration mode to text and designate the location and filename
for saving the text configuration file:

Consol e> (enable) set config node text bootflash:switch.cfg

Bi nary system configurati on has been del eted from NVRAM Configuration node set to text.
Use the wite nenory command to save configuration changes. Systemconfiguration file set
to: bootflash:switch.cfg

The file specified will be used for configuration during the next bootup.

Consol e> (enabl e)

show config mode
write
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set cops

Use the set cops command to configure COPS functionality.
set cops server ipaddress [port] [primary] [diff-serv | rsvp]
set cops domain-name domain_name

set copsretry-interval initial incr max

Syntax Description server Sets the name of the COPS server.
ipaddress IP address or IP alias of the server.
port (Optional) Number of the TCP port the switch connects to on the
server.
primary (Optional) Specifies the primary server.
diff-serv (Optional) Sets the COPS server for differentiated services.
rsvp (Optional) Sets the COPS server for RSV P+.

domain-name Specifies the domain name of the switch.
domain_name

retry-interval  Specifies the retry interval in seconds.

initial Initial timeout value; valid values are from 0 to 65535 seconds.

incr Incremental value; valid values are from 0 to 65535 seconds.

max Maximum timeout value; valid values are from 0 to 65535 seconds.
Defaults The defaults are as follows:

« Theretry interval default values are initial = 30 seconds, incr = 30 seconds, max = 5 minutes.
e The default domain-name is a string of length zero.

« No policy decision point (PDP) servers are configured.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can configure the names or addresses of up to two policy decision point (PDP) servers. One must
be the primary, and the optional second server is a secondary, or backup, PDP server.

The COPS domain name can be set globally only; there is no option to set it for each COPS client.

Names such as the server, domain-name, and roles can contain a maximum of 31 characters; longer
names are truncated to 31 characters. Valid lettersare a-z, A-Z, 0-9, ., - and _. Names cannot start with
an underscore (). The names are not case sensitive for matching, but are case sensitive for display.
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When specifying the retry-interval, the total of the initial timeout value and the incremental value
(increment on each subsequent failure) may not exceed the maximum timeout value.

Examples This example shows how to configure a server as a primary server:

Consol e> (enable) set cops server 171.21.34.56 prinmary
171.21.34.56 added to COPS server table as primary server.
Consol e> (enabl e)

This example shows how to configure a server as a primary RSV P+ server:

Consol e> (enable) set cops server 171.21.34.56 primary rsvp
171.21.34.56 added to COPS server table as primary server for RSVP.
Consol e> (enabl e)

This example shows how to configure a server as a secondary (or backup) server:

Consol e> (enable) set cops server my_server2
my_server2 added to the COPS server table as backup server.
Consol e> (enabl e)

This example shows how to set the domain name;

Consol e> (enabl e) set cops donmi n-nane ny_donai n
Domai n nane set to ny_donain.
Consol e> (enabl e)

This example shows how to set the retry interval:

Consol e> (enable) set cops retry-interval 15 1 30
Connection retry intervals set.
Consol e> (enabl e)

This example shows the display output if the total of theinitial timeout value and the incremental value
you entered exceeds the maximum timeout value;
Consol e> (enable) set cops retry-interval 15 1 10

The initial tinmeout plus the increment value may not exceed the max val ue.
Consol e> (enabl e)

Related Commands  clear cops
show cops
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set crypto key rsa

Use the set crypto key rsa command to generate and configure an RSA key pair.

set crypto key rsa nbits [for ce]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

nbits Size of the key; valid values are 512 to 2048 bits.

force (Optional) Regenerates the keys and suppress the warning prompt of
overwriting existing keys.

The command has no default settings.

Switch command.

Privileged.

The crypto commands are supported on systems that run these image types only:
« supk9 image—for example, cat6000-supk9.6-1-3.bin
» supcvk9 image—for example, cat6000-supcvk9.6-1-3.bin

If you do not enter the for ce keyword, the set crypto key command is saved into the configuration file and
you will have to use the clear config all command to clear the RSA keys.

The nbits valueis required.
To support SSH login, you first must generate an RSA key pair.

This example shows how to create an RSA key:

Consol e> (enable) set crypto key rsa 1024
Generating RSA keys.... [OK]
Consol e> (enabl e)

clear crypto key rsa
show crypto key
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set default portstatus

Use the set default portstatus command to set the default port status.

set default portstatus{enable | disable}

Syntax Description enable Activates default port status.
disable Deactivates default port status.

Defaults The default is enabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines When you enter the clear config all command, or if a configuration loss occurs, all ports collapse into
VLAN 1. Thissituation might cause a security and network instability problem. During a configuration
loss, when you enter the set default portstatus command, all ports are put into a disable state, and the
traffic flowing through the ports is blocked. Y ou can then manually configure the ports back to the
enable state.

This command is not saved in the configuration file.

After you set the default port status, the default port status does not clear when you enter the clear config
all command.

Examples This example shows how to disable the default port status:

Consol e> (enable) set default portstatus disable
port status set to disable.
Consol e> (enabl e)

Related Commands  show default
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set dotlg-all-tagged

Use the set dot1g-all-tagged command to change all existing and new dot1q trunks to the dot1g-only
mode.

set dot1g-all-tagged enable | disable [all]

Syntax Description enable Enables dot1g-tagged-only mode.

disable Disables dot1g-tagged-only mode.

all (Optional) Specifies dot1q tagging for all ports.
Defaults The 802.1Q tagging feature is disabled.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines When you enable dot1g-tagged-only, all data packets are sent out tagged and all received untagged data
packets are dropped on all 802.1Q trunks.

You cannot enable the dotlq tunneling feature on a port until dot1g-tagged-only mode is enabled.

You cannot disable dot1g-tagged-only mode on the switch until dot1q tunneling is disabled on all the
ports on the switch.

The optional all keyword is not supported.

Note  Policy-based forwarding (PBF) does not work with 802.1Q tunnel traffic. PBF is supported on Layer 3
IP unicast traffic, but it is not applicable to Layer 2 traffic. At the intermediate (PBF) switch, all 802.1Q
tunnel traffic appears as Layer 2 traffic.

Examples This example shows how to enable dotlq tagging:

Consol e> (enable) set dotlg-all-tagged enabl e
Dot 1q taggi ng i s enabl ed
Consol e> (enabl e)

Related Commands  set port dotlqtunnel
show dot1g-all-tagged
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Use the set dot1x command to configure dot1x on a system.

set dot1x system-auth-control {enable | disable}
set dotlx {quiet-period | tx-period | re-authperiod} seconds
set dot1x {supp-timeout | server-timeout} seconds

set dot1x max-req count

Syntax Description

Defaults

Command Types

system-auth-control  Specifies authentication for the system.

enable Enables the specified dot1x function.

disable Disables the specified dot1x function.

quiet-period seconds  Specifies the idle time between authentication attempts; valid values

are from 0 to 65535 seconds.

tx-period seconds Specifies the time for the retransmission of EAP-Request/I dentity

frame; valid values are from 0 to 65535 seconds. See the “Usage
Guidelines” section for additional information.

re-authperiod seconds Specifies the time constant for the retransmission reauthentication

time; valid values are from 1 to 65535 seconds.

supp-timeout seconds Specifies the time constant for the retransmission of EAP-Request

packets; valid values are from 0 to 65535 seconds. See the “Usage
Guidelines” section for additional information.

server-timeout Specifies the time constant for the retransmission of packets by the
seconds backend authenticator to the authentication server; valid values are

from 1 to 65535 seconds. See the “Usage Guidelines” section for
additional information.

max-req count Specifies the maximum number of times that the state machine

retransmits an EAP-Request frame to the supplicant before it times
out the authentication session; valid values are from 1 to 10.

The default settings are as follows:

system-auth-control is enabled.
quiet-period is 60 seconds.
tx-period is 30 seconds.
re-authperiod is 3600 seconds.
supp-timeout is 30 seconds.
server-timeout is 30 seconds.

max-req count is 2.

Switch command.

[ 78-14885-01
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W setdotix

Command Modes

Usage Guidelines

Examples

Privileged.

When you set the system-auth-control, the following applies:

- The enable keyword allows you to control each port’s authorization status per the port-control
parameter set using the set port dot1x command.

- The disable keyword allows you to make all ports behave as though the port-control parameter is
set to force-authorized.

If you do not enable reauthenti cation, reauthentication does not automatically occur after authentication has
occurred.

When the supplicant does not notify the authenticator that it received the EAP-request/identity packet,
the authenticator waits a period of time (set by entering the tx-period seconds parameter), and then
retransmits the packet.

When the supplicant does not notify the backend authenticator that it received the EAP-request packet,
the backend authenticator waits a period of time (set by entering the supp-timeout seconds parameter),
and then retransmits the packet.

When the authentication server does not notify the backend authenticator that it received specific
packets, the backend authenticator waits a period of time (set by entering the server-timeout seconds
parameter), and then retransmits the packets.

This example shows how to set the system authentication control:

Consol e> (enable) set dot1x system auth-control enable
dot 1x aut hori zati on enabl ed.
Consol e> (enabl e)

This example shows how to set the idle time between authentication attempts:

Consol e> (enabl e) set dot1x quiet-period 45
dot 1x qui et-period set to 45 seconds.
Consol e> (enabl e)

This example shows how to set the retransmission time:

Consol e> (enable) set dotl1x tx-period 15
dot 1x tx-period set to 15 seconds.
Consol e> (enabl e)

This example shows you how to specify the reauthentication time;

Consol e> (enabl e) set dot1x re-authperiod 7200
dot 1x re-aut hperiod set to 7200 seconds
Consol e> (enabl e)

This example shows you how to specify the retransmission of EAP-Request packets by the authenticator to
the supplicant:
Consol e> (enable) set dot1x supp-tinmeout 15

dot 1x supp-timeout set to 15 seconds.
Consol e> (enabl e)
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This example shows how to specify the retransmission of packets by the backend authenticator to the
authentication server:
Consol e> (enable) set dot1lx server-tineout 15

dot 1x server-timeout set to 15 seconds.
Consol e> (enabl e)

This example shows how to specify the maximum number of packet retransmissions:

Consol e> (enable) set dotlx mex-req 5
dot1x mex-req set to 5.
Consol e> (enabl e)

Related Commands  clear dot1x config
set port dotlx
show dot1x
show port dot1x
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set enablepass

Use the set enablepass command to change the password for the privileged level of the CLI.

set enablepass

Syntax Description ~ This command has no arguments or keywords.

Defaults The default configuration has no enable password configured.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Passwords are case sensitive and may be 0 to 19 characters in length, including spaces.

The command prompts you for the old password. If the password you enter is valid, you are prompted
to enter a new password and to verify the new password.

Examples This example shows how to establish a new password:

Consol e> (enabl e) set enabl epass
Enter ol d password: <ol d_password>
Ent er new password: <new_password>
Ret ype new password: <new_passwor d>
Password changed.

Consol e> (enabl e)

Related Commands  enable
set password
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set errdisable-timeout

Usethe set errdisable-timeout command to configure atimeout to automatically reenable portsthat are
in the errdisable state.

set errdisable-timeout { enable | disable} {reason}

set errdisable-timeout interval {interval}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

enable Enables errdisable timeout.
disable Disables errdisable timeout.
reason Reason for the port being in errdisable state; valid values are bcast-suppression,

bpdu-guard, channel-misconfig, cross-fallback, duplex-mismatch,
gl2pt-ingress-loop, gl2pt-threshold-exc, udld, other, all.

interval Specifies the timeout interval; valid values are from 30 to 86400 seconds (30
interval seconds to 24 hours).

By default, all the errdisable state reasons are disabled globally; whenever there are no reasons enabl ed,
the timer is stopped.

By default, the timeout is set to disable, and the interval value is set at 300 seconds.

Switch command.

Privileged.

A port enters errdisable state for the following reasons (these reasons appear as configuration options
within the set errdisable-timeout enable command):

. Broadcast suppression

. BPDU port-guard

. Channel misconfiguration

. Crossbar failure

. Duplex mismatch

. Layer 2 protocol tunnel misconfiguration

. Layer 2 protocol tunnel threshold exceeded
. UDLD
. Other (reasons other than the above)

. All (apply errdisable timeout for all of the above reasons)

[ 78-14885-01
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Examples

Related Commands

You can enabl e or disable errdisable timeout for each of the reasons that are listed. If you specify "other,"
all ports errdisabled by causes other than the reasons listed are enabled for errdisable timeout. If you
specify "all," al ports errdisabled for any reason are enabled for errdisable timeout.

You can manually prevent a port from being reenabled by setting the errdisable timeout for that port to
disable using the set port errdisable-timeout mod/port disable command.

This example shows how to enable an errdisable timeout due to a BPDU port-guard event:

Consol e> (enabl e) set errdisabl e-ti meout enabl e bpdu-guard
Successful ly enabl ed errdi sabl e-ti meout for bpdu-guard.
Consol e> (enabl e)

This example shows how to set an errdisable timeout interval to 450 seconds:

Consol e> (enable) set errdisable-tinmeout interval 450
Successfully set errdisable tineout to 450 seconds.
Consol e> (enabl e)

This example shows how to set an errdisable timeout for broadcast suppression events:

Consol e> (enabl e) set errdisable-timeout enabl e bcast-suppression
Successfully enabl ed errdisable tinmeout for bcast-suppression.
Consol e> (enabl e)

set port errdisable-timeout
show errdisable-timeout
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set errordetection

Use the set errordetection command to enable or disable various error detections.
set errordetection inband enable | disable
set errordetection memory enable | disable

set errordetection portcounters enable | disable

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

inband Detects errorsin the inband (sc0) interface.
enable Enables the specified error detection.
disable Disables the specified error detection.
memory Detects memory corruption.

portcounters Monitors and polls port counters.

The defaults are as follows:
« Inband error detection is disabled.
« Port counter error detection is disabled.

- Memory error detection is disabled.

Switch command.

Privileged.

The set errordetection command is useful for monitoring the switch. If an error is detected, a syslog
message informs you that a problem exists before noticeable performance degradation occurs. For
example:

- set errordetection inband—Displays the type of inband failure occurrence, such as inband stuck,
resource errors, and inband fail when you start the switch.

- set errordetection memory—Displays the address where the memory corruption occurred.

» set errordetection portcounter s—Displays the module and port number and the counter that had
the problem between two consecutive polls.

Examples This example shows how to enable memory error detection:
Consol e> (enable) set errordetection nenory enable
Menmory error detection enabl ed.
Consol e> (enabl e)
Catalyst 6500 Series Command Reference—Release 7.4
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Related Commands  show errordetection
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set feature agg-link-partner

Usethe set feature agg-link-partner command to enable or disable the aggressive link partner feature.

set feature agg-link-partner {enable | disable}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

enable Enables the aggressive link partner feature.
disable Disables the aggressive link partner feature.

The aggressive link partner feature is disabled globally.

Switch command.

Privileged.

When you enable this feature, you reduce the possibility of aggressive link partners causing excessive
collisions. Excessive collisions can lead to excessive alignment errors and runts.

The aggressive link partner feature works only on half duplex 10/100 ports.

The set feature agg-link-partner command is a global command so when you enable or disable this
feature, al related modules in the chassis are enabled or disabled.

This example shows how to enable the aggressive link partner feature:

Consol e> (enable) set feature agg-Ilink-partner enable
Aggressive link partner feature enabled.
Consol e> (enabl e)

This example shows how to disable the aggressive link partner feature;

Consol e> (enable) set feature agg-link-partner disable
Aggressive link partner feature disabled.
Consol e> (enabl e)
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set feature mdg

Use the set feature mdg command to enable or disable the multiple default gateway feature.

set feature mdg { enable | disable}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

enable Enables the multiple default gateway.

disable Disablesthe multiple default gateway.

This command has no default settings.

Switch command.

Privileged.

If you enable the multiple default gateway feature, the Catalyst 6500 series switch pings the default

gateways every 10 seconds to verify that the gateways are still available.

This example shows how to enable the multiple default gateway feature:

Consol e> (enable) set feature ndg enable
Miultiple Gateway feature enabled.
Consol e> (enabl e)

This example shows how to disable the multiple default gateway feature:

Consol e> (enable) set feature ndg disable
Multiple Gateway feature disabled.
Consol e> (enabl e)
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set garp timer
Use the set garp timer command to adjust the values of the join, leave, and leaveall timers.

set garp timer {timer_type} {timer_value}

Syntax Description timer_type  Type of timer; valid values are join, leave, and leaveall.
timer_value Timer valuesin milliseconds; valid values are from 1 to 2147483647 milliseconds.

Defaults The defaults are the join timer is 200 milliseconds, the |eave timer is 600 milliseconds, and the leaveall
timer is 10000 milliseconds.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The modified timer values are applied to all General Attribute Registration Protocol (GARP)
applications (for example, GMRP and GV RP) timer values.

You must maintain the following relationship for the various timer values:
» Leavetime must be greater than or equal to three times the join time.
- Leaveall time must be greater than the leave time.

A

Caution  Set the same GARP application (for example, GMRP and GV RP) timer values on all Layer 2-connected
devices. If the GARP timers are set differently on the Layer 2-connected devices, GARP applications
will not operate successfully.

Examples This example shows how to set the join timer value for all the ports on all the VLANS:

Consol e> (enable) set garp timer join 100
GVRP/ GARP Join tinmer value is set to 100 milliseconds.
Consol e> (enabl e)

This example shows how to set the leave timer value for all the ports on all the VLANS:

Consol e> (enable) set garp tinmer |eave 300
GVRP/ GARP Leave tiner value is set to 300 mlliseconds.
Consol e> (enabl e)

Related Commands  set gmrp timer
set gvrp timer
show garp timer
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set gmrp

Use the set gmrp command to enable or disable GARP Multicast Registration Protocol (GMRP) on the
switchin all VLANs on all ports.

set gmrp {enable | disable}

Syntax Description enable Enables GMRP on the switch.
disable Disables GMRP on the switch.

Defaults The default is GMRP is disabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You cannot enable GMRP if IGMP snooping is already enabled.

Examples This example shows how to enable GMRP on the switch:

Consol e> (enable) set gmp enable
GWRP i s enabl ed.
Consol e> (enabl e)

This example shows how to disable GMRP on the switch:

Consol e> (enable) set gmp disable
GWRP is disabl ed.
Consol e> (enabl e)

This example shows the display if you try to enable GMRP on the switch with IGMP enabl ed:

Consol e> (enable) set gmp enable
Di sable | GW to enabl e GVRP snoopi ng feature.
Consol e> (enabl e)

Related Commands  show gmrp configuration
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set gmrp fwdall

Use the set gmrp fwdall command to enable or disable the Forward All feature on a specified port or
module and port list.

set gmrp fwdall {enable | disable} mod/port...

Syntax Description enable Enables GMRP Forward All on a specified port.
disable Disables GMRP Forward All on a specified port.
mod/port... Number of the module and the ports on the module.

Defaults The default is the Forward All feature is disabled for all ports.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Forward All indicates that a port isinterested in receiving al the traffic for all the multicast groups.
If the port is trunking, then this feature is applied to all the VLANS on that port.

Examples This example shows how to enable GMRP Forward All on module 5, port 5:

Consol e> (enable) set gmp fwdall enable 5/5
GWRP Forward All groups option enabled on port(s) 5/5.
Consol e> (enabl e)

This example shows how to disable the GMRP Forward All on module 3, port 2:

Consol e> (enable) set gmp service fwdall disable 3/2
GWRP Forward All groups option disabled on port(s) 3/2.
Consol e> (enabl e)

Related Commands  show gmrp configuration
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set gmrp registration

Use the set gmrp registration command to specify the GMRP registration type.

set gmrp registration {normal | fixed | forbidden} mod/port...

Syntax Description normal Specifies dynamic GMRP multicast registration and deregistration on the port.

fixed Specifies the multicast groups currently registered on the switch are applied to the
port, but any subsequent registrations or deregistrations do not affect the port. Any
registered multicast groups on the port are not deregistered based on the GARP
timers.

forbidden  Specifiesthat all GMRP multicasts are deregistered and prevent any further GMRP
multicast registration on the port.

mod/port...  Number of the module and the ports on the module.

Defaults The default is administrative control is normal.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You must return the port to nor mal registration mode to deregister multicast groups on the port.
GMRP supports a total of 3072 multicast addresses for the whole switch.

Examples This example shows how to set the registration type to fixed on module 3, port 3:

Consol e> (enable) set gmp registration fixed 3/3
GWRP Registration is set to Fixed for port(s) 3/3.
Consol e> (enabl e)

This example shows how to set the registration type to forbidden on module 1, port 1:

Consol e> (enable) set gmrp registration forbidden 1/1
GVRP Registration is set to Forbidden for port(s) 1/1.
Consol e> (enabl e)

Related Commands  show gmrp configuration
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set gmrp timer

Use the set gmrp timer command to adjust the values of the join, leave, and leaveall timers.

set gmrp timer {timer_type} {timer_value}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

A

timer_type  Type of timer; valid values are join, leave, and leaveall.

timer_value Timer values in milliseconds; valid values are from 1 to
2147483647 milliseconds.

The default is the join timer is 200 milliseconds, the leave timer is 600 milliseconds, and the leaveall
timer is 10000 milliseconds.

Switch command.

Privileged.

You must maintain the following relationship for the various timer values:
» Leavetime must be greater than or equal to three times the join time.
» Leaveall time must be greater than the leave time.

Caution  Set the same GARP application (for example, GMRP and GV RP) timer values on all Layer 2-connected
devices. If the GARP timers are set differently on the Layer 2-connected devices, GARP applications
will not operate successfully.

)
Note  The modified timer values are applied to all GARP application (for example, GMRP and GVRP) timer
values.
Examples This example shows how to set the join timer value to 100 milliseconds for all the ports on all the
VLANS:
Consol e> (enable) set gmp timer join 100
GARP Join timer value is set to 100 mlliseconds.
Consol e> (enabl e)
This example shows how to set the leave timer value to 300 milliseconds for all the ports on all the
VLANS:
Consol e> (enable) set gmrp tinmer |eave 300
GARP Leave tinmer value is set to 300 milliseconds.
Consol e> (enabl e)
Catalyst 6500 Series Command Reference—Release 7.4
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This example shows how to set the leaveall timer value to 20000 milliseconds for all the ports on all the
VLANS:

Consol e> (enable) set gmp tinmer |eaveall 20000
GARP LeaveAll timer value is set to 20000 mlliseconds.
Consol e> (enabl e)

Related Commands  set garp timer
set gvrp timer
show gmrp timer
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Usethe set gvrp command to enable or disable GARP VLAN Registration Protocol (GVRP) globally in
the switch or on a per-port basis.

set gvrp {enable | disable} [mod/port]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

enable Enables GVRP on the switch.
disable Disables GV RP on the switch.
mod/port (Optional) Number of the module and port on the module.

The default is GVRP is globally set to disabled.

Switch command.

Privileged.

When you enable VTP pruning, VTP pruning runs on all the GV RP-disabled trunks.

To run GVRP on atrunk, you need to enable GV RP both globally on the switch and individually on the
trunk.

This example shows how to enable GV RP globally on the switch:

Consol e> (enable) set gvrp enable
GVRP enabl ed.
Consol e> (enabl e)

This example shows how to disable GVRP:

Consol e> (enable) set gvrp disable
GVRP di sabl ed.
Consol e> (enabl e)

This example shows how to enable GVRP on module 2, port 1:

Consol e> (enable) set gvrp enable 2/1
GVRP enabl ed on port 2/1.
Consol e> (enabl e)

set garp timer

set gvrp timer

show gmrp timer

show gvrp configuration
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set gvrp applicant

Use the set gvrp applicant command to specify whether or not a VLAN is declared out of blocking
ports.

set gvrp applicant {normal | active} { mod/port...}

Syntax Description normal Disallows the declaration of any VLAN out of blocking ports.
active Enforces the declaration of all active VLANSs out of blocking ports.
mod/port.. Number of the module and the ports on the module.

Defaults The default is GVRP applicant set to normal.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines To run GVRP on atrunk, you need to enable GV RP both globally on the switch and individually on the
trunk.

On a port connected to a device that does not support the per-VLAN mode of STP, the port state may
continuously cycle from blocking to listening to learning, and back to blocking. To prevent this, you
must enter the set gvrp applicant active mod/port... command on the port to send GVRP VLAN
declarations when the port isin the STP blocking state.

Examples This example shows how to enforce the declaration of all active VLANSs out of specified blocking ports:

Consol e> (enable) set gvrp applicant active 4/2-3,4/9-10,4/12-24
Applicant was set to active on port(s) 4/2-3,4/9-10, 4/ 12-24.
Consol e> (enabl e)

This example shows how to disallow the declaration of any VLAN out of specified blocking ports:

Consol e> (enable) set gvrp applicant normal 4/2-3,4/9-10, 4/ 12-24
Applicant was set to normal on port(s) 4/2-3,4/9-10,4/12-24.
Consol e> (enabl e)

Related Commands  show gvrp configuration
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set gvrp dynamic-vlan-creation

Use the set gvrp dynamic-vlan-creation command to enable or disable dynamic VLAN creation.

set gvrp dynamic-vlan-creation { enable | disable}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

enable Enables dynamic VLAN creation.
disable Disables dynamic VLAN creation.

The default is dynamic VLAN creation is disabled.

Switch command.

Privileged.

You can enable dynamic VLAN creation only when VTP isin transparent mode and no ISL trunks exist
in the switch.

This feature is not allowed when there are 802.1Q trunks that are not configured with GVRP.

This example shows how to enable dynamic VLAN creation:

Consol e> (enable) set gvrp dynam c-vl an-creation enabl e
Dynam c VLAN creation enabl ed.
Consol e> (enabl e)

This example shows what happens if you try to enable dynamic VLAN creation and VTP isnot in
transparent mode:
Consol e> (enable) set gvrp dynam c-vl an-creation enable

VTP has to be in TRANSPARENT npde to enable this feature.
Consol e> (enabl e)

This example shows how to disable dynamic VLAN creation:

Consol e> (enable) set gvrp dynam c-vl an-creation disable
Dynam c VLAN creation disabl ed.
Consol e> (enabl e)

set vtp
show gvrp configuration

[ 78-14885-01

Catalyst 6500 Series Command Reference—Release 7.4



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M set gurp registration

set gvrp registration

Usethe set gvrp registration command to set the administrative control of an outbound port and apply
to all VLANSs on the trunk. GV RP registration commands are entered on a per-port basis.

set gvrp registration {normal | fixed | forbidden} mod/port...

Syntax Description normal Allows dynamic registering and deregistering each VLAN (except
VLAN 1) on the port.
fixed Supports manual VLAN creation and registration, prevent VLAN

deregistration, and register all VLANSs known to other ports.

forbidden Specifies that all the VLANSs (except VLAN 1) are statically
deregistered from the port.

mod/port... Number of the module and the ports on the module.
Defaults The default administrative control is normal.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines When you set VLAN registration, you are communicating to the switch that the VLAN isinterested in
the users that are connecting to this port and that the VLAN’s broadcast and multicast traffic is allowed
to be sent to the port.

For static VLAN configuration, you should set the mod/port... control to fixed or forbidden if the
mod/port... will not receive or process any GV RP message.

For each dynamically configured VLAN on a port, you should set the mod/port... control to normal
(default), except for VLAN 1; GVRP registration mode for VLAN 1 is always fixed and is not
configurable. VLAN 1 is always carried by 802.1Q trunks on which GVRP is enabled.

When GVRP is running, you can create a VLAN through a GVRP trunk port only if you enter the set
gvrp dynamic-vlan-creation enable and the set gvrp registration normal commands.

Examples This example shows how to set the administrative control to normal on module 3, port 7:

Consol e> (enable) set gvrp registration normal 3/7
Regi strar Administrative Control set to normal on port 3/7.
Consol e> (enabl e)

This example shows how to set the administrative control to fixed on module 5, port 10:

Consol e> (enable) set gvrp registration fixed 5/10
Regi strar Administrative Control set to fixed on Port 5/10.
Consol e> (enabl e)
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This example shows how to set the administrative control to forbidden on module 5, port 2:

Consol e> (enable) set gvrp registration forbidden 5/2
Regi strar Adm nistrative Control set to forbidden on port 5/2.
Consol e> (enabl e)

Related Commands  show gvrp configuration
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set gvrp timer

Use the set gvrp timer command to adjust the values of the join, leave, and leaveall timers.

set gvrp timer {timer_type} {timer_value}

Syntax Description timer_type  Type of timer; valid values are join, leave, and leaveall.

timer_value Timer values in milliseconds; valid values are from 1 to
2147483647 milliseconds.

Defaults The default is the join timer is 200 milliseconds, the leave timer is 600 milliseconds, and the leaveall
timer is 10000 milliseconds.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You must maintain the following relationship for the various timer values:
» Leavetime must be greater than or equal to three times the join time.
» Leaveall time must be greater than the leave time.

A

Caution  Set the same GARP application (for example, GMRP and GV RP) timer values on all Layer 2-connected
devices. If the GARP timers are set differently on the Layer 2-connected devices, GARP applications
will not operate successfully.

A
Note  The modified timer values are applied to all GARP application (for example, GMRP and GVRP) timer
values.
Examples This example shows how to set the join timer value to 100 milliseconds for all the ports on all the
VLANS:

Consol e> (enable) set gvrp timer join 100
GVRP/ GARP Join tiner value is set to 100 milliseconds.
Consol e> (enabl e)

This example shows how to set the leave timer value to 300 milliseconds for all the ports on all the
VLANS:
Consol e> (enable) set gvrp tinmer |eave 300

GVRP/ GARP Leave tiner value is set to 300 mlliseconds.
Consol e> (enabl e)
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This example shows how to set the leaveall timer value to 20000 milliseconds for all the ports on all the
VLANS:

Consol e> (enable) set gvrp timer |eaveall 20000
GVRP/ GARP LeaveAll timer value is set to 20000 m |l iseconds.
Consol e> (enabl e)

Related Commands  set garp timer
show gvrp configuration
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set igmp

Usethe set igmp command to enable or disable Internet Group Management Protocol (IGMP) snooping
on the switch.

set igmp { enable | disable}

Syntax Description enable Enables |GM P snooping on the switch.
disable Disables IGMP snooping on the switch.

Defaults The default is IGMP snooping is enabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines IGMP must be disabled to run GMRP.

If your system is configured with a Supervisor Engine 1, you must enable one of the multicast services
(IGMP snooping or GMRP) on the switch in order to use IPMMLS.

Examples This example shows how to enable IGMP snooping on the switch:

Consol e> (enable) set ignp enable
|GWP feature for IP nulticast enabl ed
Consol e> (enabl e)

This example shows how to disable IGM P snooping on the switch:

Consol e> (enable) set ignp disable
| GW Snoopi ng is disabled.
Consol e> (enabl e)

This example shows the display if you try to enable GMRP on the switch with IGMP enabl ed:

Consol e> (enable) set ignp enable
Di sable GVRP to enable | GW snooping feature.
Consol e> (enabl e)

Related Commands  clear igmp statistics
set rgmp
show igmp statistics
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set igmp fastleave

Usethe set igmp fastleave command to enable or disable I nternet Group Management Protocol (IGMP)
fastleave processing.

set igmp fastleave { enable | disable}

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

enable Enables IGM P fastleave processing.
disable Disables IGMP fastleave processing.

The default is disabled.

Switch command.

Privileged.

This command shows how to enable IGMP fastleave processing:

Consol e> (enable) set ignp fastleave enable

| GW fastleave set to enable.

War ni ng: Can cause disconnectivity if there are nore than one host joining the same group
per access port.

Consol e> (enabl e)

This command shows how to disable IGMP fastleave processing:

Consol e> (enable) set ignp fastleave disable
| GW fastleave set to disable.
Consol e> (enabl e)

clear igmp statistics
set igmp
show igmp statistics

[ 78-14885-01

Catalyst 6500 Series Command Reference—Release 7.4



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M setigmp leave-query-type

set igmp leave-query-type

Use the set igmp leave-query-type command to set the type of query to be sent when a port receives a
leave message.

set igmp leave-query-type { mac-gen-query | general-query}

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

mac-gen-query Specifies a MAC-based general query.
general-query Specifies a general query.

By default, a MAC-based general query is sent when a port receives aleave message.

Switch command.

Privileged.

This example shows how to send a MAC-based general query:

Consol e> (enable) set ignp | eave-query-type nac-gen-query
Consol e> (enabl e)

This example shows how to send a general query:

Consol e> (enable) set ignp | eave-query-type general -query
Consol e> (enabl e)

show igmp leave-query-type
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set igmp mode

Use the set igmp mode command to set the |GMP snooping mode.

set igmp mode {igmp-only | igmp-cgmp | auto}

Syntax Description igmp-only Specifies IGMP snooping only.

igmp-cgmp Specifies IGMP and CGMP modes.

auto Overrides the dynamic switching of IGMP snooping modes.
Defaults The default is IGMP mode is auto.
Command Types Switch.

Command Modes Privileged.

Usage Guidelines The switch dynamically chooses either IGMP-only or IGMP-CGMP mode, depending on the traffic
present on the network. IGMP-only mode is used in networks with no CGMP devices. IGMP-CGMP
mode is used in networks with both IGMP and CGMP devices. Auto mode overrides the dynamic
switching of the modes.

Examples This example shows how to set the IGMP mode to IGMP-only:

Consol e> (enable) set ignp node ignmp-only
| GWP node set to ignp-only
Consol e> (enabl e)

This example shows how to set the IGMP mode to auto:

Consol e> (enable) set ignp npde auto
| GW node set to auto
Consol e> (enabl e)

Related Commands  show igmp mode
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set igmp querier

Use the set igmp querier command to configure the IGMP querier for a specific VLAN.
set igmp querier {enable | disable} vlan

set igmp querier vlan {qi | oqi} seconds

Syntax Description enable Enables the IGMP querier for aVLAN.
disable Disables the IGMP querier for aVLAN.
vlan Number of the VLAN.
qi Sets the querier interval for the VLAN. See the “Usage

Guidelines’ section for more information about the
querier interval.

oqi Sets the other querier interval for the VLAN. See the
“Usage Guidelines” section for more information about
the other querier interval.

seconds Range of the querier interval or the other querier interval
in seconds; valid values are from 1 to 65535 seconds.

Defaults IGMP querier is disabled.
The default value for qi is 125 seconds.
The default value for ogi is 300 seconds.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You must enable IGMP querier on every VLAN for which switch querier functionality is required.

In the absence of general queries, the ogi valueisthe amount of time a switch waits before electing itself
as the querier.

Examples This example shows how to enable the IGMP querier for VLAN 4001:

Consol e> (enable) set ignp querier enable 4001
| GW switch querier enabled for VLAN 4001
Consol e> (enabl e)

This example shows how to set the querier interval to 130 seconds for VLAN 4001.:

Consol e> (enable) set ignp querier 4001 gi 130
Q for VLAN 4001 set to 130 second(s)
Consol e> (enabl e)
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Related Commands  show igmp querier information
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set igmp ratelimit

Use the set igmp ratelimit command to enable or disable IGMP rate limiting or to set the rate limit for
IGM P snooping packets.

set igmp ratelimit {enable | disable}

set igmp ratelimit {dvmrp | general-query | mospfl | mospf2 | pimv2} rate

Syntax Description enable Enables IGMP rate limiting.
disable Disables IGMP rate limiting.
dvmrp Sets the IGMP rate limit for Distance Vector Multicast Routing Protocol

(DVMRP) packets.
general-query Sets the IGMP rate limit for general query packets.

mospfl Sets the IGMP rate limit for Multicast Extensions of OSPF (MOSPF) version 1
packets.

mospf2 Sets the IGMP rate limit for Multicast Extensions of OSPF (MOSPF) version 2
packets.

pimv2 Sets the IGMP rate limit for Protocol Independent Multicast (PIM) version 2
packets.

rate Rate limit; valid values are from 1 to 65535 packets per 30 seconds.

Defaults IGMP rate limiting is disabled.

The default rate limits are as follows:
» dvmrp is 100 packets.
- general-query is 100 packets.
» mospflis 100 packets.
» mospf2is 100 packets.
e pimv2is 100 packets.

Command Types Switch command.

Command Modes Privileged.
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Usage Guidelines

Examples

Related Commands

setigmp ratelimit

The set igmp ratelimit {enable | disable} command is supported in both text and binary configuration
modes.

If IGMP rate limiting and multicast are enabled, multicast router ports might age out sporadically
because the rate of the multicast control packets (such as PIMv2 hellos or IGMP general queries)
exceeds the IGMP rate limit watermarks that were configured. The default value for these watermarks
is 100. We recommend that you increase the PIMv2 hello ratelimit to 3000 by entering set igmp
ratelimit pimv2 3000. You can also increase the IGMP general queries rate limit; we recommend that
you set the value to 500 by entering set igmp ratelimit general-query 500.

This example shows how to enable IGMP rate limiting:

Consol e> (enable) set ignp ratelinmt enable
|GWP Ratelimting enabl ed
Consol e> (enabl e)

This example shows how to set the IGMP rate limit for MOSPF2 to 550 packets per every 30 seconds:

Consol e> (enable) set ignp ratelimt nospf2 550
MOSPF2 Watermark set to all ow 550 nessages in 30 seconds
Consol e> (enabl e)

This example shows how to set the IGMP ratel limit for PIMv2 1000 packets per every 30 seconds:

Consol e> (enable) set ignp ratelimt pim2 1000
Pl W2 Watermark set to allow 1000 nessages in 30 seconds
Consol e> (enabl e)

show igmp ratelimit-info

[ 78-14885-01
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set inlinepower defaultallocation

Use the set inlinepower defaultallocation command to set the default power allocation for a port.

set inlinepower defaultallocation value

Syntax Description value Default power allocation; valid values are from 2000 to 12500

milliwatts.
Defaults The default is 10000 milliwatts.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to set the default power allocation to 2000 milliwatts:

Consol e> (enable) set inlinepower defaultallocation 2000
Default inline power allocation set to 9500 mWatt per applicable port.
Consol e> (enabl e)

Related Commands  set port inlinepower
show environment
show port inlinepower
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set interface

Use the set interface command to configure the in-band and Serial Line Internet Protocol (SLIP)
interfaces on the switch.

set interface {scO | sl0} {up | down}
set interface sl0 slip_addr dest_addr
set interface scO [vlan] [ip_addr[netmask [broadcast]]]
set interface scO [vlan] [ip_addr/netmask [broadcast]]

set interface scO dchp {renew | release}

Syntax Description scO Specifies the in-band interface.
slo Specifies the SLIP interface.
up Brings the interface into operation.
down Brings the interface out of operation.
slip_addr IP address of the console port.
dest_addr IP address of the host to which the console port will be connected.
vlan (Optional) Number of the VLAN to be assigned to the interface; valid values are
from 1 to 1005 and from 1025 to 4094.
ip_addr (Optional) IP address.

/netmask (Optional) Subnet mask.
broadcast (Optional) Broadcast address.

dhcp Performs Dynamic Host Configuration Protocol (DHCP) operations on the scO
interface.
renew Renews the |ease on a DHCP-learned | P address.
release Releases a DHCP-learned |P address back to the DHCP I P address pool.
Defaults The default configuration isthein-band interface (sc0) in VLAN 1 with the | P address, subnet mask, and

broadcast address set to 0.0.0.0. The default configuration for the SLIP interface (sl0) is that the IP
address and broadcast address are set to 0.0.0.0.0.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The set interface scO dchp command is valid only when the address is learned from the DHCP server
and available in privileged mode only.

Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

W setinterface

Two configurable network interfaces are on a Catalyst 6500 series switch: in-band (scO) and SLIP (sl0).
Configuring the scO interface with an | P address and subnet mask allows you to access the switch CLI
through Telnet from aremote host. You should assign the scO interface to an active VLAN configured
onthe switch (the default isVLAN 1). Make sure the | P address you assign isin the same subnet as other
stationsin that VLAN.

Configuring the sl0 interface with an | P address and destination address allows you to make a
point-to-point connection to a host through the console port. Use the slip attach command to activate
SLIP on the console port (you will not be able to access the CLI through aterminal connected to the
console port until you use the slip detach command to deactivate SLIP on the console port).

When you specify the netmask value, this indicates the number of bits allocated to subnetting in the
hostid section of the given Class A, B, or C address. For example, if you enter an | P address for the scO
interface as 172.22.20.7, the hostid bits for this Class B addressis 16.

If you enter the netmask valuein length of bits, for example, 204.20.22.7/24, the range for length isfrom
0 to 31 bits. If you do not enter the netmask value, the number of bits is assumed to be the natural
netmask.

Examples This example shows how to use set interface scO and set inter face slO from the console port. It also
shows how to bring down interface scO using a terminal connected to the console port:

Consol e> (enable) set interface scO 192. 20. 11. 44/ 255. 255. 255. 0
Interface scO | P address and netnask set.

Consol e> (enable) set interface sl 0 192.200. 10. 45 192. 200. 10. 103
Interface sl 0 SLIP and destinati on address set.

Consol e> (enable) set interface scO down

Interface scO adm nistratively down.

Consol e> (enabl e)

This example shows how to set the | P address for scO through a Telnet session. Note that the default
netmask for that | P address class is used (for example, a Class C address uses 255.255.255.0, and a
Class B uses 255.255.0.0):

Consol e> (enable) set interface scO 192.200. 11. 40
Thi s command may di sconnect active tel net sessions.
Do you want to continue (y/n) [n]? vy

Interface scO | P address set.

This example shows how to take the interface out of operation through a Telnet session:

Consol e> (enable) set interface scO down
This command will inactivate tel net sessions.
Do you want to continue (y/n) [n]? vy
Interface scO adm nistratively down.

This example shows how to assign the sc0 interface to a particular VLAN:

Consol e> (enable) set interface scO 5
Interface scO vlan set.
Consol e> (enabl e)

This example shows what happens when you assign the scO interface to a nonactive VLAN:

Consol e> (enable) set interface scO 200

Vlan is not active, user needs to set vlan 200 active
Interface scO vlan set.

Consol e> (enabl e)
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This example shows how to release a DHCP-learned | P address back to the DHCP IP address pool:

Consol e> (enable) set interface scO dhcp rel ease
Rel easi ng | P address. .. Done
Consol e> (enabl e)

This example shows how to renew alease on a DHCP-learned |P address:

Consol e> (enable) set interface scO dhcp renew
Renewi ng | P address. .. Done
Consol e> (enabl e)

Related Commands  show interface
slip
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setip alias

Use the set ip alias command to add aliases of |P addresses.

set ip alias name ip_addr

Syntax Description name Name of the alias being defined.

ip_addr IP address of the alias being defined.
Defaults The default configuration is one IP alias (0.0.0.0) configured as the default.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to define an IP alias of mercury for IP address 192.122.174.234:

Consol e> (enable) set ip alias nercury 192.122.174.234
I P alias added.
Consol e> (enabl e)

Related Commands  clear ip alias
show ip alias
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Use the set ip dns command to enable or disable DNS.

set ip dns{enable | disable}

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

enable Enables DNS.

disable Disables DNS.

The default is DNS is disabled.

Switch command.

Privileged.

This example shows how to enable DNS:

Consol e> (enable) set ip dns enable
DNS is enabl ed.
Consol e> (enabl e)

This example shows how to disable DNS:

Consol e> (enable) set ip dns disable
DNS i s di sabl ed.
Consol e> (enabl e)

show ip dns

[ 78-14885-01
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set ip dns domain

Usethe set ip dns domain command to set the default DNS domain name.

set ip dnsdomain name

Syntax Description name DNS domain name.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you specify a domain name on the command line, the system attempts to resolve the host name as
entered. If the system cannot resolve the host name as entered, it appends the default DNS domain name
as defined with the set ip dns domain command. If you specify a domain name with atrailing dot, the
program considers this to be an absolute domain name.

Examples This example shows how to set the default DNS domain name:

Consol e> (enable) set ip dns domain yow com
DNS donmi n nane set to yow. com
Consol e> (enabl e)

Related Commands  clear ip dnsdomain
show ip dns
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set ip dns server

Use the set ip dns server command to set the IP address of a Domain Name System (DNS) server.

set ip dnsserver ip_addr [primary]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

ip_addr IP address of the DNS server.
primary (Optional) Configures a DNS server as the primary server.

This command has no default settings.

Switch command.

Privileged.

You can configure up to three DNS name servers as backup. You can also configure any DNS server as
the primary server. The primary server is queried first. If the primary server fails, the backup serversare
queried.

If DNSisdisabled, you must use the I P address with all commands that require explicit | P addresses or
manually define an alias for that address. The alias has priority over DNS.

These examples show how to set the IP address of a DNS server:

Consol e> (enable) set ip dns server 198.92. 30. 32
198.92. 30. 32 added to DNS server table as primary server.

Consol e> (enable) set ip dns server 171.69.2.132 prinmary
171.69. 2. 132 added to DNS server table as prinmary server.

Consol e> (enable) set ip dns server 171.69.2.143 primary
171.69. 2. 143 added to DNS server table as prinmary server.
This example shows what happens if you enter more than three DNS name servers as backup:

Consol e> (enable) set ip dns server 161.44.128.70
DNS server table is full. 161.44.128.70 not added to DNS server table.

clear ip dnsserver
show ip dns

[ 78-14885-01
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set ip fragmentation

Use the set ip fragmentation command to enable or disable the fragmentation of |P packets bridged
between FDDI and Ethernet networks.

set ip fragmentation { enable | disable}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

enable Permits fragmentation for |P packets bridged between FDDI and
Ethernet networks.
disable Disables fragmentation for | P packets bridged between FDDI and

Ethernet networks.

The default value is | P fragmentation is enabled.

Switch command.

Privileged.

If 1P fragmentation is disabled, packets are dropped.
Note that FDDI and Ethernet networks have different maximum transmission units (MTUS).

This example shows how to disable IP fragmentation:

Consol e> (enable) set ip fragnmentation disable
Bridge I P fragnentation disabl ed.
Consol e> (enabl e)

show ip route
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Usetheset ip http port command to configure the TCP port number for the HyperText Transfer Protocol

(HTTP) server.

set ip http port {default | port-number}

setip http port

Syntax Description

Defaults

Command Types

Command Modes

Examples

Related Commands

default Specifies the default HTTP server port number (80).
port-number Number of the TCP port for the HTTP server; valid values are from 1 to
65535.

The default TCP port number is 80.

Switch command.

Privileged.

This example shows how to set the IP HTTP port default:

Consol e> (enable) set ip http port default

HTTP TCP port nunber is set to 80.
Consol e> (enabl e)

This example shows how to set the IP HTTP port number:

Consol e> (enable) set ip http port 2398
HTTP TCP port nunber is set to 2398.
Consol e> (enabl e)

set ip http server
show ip http

[ 78-14885-01

Catalyst 6500 Series Command Reference—Release 7.4



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

B setip http server

set ip http server

Use the set ip http server command to enable or disable the HTTP server.

set ip http server {enable | disable}

Syntax Description enable Enablesthe HTTP server.
disable Disablesthe HTTP server.

Defaults The default isthe HTTP server is disabled.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to enable the HTTP server:

Consol e> (enable) set ip http server enable
HTTP server is enabl ed.
Consol e> (enabl e)

This example shows the system response when the HT TP server-enabled command is not supported:

Consol e> (enable) set ip http server enable
Feature not supported.
Consol e> (enabl e)

This example shows how to disable the HTTP server:

Consol e> (enable) set ip http server disable
HTTP server disabl ed.
Consol e> (enabl e)

Related Commands  set ip http port
show ip http

Catalyst 6500 Series Command Reference—Release 7.4
m. 78-14885-01 |



| Chapter2 Catalyst 6500 Series Switch and ROM Monitor Commands

setippermit W

set ip permit

Use the set ip permit command to enable or disable the IP permit list and to specify IP addresses to be
added to the | P permit list.

set ip permit {enable| disable}
set ip permit {enable| disable} [telnet | ssh | snmp]

set ip permit addr [mask] [telnet | ssh | snmp | all]

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

enable Enables the IP permit list.

disable Disables the IP permit list.

telnet (Optional) Specifiesthe Telnet IP permit list.

ssh (Optional) Specifiesthe SSH IP permit list.

snmp (Optional) Specifiesthe SNMP IP permit list.

addr IP addressto be added to the P permit list. An IP alias or host name
that can be resolved through DNS can also be used.

mask (Optional) Subnet mask of the specified IP address.

all (Optional) Specifies all entriesin the IP permit list be removed.

The default is IP permit list is disabled.

Switch command.

Privileged.

You can achieve the same functionality of the IP permit list by using VLAN access control lists (VACLS).
VACLs are handled by hardware (PFC), and the processing is considerably faster. For VACL
configuration information, refer to the Catalyst 6500 Series Software Configuration Guide.

You can configure up to 100 entriesin the permit list. If you enable the | P permit list, but the permit list
has no entries configured, a caution displays on the screen.

Make sure you enter the entire disable keyword when entering the set ip permit disable command. If
you abbreviate the keyword, the abbreviation is interpreted as a host name to add to the IP permit list.

If you do not specify the snmp, ssh, telnet, or all keyword, the IP address is added to both the SNMP
and Telnet permit lists.

You enter the mask in dotted decimal format, for example, 255.255.0.0.

Examples This example shows how to add an IP address to the IP permit list:
Consol e> (enable) set ip pernmt 192.168.255. 255
Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M setip permit

Related Commands

192. 168. 255. 255 added to IP permt list.
Consol e> (enabl e)

This example showshow to add an | P address using an | P alias or host name to both the SNM P and Tel net
permit lists:
Consol e> (enable) set ip permt batboy

bat boy added to IP permt Iist.
Consol e> (enabl e)

This example shows how to add a subnet mask of the IP address to both the SNMP and Telnet permit
lists:
Consol e> (enable) set ip permt 192.168.255. 255 255. 255.192. 0

192. 168. 255. 255 wi th mask 255.255.192.0 added to IP permt Iist.
Consol e> (enabl e)

This example shows how to add an IP address to the Telnet |P permit list:

Consol e> (enable) set ip permt 172.16.0.0 255.255.0.0 tel net
172.16.0.0 with mask 255.255.0.0 added to telnet permt Ilist.
Consol e> (enabl e)

This example shows how to add an IP address to the SNMP P permit list:

Consol e> (enable) set ip permt 172.20.52.32 255.255. 255. 224 snnp
172.20.52.32 with mask 255.255. 255. 224 added to snnp permt |ist.
Consol e> (enabl e)

This example shows how to add an IP address to all |P permit lists:

Consol e> (enable) set ip permt 172.20.52.3 all
172.20.52.3 added to IP permt list.
Consol e> (enabl e)

This example shows how to enable the IP permit list:

Consol e> (enable) set ip permt enable
Tel net, Snnp and Ssh permt |ist enabled
Consol e> (enabl e)

This example shows how to disable the IP permit list:

Consol e> (enable) set ip permt disable
Tel net, Snnp and Ssh permit |ist disabled.
Consol e> (enabl e)

This example shows how to enable a specific |P permit list type:

Consol e> (enable) set ip permt enable ssh
SSH permit |ist enabled.
Consol e> (enabl e)

clear ip permit
show ip permit
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setip redirect W

set ip redirect

Usethe set ip redirect command to enable or disable ICMP redirect messages on the Catalyst 6500
series switches.

set ip redirect {enable | disable}

Syntax Description enable Permits ICMP redirect messages to be returned to the source host.
disable Prevents ICMP redirect messages from being returned to the source host.

Defaults The default configuration is ICMP redirect is enabled.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to deactivate |CM P redirect messages:

Consol e> (enable) set ip redirect disable
| CWMP redirect nmessages di sabl ed.
Consol e> (enabl e)

Related Commands  show ip route
show netstat
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set ip route

Use the set ip route command to add | P addresses or aliases to the IP routing table.

set ip route {destination} [/netmask] { gateway} [metric] [primary]

Syntax Description destination 1P address, IP alias of the network, or specific host to be added. Use
default as the destination to set the new entry as the default route.

/netmask (Optional) Number of bitsin netmask or dot format (for example,
172.20.22.7/24 or 172.20.22.7/255.255.255.0).

gateway IP address or IP dlias of the router.

metric (Optional) Value used to indicate the number of hops between the

switch and the gateway.

primary (Optional) Keyword used with the Multiple | P Gateways feature to
specify the default | P gateway with the highest priority.

Defaults The default configuration routes the local network through the sc0 interface with metric 0 as soon as scO
is configured.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can configure up to three default gateways. The primary is the highest priority. If you do not
designate a primary gateway, priority isbased on the order of input. If you enter two primary definitions,
the second definition becomes the primary and the first definition becomes the secondary default 1P
gateway.

You can only specify the primary keyword for a default route.
When you enter the destination value or gateway value, enter it in dot notation, for example, a.b.c.d.

When you specify the netmask value, this indicates the number of bits allocated to subnetting in the
hostid section of the given Class A, B, or C address. For example, if you enter an | P address for the scO
interface as 172.22.20.7, the hostid bits for this Class B address is 16. Any number of bitsin the hostid
bits can be allocated to the netmask field. If you do not enter the netmask value, the number of bitsis
assumed to be the natural netmask.

When you enter the netmask, enter it as the number of bits or dot format, for example, destination/24
or destination/255.255.255.0. If you enter the netmask in dot format, you must have contiguous 1s.

Examples These exampl es show how to add three default routesto the I P routing table, checking after each addition
using the show ip route command:

Consol e> (enable) set ip route default 192.122.173.42 1 primary
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Rout e added
Consol e> (enabl e)

Consol e> (enable) show ip route

Fragment ati on Redi r ect Unr eachabl e
enabl ed enabl ed enabl ed
Destination Gat eway Fl ags
def aul t 192.122.173. 42 UG
192.22.74.0 192.22.74. 223 U

Consol e> (enabl e)
Consol e> (enabl e) set
Rout e added

Consol e> (enabl e)

Consol e> (enable) show ip route

Fragment ati on Redi r ect Unr eachabl e
enabl ed enabl ed enabl ed
Desti nati on Gat eway Fl ags
def aul t 192.122.173. 43 uG
def aul t 192.122.173. 42 UG
192.22.74.0 192.22.74.223 U

Consol e> (enabl e)
Consol e> (enabl e) set
Rout e added

Consol e> (enabl e)

Consol e> (enable) show ip route

Fragment ati on Redi r ect Unr eachabl e
enabl ed enabl ed enabl ed
Desti nati on Gat eway Fl ags
def aul t 192.122.173. 44 uG
def aul t 192.122.173. 43 UG
def aul t 192.122.173. 42 uG
192.22.74.0 192.22.74.223 U

Consol e> (enabl e)

Related Commands  clear ip route

show ip route

setiproute W

Interface

59444 scO
5 scO0

ip route default 192.122.173.43 1

Interface

ip route default 192.122.173.44 1

Use

Interface

[ 78-14885-01
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set ip unreachable

Use the set ip unreachable command to enable or disable ICMP unreachable messages on the
Catalyst 6500 series switch.

set ip unreachable {enable | disable}

Syntax Description enable Allows I P unreachable messages to be returned to the source host.
disable Prevents | P unreachabl e messages from being returned to the source
host.
Defaults The default is ICMP unreachable messages is enabled.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines When you enable | CM P unreachabl e messages, the switch returns an | CM P unreachable message to the
source host whenever it receives an | P datagram that it cannot deliver. When you disable ICMP
unreachabl e messages, the switch does not notify the source host when it receives an | P datagram that it
cannot deliver.

For example, a switch has the ICMP unreachable message function enabled and IP fragmentation
disabled. If a FDDI frameis received and needs to transmit to an Ethernet port, the switch cannot
fragment the packet. The switch drops the packet and returns an | P unreachable message to the Internet
source host.

Examples This example shows how to disable ICMP unreachable messages:

Consol e> (enable) set ip unreachabl e disable
| CVP Unr eachabl e nmessage di sabl ed.
Consol e> (enabl e)

Related Commands  show ip route
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set kerberos clients mandatory

set kerberos clients mandatory

Use the set kerberos clients mandatory command to make Kerberos authentication mandatory for
authenticating to services on the network.

set kerberos clients mandatory

Syntax Description ~ This command has no arguments or keywords.

Defaults The default is Kerberos clients are not set to mandatory.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines As an added layer of security, you can optionally configure the switch so that after users authenticate to
it, they can authenticate to other services on the network only with Kerberos clients. If you do not make
Kerberos authentication mandatory and Kerberos authentication fails, the application attempts to
authenticate users using the default method of authentication for that network service. For example,
Telnet prompts for a password.

Examples This example shows how to make Kerberos authentication mandatory:

Consol e> (enable) set kerberos clients mandatory
Kerberos clients set to nmandatory
Consol e> (enabl e)

Related Commands  clear kerberos clients mandatory
set kerberos credentials forward
show kerberos
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set kerberos credentials forward

Use the set kerberos credentials forward command to configure clients to forward users' credentials
as they connect to other hosts in the Kerberos realm.

set kerberos credentials forward

Syntax Description ~ This command has no arguments or keywords.

Defaults The default is forwarding is disabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines A user authenticated to a Kerberized switch has a ticket granting ticket (TGT) and can useiit to
authenticate to a host on the network. However, if forwarding is not enabled and a user triesto list
credential s after authenticating to a host, the output will show no Kerberos credential's present.

You can optionally configure the switch to forward user TGTs as they authenticate from the switch to
Kerberized remote hosts on the network by using Kerberized Telnet.

Examples This example shows how to enable Kerberos credentials forwarding:

Consol e> (enable) set kerberos credentials forward
Ker beros credentials forwardi ng enabl ed
Consol e> (enabl e)

Related Commands  set kerberos clients mandatory
set kerberos local-realm
show kerberos
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set kerberos local-realm 1l

set kerberos local-realm

Use the set kerberos local-realm command to configure a switch to authenticate users defined in the
Kerberos database.

set kerberos local-realm kerberos realm

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

kerberos realm  |P address or name (in uppercase characters) of the Kerberos realm.

The default valueisa NULL string.

Switch command.

Privileged.

To authenticate a user defined in the Kerberos database, you must configure the switch to know the host
name or | P address of the host running the KDC and the name of the Kerberos realm.

You must enter the Kerberos realm name in all uppercase characters.

This example shows how to set a default Kerberos local realm for the switch:

Consol e> (enable) set kerberos |ocal -real m Cl SCO COM
Kerberos local realmfor this switch set to Cl SCO COM
Consol e> (enabl e)

clear kerberosrealm
set kerberosrealm
show kerberos

[ 78-14885-01
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set kerberos realm

Use the set kerberos realm command to map the name of a Kerberos realm to a DNS domain name or
a host name.

set kerberosrealm {dns_domain | host} kerberos realm

Syntax Description dns_domain DNS domain name to map to Kerberos realm.
host I P address or name to map to Kerberos host realm.
kerberos realm  |P address or name of Kerberos realm.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can map the name of the Kerberos realm to a DNS domain name or a host name by entering the set
kerberos realm command. The information entered with this command is stored in a table with one
entry for each Kerberos realm. The maximum number of entriesin the tableis 100.

You must enter Kerberos realms in uppercase characters.

Examples This example shows how to map the Kerberos realm to a domain name:

Consol e> (enable) set kerberos real m Cl SCO Cl SCO. COM
Ker beros DnsDonmai n-Real mentry set to Cl SCO - Cl SCO. COM
Consol e> (enabl e)

Related Commands  clear kerberosrealm
set kerberoslocal-realm
show kerberos

Catalyst 6500 Series Command Reference—Release 7.4
m. 78-14885-01 |



| Chapter2 Catalyst 6500 Series Switch and ROM Monitor Commands

set kerberos server M

set kerberos server

Use the set kerberos server command to specify which Key Distribution Center (KDC) to use on the
switch.

set kerberos server kerberos realm {hostname | ip_address} [port]

Syntax Description kerberos realm  Name of the Kerberos realm.

hostname Name of host running the KDC.
ip_address I P address of host running the KDC.
port (Optional) Number of the port.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can specify to the switch which KDC to use in a Kerberos realm. Optionally, you can also specify
the port number which the KDC is monitoring. The Kerberos server information you enter is maintained
in a table with one entry for each Kerberos realm. The maximum number of entriesin the table is 100.

The KDC is a Kerberos server and database program running on a network host that allocates the
Kerberos credentials to different users or network services.

Examples This example shows how to specify the Kerberos server:

Consol e> (enable) set kerberos server CISCO COM 187.0.2.1 750
Ker beros Real m Server-Port entry set to:ClSCO COM - 187.0.2.1 - 750
Consol e> (enabl e)

Related Commands  clear kerberos server
set ker ber os server
show kerberos
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set kerberos srvtab entry

Usethe set ker beros srvtab entry command to enter the SRV TAB file directly into the switch from the
command line.

set kerberos srvtab entry kerberos_principal principal _type timestamp key version number
key type key length encrypted_keytab

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

kerberos principal Service on the switch.

principal_type Version of the Kerberos SRVTAB.

timestamp Number representing the date and time the SRV TAB entry was created.
key version_number Version of the encrypted key format.

key type Type of encryption used.

key length Length, in bytes, of the encryption key.

encrypted _keytab Secret key the switch shares with the KDC.

This command has no default settings.

Switch command.

Privileged.

To make it possible for remote users to authenticate to the switch using Kerberos credentials, the switch
must share a secret key with the KDC. To do this, you must give the switch acopy of thefilethat isstored
in the KDC, which contains the secret key. These files are called SRVTAB files.

When you enter the SRVTAB directly into the switch, create an entry for each Kerberos principal
(service) on the switch. The entries are maintained in the SRVTAB table. The maximum table sizeis
20 entries.

The KDC is a Kerberos server and database program running on a network host that allocates the
Kerberos credentials to different users or network services.

The key is encrypted with the private 3DES key when you copy the configuration to afile or enter the
show config command.

This example shows how to enter a SRVTAB file directly into the switch:

Consol e> (enabl e) set kerberos srvtab entry host/niners.cisco.comall SCO. COM 0 932423923 1
1 8 03;;5>00>50; 0=0=0

Ker beros SRVTAB entry set to

Pri nci pal : host/ni ners. ci sco. com@l SCO. COM

Princi pal Type: 0

Ti mest anp: 932423923

Key version nunber:1
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set kerberos srvtab entry Il

Key type: 1
Key | ength:8
Encrypt ed key tab: 03;; 5>00>50; 0=0=0

Related Commands  clear kerberos clients mandatory
show kerberos
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set kerberos srvtab remote

Use the set ker beros srvtab remote command to provide the switch with a copy of the SRVTAB file
from the KDC that contains the secret key.

set kerberos srvtab remote { hostname | ip_address} filename

Syntax Description hosthname Name of host running the KDC.
ip_address IP address of host running the KDC.
filename Name of the SRVTAB file.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines To make it possible for remote users to authenticate to the switch using Kerberos credentials, the switch
must share a secret key with the KDC. To do this, you must give the switch a copy of thefilethat isstored
in the KDC, which contains the secret key. These files are called SRVTAB files.

The KDC is a Kerberos server and database program running on a network host that allocates the
Kerberos credentials to different users or network services.

The most secure method to copy SRVTAB filesto the hostsin your Kerberos realm isto copy them onto
physical mediaand go to each host in turn and manually copy the files onto the system. To copy SRVTAB
files to the switch, which does not have a physical media drive, you must transfer them through the
network using TFTP.

Examples This example shows how to copy SRV TAB files to the switch remotely from the KDC:

Consol e> (enable) set kerberos srvtab renote 187.20.32.10 /users/jdoe/ krb5/ ni nerskeyt ab
Consol e> (enabl e)

Related Commands  clear kerberoscreds
set kerberos srvtab entry
show kerberos
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set key config-key

Use the set key config-key command to define a private 3DES key.

set key config-key string

Syntax Description string 3DES key name.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can define aprivate 3DES key for the switch. You can use the private 3DES key to encrypt the secret
key that the switch shares with the KDC. If you set the 3DES key, the secret key is not displayed in clear
text when you execute the show kerber os command. The key length should be eight characters or less.

Examples This example shows how to define a 3DES key:

Consol e> (enabl e) set key config-key abcd
Kerberos config key set to abcd
Consol e> (enabl e)

Related Commands  clear key config-key
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set I2protocol-tunnel cos

Use the set 12protocol-tunnel cos command to apply a CoS value to all ingress tunneling ports.

set 12protocol-tunnel cos cos-value

Syntax Description cos-value CoS value; valid values arefrom 0 to 7.
Defaults The default value for CoSis 5.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Because the CoS value applies to all ingress tunneling ports, all encapsulated PDUs sent out by the
switch have the same CoS value.

Examples This example shows how to set the CoS value to 6:

Consol e> (enable) set |2protocol-tunnel cos 6
New CoS val ue is 6.
Consol e> (enabl e)

Related Commands  clear |2protocol-tunnel cos
clear [2protocol-tunnel statistics
set port I12protocol-tunnel
show I2protocol-tunnel statistics
show port 12protocol-tunnel

Catalyst 6500 Series Command Reference—Release 7.4
m. 78-14885-01 |



| Chapter2 Catalyst 6500 Series Switch and ROM Monitor Commands

set lacp-channel system-priority 1l

set lacp-channel system-priority

Use the set lacp-channel system-priority command to set the priority of the system.

set lacp-channel system-priority value

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Related Commands

value Number of the priority; valid values are from 1 to 65535.

The default system priority value is 32768.

Switch command.

Privileged.

LACP is supported on all Ethernet interfaces.

The set lacp-channel system-priority command is a global command; however, the priority valueis
used only for the modules that are running LACP. The priority value isignored on the modules that are
running PAgP.

Higher value numbers correspond to lower priority levels.

For differences between PAgP and LACP, refer to the “Guidelines for Port Configuration” section of the
“Configuring EtherChannel” chapter of the Catalyst 6500 Series Software Configuration Guide.

clear lacp-channel statistics
set channelprotocol

set port lacp-channel

set spantree channelcost

set spantree channelvlancost
show lacp-channel

show port lacp-channel

[ 78-14885-01

Catalyst 6500 Series Command Reference—Release 7.4



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M seticperroraction

set Icperroraction

Use the set Icperroraction command to configure how your system handles Link Control Protocol
(LCP) errors when a module reports an ASIC problem to the NMP.

set Icperroraction action

Syntax Description action Action for handling LCP errors. See the “Usage Guidelines” section for more
information about valid values for action levels.

Defaults The default is that the action level is set to ignore.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Valid values for action levels are as follows:

- operator—The system displays a recommended action for you to take. The system also logs the
LCP error.

» system—The system automatically takes an action to handle the LCP error. The system also logs
the LCP error.

« ignore—No action is taken. The system only logs the LCP error.

Note  Be careful when using the system value because the switch automatically takes action, including
possibly resetting or power cycling modules.

Examples This example shows how to set the action that handles an LCP error:

Consol e> (enable) set |cperroraction ignore
Consol e> (enabl e)

Related Commands  show Icperroraction
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set lda

setlda W

Use the set Ida command to configure the ASLB information on the Catalyst 6500 series switch.
set Ida enable | disable

set Ida vip {server_virtual_ip} {destination tcp_port} [{server_virtual ip}
{destination_tcp_port}] ...

set Idamac Id {Id_mac_address}

set Ida mac router {mac_address} ...

set Ida router {router_vian} {Id_mod/port} [backup_|Id_mod/port]
set Ida server {server_vlan} {Id_mod/port} [backup_Id_mod/port]

set Ida udpage { udpageti me}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

enable| disable Enables or disable the ASLB feature.
vip server_virtual_ip Keyword and variables to specify the virtual P address of
destination_tcp_port the server and the number of the destination TCP port that

will be accelerated by the switch (up to 1024).
mac Id Id_mac_address = Keyword and variables to specify the LD MAC address.

mac router Specifies the router MAC address.

mac_address...

router router_vlan Specifies the router VLAN.

Id_mod/port Module and port number of the port connected to the LD on
the VLAN.

backup_ld_mod/port (Optional) Module and port number of the port connected to
the backup LD.

server server_vlan Specifies the server VLAN.

udpage udpagetime Specifies the UDP aging time for Local Director
acceleration.

The default is the ASLB is disabled.

Switch command.

Privileged.

This command is supported only on switches configured with the Supervisor Engine 1 with Layer 3
Switching Engine WS-F6K-PFC (Policy Feature Card).

[ 78-14885-01
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You can enter a zero (0) as awildcard (don't care) digit for the destination_tcp_port value.
You can enter up to 1024 server_virtual _ip destination_tcp_port entries separated by a space.
To cancel apreviously entered VIP, use the clear Ida vip command.
To cancel apreviously entered MAC LD or router, use the clear Ida mac command.
You need to enter the set Ida commands to provide all the necessary information before using the
commit lda command to program the setup into hardware.
The information you enter through the set |da commands are immediately saved into NVRAM, but you
must enter the commit Ida command for the setting to take effect.
When you disable the ASL B feature, you can enter the set |da commands, but the commit Ida command
will fail.
When you enter the set I[da mac router command, you can enter up to 32 MAC addresses.
You can enter the value zero (0) to disable the udpage option. The udpagingtime value is specified in
milliseconds; values are from 0 milliseconds to 2024000 milliseconds.

Examples This example shows how to enable the ASLB feature:

Consol e> (enable) set |da enable
Successfully enabl ed Local Director Acceleration.
Consol e> (enabl e)

This example shows how to disable the ASLB feature:

Consol e> (enable) set |da disable

Di sabling Local Director Acceleration.....
Successful ly disabled Local Director Acceleration.
Consol e> (enabl e)

This example shows how to specify the virtual |P address:

Consol e> (enable) set Ida vip 10.0.0.8 8

Successfully set server virtual ip and port information.
Use commt I da command to save settings to hardware.
Consol e> (enabl e)

This example shows how to specify the MAC address for the Local Director:

Consol e> (enable) set Ida mac |d 1-2-3-4-5-6
Successfully set mac address.

Use commt | da command to save settings to hardware.
Consol e> (enabl e)

This example shows how to specify multiple router MAC addresses:

Consol e> (enable) set |da mac router 1-2-3-4-5-6 3-4-56-67-4-5
Successfully set mac address.

Use commit | da comand to save settings to hardware.

Consol e> (enabl e)

This example shows how to specify the router VLAN:

Consol e> (enable) set lda router 110 4/26
Successfully set router vlian and Id port.

Use commit |da comand to save settings to hardware.
Consol e> (enabl e)

Catalyst 6500 Series Command Reference—Release 7.4
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Related Commands

This example shows how to specify the udpage aging time:

Consol e> (enable) set |da udpage 20
Succesfully set LDA UDP aging tine to 20ns.
Consol e> (enabl e)

This example shows how to specify the server VLAN:

Consol e> (enable) set |da server 105 4/40
Successfully set server vlian and LD port.

Use conmit |da command to save settings to hardware.

Consol e> (enabl e)

clear lda
commit lda
show lda

[ 78-14885-01
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set length

Use the set length command to configure the number of lines in the terminal display screen.

set length number [default]

Syntax Description number Number of lines to display on the screen; valid values are from 0 to 512.

default (Optional) Sets the number of lines in the terminal display screen for the
current administration session and all other sessions.

Defaults The default value is 24 lines upon starting a session.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Output from a single command that overflows a single display screen is followed by the --More--
prompt. At the --More-- prompt, you can press Ctrl-C, g, or Q to interrupt the output and return to the
prompt, press the Spacebar to display an additional screen of output, or press Return to display one
more line of output.

Setting the screen length to O turns off the scrolling feature and causes the entire output to display at
once. Unless you use the default keyword, a change to the terminal length value applies only to the
current session.

When you change the value in a session, it applies only to that session. When you use the clear config
command, the number of linesin the terminal display screen isreset to the default of 100.

The default keyword is available in privileged mode only.

Examples This example shows how to set the screen length to 60 lines:

Consol e> (enable) set length 60
Screen length for this session set to 60.
Consol e> (enabl e)

This example shows how to set the default screen length to 40 lines:

Consol e> (enable) set length 40 default
Screen length set to 40.
Consol e> (enabl e)
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set logging buffer

Use the set logging buffer command to limit the number of system logging messages buffered.

set logging buffer buffer_size

Syntax Description buffer_size  Number of system logging messages to store in the buffer; valid
values are from 1 to 500.

Defaults The default value is 500.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to limit the syslog message buffer to 400 messages:

Consol e> (enable) set |ogging buffer 400
System | oggi ng buffer size set to <400>.
Consol e> (enabl e)

Related Commands  clear logging buffer
set logging timestamp
show logging buffer

Catalyst 6500 Series Command Reference—Release 7.4
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set logging console

Use the set logging console command to enable and disable the sending of system logging messages to
the console.

set logging console { enable | disable}

Syntax Description enable Enables system message logging to the console.

disable Disables system message logging to the console.
Defaults The default is system message logging to the console is enabled.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to enable system message logging to the console;

Consol e> (enabl e) set |oggi ng consol e enabl e
System | oggi ng nessages will be sent to the console.
Consol e> (enabl e)

This example shows how to disable system message logging to the console:

Consol e> (enable) set |ogging consol e disable
System | oggi ng nmessages will not be sent to the console.
Consol e> (enabl e)

Related Commands  set logging level
set logging session
show logging
show logging buffer
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set logging history

Use the set logging history command to set the size of the syslog history table.

set logging history syslog_history table size

Syntax Description syslog_history _table size  Size of the syslog history table; valid values are from 0 to 500.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The Catalyst 6500 series switch holds syslog messages until the number of messages equals the defined
size of the history log, after which the N messages are sent.

Examples This example shows how to set the size of the syslog history table to 400:

Consol e> (enabl e) set |ogging history 400
System | ogging history table size set to <400>.
Consol e> (enabl e)

Related Commands  clear logging buffer
show logging
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set logging level

Use the set logging level command to set the facility and severity level used when logging system

messages.

set logging level facility severity [default]

Syntax Description facility = Specifies the type of system messages to capture; facility types arelisted in

Table 2-12.

severity  Specifies the severity level of system messages to capture; severity level

definitions are listed in Table 2-13.

default  (Optional) Causes the specified logging level to apply to all sessions.

Table 2-12 Facility Types

Facility Name Definition

all All facilities

acl access control list

cdp Cisco Discovery Protocol

cops Common Open Policy Service Protocol
dtp Dynamic Trunking Protocol

dvlan Dynamic VLAN

ear| Enhanced Address Recognition Logic
filesys file system facility

gvrp GARP VLAN Registration Protocol
ip Internet Protocol

kernel Kernel

Id ASLB facility

mcast Multicast

mgmt Management

mls Multilayer Switching

pagp Port Aggregation Protocol

protfilt Protocol Filter

pruning VTP pruning

privatevian Private VLAN facility

gos Quality of Service

radius Remote Access Dial-In User Service
rsvp ReSerVation Protocol

security Security

snmp Simple Network Management Protocol

i Catalyst 6500 Series Command Reference—Release 7.4
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Defaults

Command Types

Command Modes

Usage Guidelines

set logging level M

Table 2-12 Facility Types (continued)

Facility Name Definition

spantree Spanning Tree Protocol

sys System

tac Terminal Access Controller

tep Transmission Control Protocol
telnet Terminal Emulation Protocol

tftp Trivial File Transfer Protocol
udld User Datagram Protocol

vmps VLAN Membership Policy Server
vtp Virtual Terminal Protocol

Table 2-13 Severity Level Definitions

Severity Level Description

O—emergencies |System unusable

1—alerts Immediate action required
2—critical Critical condition
3—errors Error conditions
4—warnings Warning conditions

5—notifications |Normal bug significant condition

6—informational |Informational messages

7—debugging Debugging messages

The default is facility is set to all, and level is set to 0.

Switch command.

Privileged.

You can also set the logging level by using the set logging server command.
If you do not use the default keyword, the specified logging level applies only to the current session.

Examples This example shows how to set the default facility and severity level for system message logging:
Consol e> (enable) set |ogging |evel snnp 2 default
System logging facility <snnp> set to severity 2(critical).
Consol e> (enabl e)
Catalyst 6500 Series Command Reference—Release 7.4
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Related Commands  clear logging level
show logging
show logging buffer
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set logging server

Usethe set logging server command to enable and disabl e system message | ogging to configured syslog
servers and to add a syslog server to the system logging server table.

set logging server {enable | disable}
set logging server ip_addr

set logging server facility severity
set logging server severity severity

set logging server facility

Syntax Description enable Enables system message logging to configured syslog servers.
disable Disables system message logging to configured syslog servers.
ip_addr I P address of the syslog server to be added to the configuration.
facility Type of system messages to capture; server facility types are listed in

Table 2-14.

severity Severity level; severity level definitions arelisted in Table 2-13.
severity Globally setsthe syslog maximum severity control for all messagetypes,
severity severity level definitions are listed in Table 2-13.

Table 2-14 Server Facility Types

Severity Level Description
local 0 Server facility local 0
local 1 Server facility local 1
local 2 Server facility local 2
local 3 Server facility local 3
local 4 Server facility local 4
local 5 Server facility local 5
local 6 Server facility local 6
local 7 Server facility local 7
syslog syslog facility
Defaults The default is no syslog servers are configured to receive system messages.
Command Types Switch command.
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Command Modes

Usage Guidelines

Examples

Related Commands

Privileged.

You can also set the logging level by using the set logging level command. If you do not enter the facility
or server keywords, the parameter is applied to all levels.

Severity logging to a configured syslog server depends on the configuration set by the set logging level
command. The server severity level must be greater than or equal to the default severity level of the
message facility that you expect to receive in syslog messages on the syslog server.

This example shows how to enable system message logging to the server:

Consol e> (enabl e) set |ogging server enable
System | oggi ng nmessages will be sent to the configured syslog servers.
Consol e> (enabl e)

This example shows how to disable system message logging to the server:

Consol e> (enable) set |ogging server disable
System | oggi ng nessages will not be sent to the configured syslog servers.
Consol e> (enabl e)

This example shows how to add a server to the system logging server table using its |P address:

Consol e> (enable) set |ogging server 171.69.192. 205
171. 69. 192. 205 added to the System | oggi ng server table.
Consol e> (enabl e)

This example shows how to globally set the syslog maximum severity control for all message types:

Consol e> (enable) set |1ogging server severity 4
System | oggi ng server severity set to 4(warnings).
Consol e> (enabl e)

clear logging server
show logging
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set logging session

Use the set logging session command to enable or disable the sending of system logging messages to
the current login session.

set logging session { enable | disable}

Syntax Description enable Enablesthe sending of system logging messagesto the current login
session.
disable Disables the sending of system logging messages to the current
login session.
Defaults The default is system message logging to the current login session is enabled.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to prevent system logging messages from being sent to the current login
session:
Consol e> (enabl e) set |ogging session disable

System | oggi ng nessages will not be sent to the current |ogin session.
Consol e> (enabl e)

This example shows how to cause system logging messages to be sent to the current login session:

Consol e> (enable) set |ogging session enabl e
System | oggi ng nessages will be sent to the current |ogin session.
Consol e> (enabl e)

Related Commands  set logging console
set logging level
show logging
show logging buffer
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set logging telnet

Use the set logging telnet command to enable or disable logging on Telnet sessions.

set logging telnet { enable | disable}

Syntax Description enable Enables logging on Telnet sessions.

disable Disables logging on Telnet sessions.
Defaults The default is system message logging to the Telnet session is enabled.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to allow system logging messages to be sent to new Telnet sessions:

Consol e> (enable) set |ogging telnet enable
System | oggi ng nmessages will be sent to the new tel net sessions.
Consol e> (enabl e)

This example shows how to prevent system logging messages from being sent to new Telnet sessions:

Consol e> (enable) set |ogging tel net disable
System | oggi ng nessages will not be sent to the new tel net sessions.
Consol e> (enabl e)

Related Commands  set logging console
set logging level
show logging
show logging buffer
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set logging timestamp

Usethe set logging timestamp command to enable or disable the time-stamp display on system logging
messages.

set logging timestamp {enable | disable}

Syntax Description enable Enables the time-stamp display.

disable Disables the time-stamp display.
Defaults By default, system message logging time-stamp is enabled.
Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to enable the time-stamp display:

Consol e> (enable) set |ogging tinmestanp enabl e
System | oggi ng nessages tinmestanp will be enabl ed.
Consol e> (enabl e)

This example shows how to disable the time-stamp display:

Consol e> (enable) set 1ogging tinmestanp disable
System | oggi ng nmessages tinestanp will be disabled.
Consol e> (enabl e)

Related Commands  show logging

Catalyst 6500 Series Command Reference—Release 7.4
[ 78-14885-01 .m



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

M setlogging timestamp

Catalyst 6500 Series Command Reference—Release 7.4
m. 78-14885-01 |



| Chapter2 Catalyst 6500 Series Switch and ROM Monitor Commands

set logout

setlogout W

Use the set logout command to set the number of minutes until the system disconnects an idle session
automatically.

set logout timeout

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

timeout Number of minutes until the system disconnects an idle session
automatically; valid values are from 0 to 10,000 minutes.

The default is 20 minutes.

Switch command.

Privileged.

Setting the value to 0 disables the automatic disconnection of idle sessions.

The show tech-support command may time out if the configuration file output takes longer to display
than the configured session timeout time. If this happens, enter a set logout timeout value of 0 to disable
automatic disconnection of idle sessions or enter alonger timeout value.

This example shows how to set the number of minutes until the system disconnects an idle session
automatically:

Consol e> (enable) set |ogout 20
Sessions will be automatically |ogged out after 20 minutes of idle tine.
Consol e> (enabl e)

This example shows how to disable the automatic disconnection of idle sessions:

Consol e> (enable) set |ogout 0O
Sessions will not be automatically |ogged out.
Consol e> (enabl e)

show tech-support

[ 78-14885-01
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set mls agingtime

Use the set mls agingtime command to specify the ML S aging time of shortcutsto an MLS entry in the
Catalyst 6500 series switches.

set mls agingtime [ip | ipx] { agingtime}
set mls agingtime fast {fastagingtime} {pkt_threshold}

set mls agingtime long-duration {longagingtime}

Syntax Description ip (Optional) Specifies IP MLS.
ipXx (Optional) Specifies IPX MLS.
agingtime ML S aging time of shortcuts to an ML S entry; valid values are multiples of
8 to any value in the range of 8 to 2024 seconds.
fast Specifiesthe ML S aging time of shortcutsto an ML S entry that has no more
than pkt_threshold packets switched within fastagingtime seconds after it is
created.

fastagingtime MLS aging time of shortcuts to an MLS entry; valid values are multiples of
8 to any value in the range from 0 to 128 seconds.

pkt_threshold Packet threshold value; valid values are O, 1, 3, 7, 15, 31, 63, and
127 packets.

long-duration  Setsthe aging time for active flows.

longagingtime  MLS aging time of shortcutsto an MLS entry; valid values are from 64 to
1920 seconds in increments of 64.

Defaults The default agingtime is 256 seconds. The default fastagingtime is 0, no fast aging. The default
pkt_threshold is 0. The default longagingtime is 1920.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use the ip keyword, you are specifying a shortcut for IP MLS. If you use the ipx keyword, you
are specifying a shortcut for IPX MLS.

If you enter O for the fastagingtime value, fast aging is disabled.
If you do not specify fastagingtime or pkt_threshold, the default value is used.

If you enter any of the set mls commands on a Catalyst 6500 series switch without MLS, this warning
message displays:

M.S not supported on feature card.
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Related Commands

setmls agingtime W

The agingtime value can be configured as multiples of 8 in the range of 8 to 2024 seconds. The values
are picked up in numerical order to achieve efficient aging. Any value for agingtimethat is not amultiple
of 8 seconds is adjusted to the closest one. For example, 65 is adjusted to 64, while 127 is adjusted to
128.

The fastagingtime value can be configured as multiples of 8 to any value in the range of 0 to 128 seconds.

The default pkt_threshold value is 0. It can be configured as 0, 1, 3, 7, 15, 31, 63, or 127 (the values
picked for efficient aging). If you do not configure fastagingtime exactly the same for these values, it
adjusts to the closest value. A typical value for fastagingtime and pkt_threshold is 32 seconds and 0
packet, respectively (it means no packet switched within 32 seconds after the entry was created).

The agingtime value applies to an MLS entry that has no more than pkt_threshold packets switched
within fastagingtime seconds after it is created. A typical exampleisthe MLS entry destined to/sourced
from aDNS or TFTP server. This entry may never be used again once it is created. For example, only
one request goes to a server and one reply returns from the server, and then the connection is closed.

The agingtime fast option is used to purge entries associated with very short flows, such as DNS and
TFTR.

Keep the number of MLS entries in the MLS cache below 32K. If the number of MLS entries exceed
32K, some flows (less than 1 percent) are sent to the router.

To keep the number of MLS cache entries below 32K, decrease the aging time up to 8 seconds. If your
switch has alot of short flows used by only afew packets, then you can use fast aging.

If cache entries continue to exceed 32K, decrease the normal aging time in 64-second increments from
the 256-second default.

You can force an active flow to age out by entering the set mlsagingtimelong-duration command. You
can specify the aging time of the active flow in the range of 64 to 1920 seconds in increments of 64.

These examples show how to set the aging time:

Consol e> (enable) set ms agingtinme 512
IP Multilayer switching aging tinme set to 512 seconds.
Consol e> (enabl e)

Consol e> (enable) set ms agingtine ipx 512
IPX Multilayer switching aging tinme set to 512
Consol e> (enabl e)

This example shows how to set the fast aging time:

Consol e> (enable) set ms agingtinme fast 32 0

Mul tilayer switching fast aging tinme set to 32 seconds for entries with no nore than O
packet switched.

Consol e> (enabl e)

This example shows how to set the aging time for active flows:

Consol e> (enable) set ms agingtine |ong-duration 128
Mul tilayer switching agingtime set to 128 seconds for |ong duration flows
Consol e> (enabl e)

clear mls statisticsentry
show mls

[ 78-14885-01
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set mls bridged-flow-statistics

Use the set mls bridged-flow-statistics command to enable or disable statistics for bridged flows for
specified VLANS.

set mls bridged-flow-statistics { enable | disable} {vianlist}

Syntax Description enable Enables statistics for bridged flows.
disable Disables statistics for bridged flows
vlanlist Number of the VLAN or VLANS; valid values are from 1 to 1000, 1025 to

4094. See the “Usage Guidelines” section for more information.

Defaults By default, bridged-flow statisticsis disabled on all VLANS.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can enter one or multiple VLANSs. The following examples are valid VLAN lists: 1; 1,2,3; 1-3,7.
Bridged flows are exported through NDE when bridged flow statistics is enabled.

Examples This example shows how to enable bridged-flow statistics on the specified VLANS:

Consol e> (enable) set ms bridged-flowstatistics enable 1-21
Netfl ow statistics is enabled for bridged packets on vlan(s) 1-21.
Consol e> (enabl e)

Related Commands  show mlsentry
show mls nde
show mls statistics

Catalyst 6500 Series Command Reference—Release 7.4
m. 78-14885-01 |



| Chapter2 Catalyst 6500 Series Switch and ROM Monitor Commands

set mls cef load-balance

set mls cef load-balance

Usethe set mlscef load-balance command to include or exclude Layer 4 portsin aload-balancing hash.

set mls cef load-balance {full | source-destination-ip}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

full Bases the hash on Layer 4 ports and source and destination |P addresses.
source-destination-ip Bases the hash on source and destination IP addresses.

By default, the load-balancing hash is based on source and destination |P addresses.

Switch command.

Privileged.

When multiple paths are available to reach a destination, the new hash is used to choose the path to be
used for forwarding.

This example shows how to base the hash on Layer 4 ports and source and destination I1P addresses:

Consol e> (enable) set ms cef |oad-balance full
Consol e> (enabl e)

This example shows how to base the hash on source and destination | P addresses:

Consol e> (enable) set ms cef |oad-bal ance source-destination-ip
Consol e> (enabl e)

show mls

[ 78-14885-01
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set mls exclude protocol

Use the set mls exclude protocol command on a switch configured with the Supervisor Engine 1 with
Layer 3 Switching Engine WS-F6K-PFC to exclude an MLS protocol port. Use this command on
switches configured with the Supervisor Engine 2 with Layer 3 Switching Engine Il (PFC2) to exclude
protocols from statistics gathering.

set mls exclude protocol {tcp | udp | both} {port_number | port_name}

Syntax Description tcp |udp | both  Specifiesa TCP, UDP port, or that the port be applied to both TCP and UDP

port_number :\rlifézger of the protocol port; valid values are from 1 to 65535.
port_name Name of the port; valid values are dns, ftp, smtp, telnet, x, www.
Defaults This command has no default settings.
Command Types Switch command.
Command Modes Privileged.
Usage Guidelines If you enter any of the set mls commands on a Catalyst 6500 series switch without MLS, this warning

message is displayed:

M.S not supported on feature card.

You can add a maximum of four protocol ports to the exclude table.
MLS exclusion is supported in full flow mode only.

If you enter x for the port name, this specifies the Layer 4 port used by the X-windows application.

Examples This example shows how to exclude TCP packets on protocol port 6017:

Consol e> (enable) set ms exclude protocol tcp 6017
TCP packets with protocol port 6017 will be sw tched by RP.
Consol e> (enabl e)

This example shows how to exclude UDP packets on protocol port 6017:

Consol e> (enable) set ms exclude protocol udp 6017
TCP and UDP packets with protocol port 6017 will be sw tched by RP.
Consol e> (enabl e)

Related Commands  show mls
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set mls flow

A

Use the set mls flow command to specify the minimum flow mask used for ML S. This command is
needed to collect statistics for the supervisor engine.

set mls flow {destination | destination-source | full}

Caution

A

Use this command carefully. This command purges all existing shortcuts and affects the number of
active shortcuts. This command can increase the cache usage and increase the load on the router.

Caution

A

Be extremely careful if you enter this command on a switch that already has alarge number of shortcuts
(greater than 16K).

Caution

Do not place thiscommand in scriptsthat are frequently executed—changing the ML S flow mask purges
all MLS cache entries.

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

destination Sets the minimum flow mask to destination flow.

destination-source Sets the minimum flow mask to source flow.

full Sets the minimum flow mask to an extended access list.

If there are no access lists on any ML S-RP, the flow mask is set to destination flow.

Switch command.

Privileged.

This command specifies the minimum MLS flow mask. Depending on the ML S-RP configuration, the
actual flow mask used might be more specific than the specified minimum flow mask. For example, if
you configure the minimum flow mask to destination-sour ce, but an ML S-RP interface is configured
with IP extended access lists, the actual flow mask used will be full.

If you configure a more specific flow mask (for example, destination-source or full), the number of
active flow entries increases. To limit the number of active flow entries, you might need to decrease the
MLS aging time.

This command is intended to be used for gathering very detailed statistics at the protocol port level; for
example, when NetFlow datais exported to an RMONZ2 probe.
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Examples These examples show how to specify that only expired flows to subnet 171.69.194.0 are exported:

Consol e> (enable) set m's flow destination
Configured flow mask is set to destination flow.
Consol e> (enabl e)

Consol e> (enable) set ms flow destination-source
Configured flow mask is set to destination-source flow
Consol e> (enabl e)

Consol e> (enable) set ms flow full
Configured flow mask is set to full flow
Consol e> (enabl e)

Related Commands  show mls
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setmisnde W

Usethe set mls nde command to configure the NetFlow Data Export (NDE) feature in the Catalyst 6500
series switches to allow command-exporting statistics to be sent to the preconfigured collector.

set mls nde {enable | disable}

set mls nde {collector_ip | collector_name} {udp_port_num}

set mlsndeversion {1| 7| 8}

set mls nde flow [exclude | include] [destination ip_addr_spec] [source ip_addr_spec]
[protocol protocol] [src-port src_port] [dst-port dst_port]

set mls nde {destination-index | source-index} {enable | disable}

Syntax Description

enable Enables NDE.
disable Disables NDE.
collector _ip IP address of the collector if DNS is enabled.

collector_name

Name of the collector if DNS is enabled.

udp_port_num

Number of the UDP port to receive the exported statistics.

version Specifies the version of the NDE; valid versionsare 1, 7, and 8.

1|78 Version of the NDE feature.

flow Adds filtering to NDE.

exclude (Optional) Allows exporting of all flows except the flows matching the given
filter.

include (Optional) Allows exporting of all flows matching the given filter.

destination (Optional) Specifies the destination | P address.

ip_addr_spec (Optional) Full 1P address or a subnet address in these formats: ip_addr,
ip_addr/netmask, or ip_addr/maskbit.

source (Optional) Specifies the source IP address.

protocol (Optional) Specifies the protocol type.

protocol (Optional) Protocol type; valid values can be a number from 0 to 255 or ip,

ipinip, icmp, igmp, tcp, or udp. 0 indicates “do not care.”

src-port src_port

(Optional) Specifies the number of the TCP/UDP source port (decimal). Used
with dst-port to specify the port pair if the protocol istcp or udp. O indicates
“do not care.”

dst-port dst_port

(Optional) Specifies the number of the TCP/UDP destination port (decimal).
Used with src-port to specify the port pair if the protocol istcp or udp. O
indicates “ do not care.”

destination-index

Specifies destination iflndex support.

sour ce-index Specifies source ifIndex support.
enable Enables ifIndex support.
disable Disables ifIndex support.

[ 78-14885-01

Catalyst 6500 Series Command Reference—Release 7.4



Chapter 2 Catalyst 6500 Series Switch and ROM Monitor Commands |

W setmisnde

Defaults

Command Types

Command Modes

Usage Guidelines

The defaults are Netflow Data Export version 7, and all expired flows are exported until the filter is
specified explicitly. Destination iflndex support and source iflndex support are enabled.

Switch command.

Privileged.

If you enter any set mls nde commands on a Catalyst 6500 series switch without ML S, this warning
message is displayed:

m s not supported on feature card.

When you try to enable NDE and there are previously configured filtered flows on the switch, this
warning message is displayed:

Consol e> (enable) set ms nde enabl e

Net f1 ow export configured for port 80 on host 172.20.25.101

Net f| ow export enabl ed.

Warning!! There is a potential statistics m smatch due to existing excluded
protocol s.

When you try to add afilter to exclude some protocol packetsand NDE iscurrently enabled, thiswarning
message is displayed:

Consol e> (enable) set ms exclude protocol tcp 80

Netflow tables will not create entries for TCP packets with protocol port

80.
Warning!! There's a potential statistics msmatch due to enabl ed NDE.

Before you use the set mls nde command for the first time, you must configure the host to collect MLS
statistics. The host name and UDP port number are saved in NVRAM, so you do not need to specify
them. If you specify a host name and UDP port, valuesin NVRAM overwrite the old values. Collector
valuesin NVRAM do not clear when NDE is disabled, because this command configures the collector,
but does not enable NDE automatically.

The set mls nde enable command enables NDE, exporting statistics to the preconfigured collector.

If the protocol isnot tcp or udp, set the dst-port dst_port and src-port src_port valuesto O; otherwise,
no flows are displayed.

If you try to enable NDE without first specifying a collector, you see this display:

Consol e> (enable) set ms nde enable

Pl ease set host name and UDP port number with ‘set ms nde <collector_nanme | collector_ip>
<udp_port _nunber>’.

Consol e> (enabl e)

The set mlsnde flow command adds filtering to the NDE. Expired flows matching the specified criteria
are exported. These values are stored in NVRAM and do not clear when NDE is disabled. If any option
is not specified in this command, it is treated as a wildcard. The NDE filter in NVRAM does not clear
when NDE is disabled.

Only one filter can be active at atime. If you do not enter the exclude or include keyword, the filter is
assumed to be an inclusion filter.
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setmisnde W

Use the following syntax to specify an | P subnet address:

« ip_subnet_addr—Thisis the short subnet address format. The trailing decimal number 00 in an IP
address YY.YY.YY.00 specifies the boundary for an | P subnet address. For example, 172.22.36.00
indicates a 24-bit subnet address (subnet mask 172.22.36.00/255.255.255.0), and 173.24.00.00
indicates a 16-bit subnet address (subnet mask 173.24.00.00/255.255.0.0). However, thisformat can
identify only a subnet address of 8, 16, or 24 bits.

» ip_addr/subnet_mask—Thisis the long subnet address format. For example,
172.22.252.00/255.255.252.00 indicates a 22-bit subnet address. This format can specify a subnet
address of any bit number. To provide more flexibility, the ip_addr is afull host address, such as
172.22.253.1/255.255.252.00.

« ip_addr/maskbits—Thisisthe simplified long subnet address format. The mask bits specify the
number of bits of the network masks. For example, 172.22.252.00/22 indicates a 22-hit subnet
address. Theip_addr isafull host address, such as 193.22.253.1/22, which has the same subnet
address as the ip_subnet_addr.

When you use the set mls nde { collector_ip | collector_name} {udp_port_num} command, the host
name and UDP port number are saved in NVRAM and need not be specified again. If you specify a host
name and UDP port, the new values overwrite the values in NVRAM. Collector valuesin NVRAM do
not clear when you disable NDE.

This example shows how to specify that only expired flows to a specific subnet are exported:

Consol e> (enable) set ms nde flow include destination 171.69.194. 140/ 24
NDE destination filter set to 171.69.194.0/24
Consol e> (enabl e)

This example shows how to specify that only expired flows to a specific host are exported:

Consol e> (enable) set ms nde flow include destination 171.69.194. 140
NDE destination filter set to 171.69.194. 140/ 32.
Consol e> (enabl e)

This example shows how to specify that only expired flows from a specific subnet to a specific host are
exported:

Consol e> (enable) set ms nde flow include destination 171.69.194. 140/ 24 source 171.69.173.5/24
NDE destination filter set to 171.69.194.0/24, source filter set to 171.69.173.0/24

Consol e> (enabl e)

This example shows how to specify that only flows from a specific port are exported:

Consol e> (enable) set ms nde flow include dst_port 23
NDE source port filter set to 23.
Consol e> (enabl e)

This example shows how to specify that only expired flows from a specific host that are of a specified
protocol are exported:
Consol e> (enable) set ms nde flow include source 171.69.194. 140 protocol 51

NDE destination filter set to 171.69.194. 140/ 32, protocol set to 51.
Consol e> (enabl e)
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Related Commands

This example shows how to specify that all expired flows except those from a specific host to a specific
destination port are exported:

Consol e> (enable) set ms nde fl ow exclude source 171.69.194. 140 dst_port 23

NDE destination filter set to 171.69.194. 140/ 32, source port filter set to 23.

Fl ows matching the filter will be excluded.
Consol e> (enabl e)

This example shows how to disable destination iflndex support:

Consol e> (enable) set ms nde destination-ifindex disable
destination-index export has been disabl ed.
Consol e> (enabl e)

This example shows how to disable source iflIndex support:

Consol e> (enable) set m s nde source-ifindex disable
sour ce-i ndex export has been disabl ed.
Consol e> (enabl e)

clear mls nde flow
show mls
show mls nde
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set mls statistics protocol

Use the set mls statistics protocol command to add protocols to the protocols statistics list.

set mls statistics protocol protocol src_port

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

protocol Name or number of the protocol; valid values are from 1 to 255, ip, ipinip,
icmp, igmp, tcp, and udp.
src_port Number or type of the source port; valid values arefrom 1 to 65535, dns, ftp,

smtp, telnet, x, and www.

This command has no default settings.

Switch command.

Privileged.

If you enter any set mls commands on a Catalyst 6500 series switch without ML S, thiswarning message
is displayed:

M.S not supported on feature card.

You can configure a maximum of 64 ports using the set mls statistics protocol command.

If you enter x for the source port, this specifies the Layer 4 port used by the X-windows application.

This example shows how to set protocols for statistic collection:

Consol e> (enable) set ms statistics protocol 17 1934
Protocol 17 port 1934 is added to protocol statistics |ist.
Consol e> (enabl e)

clear mls statistics entry
show mls statistics
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set mis verify

To enable or disable checksum or packet checking based on packet length, use the set mis verify
command.

set mls verify checksum {enable | disable}

set mls verify length {ip | ipx | both} {minimum | inconsistant} {enable | disable}

Syntax Description checksum Specifies P checksum.
enable Enables I P checksum.
disable Disables | P checksum.
length Specifies checking IP or IPX packets based on packet length.
ip|ipx|both Specifies the type of packet.
minimum Specifies checking minimum packet length.
inconsistant Specifies checking inconsistent packet length. See the “Usage Guidelines”
section for more information.
enable Enables checking IP or IPX packets based on packet length.
disable Disables checking IP or IPX packets based on packet length.
Defaults IP checksum is enabled.

Checking IP and I1PX packets based on minimum and inconsistent packet length is enabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The set mls verify command is available on Supervisor Engine 2 (WS-X6K-SUP2-2GE).

If you enable IP checksum or packet checking based on packet length, the Layer 3 ASIC drops Layer 3
error packets that it encounters. If you disable this feature, the packets are not dropped.

~

Note  We recommend that you do not disable IP checksum or packet checking based on packet length
unless you have a specific need to pass non-standard packets.

Checking for inconsistent packet length means that the switch checks for an inconsistency between the
physical length of the packet and the length coded in the packet.
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Examples

Related Commands

This example shows how to enable | P checksum:

Consol e> (enable) set ms verify checksum enabl e
I p checksum verification enabl ed
Consol e> (enabl e)

This example shows how to enable checking inconsistent IP and IPX packet length:

Consol e> (enable) set ms verify length both inconsistant enabl e
I px inconsistant |length verification enabl ed

I'p inconsistant I ength verification enabl ed

Consol e> (enabl e)

This example shows how to disable checking minimum IPX packet length:

Consol e> (enable) set ms verify length ipx mninmmdisable
I px mnimum | ength verification disabled
Consol e> (enabl e)

show mlsverify

setmls verify
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set module

Use the set module command to enable or disable a module.

set module enable | disable mod

Syntax Description enable Enables a module.
disable Disables a module.
mod Number of the module.

Defaults The default is all modules are enabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Avoid disabling a module when you are connected through a Telnet session; if you disable your session,
you will disconnect your Telnet session.

If there are no other network connections to a Catalyst 6500 series switch (for example, on another
module), you have to reenable the module from the console.

You can specify a series of modules by entering a comma between each modul e number (for
example, 2,3,5). You can specify arange of modules by entering a dash between module numbers (for
example, 2-5).

The set module disable command does not cut off the power to a module, it only disables the module.
To turn off power to amodule, refer to the set module power command.

If an individual port on a module was previously disabled, enabling the module does not enable the
disabled port.

Examples This example shows how to enable module 2;

Consol e> (enable) set nodul e enable 2
Modul e 2 enabl ed.
Consol e> (enabl e)

This example shows how to disable module 3 when connected through the console port:

Consol e> (enable) set nodul e disable 3
Mbdul e 3 di sabl ed.
Consol e> (enabl e)
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setmodule

This example shows how to disable module 2 when connected via a Telnet session:

Consol e> (enable) set nodul e disable 2

This comand may di sconnect your telnet session.
Do you want to continue (y/n) [n]? vy

Modul e 2 di sabl ed.

Consol e> (enabl e)

Related Commands  show module
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set module name

Use the set module name command to set the name for a module.

set module name mod [mod_name]

Syntax Description mod Number of the module.

mod_name (Optional) Name created for the module.
Defaults The default is no module names are configured for any modules.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If no module name is specified, any previously specified nameis cleared.

Use the set module name command to set the modul e for the MSM. Additional set module commands
are not supported by the MSM.

Examples This example shows how to set the name for module 1 to Supervisor:

Consol e> (enable) set nodul e name 1 Supervisor
Mbdul e nanme set.
Consol e> (enabl e)

Related Commands  show module
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set module power

Use the set module power command to turn the power on or off to a module.

set module power up | down mod

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

Examples

Related Commands

up Turns on the power to a module.
down Turns off the power to a module.
mod Number of the module.

The default is power is on to a module.

Switch command.

Privileged.

The set module power up command allows you to check if adequate power is available in the system to
turn the power on. If not enough power is available, the module status changes from power-down to
power-deny, and this message is displayed:

Modul e 4 could not be powered up due to insufficient power.

This example shows how to power up module 4:

Consol e> (enable) set nodul e power up 4
Modul e 4 powered up.
Consol e> (enabl e)

This example shows how to power down module 4:

Consol e> (enable) set nodul e power down 4
Mbdul e 4 powered down.
Consol e> (enabl e)

show environment
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set module shutdown

Usethe set module shutdown command to shut down the NAM and Intrusion Detection System Module
(IDSM).

set module shutdown all | mod

Syntax Description all Shuts down NAMs and IDSMs.

mod Number of the module.
Defaults This command has no default settings.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines If you use the set module shutdown command, the configuration is not saved in NVRAM. The next time
when the module boots up, it will come online. You can either reinsert or reset the module to bring it
online.

If there are no other network connections to a Catalyst 6500 series switch (for example, on another
module), you have to reenable the module from the console.

You can specify a series of modules by entering a comma between each module number (for
example, 2,3,5).

Examples This example shows how to shutdown the NAM or IDSM:

Consol e> (enable) set nodul e shutdown 2
Consol e> (enabl e)
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set msfcautostate

Use the set msfcautostate command to enable or disable the line protocol state determination of the
Multilayer Switch Feature Cards (M SFCs) due to port state changes.

set msfcautostate {enable | disable}

Syntax Description

Defaults

Command Types

Command Modes

Usage Guidelines

A

enable Activates the line protocol state determination.
disable Deactivates the line protocol state determination.

The default is enabled.

Switch command.

Privileged.

This feature is used to accurately reflect the Layer 3 interface status based on the underlying Layer 2
interface status so that routing and other protocols converge faster. Faster protocol convergence prevents
traffic from being discarded without notice.

When you enable the M SFC auto state feature, VLAN interfaces on the M SFC are active only when there
is at least one other active interface in the spanning tree forwarding state on the Catalyst 6500 series
switch. Thisinterface could be a physical end-user port, a trunk connection for which the VLAN is
active, or even another MSFC with an equivalent VLAN interface.

If you enable and then disable or disable and then enable the set msfcautostate command, you might
have to use the shutdown and no shutdown commands to disable and then restart the VLAN and WAN
interfaces on the MSFC.

If your FXS module ports are in an auxiliary VLAN and there are no switching module ports active in
the VLAN, the FXSmodulewill not initialize because the M SFC auto state feature shuts down all MSFC
interfaces and subinterfaces. We recommend that you add a physical Ethernet port to the VLAN.

Caution

Examples

Related Commands

You should not disable the M SFC auto state feature because the Layer 3 interface status might not
accurately reflect the Layer 2 interface status. If you disable this feature, traffic might be discarded
without notice even though other valid traffic paths might exist.

This example shows how to enable the line protocol state determination of the MSFC:

Consol e> (enabl e) set nsfcautostate enabl e
Consol e> (enabl e)

show msfcautostate
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set msmautostate

Use the set msmautostate command to enable or disable the line protocol state determination of the
MSM s due to port state changes.

set msmautostate { enable | disable}

Syntax Description enable Activates the line protocol state determination.

disable Deactivates the line protocol state determination.
Defaults The default configuration has line protocol state determination disabled.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Thisfeatureisuseful for discontinuing the advertisement of routing paths when accessto themissevered
(either through fault or administrative disabling).

When you enable msmautostate, VLAN interfaces on the MSM are active only when thereis at least
one other active interface within the Catalyst 6500 series switch. This could be a physical end-user port,
atrunk connection for which the VLAN is active, or even another MSM with an equivalent VLAN
interface.

If you disable msmautostate, you might have to use the shutdown and no shutdown commands to
disable and then restart the VLAN interface to bring the MSM back up.

Examples This example shows how to enable the line protocol state determination of the MSM:

Consol e> (enabl e) set nmsnautostate enabl e
MSM port auto state enabl ed.
Consol e> (enabl e)

This example shows how to disable the line protocol state determination of the MSM:

Consol e> (enable) set msnautostate disable
MSM port auto state disabl ed.
Consol e> (enabl e)

Related Commands  show msmautostate
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set multicast router

Use the set multicast router command to configure a port manually as a multicast router port.

set multicast router mod/port

Syntax Description mod/port Number of the module and port on the module.
Defaults The default is no ports are configured as multicast router ports.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines When you enable | GM P snooping, the ports to which amulticast-capabl e router is attached areidentified
automatically. The set multicast router command allows you to configure multicast router ports
statically.

Examples This example shows how to configure a multicast router port:

Consol e> (enable) set multicast router 3/1
Port 3/1 added to nulticast router port list.
Consol e> (enabl e)

Related Commands  clear multicast router
set igmp
show multicast group count
show multicast router
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set ntp broadcastclient

Use the set ntp broadcastclient command to enable or disable NTP in broadcast-client mode.

set ntp broadcastclient {enable | disable}

Syntax Description enable Enables NTP in broadcast-client mode.

disable Disables NTP in broadcast-client mode.
Defaults The default is broadcast-client mode is disabled.
Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The broadcast-client mode assumes that a broadcast server, such as a router, sends time-of-day
information regularly to a Catalyst 6500 series switch.

Examples This example shows how to enable an NTP broadcast client:

Consol e> (enable) set ntp broadcastclient enable
NTP Broadcast O ient npde enabl ed.
Consol e> (enabl e)

This example shows how to disable an NTP broadcast client:

Consol e> (enable) set ntp broadcastclient disable
NTP Broadcast Cient npde disabl ed.
Consol e> (enabl e)

Related Commands  show ntp
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set ntp broadcastdelay

Use the set ntp broadcastdelay command to configure a time-adjustment factor so the Catalyst 6500
series switch can receive broadcast packets.

set ntp broadcastdelay microseconds

Syntax Description microseconds Estimated round-trip time, in microseconds, for NTP broadcasts;
valid values are from 1 to 999999.

Defaults The default is the NTP broadcast delay is set to 3000 milliseconds.

Command Types Switch command.

Command Modes Privileged.

Examples This example shows how to set the NTP broadcast delay to 4000 milliseconds:

Consol e> (enable) set ntp broadcastdel ay 4000
NTP broadcast delay set to 4000 m croseconds.
Consol e> (enabl e)

Related Commands  show ntp
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set ntp client

Use the set ntp client command to enable or disable a Catalyst 6500 series switch asan NTP client.

set ntp client {enable | disable}

Syntax Description enable Enables a Catalyst 6500 series switch as an NTP client.
disable Disables a Catalyst 6500 series switch as an NTP client.

Defaults The default is NTP client mode is disabled.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines You can configure NTP in either broadcast-client mode or client mode. The broadcast-client mode
assumes that a broadcast server, such as a router, sends time-of-day information regularly to a
Catalyst 6500 series switch. The client mode assumes that the client (a Catalyst 6500 series switch)
regularly sends time-of-day requests to the NTP server.

Examples This example shows how to enable NTP client mode;

Consol e> (enable) set ntp client enable
NTP client node enabl ed.
Consol e> (enabl e)

Related Commands  show ntp
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set ntp server

Use the set ntp server command to specify the NTP server address and configure an NTP server
authentication key.

set ntp server ip_addr [key public_keynum]

Syntax Description ip_addr I P address of the NTP server.

key (Optional) Specifies the key number; valid values are from 1 to
public keynum  4292945295.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The client mode assumes that the client (a Catalyst 6500 series switch) sends time-of-day requests
regularly to the NTP server. A maximum of ten servers per client is allowed.

Examples This example shows how to configure an NTP server:

Consol e> (enable) set ntp server 172.20.22.191
NTP server 172.20.22.191 added.
Consol e> (enabl e)

Related Commands  clear ntp server
show ntp
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set ntp summertime

Use the set ntp summertime command to specify whether the system should set the clock ahead one
hour during daylight saving time.

set ntp summertime {enable | disable} [zone]

set ntp summertimerecurring [{week} {day} {month} {hh:mm} {week | day | month | hh:mm}
[offset]]

set ntp summertime date { month} {date} {year} {hh:mm}{month | date | year | hh:mm} [offset]

Syntax Description enable Causes the system to set the clock ahead one hour during daylight
saving time.
disable Prevents the system from setting the clock ahead one hour during
daylight saving time.
zone (Optional) Time zone used by the set summertime command.
recurring Specifies the summertime dates that recur every year.
week Week of the month (fir st, second, third, fourth, last, 1...5).
day Day of the week (Sunday, M onday, Tuesday, and so forth).
month Month of the year (January, February, March, and so forth).
hh:mm Hours and minutes.
offset (Optional) Amount of offset in minutes (1 to 1440 minutes).
date Day of the month (1 to 31).
year Number of the year (1993 to 2035).
Defaults By default, the set ntp summertime command is disabled. Once enabled, the default for offset is

60 minutes, following U.S. standards.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines After you enter the clear config command, the dates and times are set to default.

Unless you configure it otherwise, this command advances the clock one hour at 2:00 a.m. on the first
Sunday in April and moves back the clock one hour at 2:00 a.m. on the last Sunday in October.
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Examples

Related Commands

setntp summertime

This example shows how to cause the system to set the clock ahead one hour during daylight saving time:

Consol e> (enable) set ntp sumrertinme enabl e PDT
Summertinme is enabled and set to “PDI”".
Consol e> (enabl e)

This example shows how to prevent the system from setting the clock ahead one hour during daylight
saving time:

Consol e> (enable) set ntp summertime di sable
Surmertime di sabl ed.
Consol e> (enabl e)

This example shows how to set daylight saving timeto the zonename AUS and repeat every year, starting
from the third Monday of February at noon and ending at the second Saturday of August at
3:00 p.m. with an offset of 30 minutes:

Consol e> (enable) set ntp sumrertinme AUS recurring 3 Mon Feb 12:00 2 Saturday Aug 15:00 30
Summer time is disabled and set to 'AUS w th offset 30 minutes.

start: 12:00:00 Sun Feb 13 2000

end: 14: 00: 00 Sat Aug 26 2000

Recurring, starting at 12:00: 00 on Sunday of the third week of February and endi ng

on Saturday of the fourth week of August.
Consol e> (enabl e)

This example shows how to set the daylight saving time to start on January 29, 1999 at 2:00 a.m. and
end on August 19, 2004 at 3:00 p.m. with an offset of 30 minutes:

Consol e> (enable) set ntp sumertime date jan 29 1999 02: 00 aug 19 2004 15:00 30
Sumertinme is disabled and set to "'

Start : Fri Jan 29 1999, 02:00: 00

End : Thu Aug 19 2004, 15:00: 00

O fset: 30 minutes

Recurring: no

Consol e> (enabl e)

This example shows how to set recurring to reset default to US summertime:

Consol e> (enable) set ntp sumrertine recurring 3 non feb 4 thurs oct 8:00 500

Commrand aut hori zati on none.

Summertime is enabled and set to *’

Start : Mon Feb 21 2000, 03:00: 00

End : Fri Oct 20 2000, 08:00:00

O fset: 500 minutes (8 hours 20 m nutes)

Recurring: yes, starting at 03:00am of third Monday of February and endi ng on 08: 00am of
fourth Thursday of Cctober.

Consol e> (enabl e)

show ntp
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M setntp timezone

set ntp timezone

Use the set ntp timezone command to configure the time offset from Greenwich Mean Time.

set timezone [zone_name] [hours [minutes]]

Syntax Description zone_name Name of the time zone.

hours (Optional) Time offset (hours) from Greenwich Mean Time; valid
values are from —12 to 12 hours.

munutes (Optional) Time offset (minutes) from Greenwich Mean Time; valid
values are from 0 to 59 munutes.

Defaults This command has no default settings.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines The set ntp timezone command is effective only when NTP isrunning. If you set the time explicitly and
NTP isdisengaged, the set ntp timezone command has no effect. If you have enabled NTP and have not
entered the set timezone command, the Catalyst 6500 series switch displays UTC by default.

Examples This example shows how to set the time zone to Pacific Standard Time with an offset of minus 8 hours
from UTC:
Consol e> (enable) set ntp timezone PST -8

Ti mezone set to “PST", offset fromUTC is -8 hours.
Consol e> (enabl e)

Related Commands  clear ntp timezone
show ntp
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setpassword W

set password

Use the set password command to change the login password on the CLI.

set password

Syntax Description ~ This command has no arguments or keywords.

Defaults The default is no password is configured.

Command Types Switch command.

Command Modes Privileged.

Usage Guidelines Passwords are case sensitive and may be from 0 to 19 characters in length, including spaces.

The command prompts you for the old password. If the password you enter is valid, you are prompted
to enter anew password and to verify the new password. A zero-length password is allowed by pressing
Return.

Examples This example shows how to set an initial password:

Consol e> (enable) set password
Enter ol d password: <ol d_password>
Enter new password: <new_password>
Ret ype new password: <new_passwor d>
Password changed.

Consol e> (enabl e)
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W setpbf

se